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Abst r act

Classic facsinle docunent exchange represents both a set of
techni cal specifications and a class of service. Previous work has
replicated sone of that service class as a profile within Internet
mail. The current specification defines "full node" carriage of
facsimle data over the Internet, building upon that previous work
and addi ng the remaining functionality necessary for achieving
reliability and capability negotiation for Internet mail, on a par
with classic T.30 facsimle. These additional features are designed
to provide the highest level of interoperability with the
standards-conpliant email infrastructure and mail user agents, while
providing a level of service that approximates what is currently

enj oyed by fax users.
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1. | nt roducti on

This specification defines "full node" carriage of facsimle data
over the Internet, building upon previous work in A Sinple Mde of
Facsimle Using Internet Mail [RFC3965] and Extended Facsimle Using
Internet Mail [RFC2532]. This specification also adds the renaining
functionality necessary to achieve reliable and capabl e negoti ati on

for Internet mail, on par with classic [T30] facsimle. These
addi ti onal features are designed to provide the highest |evel of
interoperability with the standards-conpliant email infrastructure

and nmail user agents, while providing a level of service that closely
approxi mates the |l evel of service currently enjoyed by fax users.

Basic termnology is discussed in [RFC2542]. |Inplenentations that
conformto this specification MIST al so conformto [ RFC3965] and
[ RFC2532] .

The new features are designed to be interoperable with the existing
base of mail transfer agents (MIAs) and mmil user agents (MJAs), and
to take advantage of existing standards for optional functionality
(e.g., positive delivery confirmation and disposition notification).
Enhancenents described in this docunent utilize the existing |nternet
emai | messaging infrastructure, where possible, instead of creating
fax-specific features that are unlikely to be inplenmented in non-fax
nmessagi ng software.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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2.

2.

2.

Content Negotiation

Classic facsinmile service is interactive, such that a sending station
can di scover the capabilities of the receiving station, prior to
sending a facsimle of a docunent. This permts the sender to
transmt the best quality of facsimle supported by both the sending
station and the receiving station. Internet nmail is
store-and-forward, with potentially |ong | atency, such that

bef ore-the-fact negotiation is problematic.

Use of a negotiation nmechanismpernmts senders to transfer a richer
docunent formthan is permtted when using the safer-but-universa
default form Wthout this mechanism the sender of a docunent
cannot be certain that the receiving station will be able to support
the form

The capabilities that can be negotiated by an FFPI M partici pant are
specified in [ RFC2534] and [ RFC2879]. Inplenentations that are
conformant to FFPI M MUST support content negotiation as descri bed

t here.

1. UA-based Content Negoti ation

One nethod for exchanging the capabilities information uses a
post - hoc techni que, which permts an originator to send the best
versi on known to be supported by the recipient, and to also send a
better suited version if the recipient requests it. This mechanism
is specified in [RFC3297]. FFPIM i npl enentati ons MJUST support this
mechani sm

2. ESMIP-based Content Negotiation

Anot her nmethod uses an ESMIP option specified in [ RFC4141]. It

requi res support for content negotiation along the entire path the
emai| travels. Using this mechanism receiving ESMIP servers are
able to report capabilities of the addresses (nail boxes) they
support, and sending enail clients are able to signal both perni ssion
and constraints on conversions.

FFPI M partici pants MAY support this nmechani sm

NOTE: This specification provides for content conversion by
unspecified intermediaries. Use of this nechanismcarries
significant risk. Although internediaries always have the ability
to perform danmagi ng transformati ons, use of this specification
could result in nore exploitation of that potential and,
therefore, nore m sbehavior. Use of internediaries is discussed
in [ RFC3238].
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2.3. Interactions between UA and ESMIP Negoti ati on Mechani sns

FFPI M partici pants nust ensure that their use of the UA and ESMIP
met hods for content negotiation is conpatible. For exanple, two
mechani snms m ght consult two different repositories of capabilities
i nformation, and those repositories mght contain different
information. Presumably, this neans that at | east one of these
repositories is inaccurate. Therefore, the larger problemis one of
correctness, rather than synchronization

Thi s specification does not require a particular method of using the
nmechani sns t oget her.

3. Content Fornmat

FFPI M al | ows the transfer of enhanced TIFF data relative to [ RFC3965]
and [ RFC2532]. The details for these enhancenents are contained in

[ RFC3949]. Inplenmentations that are conformant to FFPI M SHOULD
support TI FF enhancenents.

It should also be noted that the content negotiation nechani sm
permts a sender to know the full range of content types that are
supported by the recipient. Therefore, requirenents for support of
TIFF represent a functional mninmumfor FFPIM

4. Security Considerations
As this docunment is an extension of [RFC3965] and [ RFC2532], the
Security Considerations sections of [RFC3965] and [ RFC2532] apply to
this docunment, including discussion of PGP and S/M Me use for
aut hentication and privacy.
It appears that the mechani sms added by this specification do not
i ntroduce new security considerations. However, the concerns raised
in [RFC2532] are particularly salient for these new nechani sns.

Use of this specification should occur with particular attention to
the followi ng security concerns:

* Negotiation can be used as a denial of service attack
* Negotiation nmay lead to the use of an unsafe data format.

* Negotiation discloses information and therefore raises privacy
concerns.
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5.

5.

Use of the ESMIP CONNEG option pernits content transformati on by an
intermediary, along the mail transfer path. Wen the contents are
encrypted, the internediary cannot performthe conversion, because it
is not expected to have access to the rel evant secret keying
material. Wen the contents are signed, but not encrypted,
conversion will invalidate the signature. Therefore, perm ssion to
convert SHOULD NOT nornmally be used with signed or seal ed nessages.
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Appendi x A. Direct Mde

Email is a store-and-forward service, typically with highly variable
del ay between the tine a nessage | eaves the sender’s realmand the
time it arrives in the receiver’s realm The nunber of relays

bet ween sender and receiver is also unknown and variable. By
contrast, facsinmle is generally considered to be direct and

i mredi at e.

An email profile that fully enulates facsimle nust solve severa
different problens. One is to ensure that the docunent

representation semantics are faithful. Another is that the
interaction between sender and receiver is simlar to that of
tel ephony-based facsimle. |In particular, it nmust ensure the

timeliness of the interaction. The specifications for FFPIMand its
predecessors enable email to ermulate the forner, the information
(semantics) activities of facsimle.

The ESMIP CONNEG option sets the stage for achieving the latter, with
enmai | -based facsinmile transfer that has interactive negotiations, on
a par with tel ephony-based facsimle. The key, additiona

requirenment is to achieve tineliness. Utimtely, timeliness

requi res configuring sender and receiver email servers to interact
directly. The sender’s MIA nust directly contact the receiver’'s MA
Wth typical email service configurations, the content and
interaction semantics of facsimle can be ermulated quite well, but
timeliness cannot be assured.

To achi eve direct sending, the originating MIA nmust not use

sendi ng-side internedi ari es such as outbound enterprise MIAs.

Instead, it nust be configured to do transnmissions directly to hosts
specified in enail addresses, based on queries to the public DNS. To
achi eve direct receiving, the target MIAs nmust have DNS A records,

wi thout MX records. That is, they also nust be configured not to use
i nternediari es.

The sender may then use ESMIP Conneg to determ ne the capabilities of

the receiver. Afterwards the sender will use the capabilities
information to tailor the TlIFF nessage content it sends.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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