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Status of This Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2005).
Abst r act

This menmo requests that the application/nbox nedia type be authorized
for allocation by the ESG according to the terns specified in RFC
2048. This menp al so defines a default format for the nbox database,
whi ch nust be supported by all confornant inplenentations.

1. Background and Overview

UNI X-1i ke operating systenms have historically mde w despread use of
"mbox" database files for a variety of |ocal enmnil purposes. 1In the
conmon case, nbox files store |inear sequences of one or nore

el ectronic nmail messages, with local enmmil clients treating the

dat abase as a logical folder of email nessages. nbox databases are
al so used by a variety of other messaging tools, such as mailing |ist
management progranms, archiving and filtering utilities, messaging
servers, and other related applications. In recent years, nbox

dat abases have al so beconme common on a | arge nunber of non- UN X
conputing platforns, for simlar kinds of purposes.

The increased pervasiveness of these files has led to an increased
demand for a standardi zed, network-w de interchange of these files as
di screte database objects. In turn, this dictates a need for a
general nedia type definition for nbox files, which is the subject
and purpose of this neno.

Hal | | nf or mati onal [ Page 1]



RFC 4155 The application/ mbox Media Type Sept ember 2005

2.

About the nbox Dat abase

The nbox database format is not docunented in an authoritative
specification, but instead exists as a well-known output format that
i s anecdotal |y docunmented, or which is only authoritatively
docunented for a specific platformor tool

nbox databases typically contain a |linear sequence of electronic nai
nmessages. Each nessage begins with a separator line that identifies
the message sender, and also identifies the date and tine at which
the message was received by the final recipient (either the |ast-hop
systemin the transfer path, or the system which serves as the
recipient’s mailstore). Each nmessage is typically term nated by an
enpty line. The end of the database is usually recognized by either
the absence of any additional data, or by the presence of an explicit
end-of -file marker.

The structure of the separator lines vary across inplenentations, but
usual |y contain the exact character sequence of "Froni, followed by a
singl e Space character (0x20), an email address of sone kind, another
Space character, a timestanp sequence of sonme kind, and an end- of -
line marker. However, due to the lack of any authoritative
specification, each of these attributes are known to vary wi dely
across inplenentations. For exanple, the email address can reflect
any addressing syntax that has ever been used on any nessagi ng system
in all of history (specifically including address fornms that are not
conpati ble with Internet nessages, as defined by RFC 2822 [ RFC2822]).
Simlarly, the tinestanp sequences can al so vary according to system
out put, while the end-of-line sequences will often reflect platform
specific requirenents. Different data formats can even appear within
a single database as a result of nultiple nbox files being

concat enat ed together, or because a single file was accessed by

mul tipl e messaging clients, each of which has used its own syntax for
the separator I|ine.

Message data within nbox databases often reflects site-specific
peculiarities. For exanple, it is entirely possible for the nessage
body or headers in an nbox database to contain untagged eight-bit
character data that inmplicitly reflects a site-specific default

| anguage or locale, or that reflects |ocal defaults for timestanps
and emmi | addresses; none of this data is wi dely portable beyond the
| ocal scope. Simlarly, nessage data can al so contain unencoded
eight-bit binary data, or can use encoding formats that represent a
specific platform (e.g., BINHEX or UUENCODE sequences).
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Many i npl enentations are al so known to escape nessage body |ines that
begin with the character sequence of "From", so as to prevent
confusion with overly-liberal parsers that do not search for ful
separator lines. |In the conmon case, a |eading G eater-Than synbo
(Ox3E) is used for this purpose (with "From ™" becom ng ">From").
However, other inplenentations are known not to escape such |ines
unl ess they are i mediately preceded by a blank line or if they also
appear to contain an email address and a tinestanp. O her

i mpl enentati ons are al so known to perform secondary escapes agai nst
these lines if they are already escaped or quoted, while others

i gnore these nechani sns al t oget her

A conprehensi ve description of nmbox database files on UNI X-1ike
systens can be found at http://qgmail.org./mn/ man5/ nbox. ht M, which
shoul d be treated as nostly authoritative for those variations that
are otherw se only docunented in anecdotal form However, readers
are advised that many other platforms and tools make use of nbox

dat abases, and that there are many nore potential variations that can
be encountered in the wld.

In order to mitigate errors that may arise from such vagaries, this
specification defines a "format" paranmeter to the application/nbox
nmedi a type decl aration, which can be used to identify the specific
ki nd of nbox database that is being transferred. Furthernore, this
specification defines a "default" database format which MJST be
supported by inplenmentations that claimto be conpliant with this
specification, and which is to be used as the inplicit format for
undecl ared applicati on/ nbox data objects. Additional format types
are to be defined in subsequent specifications. Messaging systens
that receive an nbox database with an unknown format paraneter val ue
SHOULD treat the data as an opaque binary object, as if the data had
been decl ared as application/octet-stream

Refer to Appendix A for a description of the default nbox format.

Not e that RFC 2046 [ RFC2046] defines the nultipart/digest nedia type
for transferring platformindependent nessage files. Because that
specification defines a set of neutral and strict formatting rules,
the multipart/digest nedia type already facilitates highly-

predi ctabl e transfer and conversi on operations; as such, inplenenters
are strongly encouraged to support and use that nedia type where
possi bl e.
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3.

Prerequi sites and Terni nol ogy

Readers of this docunent are expected to be familiar with the
specification for MM [ RFC2045] and M ME-type registrations
[ RFC2048] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

The application/ mbox Media Type Registration

This section provides the nedia type registration application (as per
[ RFC2048]) .

M ME nedia type nane: application
M ME subtype nane: nbox
Requi red parameters: none

Optional parameters: The "format" paraneter identifies the format of
the nmbox dat abase and the nessages contained therein. The default
value for the "format" parameter is "default"”, and refers to the
formatting rules defined in Appendix A of this nenb. nbox databases
that do not have a "format" paranmeter SHOULD be interpreted as having
the inplicit "format" value of "default". nbox databases that have
an unknown value for the "format" paraneter SHOULD be treated as
opaque data objects, as if the nedia type had been specified as
application/octet-stream Additional values for the format paraneter
are to be defined in subsequent specifications, and registered with

I ANA.

Encodi ng considerations: If an email client receives an nbox dat abase
as a message attachnment, and then stores that attachment within a

| ocal nbox dat abase, the contents of the two database files nmay
becone irreversibly interm ngled, such that both databases are
rendered unrecogni zable. In order to avoid these collisions,
nmessagi ng systens that support this specification MJST encode an nbox
dat abase (or at a mininmum the separator |ines) with non-transparent
transfer encoding (such as BASE64 or Quoted-Printable) whenever an
application/nbox object is transferred via nessagi ng protocols.

Q her transfer services are generally encouraged to adopt simlar
encoding strategies in order to allow for any subsequent

retransm ssion that m ght occur, but this is not a requirenent.

| mpl ementers shoul d al so be prepared to encode nbox data locally if
non-conpliant data is received.
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Security considerations: nbox data is passive, and does not generally
represent a unique or new security threat. However, there is risk in
sharing any kind of data, because unintentional information may be
exposed, and this risk certainly applies to nmbox data as well.

Interoperability considerations: Due to the lack of a single
authoritative specification for nmbox databases, there are a | arge
nunber of variations between database formats (refer to the

i ntroduction text for common exanples), and it is expected that non-
conformant data will be erroneously tagged or exchanged. Although
the "default” format specified in this nmeno does not allow for these
ki nds of vagaries, prior negotiation or agreenent between hunans nay
soneti nes be needed.

Publ i shed specification: see Appendix A

Applications that use this nmedia type: hundreds of messagi ng products
make use of the nbox database format, in one formor another

Magi ¢ nunber(s): mbox database files can be recogni zed by having a

| eadi ng character sequence of "Froni, followed by a single Space
character (0x20), followed by additional printable character data
(refer to the description in Appendix A for details). However,

i npl enenters are cautioned that all such files will not be conpliant
with all of the formatting rules, therefore inplenenters should treat
these files with an appropriate amount of circunspection

File extension(s): mnmbox database files sonetinmes have an ". nmbox"
extension, but this is not required nor expected. As with magic
nunbers, inplenenters should avoid refl exive assunptions about the
contents of such files.

Maci ntosh File Type Code(s): None are known to be conmon.

Person & email address to contact for further infornmation: Eric A
Hal | (ehall @trg.com

I nt ended usage: COVMON
5. Security Considerations

See the di scussion in section 4.
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6.

| ANA Consi der ati ons

The |1 ANA has regi stered the application/nbox nedia type in the MM
registry, using the application provided in section 4 above.

Furthernore, | ANA has established and will maintain a registry of

val ues for the "format" paranmeter as described in this neno. The
first registration is the "default" value, using the description
provided in Appendix A Subsequent values for the "format" paraneter
MJUST be accomnpani ed by some form of recognizable, conplete, and

| egitimate specification, such as an | ESG approved specification, or
sone kind of authoritative vendor docunentation
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Appendi x A.  The "default" nbox Database For mat

In order to inprove interoperability anmobng nmessagi ng systens, this
meno defines a "default" nmbox database format, which MJST be
supported by all inplenentations that claimto be conpliant with this
speci fication.

The "default" nbox database format uses a l|linear sequence of Internet
nessages, Wi th each nessage being i mediately prefaced by a separator
line, and being term nated by an enpty line. More specifically:

o Each nessage within the database MJUST foll ow the syntax and
formatting rules defined in RFC 2822 [ RFC2822] and its rel ated
specifications, with the exception that the canonical nbox
dat abase MUST use a single Line-Feed character (0x0A) as the
end- of -1 i ne sequence, and MJST NOT use a Carri age- Return/Line-
Feed pair (NB: this requirement only applies to the canonica
nbox database as transferred, and does not override any ot her
specifications). This usage represents the nost conmon
hi storical representation of the nbox database format, and
allows for the | east anpunt of conversion

0 Messages within the default nbox database MJST consist of
seven-bit characters within an eight-bit stream Eight-bit data
within the stream MJUST be converted to a seven-bit form (using
appropriate, standardi zed encodi ng) and appropriately tagged
(with the correct header fields) before the database is
transferred.

o0 Message headers and data in the default nbox database MUST be
fully-qualified, as per the relevant specification(s). For
exanpl e, enmmil addresses in the various header fields MJST have
legitimate domai n nanes (as per RFC 2822), while extended
characters and encodi ngs MJUST be specified in the appropriate
| ocation (as per the appropriate MM specifications), and so
forth.

o Each nessage in the nbox database MJST be i medi ately preceded
by a single separator line, which MJUST conformto the follow ng
synt ax:

The exact character sequence of "Front;
a single Space character (0x20);
the emai|l address of the message sender (as obtained fromthe

nmessage envel ope or other authoritative source), conformant
with the "addr-spec" syntax from RFC 2822;
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a single Space character;

a tinestanp indicating the UTC date and tinme when the nessage
was originally received, conformant with the syntax of the
traditional UNI X 'ctine’ output sans tinezone (note that the
use of UTC precludes the need for a timezone indicator);

an end-of -1ine marker.

o Each nessage in the database MJST be terminated by an enpty
line, containing a single end-of-1line marker

Note that the first nessage in an nbox database will only be prefaced
by a separator line, while every other nessage will begin with two
end- of -1 i ne sequences (one at the end of the nessage itself, and
another to mark the end of the message within the nmbox database file
stream and a separator line (marking the new nessage). The end of
the database is inplicitly reached when no nore nessage data or
separator |lines are found.

Al so note that this specification does not prescribe any escape
syntax for nessage body lines that begin with the character sequence
of "From". Recipient systens are expected to parse full separator
lines as they are docunented above.

Aut hor’ s Addr ess
Eric A Hal

EMai | : ehal |l @trg.com
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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