Net wor k Wor ki ng Group M Cooper

Request for Comments: 4158
Cat egory:

Orion Security Sol utions

| nf or mat i onal Y. Dzanbasow

A&N Associ at es

P. Hesse

Gemi ni Security Solutions
S. Joseph

Van Dyke Technol ogi es

R Nichol as

BAE Syst ens

Sept enber 2005

Internet X. 509 Public Key Infrastructure:

Certification Path Buil ding

Status of This Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimnmted.

Copyri ght Notice

Copyright (C The Internet Society (2005).

Abstract

Thi s docunent provi des gui dance and recomendati ons to devel opers
bui | di ng X. 509 public-key certification paths within their
applications.
in this docurment, an application developer is nore likely to devel op
a robust X. 509 certificate-enabl ed application that can build valid
certification paths across a wi de range of PKI environnents.
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1. Introduction

[ X.509] public key certificates have become an accepted nethod for
securely binding the identity of an individual or device to a public
key, in order to support public key cryptographic operations such as
digital signature verification and public key-based encryption
However, prior to using the public key contained in a certificate, an
application first has to determ ne the authenticity of that
certificate, and specifically, the validity of all the certificates
leading to a trusted public key, called a trust anchor. Through
validating this certification path, the assertion of the binding made
between the identity and the public key in each of the certificates
can be traced back to a single trust anchor

The process by which an application determnes this authenticity of a
certificate is called certification path processing. Certification
pat h processing establishes a chain of trust between a trust anchor
and a certificate. This chain of trust is conposed of a series of

Cooper, et al. I nf or mati onal [ Page 3]



RFC 4158 Certification Path Buil di ng Sept ember 2005

certificates known as a certification path. A certification path
begins with a certificate whose signature can be verified using a
trust anchor and ends with the target certificate. Path processing
entails building and validating the certification path to determ ne
whet her a target certificate is appropriate for use in a particular
application context. See Section 3.2 of [RFC3280] for nore

i nformation on certification paths and trust.

1.1. Motivation

Many ot her docunents (such as [RFC3280]) cover certification path

val idation requirenents and procedures in detail but do not discuss
certification path building because the neans used to find the path
does not affect its validation. This docunent therefore is an effort
to provide useful guidance for devel opers of certification path-
bui | di ng i npl emrent ati ons.

Additionally, the need to devel op conplex certification paths is

i ncreasing. Many PKIs are now using conplex structures (see Section
1.5) rather than sinple hierarchies. Additionally, some enterprises
are gradually nmoving away fromtrust lists filled with many trust
anchors, and toward an infrastructure with one trust anchor and nany
cross-certified relationships. This docunent provides hel pfu

i nformati on for devel oping certification paths in these nore
conplicated situations.

1.2. Purpose

Thi s docunent provides information and gui dance for certification
path building. There are no requirenents or protocol specifications
in this docurment. This docunent provides nany options for performng
certification path building, as opposed to just one particular way.
Thi s docunent draws upon the authors’ experiences with existing
conpl ex certification paths to offer insights and reconmendations to
devel opers who are integrating support for [X 509] certificates into
their applications.

In addition, this docunment suggests using an effective genera
approach to path building that involves a depth first tree traversal
VWil e the authors believe this approach offers the bal ance of
simplicity in design with very effective and infrastructure-neutra
pat h-bui I ding capabilities, the algorithmis no nore than a suggested
approach. Oher approaches (e.g., breadth first tree traversals)
exi st and may be shown to be nore effective under certain conditions.
Certification path validation is described in detail in both [X 509]
and [ RFC3280] and is not repeated in this docunent.

Cooper, et al. I nf or mati onal [ Page 4]



RFC 4158 Certification Path Buil di ng Sept ember 2005

Thi s docunent does not provide gui dance for building the
certification path froman end entity certificate to a proxy
certificate as described in [ RFC3820].

1.3. Term nol ogy

Terms used throughout this docunent will be used in the follow ng
ways:

Building in the Forward direction: The process of building a
certification path fromthe target certificate to a trust anchor
"Forward’ is the former nanme of the crossCertificatePair elenent
"issuedToThi sCA' .

Building in the Reverse direction: The process of building a
certification path froma trust anchor to the target certificate.
"Reverse’ is the fornmer nane of the crossCertificatePair el enment
"i ssuedByThi sCA’ .

Certificate: A digital binding that cannot be counterfeited between
a named entity and a public key.

Certificate Graph: A graph that represents the entire PKI (or al
cross-certified PKIs) in which all naned entities are viewed as
nodes and all certificates are viewed as arcs between nodes.

Certificate Processing System An application or device that
performs the functions of certification path building and
certification path validation

Certification Authority (CA): An entity that issues and nmanages
certificates.

Certification Path: An ordered list of certificates starting with a
certificate signed by a trust anchor and ending with the target
certificate.

Certification Path Building: The process used to assenble the
certification path between the trust anchor and the target
certificate.

Certification Path Validation: The process that verifies the binding
bet ween t he subject and the subject-public-key defined in the
target certificate, using a trust anchor and set of known
constraints.
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Certificate Revocation List (CRL): A signed, time stanped |i st
identifying a set of certificates that are no | onger considered
valid by the certificate issuer

CRL Signer Certificate: The specific certificate that may be used for
verifying the signature on a CRL issued by, or on behalf of, a
specific CA

Cross-Certificate: A certificate issued by one CA to another CA for
the purpose of establishing a trust relationship between the two

Cross-Certification: The act of issuing cross-certificates.

Deci sion Tree: \Wen the path-building software has nultiple
certificates to choose from and nust nake a decision, the
col l ection of possible choices is called a decision tree.

Directory: Cenerally used to refer an LDAP accessible repository for
certificates and PKI information. The termmay al so be used
generically to refer to any certificate storing repository.

End Entity: The holder of a private key and correspondi ng
certificate, whose identity is defined as the Subject of the
certificate. Human end entities are often called "subscribers".

I s-revocation-signer indicator: A boolean flag furnished to the
pat h-bui I ding software. |If set, this indicates that the target
certificate is a Revocation Signer certificate for a specific CA
For exanple, if building a certification path for an indirect CRL
Signer certificate, this flag would be set.

Local PKI: The set of PKI conponents and data (certificates,
directories, CRLs, etc.) that are created and used by the
certificate using organization. 1In general, this concept refers

to the conponents that are in close proximty to the certificate
using application. The assunption is that the |ocal data is nore
easi |y accessible and/or inexpensive to retrieve than non-1loca
PKI data

Local Realm See Local PKI.

Node (in a certificate graph): The collection of certificates having
i dentical subject distinguished nanes.

Online Certificate Status Protocol (OCSP): An Internet protocol used

by a client to obtain the revocation status of a certificate from
a server.
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OCSP Response Signer Certificate: The specific certificate that may
be used for verifying the signature on an OCSP response. This
response may be provided by the CA on behalf of the CA or by a
di fferent signer as determ ned by the Relying Party’'s | oca

pol i cy.

Public Key Infrastructure (PKI): The set of hardware, software,
personnel, policy, and procedures used by a CA to i ssue and nanage
certificates.

Relying Party (RP): An application or entity that processes
certificates for the purpose of 1) verifying a digital signature,
2) authenticating another entity, or 3) establishing confidentia
comuni cati ons.

Revocation Signer Certificate: Refers collectively to either a CRL
Signer Certificate or OCSP Response Signer Certificate.

Target Certificate: The certificate that is to be validated by a
Relying Party. It is the "Certificate targeted for validation".
Al 't hough frequently this is the End Entity or a |l eaf node in the
PKI structure, this could also be a CA certificate if a CA
certificate is being validated. (e.g., This could be for the
purpose of building and validating a certification path for the
signer of a CRL.)

Trust (of public keys): In the scope of this docunment, a public key
is considered trustworthy if the certificate containing the public
key can be validated according to the procedures in [ RFC3280].

Trust List: Alist of trust anchors.

Trust Anchor: The conbination of a trusted public key and the nanme of
the entity to which the corresponding private key bel ongs.

Trust Anchor Certificate: A self-signed certificate for a trust
anchor that is used in certification path processing.

User: An individual that is using a certificate processing system
Thi s docunent refers to some cases in which users may or may nhot
be prompted with information or requests, dependi ng upon the
i npl enentation of the certificate processing system
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1.4. Notation

Thi s docunent nmkes use of a few conmmon notations that are used in
the di agrams and exanpl es.

The first is the arrow synbol (->) which represents the issuance of a
certificate fromone entity to another. For exanple, if entity H
were to issue a certificate to entity K, this is denoted as H >K

Sonetimes it is necessary to specify the subject and issuer of a
given certificate. |If entity Hwere to issue a certificate to entity
K this can be denoted as K(H).

These notations can be conbined to denote conplicated certification
pat hs such as C(D)->B(C)->A(B).

1.5. Overview of PKI Structures

When verifying [ X.509] public key certificates, often the application
perform ng the verification has no know edge of the underlying Public
Key Infrastructure (PKI) that issued the certificate. PKI structures
can range fromvery sinple, hierarchical structures to conpl ex
structures such as nesh architectures involving nultiple bridges (see
Section 1.5.4). These structures define the types of certification
paths that might be built and validated by an application [ M NHPKI S].
This section describes four conmon PKI structures.

1.5.1. Hierarchical Structures

A hierarchical PKlI, depicted in Figure 1, is one in which all of the
end entities and relying parties use a single "Root CA" as their
trust anchor. |If the hierarchy has multiple |evels, the Root CA
certifies the public keys of intermediate CAs (al so known as
subordinate CAs). These CAs then certify end entities’
(subscribers’) public keys or may, in a large PKI, certify other CAs.
In this architecture, certificates are issued in only one direction
and a CA never certifies another CA "superior" to itself. Typically,
only one superior CA certifies each CA
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Figure 1 - Sanple Hi erarchical PK

Certification path building in a hierarchical PKI is a

strai ghtforward process that sinply requires the relying party to
successively retrieve issuer certificates until a certificate that
was i ssued by the trust anchor (the "Root CA" in Figure 1) is

| ocat ed.

A widely used variation on the single-rooted hierarchical PKI is the
inclusion of nultiple CAs as trust anchors. (See Figure 2.) Here,
end entity certificates are validated using the sane approach as with
any hierarchical PKI. The difference is that a certificate will be
accepted if it can be verified back to any of the set of trust
anchors. Popul ar web browsers use this approach, and are shi pped
with trust lists containing dozens to nore than one hundred CAs.
Wil e this approach sinplifies the inmplenentation of a limted form
of certificate verification, it also may introduce certain security
vul nerabilities. For exanple, the user may have little or no idea of
the policies or operating practices of the various trust anchors, and
may not be aware of which root was used to verify a given
certificate. Additionally, the conprom se of any trusted CA private
key or the insertion of a rogue CA certificate to the trust |ist nay
conprom se the entire system Conversely, if the trust list is
properly managed and kept to a reasonable size, it can be an
efficient solution to building and validating certification paths.
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Figure 2 - Milti-Rooted Hi erarchical PK
2. Mesh Structures

In a typical nesh style PKI (depicted in Figure 3), each end entity
trusts the CA that issued their own certificate(s). Thus, there is

no 'Root CA for the entire PKI. The CAs in this environment have
peer rel ationships; they are neither superior nor subordinate to one
another. 1In a nesh, CAs in the PKI cross-certify. That is, each CA

issues a certificate to, and is issued a certificate by, peer CAs in
the PKI. The figure depicts a nesh PKI that is fully cross-certified
(sonetines called a full nesh). However, it is possible to architect
and deploy a mesh PKI with a mixture of uni-directional and bi-
directional cross-certifications (called a partial nesh). Partia
meshes may al so include CAs that are not cross-certified with other
CAs in the nesh.
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Figure 3 - Mesh PK

Certification path building in a nesh PKI is nore complex than in a
hi erarchical PKI due to the likely existence of multiple paths
between a relying party’s trust anchor and the certificate to be
verified. These nmultiple paths increase the potential for creating
"l oops", "dead ends", or invalid paths while building the
certification path between a trust anchor and a target certificate.
In addition, in cases where no valid path exists, the total nunber of
paths traversed by the path-building software in order to concl ude
"no path exists" can grow exceedingly |arge. For exanple, if

i gnoring everything except the structure of the graph, the Mesh PK
figure above has 22 non-self issued CA certificates and a total of
5,092, 429 certification paths between CA F and the EE issued by CA D
wi t hout repeating any certificates.

1.5.3. Bi-Lateral Cross-Certified Structures

PKIs can be connected via cross-certification to enable the relying
parties of each to verify and accept certificates issued by the other
PKI. If the PKIs are hierarchical, cross-certification wll
typically be acconmplished by each Root CA issuing a certificate for
the other PKI's Root CA. This results in a slightly nore conpl ex,
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but still essentially hierarchical environnent. |[|f the PKlIs are nesh
style, then a CAwithin each PKI is selected, nore or |ess
arbitrarily, to establish the cross-certification, effectively
creating a larger nmesh PKI. Figure 4 depicts a hybrid situation
resulting froma hierarchical PKI cross-certifying with a mesh PKI

PKI 1 and 2 cross-certificates

e +
| |
| \Y;
| TS +
| +----] Root CA |---+
| | e v
| | PKI 1 |
| % %
| [ + [ +
v PKlI 2 +- | CA |-+ | CA |
S R, + | +------ + | S R, +
EEEEEE 5| CA |<-----+ | | |
| oo + | | | |
| | | | % % % % %
| | | | T S T L T . T
| \% \% | | EE| | EE| | EE| | EE| | EE
| Fo-m o oo - -+ | B T S T T N g
| | EE| | EE | |
| i |
Vv Vv
S R + S R +
| CA |<-------------- >| CA |------ +
S R, + S R, + |
| | | | |
| | | | |
Vv Vv Vv Vv Vv
Fo-oot - - - -+ R TR s e
| EE | | EE | | EE| | EE| | EE
Fo-o ot - - -+ e T s e

Figure 4 - Hybrid PKI

In current inplenentations, this situation creates a concern that the
applications used under the hierarchical PKIs will not have path
bui | di ng capabilities robust enough to handle this nore conpl ex
certificate graph. As the nunber of cross-certified PKIs grows, the
nunber of the relationships between them grows exponentially. Two
princi pal concerns about cross-certification are the creation of

uni ntended certification paths through transitive trust, and the

di luti on of assurance when a hi gh-assurance PKI with restrictive
operating policies is cross-certified with a PKI with |ess
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restrictive policies. (Proper nanme constraints and certificate
policies processing can help mitigate the probl em of assurance
dilution.)

1.5.4. Bridge Structures
Anot her approach to the interconnection of PKls is the use of a

"bridge" certification authority (BCA). A BCAis a nexus to
establish trust paths anobng nultiple PKIs. The BCA cross-certifies

with one CA in each participating PKI. Each PKI only cross-certifies
with one other CA (i.e., the BCA), and the BCA cross-certifies only
once with each participating PKI. As a result, the nunber of cross

certified relationships in the bridged environnent grows linearly
with the nunber of PKIs whereas the nunmber of cross-certified

rel ati onships in mesh architectures grows exponentially. However,
when connecting PKIs in this way, the nunber and variety of PKls

i nvol ved results in a non-hierarchical environnment, such as the one
as depicted in Figure 5. (Note: as discussed in Section 2.3, non-
hi erarchi cal PKIs can be considered hierarchical, dependi ng upon
per spective.)
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PKI 1 cross-certified with Bridge

e +
| |
v v
S + S +
| Bridge CA | +---] Root CA [----- +
e + | S + |
A | PKI 1 |
PKI 2 cross|cert with Bridge \Y \Y
Fommm + Fommm +
v PKlI 2 +] CA |-+ | CA
S R, + | +------ + | S R, +
AEEEEEE > CA [<----4 | | |
| to----- + | | | | | |
| | | | % % % % %
| | | | T S T L T . T
| v v | | EE| | EE| | EE| | EE| | EE
| Fo-m o oo - -+ | B T S T T N g
| | EE| | EE| |
| Fooo-+ oo+
% %
Fommm + Fommm +
| CA |<-------------- > CA |------ +
S R, + S R, + |
| | | | |
| | | | |
% % % ' '
Fommet -+ R T S Seppep
| EE | | EE | | EE| | EE| | EE
Fommmt -+ S I i ppup

Figure 5 - Cross-Certification with a Bridge CA
1.6. Bridge Structures and Certification Path Processing

Devel opers building certificate-enabl ed applications intended for

wi despread use throughout various sectors are encouraged to consider
supporting a Bridge PKI structure because inplenentation of
certification path processing functions to support a Bridge PK
structure requires support of all the PKI structures (e.qg.

hi erarchi cal, mesh, hybrid) which the Bridge may connect. An
application that can successfully build valid certification paths in
all Bridge PKlIs will therefore have inplenented all of the processing
logic required to support the less conmplicated PKI structures. Thus,
if an application fully supports the Bridge PKI structure, it can be
depl oyed i n any standards-conpliant PKI environment and will perform
the required certification path processing properly.
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2. Certification Path Building

Certification path building is the process by which the certificate
processi ng system obtains the certification path between a trust
anchor and the target certificate. Different inplenentations can
build the certification path in different ways; therefore, it is not
the intent of this docurment to recomrend a single "best" way to
performthis function. Rather, guidance is provided on the technica
i ssues that surround the path-building process, and on the
capabilities path-building inplementations need in order to build
certification paths successfully, irrespective of PKI structures.

2.1. Introduction to Certification Path Buil ding

A certification path is an ordered list of certificates starting with
a certificate that can be validated by one of the relying party’s
trust anchors, and ending with the certificate to be validated. (The
certificate to be validated is referred to as the "target
certificate" throughout this docunent.) Though not required, as a
matter of conveni ence these trust anchors are typically stored in
trust anchor certificates. The internediate certificates that
conprise the certification path may be retrieved by any neans
available to the validating application. These sources may include
LDAP, HTTP, SQ., a local cache or certificate store, or as part of
the security protocol itself as is conmon practice with signed S/M M
nessages and SSL/TLS sessions.

Figure 6 shows an exanple of a certification path. 1In this figure,
the horizontal arrows represent certificates, and the notation B(A)
signifies a certificate issued to B, signed by A

S + S + S + S + S +
| Trust |[----- > CA |---->] CA |---->] CA |----> Target
| Anchor | : | A | | B | =+ | C | = | EE
R + : +----- + : +----- + : +----- + : F--- - - - - +
Cert 1 Cert 2 Cert 3 Cert 4
A(Trust Anchor) B( A) c(B) Tar get (O

Figure 6 - Exanple Certification Path

Unlike certification path validation, certification path building is
not addressed by the standards that define the senmantics and
structure of a PKI. This is because the validation of a
certification path is unaffected by the method in which the
certification path was built. However, the ability to build a valid
certification path is of paranount inportance for applications that
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rely on a PKI. Wthout valid certification paths, certificates
cannot be validated according to [ RFC3280] and therefore cannot be
trusted. Thus, the ability to build a path is every bit as inportant
as the ability to validate it properly.

There are nmany issues that can conplicate the path-building process.
For exanple, building a path through a cross-certified environnent
could require the path-building nmodule to traverse nultiple PK
domai ns spanning nultiple directories, using nmultiple algorithns, and
enpl oyi ng varying key lengths. A path-building client may al so need
to manage a nunber of trust anchors, partially popul ated directory
entries (e.g., mssing issuedToThisCA entries in the
crossCertificatePair attribute), parsing of certain certificate
extensions (e.g., authoritylnformati onAccess) and directory
attributes (e.g., crossCertificatePair), and error handling such as
| oop detection.

In addition, a devel oper has to decide whether to build paths froma
trust anchor (the reverse direction) to the target certificate or
fromthe target certificate (the forward direction) to a trust
anchor. Some inplenmentations nmay even decide to use both. The

choi ce a devel oper makes shoul d be dependent on the environnent and
the underlying PKI for that environment. Mre information on making
this choice can be found in Section 2.3.

2.2. Criteria for Path Building

Fromthis point forward, this docunent will be discussing specific

al gorithms and nechani sns to assist devel opers of certification

pat h-bui Il ding i nplenentations. To provide justification for these
nmechani sns, it is inportant to denote what the authors considered the
criteria for a path-building inplenmentation

Criterion 1: The inplenentation is able to find all possible paths,
excepting paths containing repeated subject nane/public key pairs.
This nmeans that all potentially valid certification paths between the
trust anchor and the target certificate which may be valid paths can
be built by the algorithm As discussed in Section 2.4.2, we
recomend that subject names and public key pairs are not repeated in
pat hs.

Criterion 2: The inplenentation is as efficient as possible. An
efficient certification path-building inplenentation is defined to be
one that builds paths that are nore likely to validate follow ng

[ RFC3280], before building paths that are not likely to validate,

wi th the understanding that there is no way to account for al
possi bl e configurations and infrastructures. This criterion is

i ntended to ensure inplenmentations that can produce useful error
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information. |If a particular path is entirely valid except for a
single expired certificate, this is nost likely the "right’ path. |If
ot her paths are devel oped that are invalid for multiple obscure
reasons, this provides little useful information.

The al gorithns and nechani sns di scussed henceforth are chosen because
the authors consider themto be good nethods for neeting the above
criteria.

2.3. Path-Building Al gorithns

It is intuitive for people famliar with the Bridge CA concept or
nmesh type PKIs to view path building as traversing a conpl ex graph.
However, fromthe sinplest viewoint, witing a path-building nodul e
can be nothing nore than traversal of a spanning tree, even in a very
conpl ex cross-certified environment. Conplex environments as well as
hi erarchical PKIs can be represented as trees because certificates
are not permtted to repeat in a path. |[If certificates could be
repeat ed, |oops can be forned such that the number of paths and
nunber of certificates in a path both increase without bound (e.g., A
issues to B, Bissues to C, and Cissues to A). Figure 7 bel ow
illustrates this concept fromthe trust anchor’s perspective.
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Fomm oo + Fomm oo +
| Trust | | Trust |
| Anchor | | Anchor
S + S +
| | | |
\Y; \Y; \Y; \Y;
+-- -+ +-- -+ +-- -+ +-- -+
| Al<--> C| -] A | C|--+
+---+ +---+ | +---+ +---+
| | | | | |
| +---+ v v v v
+-> B |<-+ oot Aot -+ -+
+o-- | Bl [ C| | Al | B
| T T T S SRR R A
v | | | |
+----+ \Y; \Y; \Y; \Y;
| EE | +----+ S S ——
o+ | EE | | Bl | B| | EE|
+o-- -+ S T T S S
A certificate graph with |
bi -directional cross-cert. \; \Y;
bet ween CAs A and C. SRR R S
| EE| | EE
e I S

The sane certificate graph
rendered as a tree - the
way pat h-buil di ng software
could see it.

Figure 7 - Sinple Certificate Graph - From Anchor Tree Depiction

When viewed fromthis perspective, all PKIs | ook |ike hierarchies
emanating fromthe trust anchor. An infrastructure can be depicted
in this way regardless of its complexity. |In Figure 8, the sane
graph is depicted fromthe end entity (EE) (the target certificate in
this exanple). It would appear this way if building in the forward
(fromEE or fromtarget) direction. |In this exanple, w thout know ng
any particulars of the certificates, it appears at first that

buil ding from EE has a smaller decision tree than building fromthe
trust anchor. Wiile it is true that there are fewer nodes in the
tree, it is not necessarily nore efficient in this exanple.
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e + e +
| Trust | | Trust |
| Anchor | |  Anchor |
S + S +
N N
| |
| |
-+ -+
| A | C|
+-- -+ +-- -+
SR + A N SR +
| Trust | | | | Trust |
| Anchor | | | | Anchor
- + | | - +
N | | N
| +---+ +---+ |
oo | C| I +
+-- -+ +-- -+
VAN VAN
| |
| +-- -t |
B R | B| ------ +
+---+
N
|
|
-+
| EE |
+----+

The sane certificate graph rendered
as a tree but fromthe end entity
rather than the trust anchor.

Figure 8 - Certificate Graph - From Target Certificate Depiction

Suppose a path-building algorithmperformed no optim zations. That
is, the algorithmis only capable of detecting that the current
certificate in the tree was issued by the trust anchor, or that it

i ssued the target certificate (EE). Fromthe tree above, building
fromthe target certificate will require going through two
internediate certificates before encountering a certificate issued by
the trust anchor 100% of the tinme (e.g., EE chains to B, which then
chains to C, which is issued by the Trust Anchor). The path-buil ding
nodul e woul d not chain Cto A because it can recognize that C has a
certificate issued by the Trust Anchor (TA).
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On the other hand, in the first tree (Figure 7: from anchor
depiction), there is a 50% probability of building a path |onger than
needed (e.g., TAto Ato Cto Bto EE rather than the shorter TAto A
to Bto EE). However, even given our sinplistic exanple, the path-
bui | di ng software, when at A, could be designed to recognize that B's
subj ect distingui shed nane (DN) nmatches the issuer DN of the EE

G ven this one optim zation, the builder could prefer Bto C (B's
subj ect DN matches that of the EE s issuer whereas C s subject DN
does not.) So, for this exanple, assum ng the issuedByThisCA
(reverse) and issuedToThi sCA (forward) elements were fully popul at ed
in the directory and our path-building nodule inplenmented the

af orementi oned DN mat ching optim zation nmethod, path building from
either the trust anchor or the target certificate could be nade
roughly equivalent. A list of possible optinization nethods is
provided later in this docunent.

A nmore conmplicated exanmple is created when the path-buil ding software
encounters a situation when there are nultiple certificates from
which to choose while building a path. W refer to this as a large
decision tree, or a situation with high fan-out. This night occur if
an inplementation has nmultiple trust anchors to choose from and is
building in the reverse (fromtrust anchor) direction. O, it may
occur in either direction if a Bridge CA is encountered. Large
decision trees are the eneny of efficient path-building software. To
conbat this problem inplenmentations should make careful decisions
about the path-building direction, and should utilize optimzations
such as those discussed in Section 3.1 when confronted with a | arge
deci sion tree.

Irrespective of the path-building approach for any path-building

al gorithm cases can be constructed that nake the al gorithm perform
poorly. The follow ng questions should hel p a devel oper decide from
which direction to build certification paths for their application

1) What is required to accommpdate the |ocal PKI environment and the
PKI environments with which interoperability will be required?

a. If using a directory, is the directory [RFC2587] conpli ant
(specifically, are the issuedToThisCA [forward] cross-
certificates and/or the cACertificate attributes fully
popul ated in the directory)? |If yes, you are able to build in
the forward direction

b. If using a directory, does the directory contain all the
i ssuedByThi sCA (reverse) cross-certificates in the
crossCertificatePair attribute, or, alternately, are al
certificates issued fromeach CA avail able via sone ot her
neans? If yes, it is possible to build in the reverse
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direction. Note: [RFC2587] does not require the issuedByThi sCA
(reverse) cross-certificates to be populated; if they are

absent it will not be possible to build solely in the reverse
di rection.
c. Are all issuer certificates avail able via sonme neans other than

a directory (e.g., the authoritylnfornmati onAccess extension is
present and populated in all certificates)? |If yes, you are
able to build in the forward direction

2) How many trust anchors will the path-building and validation
software be using?

a. Are there (or will there be) multiple trust anchors in the
local PKI? |If yes, forward path building nmay offer better
per f or mance.

b. WII the path-building and validation software need to pl ace
trust in trust anchors fromPKls that do not popul ate reverse
cross-certificates for all intermediate CAs? |If no, and the
l ocal PKI popul ates reverse cross-certificates, reverse path
buil ding is an option.

2.4. Howto Build a Certification Path

As was discussed in the prior section, path building is essentially a
tree traversal. It was easy to see howthis is true in a sinple
exanpl e, but how about a nore conplicated one? Before taking a | ook
at nore a conplicated scenario, it is worthwhile to address | oops and
what constitutes a loop in a certification path. [X 509] specifies
that the sane certificate nmay not repeat in a path. 1In a strict
sense, this works well as it is not possible to create an endl ess

| oop wi thout repeating one or nore certificates in the path.

However, this requirenent fails to adequately address Bridged PK

envi ronnent s.
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+---+ +---+
| Fl---> H]
+---+ +---+
NN N
|\ \
| \ \
| % %
| +---+ +---+
| | Gl---> I |
| +--- 4+ +--- 4+
| N
|/
| /
to--- - + R + Fom o - - + +---+ +---+
| TAW]|<----- > Bridge CA | <------ > TAX]|--> L |-->
R + R + +omm o - - + +---+ +---+
N N \ \
/ \ \ \
/ \ \ \
Y Y Y Y
Fom o - - + Fom o - - + +---+ +---+
| TAY | | TA Z | | J | | N
+om o - - + +om o - - + +-- -+ +-- -+
I\ I\ | |
/ \ I\ | |
/ \ / \ % %
Y Y Y v +---+ +----+
+--- 4+ +--- 4+ +--- 4+ +--- 4+ | K| | EE |
| Al<---> C| | O | P to- -t t----4
+---+ +---+ +---+ +---+
\ / I\ \
\ / / \ \
\ / \% % %
\% \% +-- -+ +-- -+ +-- -+
+- -t | QI | Rl | S|
| B | +---+ +---+ +---+
+---+ |
/\ |
I\ |
\Y \Y \Y
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Figure 9 - Four Bridged PKls
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Figure 9 depicts four root certification authorities cross-certified
with a Bridge CA (BCA). Wile multiple trust anchors are shown in
the Figure, our exanples all consider TA Z as the trust anchor. The
ot her trust anchors serve different relying parties. By building
certification paths through the BCA, trust can be extended across the
four infrastructures. |In Figure 9, the BCA has four certificates
issued to it; one issued fromeach of the trust anchors in the graph
If stored in the BCA directory system the four certificates issued
to the BCA woul d be stored in the issuedToThi sCA (forward) entry of
four different crossCertificatePair structures. The BCA al so has

i ssued four certificates, one to each of the trust anchors. |If
stored in the BCA directory system those certificates would be
stored in the issuedByThi sCA (reverse) entry of the same four
crossCertificatePair structures. (Note that the cross-certificates
are stored as matched pairs in the crossCertificatePair attribute.
For exanple, a crossCertificatePair structure mght contain both A(B)
and B(A), but not contain A(C) and B(A).) The four
crossCertificatePair structures would then be stored in the BCA's
directory entry in the crossCertificatePair attribute.

2.4.1. Certificate Repetition

[ X.509] requires that certificates are not repeated when buil ding
paths. For instance, fromthe figure above, do not build the path TA
Z- >BCA->Y->A->C->A->C->B->D. Not only is the repetition unnecessary
to build the path from2ZzZ to D, but it also requires the reuse of a
certificate (the one issued fromC to A), which nakes the path non-
conpliant with [ X 509].

What about the following path fromTA Z to EE?
TA Z- >BCA- >Y- >BCA- >W >BCA- >X- >L- >N >EE

Unlike the first exanple, this path does not require a devel oper to
repeat any certificates; therefore, it is conpliant with [X 509].
Each of the BCA certificates is issued froma different source and is
therefore a different certificate. Suppose now that the bottom | eft
PKI (in Figure 9) had double arrows between Y and C, as well as
between Y and A. The following path could then be built:

TA Z- >BCA- >Y- >A- >C- >Y- >BCA- >W >BCA- >X- >L- >N- >EE

A path such as this could becone arbitrarily conplex and traverse
every cross-certified CAin every PKI in a cross-certified
environnent while still remaining conpliant with [ X.509]. As a
practical matter, the path above is not something an application
woul d typically want or need to build for a variety of reasons:
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- First, certification paths |ike the exanple above are generally
not intended by the PKI designers and shoul d not be necessary in
order to validate any given certificate. |f a convoluted path
such as the exanmple above is required (there is no corresponding
sinmple path) in order to validate a given certificate, this is
nost likely indicative of a flaw in the PKI design

- Second, the longer a path becones, the greater the potentia
dilution of trust in the certification path. That is, with each
successive link in the infrastructure (i.e., certification by
CAs and cross-certification between CAs) sone amount of
assurance may be considered | ost.

- Third, the longer and nore conplicated a path, the less likely
it is to validate because of basic constraints, policies or
policy constraints, name constraints, CRL availability, or even
revocation.

- Lastly, and certainly not |east inportant froma devel oper’'s or
user’s perspective, is performance. Allowi ng paths |ike the one
above dramatically increases the nunber of possible paths for
every certificate in a nesh or cross-certified environnent.
Every path built may require one or nore of the follow ng:
validation of certificate properties, CPU intensive signature
validations, CRL retrievals, increased network |oad, and |oca
menory caching. Elimnating the superfluous paths can greatly
i mprove performance, especially in the case where no path
exi sts.

There is a special case involving certificates with the sane

di stingui shed nanes but differing encodings required by [ RFC3280].
Thi s case should not be considered a repeated certificate. See
Section 5.4 for nore information.

2.4.2. Introduction to Path-Building Optimzation

How can t hese superfluous paths be elimnated? Rather than only

di sall owi ng identical certificates fromrepeating, it is recomended
that a devel oper disallow the sane public key and subject nane pair
frombeing repeated. For maximumflexibility, the subject nane
shoul d col l ectively include any subject alternative names. Using
this approach, all of the intended and needed paths shoul d be
avai | abl e, and the excess and diluted paths should be elininated.

For exanple, using this approach, only one path exists fromthe TA Z
to EE in the di agram above: TA Z- >BCA- >X->L- >N >EE.

Cooper, et al. I nf or mati onal [ Page 24]



RFC 4158 Certification Path Buil di ng Sept ember 2005

G ven the sinplifying rule of not repeating pairs of subject nanes
(including subject alternative nanes) and public keys, and only using
certificates found in the cACertificate and forward (issuedToThi sCA)
el ement of the crossCertificatePair attributes, Figure 10 depicts the
forward path-building decision tree fromthe EE to all reachable
nodes in the graph. This is the ideal graph for a path builder
attenpting to build a path fromTA Z to EE

R + oo e + R + oo+
| TAW]|<------ | Bridge CA |<------- | TA X |<--|] L
Fommm - - + Fom e e e + Fommm - - + +---+
/ \ A
/ \ \
/ \ \
Y, \% \
S S + S S + +---+
| TAY | | TA Z | | N
+-m - - - + +-m - - - + +---+
VAN
\

\
+--- -+
| EE |
+----+

Figure 10 - Forward (From Entity) Decision Tree

It is not possible to build forward direction paths into the
infrastructures behind CAs W Y, and Z, because W Y, and Z have not
been issued certificates by their subordinate CAs. (The subordinate
CAs are Fand G A and C, and O and P, respectively.) |If sinplicity
and speed are desirable, the graph in Figure 10 is a very appealing
way to structure the path-building algorithm Finding a path from
the EE to one of the four trust anchors is reasonably sinple.
Alternately, a devel oper could choose to build in the opposite
direction, using the reverse cross-certificates fromany one of the
four trust anchors around the BCA. The graph in Figure 11 depicts
all possible paths as a tree emanating fromTA Z. (Note: it is not
recormended that inplenmentations attenpt to determine all possible
paths, this would require retrieval and storage of all PKI data
including certificates and CRLs! This exanple is provided to
denonstrate the conmplexity which m ght be encountered.)
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G ven the relative conplexity of this decision tree, it becones clear
that naking the right choices while navigating the tree can make a
large difference in how quickly a valid path is returned. The path-
bui | di ng software could potentially traverse the entire graph before
choosi ng the shortest path: TA Z->BCA->X->L->N->EE. Wth a deci sion
tree like the one above, the basic depth first traversal approach

i ntroduces obvious inefficiencies in the path-building process. To
conpensate for this, a path-building nodul e needs to decide not only
in which direction to traverse the tree, but also which branches of
the tree are nore likely to yield a valid path.

The path-building algorithmthen ideally becones a tree traversa
algorithmw th weights or priorities assigned to each branch point to
gui de the decision making. |If properly designed, such an approach
woul d effectively yield the "best path first" nore often than not.
(The term nol ogy "best path first" is quoted because the definition
of the "best” path may differ fromPKI to PKI. That is ultimately to
be determ ned by the devel oper, not by this docunent.) Finding the
"best path first" is an effort to nake the inplenentation efficient,
which is one of our criteria as stated in Section 2.2.

So how woul d a devel oper go about finding the best path first? G ven
the sinmplifying idea of addressing path building as a tree traversal
path building could be structured as a depth first search. A sinple
exanpl e of depth first tree traversal path building is depicted in
Figure 12, with no preference given to sort order

Note: The arrows in the | ower portion of the figure do not indicate

the direction of certificate issuance; they indicate the direction of
the tree traversal fromthe target certificate (EE)
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What if the choice between CA certificates is not binary as it was in
the previous exanple? What if the path-building software encounters
a branch point with sone arbitrary nunber of CA certificates thereby
creating the sane arbitrary nunber of tree branches? (This would be
typical in a nesh style PKI CA, or at a Bridge CA directory entry, as

each will have nultiple certificates issued to itself from other
CAs.) This situation actually does not change the algorithmat all
if it is structured properly. In our exanple, rather than treating

each decision as binary (i.e., choosing A or C, the path-building
software should sort all the available possibilities at any given
branch point, and then select the best choice fromthe list. 1In the
event the path could not be built through the first choice, then the
second choi ce should be tried next upon traversing back to that point
inthe tree. Continue following this pattern until a path is found
or all CA nodes in the tree have been traversed. Note that the
certificates at any given point in the tree should only be sorted at
the tinme a decision is first nade. Specifically, in the exanple, the
sorting of A and Cis done when the algorithmreached B. There is no
nmenory resident representation of the entire tree. Just |ike any

ot her recursive depth first search algorithm the only information
the algorithmneeds to keep track of is what nodes (entities) in the
tree lie behind it on the current path, and for each of those nodes,
whi ch arcs (certificates) have al ready been tried.

2.5. Building Certification Paths for Revocation Signer Certificates

Speci al consideration is given to building a certification path for
the Revocation Signer certificate because it may or may not be the
same as the Certification Authority certificate. For example, after
a CA perfornms a key rollover, the new CA certificate will be the CRL
Signer certificate, whereas the old CA certificate is the
Certification Authority certificate for previously issued
certificates. 1In the case of indirect CRLs, the CRL Signer
certificate will contain a different name and key than the
Certification Authority certificate. In the case of OCSP, the
Revocation Signer certificate may represent an OCSP Responder that is
not the sane entity as the Certification Authority.

When the Revocation Signer certificate and the Certification
Authority certificate are identical, no additional consideration is
required froma certification path-building standpoint. That is, the
certification path built (and validated) for the Certification
Authority certificate can also be used as the certification path for
the Revocation Signer certificate. |In this case, the signature on
the revocation data (e.g., CRL or OCSP response) is verified using
the sane certificate, and no other certification path building is
required. An efficient certification path validation algorithm
should first try all possible CRLs issued by the Certification
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Authority to determine if any of the CRLs (a) cover the certificate
in question, (b) are current, and (c) are signed using the sanme key
used to sign the certificate.

VWhen the Revocation Signer certificate is not identical to the
Certification Authority certificate, a certification path nust be
built (and validated) for the Revocation Signer certificate. 1In
general, the certification path-building software may build the path
as it would for any other certificate. However, this docunment also
outlines nethods in later sections for greatly inproving path

buil ding efficiency for Revocation Signer certificate case.

2.6. Suggested Path-Buil di ng Software Conponents

There is no single way to define an interface to a path-building
nmodule. It is not the intent of this docunent to prescribe a
particul ar method or senmantic; rather, it is up to the inplenenter to
decide. There are many ways this could be done. For exanple, a

pat h- bui | di ng nodul e coul d build every conceivable path and return
the entire list to the caller. O, the nodule could build until it
finds just one that validates and then terminate the procedure. O,
it could build paths in an iterative fashion, depending on validation
out si de of the buil der and successive calls to the builder to get
nore paths until one valid path is found or all possible paths have
been found. All of these are possible approaches, and each of these
may offer different benefits to a particular environnent or
application.

Regardl ess of semantics, a path-building nodul e needs to contain the
fol |l owi ng conponents:

1) The logic for building and traversing the certificate graph

2) Logic for retrieving the necessary certificates (and CRLs and/ or
ot her revocation status information if the path is to be
val idated) fromthe avail abl e source(s).

Assuming a nore efficient and agile path-building nodule is desired,
the following is a good starting point and will tie into the

remai nder of this docunment. For a path-building nodule to take ful
advant age of all the suggested optim zations listed in this docunent,
it will need all of the conponents listed bel ow

1) Alocal certificate and CRL cache.
a. This may be used by all certificate-using conponents; it does

not need to be specific to the path-building software. A |oca
cache could be nenory resident, stored in an operating system
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or application certificate store, stored in a database, or even
stored in individual files on the hard disk. Wile the

i mpl enentation of this cache is beyond the scope of this
docunent, sone design considerations are |isted bel ow

2) The logic for building and traversing the certificate graph/tree.

a.

This performs sorting functionality for prioritizing
certificates (thereby optim zing path building) while
traversing the tree.

There is no need to build a conplete graph prior to conmencing
path building. Since path building can be inplenented as a
depth first tree traversal, the path builder only needs to
store the current location in the tree along with the points
traversed to the current location. Al conpleted branches can
be di scarded from nenory and future branches are discovered as
the tree is traversed.

3) Logic for retrieving the necessary certificates fromthe avail abl e

ce

a.

b

Cooper,

rtificate source(s):
Local cache.

i. Be able to retrieve all certificates for an entity by
subj ect nanme, as well as individual certificates by
i ssuer and serial nunber tuple.

ii. Tracking which directory attribute (including
i ssuedToThi sCA <forward> and i ssuedByThi sCA <reverse>
for split crossCertificatePair attributes) each
certificate was found in nmay be useful. This allows for
functionality such as retrieving only forward cross-
certificates, etc.

iii. A"freshness" tinestanp (cache expiry tinme) can be used
to determ ne when the directory should be searched
agai n.

LDAPv3 directory for certificates and CRLs.

i. Consider supporting nmultiple directories for genera
qgueri es.

ii. Consider supporting dynam c LDAP connections for

retrieving CRLs using an LDAP URI [RFC3986] in the CRL
di stribution point certificate extension
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iii. Support LDAP referrals. This is typically only a matter
of activating the appropriate flag in the LDAP API.

c. HTTP support for CRL distribution points and authority
i nformati on access (Al A) support.

i . Consider HTTPS support, but be aware that this may create
an unbounded recursion when the inplenmentation tries to
build a certification path for the server’'s certificate if
this in turn requires an additional HTTPS | ookup

4) A certification path cache that stores previously validated
rel ati onshi ps between certificates. This cache should include:

a. A configurable expiration date for each entry. This date can
be configured based upon factors such as the expiry of the
information used to determine the validity of an entry,
bandwi dt h, assurance |evel, storage space, etc.

b. Support to store previously verified issuer certificate to
subj ect certificate relationships.

i. Since the issuer DN and serial nunber tuple uniquely
identifies a certificate, a pair of these tuples (one for
both the issuer and subject) is an effective nethod of
storing this relationship

c. Support for storing "known bad" paths and certificates. Once a
certificate is determined to be invalid, inplenentations can
decide not to retry path devel opnent and validation

2.7. Inputs to the Path-Buil ding Mdule

[ X.509] specifically addresses the list of inputs required for path
val i dation but makes no specific suggestions concerning useful inputs
to path building. However, given that the goal of path building is
to find certification paths that will validate, it follows that the
sane inputs used for validation could be used to optim ze path
bui | di ng.

2.7.1. Required Inputs
Setting aside configuration infornation such as repository or cache
| ocations, the following are required inputs to the certification
pat h- bui | di ng process:

1) The Target Certificate: The certificate that is to be validated.
This is one endpoint for the path. (It is also possible to
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2)

2.7.2.

provide infornation used to retrieve a certificate for a target,
rather than the certificate itself.)

Trust List: This is the other endpoint of the path, and can
consi st of either:

a. Trusted CA certificates
b. Trusted keys and DNs; a certificate is not necessarily required

Optional Inputs

In addition to the inputs listed in Section 2.7.1, the follow ng
optional inputs can also be useful for optim zing path buil ding.
However, if the path-buil ding software takes advantage of all of the
optim zati on met hods described later in this docunent, all of the
foll owi ng optional inputs will be required.

1)

2)
3)
4)
5)
6)
7)

8)

Time (T): The tinme for which the certificate is to be validated
(e.g., if validating a historical signature fromone year ago, T
is needed to build a valid path)

a. If not included as an input, the path-building software shoul d
al ways build for T equal to the current systemtine.

Initial-inhibit-policy-mapping indicator

Initial-require-explicit-policy indicator

Initial-any-policy-inhibit indicator

Initial user acceptable policy set

Error handlers (call backs or virtual classes)

Handl ers for customcertificate extensions

| s-revocati on-provi der indicator

a. | MPORTANT: When building a certification path for an OCSP
Responder certificate specified as part of the loca
configuration, this flag should not be set. It is set when
building a certification path for a CRL Signer certificate or
for an OCSP Responder Signer certificate discovered using the

i nformati on asserted in an authoritylnformtionAccess
certificate extension.
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9) The conplete certification path for the Certification Authority
(if Is-revocation-provider is set)

10) Collection of certificates that may be useful in building the
pat h

11) Collection of certificate revocation lists and/or other
revocati on data

The last two items are a matter of convenience. Alternately,
certificates and revocation information could be placed in a | oca
cache accessible to the path-building nbdule prior to attenpting to
build a path.

3. Optimzing Path Building

Thi s section reconmends nethods for optim zing path-building
processes.

3.1. Optimzed Path Building

Pat h buil ding can be optimzed by sorting the certificates at every
deci sion point (at every node in the tree) and then selecting the
nost promising certificate not yet selected as described in Section
2.4.2. This process continues until the path termnates. This is
roughly equivalent to the concept of creating a wei ghted edge tree,
where the edges are represented by certificates and nodes represent
subj ect DNs. However, unlike the weighted edge graph concept, a
certification path builder need not have the entire graph avail abl e
in order to function efficiently. 1In addition, the path builder can
be stateless with respect to nodes of the graph not present in the
current path, so the working data set can be relatively snall

The concept of statel essness with respect to nodes not in the current
path is instrumental to using the sorting optimzations listed in
this docunment. Initially, it may seemthat sorting a given group of
certificates for a CA once and then preserving that sorted order for
| ater use woul d be an efficient way to wite the path buil der
However, maintaining this state can quickly elimnate the efficiency
that sorting provides. Consider the follow ng di agram
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Figure 13 - Exanple of Path-Building Optimzation

In this exanple, the path builder is building in the forward (from
target) direction for a path between R and EE. The path buil der has

al so opted to allow subject nane and key to repeat. (This will allow
multiple traversals through any of the cross-certified CAs, creating
enough conplexity in this small exanple to illustrate proper state

mai ntenance. Note that a simlarly conpl ex exanple coul d be designed
by using multiple keys for each entity and prohibiting repetition.)

The first step is sinple; the builder builds the path Z(D)->EE(Z2).
Next the builder adds D and faces a decision between two
certificates. (Choose between D(C) or D(E)). The builder now sorts
the two choices in order of priority. The sorting is partially based
upon what is currently in the path.

Suppose the order the builder selects is [D(E), D(C)]. The current
path is now D(E)->Z(D)->EE(Z). Currently the builder has three nodes
in the graph (EE, Z, and D) and should naintain the state, including
sort order of the certificates at D, when addi ng the next node, E.
When E is added, the builder now has four certificates to sort: E(A),
E(B), E(C, and E(D). |In this case, the exanple builder opts for the
order [E(C), E(B), E(A), E(D]. The current path is now E(C)->D(E)->
Z(D)->EE(Z) and the path has four nodes; EE, Z, D, and E.

Upon adding the fifth node, C, the builder sorts the certificates
(C(B), ¢D, and C(E)) at C, and selects C(E). The path is now
C(E)->E(O) ->D(E)->Z(D)->EE(Z) and the path has five nodes: EE, Z, D,
E, and C
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Now t he builder finds itself back at node E with four certificates.

If the builder were to use the prior sort order fromthe first
encounter with E, it would have [E(C), E(B), E(A), E(D)]. 1In the
current path’s context, this ordering may be inappropriate. To begin
with, the certificate E(C) is already in the path so it certainly
does not deserve first place.

The best way to handle this situation is for the path builder to
handl e this instance of E as a new (sixth) node in the tree. In

ot her words, there is no state information for this new instance of E
- it is treated just as any other new node. The certificates at the
new node are sorted based upon the current path content and the first
certificate is then selected. For exanple, the builder nay exam ne
E(B) and note that it contains a name constraint prohibiting "C'. At
this point in the decision tree, E(B) could not be added to the path
and produce a valid result since "C'" is already in the path. As a
result, the certificate E(B) should placed at the bottom of the
prioritized list.

Alternatively, E(B) could be elimnated fromthis new node in the
tree. It is very inportant to see that this certificate is
elimnated only at this node and only for the current path. |[If path
building fails through C and traverses back up the tree to the first
instance of E, E(B) could still produce a valid path that does not
include C specifically R >A->B->E->D >Z->EE. Thus the state at any
node should not alter the state of previous or subsequent nodes.
(Except for prioritizing certificates in the subsequent nodes.)

In this exanple, the builder should also note that E(C) is already in
the path and should nmake it last or elimnate it fromthis node since
certificates cannot be repeated in a path.

If the builder elimnates both certificates E(B) and E(C) at this
node, it is nowonly left to select between E(A) and E(D). Now the
path has six nodes: EE, Z D, E(1), C and E(2). E(1) has four
certificates, and E(2) has two, which the builder sorts to yield
[E(A), E(D)]. The current path is now E(A)->C(E)->E(C)->D(E)->
Z(D)->EE(Z2). A(R) will be found when the seventh node is added to
the path and the path termninated because one of the trust anchors has
been found.

In the event the first path fails to validate, the path builder wll
still have the seven nodes and associ ated state information to work
with. On the next iteration, the path builder is able to traverse
back up the tree to a working decision point, such as A and sel ect
the next certificate in the sorted list at A. In this exanple, that
woul d be A(B). (A(R) has already been tested.) This would dead end
and the builder traverse back up to the next decision point, E(2)
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where it would try D(E). This process repeats until the traversa
backs all the way up to EE or a valid path is found. |[If the tree
traversal returns to EE, all possible paths have been exhausted and
the builder can conclude no valid path exists.

Thi s approach of sorting certificates in order to optimze path
building will yield better results than not optinizing the tree
traversal. However, the path-building process can be further
streamined by elimnating certificates, and entire branches of the
tree as a result, as paths are built.

3.2. Sorting vs. Elimnation

Consi der a situation when building a path in which three CA
certificates are found for a given target certificate and nmust be
prioritized. Wen the certificates are examned, as in the previous
exanpl e, one of the three has a name constraint present that wll
invalidate the path built thus far. Wen sorting the three
certificates, that one would certainly go to the back of the line.
However, the path-building software could decide that this condition
elimnates the certificate fromconsideration at this point in the
graph, thereby reducing the nunber of certificate choices by 33% at
this point.

NOTE: It is inportant to understand that the elinmination of a
certificate only applies to a single decision point during the tree
traversal. The sane certificate may appear again at another point in
the tree; at that point it may or may not be elimnated. The
previous section details an exanple of this behavior.

Elimnation of certificates could potentially elimnate the traversa
of a large, time-consuming infrastructure that will never lead to a
valid path. The question of whether to sort or elinmnate is one that
pits the flexibility of the software interface against efficiency.

To be clear, if one elimnates invalid paths as they are built,
returning only likely valid paths, the end result will be an
efficient path-building nmodule. The drawback to this is that unless
the software nakes all owances for it, the calling application wll
not be able to see what went wong. The user may only see the
unreveal ing error nessage: "No certification path found."

On the other hand, the path-building nodule could opt to not rule out
any certification paths. The path-building software could then
return any and all paths it can build fromthe certificate graph. It
is then up to the validation engine to determ ne which are valid and
which are invalid. The user or calling application can then have
conpl ete details on why each and every path fails to validate. The
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drawback is obviously one of performance, as an application or end
user may wait for an extended period of time while cross-certified
PKlIs are navigated in order to build paths that will never validate.

Neither option is a very desirable approach. One option provides
good performance for users, which is beneficial. The other option
though all ows adm nistrators to di agnose problens with the PKI
directory, or software. Below are some recomrendati ons to reach a
m ddl e ground on this issue.

First, devel opers are strongly encouraged to output detailed |og
informati on fromthe path-building software. The | og shoul d

explicitly indicate every choice the builder makes and why. It
should clearly identify which certificates are found and used at each
step in building the path. |If care is taken to produce a useful |og,
PKI admi nistrators and hel p desk personnel wll have anple
information to diagnose a problemwith the PKI. Ideally, there would

be a nechanismfor turning this | ogging on and off, so that it is not
running all the tine. Additionally, it is reconmended that the |og
contain information so that a devel oper or tester can recreate the
paths tried by the path-building software, to assist with diagnhostics
and testing.

Secondly, it is desirable to return sonething useful to the user

The easi est approach is probably to inplenment a "dual node" path-

buil ding nmodule. 1In the first node [node 1], the software elim nates
any and all paths that will not validate, making it very efficient.
In the second node [node 2], all the sorting nethods are stil

applied, but no paths are elimnated based upon the sorting methods.
Havi ng this dual node allows the nmodule to first fail to find a valid
path, but still return one invalid path (assumi ng one exists) by

swi tching over to the second node | ong enough to generate a single
path. This provides a mddle ground -- the software is very fast,

but still returns sonething that gives the user a nmore specific error
than "no path found".

Third, it may be useful to not rule out any paths, but instead limt
the nunber of paths that nmay be built given a particular input.
Assumi ng the path-building nodule is designed to return the "best
path first", the paths nost likely to validate would be returned
before this limt is reached. Once the limt is reached the nodul e
can stop building paths, providing a nore rapid response to the

call er than one which builds all possible paths.

Utimately, the devel oper determ nes how to handl e the trade-off

bet ween efficiency and provision of information. A devel oper could
choose the middle ground by opting to inplenment some optinizations as
elimnation rules and others as not. A devel oper could validate
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certificate signatures, or even check revocation status while
buil di ng the path, and then nake deci si ons based upon the outcone of
those checks as to whether to elinmnate the certificate in question

Thi s docunent suggests the foll ow ng approach

1) While building paths, elimnate any and all certificates that do
not satisfy all path validation requirements with the foll ow ng
exceptions:

a. Do not check revocation status if it requires a directory
| ookup or network access

b. Do not check digital signatures (see Section 8.1, Cenera
Consi derations for Building A Certification Path, for
addi ti onal considerations).

c. Do not check anything that cannot be checked as part of the
iterative process of traversing the tree.

d. Create a detailed log, if this feature is enabl ed.

e. If a path cannot be found, the path builder shifts to "node 2"
and allows the building of a single bad path.

i. Return the path with a failure indicator, as well as
error information detailing why the path is bad.

2) If path building succeeds, validate the path in accordance wth
[ X.509] and [RFC3280] with the followi ng recomrendati ons:

a. For a perfornance boost, do not re-check itens already checked
by the path builder. (Note: if pre-popul ated paths are supplied
to the path-building system the entire path has to be fully
re-val i dated.)

b. If the path validation failed, call the path builder again to
buil d anot her path.

i. Always store the error information and path fromthe
first iteration and return this to the user in the event
that no valid path is found. Since the path-building
software was designed to return the "best path first",
this path shoul d be shown to the user

As stated above, this docunent recomrends that devel opers do not

validate digital signatures or check revocation status as part of the
pat h-bui | di ng process. This recomendation is based on two
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assunptions about PKI and its usage. First, signatures in a working
PKI are usually good. Since signature validation is costly in termns
of processor tine, it is better to delay signature checking until a
conplete path is found and then check the signatures on each
certificate in the certification path starting with the trust anchor
(see Section 8.1). Second, it is fairly uncomopn in typica
application environments to encounter a revoked certificate;
therefore, nost certificates validated will not be revoked. As a
result, it is better to delay retrieving CRLs or other revocation
status information until a conplete path has been found. This
reduces the probability of retrieving unneeded revocation status

i nfornmati on while building paths.

3.3. Representing the Decision Tree

There are a multitude of ways to inplement certification path
bui |l ding and as many ways to represent the decision tree in nenory.

The nethod described bel ow is an approach that will work well with
the optim zation nethods listed later in this document. Although
this approach is the best the authors of this docunment have

i mpl enented, it is by no means the only way to inplenent it.

Devel opers should tailor this approach to their own requirenents or
may find that another approach suits their environment, progranmm ng
| anguage, or programm ng style.

3.3.1. Node Representation for CA Entities
A "node" in the certification graph is a collection of CA
certificates with identical subject DNs. Mninally, for each node,
in order to fully inplenent the optim zations to follow, the path-
buil ding nodule will need to be able to keep track of the follow ng
i nf ormati on:
1. Certificates contained in the node
2. Sorted order of the certificates
3. "Current" certificate indicator

4. The current policy set (It may be split into authority and user
constrained sets, if desired.)

- It is suggested that encapsulating the policy set in an object

with logic for mani pulating the set such as performng
i ntersections, mappings, etc., will sinplify inplementation
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5. Indicators (requireExplicitPolicy, inhibitPolicyMpping,
anyPol i cyl nhibit) and correspondi ng ski pCert val ues

6. A method for indicating which certificates are elimnated or
renovi ng them fromthe node.

- If nodes are recreated fromthe cache on denmand, it nmay be
sinmpler to renove elimnated certificates fromthe node

7. A "next" indicator that points to the next node in the current
pat h

8. A "previous" indicator that points to the previous node in the
current path

3.3.2. Using Nodes to Iterate Over All Paths

In sinplest form a node is created, the certificates are sorted, the
next subject DN required is determned fromthe first certificate,
and a new node is attached to the certification path via the next

i ndi cator (Nunber 7 above). This process continues until the path
term nates. (Note: end entity certificates may not contain subject
DNs as allowed by [ RFC3280]. Since end entity certificates by
definition do not issue certificates, this has no inpact on the
process.)

Keeping in mind that the following algorithmis designed to be

i mpl enent ed usi ng recursion, consider the exanple in Figure 12 and
assune that the only path in the diagramis valid for Eis TA->A->
B- >E:

If our path-building nodule is building a path in the forward
direction for E, a node is first created for E. There are no
certificates to sort because only one certificate exists, so al
initial values are | oaded into the node fromE  For exanple, the
policy set is extracted fromthe certificate and stored in the node.

Next, the issuer DN (B) is read fromE, and new node is created for B
containing both certificates issued to B -- B(A) and B(C). The
sorting rules are applied to these two certificates and the sorting
algorithmreturns B(C);B(A). This sorted order is stored and the
current indicator is set to B(C). Indicators are set and the policy
sets are calculated to the extent possible with respect to B(C). The
followi ng diagramillustrates the current state with the current
certificate indicated with a "*".
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S + S +
| Node 1 | | Node 2 |
| Subject: E |---> Subject: B |
| I'ssuers: B* | | I'ssuers: C-, A |
S + Fom e e e oo - +

Next, a node is created for C and all three certificates are added to
it. The sorting algorithm happens to return the certificates sorted
in the follow ng order: C(TA); C(A); C(B)

S + Fom e e e oo - + o e e e e e oo - +
| Node 1 | | Node 2 | | Node 3 |
| Subject: E |--->] Subject: B | --->] Subject: C |
| Issuers: B | | Issuers: Cv, A | | Issuers: TA*, A B |
R + oo + o e e oo +

Recogni zi ng that the trust anchor has been found, the path
(TA->C->B->E) is validated but fails. (Renenber that the only valid
pat h happens to be TA->A->B->E.) The path-buil di ng nbdul e now noves
the current certificate indicator in node 3 to C(A), and adds the
node for A.

S + Fom e e e oo - + o e e e e e oo - +
| Node 1 | | Node 2 | | Node 3 |
| Subject: E |--->] Subject: B | --->] Subject: C |
| Issuers: B | | Issuers: Cv, A | | Issuers: TA A*, B |
R + oo + o e e oo +
|
v
o e e e e e oo oo - +
| Node 4 |
| Subject: A
| Issuers: TA*, C B |
Fom e oo - +

The path TA->A->C->B->E is validated and it fails. The path-building
nodul e now noves the current indicator in node 4 to A(C) and adds a
node for C.
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S + S + e +
| Node 1 | | Node 2 | | Node 3 |
| Subject: E |---> Subject: B | --->] Subject: C
| I'ssuers: B | | I'ssuers: C-, A | | Issuers: TA A*, B |
S + Fom e e e oo - + o e e e e e oo - +
|
%
e + e +
| Node 5 | | Node 4 |
| Subject: C | <---| Subject: A
| lIssuers: TA* A B | | Issuers: TA C-, B |
o e e e e e oo oo - + o e e e e e oo oo - +

At this juncture, the decision of whether to allow repetition of nane
and key cones to the forefront. |If the certification path-building
nmodule will NOT allow repetition of name and key, there are no
certificates in node 5 that can be used. (C and the corresponding
public key is already in the path at node 3.) At this point, node 5
is renoved fromthe current path and the current certificate

i ndi cator on node 4 is noved to A(B).

If instead, the nodule is only disallow ng repetition of

certificates, C(A) is elimnated fromnode 5 since it is in use in
node 3, and path building continues by first validating TA->C >A->
C->B->E, and then continuing to try to build paths through C(B).

After this also fails to provide a valid path, node 5 is renoved from
the current path and the current certificate indicator on node 4 is
noved to A(B).

S + Fom e e e oo oo - + o e e e e e oo oo - +
| Node 1 | | Node 2 | | Node 3 |
| Subject: E |---> Subject: B | --->] Subject: C
| Issuers: B | | Issuers: C+, A | | Issuers: TA A*, B |
Fom e e e e oo - + Fom e e e e oo - + Fom e oo - +
|
%
o e e oo +
| Node 4 |
| Subject: A
| Issuers: TA C B* |
o e e e e e oo - +

Now a new node 5 is created for B. Just as with the prior node 5, if
not repeating nane and key, B also offers no certificates that can be
used (B and B's public key is in use in node 2) so the new node 5 is
al so renoved fromthe path. At this point all certificates in node 4
have now been tried, so node 4 is renoved fromthe path, and the
current indicator on node 3 is noved to C(B).
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Al so as above, if allowi ng repetition of nanme and key, B(C) is
renoved fromthe new node 5 (B(C) is already in use in node 3) and
paths attenpted through the remaining certificate B(A). After this
fails, it will lead back to removing node 5 fromthe path. At this
point all certificates in node 4 have now been tried, so node 4 is
renoved fromthe path, and the current indicator on node 3 is noved

to C(B).

This process continues until all certificates in node 1 (if there
happened to be nore than one) have been tried, or until a valid path
has been found. Once the process ends and in the event no valid path
was found, it may be concluded that no path can be found fromE to
TA.

3.4. Inplenenting Path-Building Optimzation

The foll owi ng section describes nethods that may be used for
optimzing the certification path-building process by sorting
certificates. Optimzation as described earlier seeks to prioritize
alist of certificates, effectively prioritizing (weighting) branches
of the graph/tree. The optim zation nmethods can be used to assign a
cunmul ative score to each certificate. The process of scoring the
certificates ampunts to testing each certificate against the

optim zation nmet hods a devel oper chooses to inplenent, and then
adding the score for each test to a cunul ative score for each
certificate. After this is conpleted for each certificate at a given
branch point in the builder’'s decision tree, the certificates can be
sorted so that the highest scoring certificate is selected first, the
second highest is selected second, etc.

For exanpl e, suppose the path builder has only these two sinple
sorting nethods:

1) If the certificate has a subject key ID, +5 to score.
2) If the certificate has an authority key ID, +10 to score.

And it then exam ned three certificates:

1) Issued by CA 1; has authority key ID; score is 10.

2) lIssued by CA 2; has subject key ID;, score is 5.

3) Issued by CA 1; has subject key ID and authority key ID;, score is
15.

The three certificates are sorted in descending order starting with
the highest score: 3, 1, and 2. The path-building software shoul d
first try building the path through certificate 3. Failing that, it
should try certificate 1. Lastly, it should try building a path
through certificate 2.
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The foll owing optim zation nethods specify tests devel opers may
choose to perform but does not suggest scores for any of the

nmet hods. Rather, devel opers shoul d eval uate each nethod with respect
to the environnment in which the application will operate, and assign
wei ghts to each accordingly in the path-building software.
Additionally, many of the optimization nethods are not binary in
nature. Some are tri-valued, and sone nay be well suited to sliding
or exponential scales. Utinmately, the inplenmenter decides the
relative merits of each optim zation with respect to his or her own
software or infrastructure.

Over and above the scores for each nethod, nmany nethods can be used
to elimnate branches during the tree traversal rather than sinmply
scoring and weighting them Al cases where certificates could be
el i mi nat ed based upon an optim zati on nethod are noted with the

nmet hod descri pti ons.

Many of the sorting nmethods described bel ow are based upon what has
been perceived by the authors as common in PKls. Many of the nethods
are ainmed at making path building for the common PKI fast, but there
are cases where nost any sorting nethod could lead to inefficient
path building. The desired behavior is that although one method nay
lead the algorithmin the wong direction for a given situation or
configuration, the renmmining nethods will overcone the errant

net hod(s) and send the path traversal down the correct branch of the
tree nore often than not. This certainly will not be true for every
envi ronnent and configuration, and these nethods nay need to be
tweaked for further optimzation in the application’s target
operating environnent.

As a final note, the list contained in this docurment is not intended
to be exhaustive. A developer may desire to define additiona
sorting methods if the operating environnent dictates the need.

3.5. Selected Methods for Sorting Certificates

The reader shoul d draw no specific conclusions as to the relative
nmerits or scores for each of the foll owi ng nethods based upon the
order in which they appear. The relative nmerit of any sorting
criteria is conpletely dependent on the specifics of the operating
environnent. For npbst any nmethod, an exanple can be created to
denonstrate the nethod is effective and a counter-exanple could be
designed to denonstrate that it is ineffective.

Each sorting nethod is independent and nmay (or may not) be used to
assign additional scores to each certificate tested. The inplenmenter
deci des whi ch nmethods to use and what weights to assign them As
noted previously, this list is also not exhaustive.
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I n addition, name chaining (rmeaning the subject nane of the issuer
certificate matches the issuer nanme of the issued certificate) is not
addressed as a sorting nethod since adherence to this is required in
order to build the decision tree to which these nmethods will be
applied. Al so, unaddressed in the sorting nethods is the prevention
of repeating certificates. Path builders should handl e nane chai ni ng
and certificate repetition irrespective of the optim zation approach

Each sorting nethod description specifies whether the nethod may be
used to elimnate certificates, the nunber of possible nuneric val ues
(sorting weights) for the method, conponents from Section 2.6 that
are required for inplenenting the nmethod, forward and reverse nethods
descriptions, and finally a justification for inclusion of the

nmet hod.

Wth regard to elimnation of certificates, it is inmportant to
understand that certificates are elimnated only at a given deci sion
poi nt for many nethods. For exanple, the path built up to
certificate X may be invalidated due to nane constraints by the
addition of certificate Y. At this decision point only, Y could be
elimnated fromfurther consideration. At sone future decision
point, while building this sane path, the addition of Y may not

i nval i date the path.

For sone other sorting nethods, certificates could be elimnated from
the process entirely. For exanple, certificates with unsupported
signature algorithns could not be included in any path and val i dat ed.
Al t hough the path builder may certainly be designed to operate in
this fashion, it is sufficient to always discard certificates only
for a given decision point regardl ess of cause.

3.5.1. basicConstraints Is Present and cA Equals True

May be used to elimnate certificates: Yes
Nunber of possible values: Binary
Conponents required: None

Forward Method: Certificates with basicConstraints present and
cA=TRUE, or those designated as CA certificates out-of-band have
priority. Certificates w thout basicConstraints, wth

basi cConstrai nts and cA=FALSE, or those that are not designated as CA
certificates out-of-band may be elimnated or have zero priority.

Reverse Method: Sane as forward except with regard to end entity
certificates at the terminus of the path.

Justification: According to [RFC3280], basicConstraints is required
to be present with cA=TRUE in all CA certificates, or nust be
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verified via an out-of-band mechanism A valid path cannot be built
if this condition is not net.

3.5.2. Recogni zed Signature Al gorithms

May be used to elimnate certificates: Yes
Nunber of possible values: Binary
Conponents required: None

Forward Method: Certificates containing recognized signature and
public key al gorithms [PKIXALGS] have priority.

Reverse Method: Sane as forward.

Justification: |If the path-building software is not capabl e of
processing the signatures associated with the certificate, the
certification path cannot be validated.

3.5.3. keyUsage Is Correct

May be used to elinmnate certificates: Yes
Nunber of possible values: Binary
Conponents required: None

Forward Method: |f keyUsage is present, certificates with
keyCert Sign set have 100% priority. |If keyUsage is present and
keyCertSign is not set, the certificate may be eliminated or have
zero priority. Al others have zero priority.

Reverse Method: Sane as forward except with regard to end entity
certificates at the term nus of the path.

Justification: A valid certification path cannot be built through a

CA certificate with inappropriate keyUsage. Note that

digital Signature is not required to be set in a CA certificate.
3.5.4. Time (T) Falls within the Certificate Validity

May be used to elinmnate certificates: Yes

Nunber of possible values: Binary

Conponents required: None

Forward Method: Certificates that contain the required tinme (T)

within their validity period have 100% priority. Oherw se, the

certificate is elimnated or has priority zero

Reverse Method: Sane as forward
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Justification: A valid certification path cannot be built if T falls
outside of the certificate validity period.

NOTE: Special care should be taken to return a neaningful error to
the caller, especially in the event the target certificate does not
neet this criterion, if this sorting method is used for elimnation
(e.g., the certificate is expired or is not yet valid).

3.5.5. Certificate Was Previously Validated

May be used to elimnate certificates: No
Nunber of possible values: Binary
Conponents required: Certification Path Cache

Forward Method: A certificate that is present in the certification
path cache has priority.

Reverse Method: Does not apply. (The validity of a certificate vs.
unknown validity does not infer anything about the correct direction
in the decision tree. In other words, knowing the validity of a CA
certificate does not indicate that the target is nore likely found
through that path than another.)

Justification: Certificates in the path cache have been validated
previously. Assuming the initial constraints have not changed, it is
highly likely that the path fromthat certificate to a trust anchor
is still valid. (Changes to the initial constraints may cause a
certificate previously considered valid to no | onger be consi dered
valid.)

Note: It is inportant that itens in the path cache have appropriate
life tines. For exanple, it could be inappropriate to cache a

rel ati onship beyond the period the related CRL will be trusted by the
application. It is also critical to consider certificates and CRLs
farther up the path when setting cache lifetines. For exanple, if
the issuer certificate expires in ten days, but the issued
certificate is valid for 20 days, caching the rel ationship beyond 10
days woul d be i nappropriate.

3.5.6. Previously Verified Signatures
May be used to elinmnate certificates: Yes
Nunber of possible values: Binary
Conponents required: Path Cache
Forward Met hod: If a previously verified relationship exists in the

path cache between the subject certificate and a public key present
in one or nore issuer certificates, all the certificates containing
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sai d public key have higher priority. Oher certificates may be
elimnated or set to zero priority.

Reverse Method: |If known bad signature relationships exist between
certificates, these relationships can be used to elimnate potentia
certificates fromthe decision tree. Nothing can be concluded about
the likelihood of finding a given target certificate down one branch
ver sus anot her using known good signature rel ationships.

Justification: If the public key in a certificate (A) was previously
used to verify a signature on a second certificate (B), any and al
certificates containing the sane key as (A) may be used to verify the
signature on (B). Likew se, any certificates that do not contain the
same key as (A) cannot be used to verify the signature on (B). This
forward direction nethod is especially strong for nultiply cross-
certified CAs after a key rollover has occurred.

3.5.7. Path Length Constraints

May be used to elimnate certificates: Yes
Nunber of possible values: Binary
Conponents requi red: None

Forward Method: Certificates with basic constraints present and
containing a path Iength constraint that would invalidate the current
path (the current length is known since the software is building from
the target certificate) nay be elimnated or set to zero priority.

QO herwise, the priority is 100%

Reverse Method: This nmethod may be applied in reverse. To apply it,
the builder keeps a current path length constraint variable and then
sets zero priority for (or elinmnates) certificates that would
violate the constraint.

Justification: A valid path cannot be built if the path length
constraint has been viol at ed.

3.5.8. Nanme Constraints
May be used to elinmnate certificates: Yes
Nunber of possible values: Binary
Conponents required: None
Forward Method: Certificates that contain nameConstraints that woul d

be violated by certificates already in the path to this point are
given zero priority or elimnated.
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Reverse Method: Certificates that will allow successful processing
of any nane constraints present in the path to this point are given
hi gher priority.

Justification: A valid path cannot be built if name constraints are
vi ol at ed.

3.5.9. Certificate Is Not Revoked
May be used to elimnate certificates: No

Nunber of possible values: Three
Conponents required: CRL Cache

Forward Method: If a current CRL for a certificate is present in the
CRL cache, and the certificate serial nunmber is not on the CRL, the
certificate has priority. |If the certificate serial numnber is
present on the CRL, it has zero priority. |If an (acceptably fresh)
OCSP response is available for a certificate, and identifies the
certificate as valid, the certificate has priority. |f an OCSP

response is available for a certificate, and identifies the
certificate as invalid, the certificate has zero priority.

Reverse Method: Sane as Forward.

Alternately, the certificate nay be elimnated if the CRL or OCSP
response is verified. That is, fully verify the CRL or OCSP response
signature and relationship to the certificate in question in
accordance with [RFC3280]. Wile this is viable, the signature
verification required makes it less attractive as an elimnation
nmethod. It is suggested that this nmethod only be used for sorting
and that CRLs and OCSP responses are validated post path buil ding.

Justification: Certificates known to be not revoked can be
considered nore likely to be valid than certificates for which the
revocation status is unknown. This is further justified if CRL or
OCSP response validation is perforned post path validation - CRLs or
OCSP responses are only retrieved when conpl ete paths are found.

NOTE: Special care should be taken to allow nmeaningful errors to
propagate to the caller, especially in cases where the target
certificate is revoked. |If a path builder elimnates certificates
using CRLs or OCSP responses, sonme status infornmation should be
preserved so that a neaningful error may be returned in the event no
path is found.
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3.5.10. Issuer Found in the Path Cache

May be used to elimnate certificates: No
Nunber of possible values: Binary
Conponents required: Certification Path Cache

Forward Method: A certificate whose issuer has an entry (or entries)
in the path cache has priority.

Reverse Met hod: Does not apply.

Justification: Since the path cache only contains entries for
certificates that were previously validated back to a trust anchor
it is nore likely than not that the same or a new path nmay be built
fromthat point to the (or one of the) trust anchor(s). For
certificates whose issuers are not found in the path cache, nothing
can be concl uded.

NOTE: This nmethod is not the sane as the nmethod named "Certificate
Was Previously Validated". It is possible for this sorting nethod to
evaluate to true while the other method could evaluate to zero

3.5.11. Issuer Found in the Application Protoco

May be used to elimnate certificates: No
Nunber of possible values: Binary
Conponents required: Certification Path Cache

Forward Method: If the issuer of a certificate sent by the target
through the application protocol (SSL/TLS, S'MME, etc.), nmatches the
signer of the certificate you are |ooking at, then that certificate
has priority.

Reverse Method: |If the subject of a certificate natches the issuer
of a certificate sent by the target through the application protoco
(SSL/TLS, SIMME, etc.), then that certificate has priority.
Justification: The application protocol may contain certificates

that the sender considers valuable to certification path building,
and are nore likely to lead to a path to the target certificate.

3.5.12. WMatching Key Identifiers (KIDs)
May be used to elimnate certificates: No
Nunber of possible values: Three
Conponents required: None

Forward Method: Certificates whose subject key identifier (SKID)
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mat ches the current certificate' s authority key identifier (AKID)
have hi ghest priority. Certificates without a SKID have medi um
priority. Certificates whose SKID does not match the current
certificate’s AKID (if both are present) have zero priority. |If the
current certificate expresses the issuer nane and serial nunber in
the AKID, certificates that match both these identifiers have hi ghest
priority. Certificates that match only the issuer nanme in the AKID
have mediumpriority.

Reverse Method: Certificates whose AKID matches the current
certificate’s SKID have highest priority. Certificates w thout an
AKI D have mediumpriority. Certificates whose AKID does not match
the current certificate’'s SKID (if both are present) have zero
priority. |If the certificate expresses the issuer name and seria
nunber in the AKID, certificates that match both these identifiers in
the current certificate have highest priority. Certificates that
match only the issuer name in the AKID have nediumpriority.

Justification: Key ldentifier (KID) matching is a very usefu
mechani smfor guiding path building (that is their purpose in the
certificate) and should therefore be assigned a heavy weight.

NOTE: Although required to be present by [RFC3280], it is extrenely
i mportant that KIDs be used only as sorting criteria or as hints
during certification path building. KIDs are not required to match
during certification path validation and cannot be used to elimnate
certificates. This is of critical inportance for interoperating
across domai ns and multi-vendor inplenmentations where the KiDs may
not be calculated in the sanme fashion

3.5.13. Policy Processing

May be used to elimnate certificates: Yes
Nunber of possible values: Three
Conponent s required: None

Forward Method: Certificates that satisfy Forward Policy Chaining
have priority. (See Section 4 entitled "Forward Policy Chaining" for
details.) |If the caller provided an initial-policy-set and did not
set the initial-require-explicit flag, the weight of this sorting

met hod shoul d be increased. |If the initial-require-explicit-policy
flag was set by the caller or by a certificate, certificates may be
el i m nat ed.

Reverse Method: Certificates that contain policies/policy mappings
that will allow successful policy processing of the path to this
poi nt have priority. |If the caller provided an initial-policy-set
and did not set the initial-require-explicit flag, the weight of this
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sorting nmethod should be increased. Certificates nmay be elim nated
only if initial-require-explicit was set by the caller or if
require-explicit-policy was set by a certificate in the path to this
poi nt .

Justification: |In a policy-using environment, certificates that
successfully propagate policies are nore likely part of an intended
certification path than those that do not.

VWhen building in the forward direction, it is always possible that a
certificate closer to the trust anchor will set the require-
explicit-policy indicator; so giving preference to certification
pat hs that propagate policies may increase the probability of finding
a valid path first. |If the caller (or a certificate in the current
path) has specified or set the initial-require-explicit-policy
indicator as true, this sorting method can also be used to elimnate
certificates when building in the forward direction

If building in reverse, it is always possible that a certificate
farther along the path will set the require-explicit-policy

i ndicator; so giving preference to those certificates that propagate
policies will serve well in that case. |In the case where require-
explicit-policy is set by certificates or the caller, certificates
can be elimnated with this method.

3.5.14. Policies Intersect the Sought Policy Set

May be used to elimnate certificates: No
Nunber of possible values: Additive
Conponents required: None

Forward Method: Certificates that assert policies found in the
initial-acceptabl e-policy-set have priority. Each additiona
mat chi ng policy could have an additive affect on the total score.

Alternately, this could be binary; it matches 1 or nore, or natches
none.

Reverse Method: Certificates that assert policies found in the
target certificate or map policies to those found in the target
certificate have priority. Each additional matching policy could
have an additive affect on the total score. Alternately, this could
be binary; it matches 1 or nore, or natches none.

Justification: |In the forward direction, as the path draws near to
the trust anchor in a cross-certified environnent, the policies
asserted in the CA certificates will match those in the caller’s

domain. Since the initial acceptable policy set is specified in the
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caller’s domain, matches may indicate that the path building is
drawi ng nearer to a desired trust anchor. In the reverse direction
finding policies that match those of the target certificate may
indicate that the path is drawing near to the target’'s donmain

3.5.15. Endpoint Distingui shed Name (DN) Matchi ng
May be used to elinmnate certificates: No
Nunber of possible values: Binary
Conponents required: None

Forward Method: Certificates whose issuer exactly matches a trust
anchor subject DN have priority.

Reverse Method: Certificates whose subject exactly nmatches the
target entity issuer DN have priority.

Justification: |In the forward direction, if a certificate' s issuer
DN mat ches a trust anchor’s DN [ X. 501], then it nmay conplete the
path. In the reverse direction, if the certificate's subject DN

mat ches the issuer DN of the target certificate, it nay be the | ast
certificate required to conmplete the path.

3.5.16. Relative Distinguished Name (RDN) WMatching

May be used to elimnate certificates: No
Nunber of possible values: Sliding Scal e
Conponent s requi red: None

Forward Method: Certificates that match nore ordered RDNs between
the issuer DN and a trust anchor DN have priority. Wen all the RDNs
match, this yields the highest priority.

Reverse Method: Certificates with subject DNs that match nore RDNs
with the target’s issuer DN have higher priority. Wen all the RDNs
match, this yields the highest priority.

Justification: In PKIs the DNs are frequently constructed in a tree
i ke fashion. Higher nunbers of matches may indicate that the trust
anchor is to be found in that direction within the tree. Note that
in the case where all the RDNs match [ X. 501], this sorting nethod
appears to mrror the preceding one. However, this sorting nethod
shoul d be capabl e of producing a 100% wei ght even if the issuer DN
has nore RDNs than the trust anchor. The Issuer DN need only contain
all the RDNs (in order) of the trust anchor

NOTE: In the case where all RDNs match, this sorting method mirrors
the functionality of the preceding one. This allows for partia
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mat ches to be weighted differently fromexact matches. Additionally,
this nmethod can require a lot of processing if many trust anchors are
present.

3.5.17. Certificates are Retrieved fromcACertificate Directory
Attribute

May be used to elinmnate certificates: No

Nunber of possible values: Binary

Conponents required: Certificate Cache with flags for the attribute
fromwhere the certificate was retrieved and Renote Certificate
Storage/ Retrieval using a directory

Forward Met hod: Certificates retrieved fromthe cACertificate
directory attribute have priority over certificates retrieved from
the crossCertificatePair attribute. (See [RFC2587].)

Reverse Met hod: Does not apply.

Justification: The cACertificate directory attribute contains
certificates issued fromlocal sources and self issued certificates.
By using the cACertificate directory attribute before the
crossCertificatePair attribute, the path-building algorithmwll
(depending on the | ocal PKI configuration) tend to denonstrate a
preference for the | ocal PKI before venturing to external cross-
certified PKIs. Mst of today’'s PKI applications spend nost of their
time processing information fromthe [ocal (user’s own) PKI, and the
local PKI is usually very efficient to traverse due to proxinmty and
net wor k speed.

3.5.18. Consistent Public Key and Signature Al gorithms

May be used to elimnate certificates: Yes
Nunber of possible values: Binary
Conponent s required: None

Forward Method: |If the public key in the issuer certificate nmatches
the algorithmused to sign the subject certificate, then it has
priority. (Certificates with unmatched public key and signature

al gorithms may be elimnated.)

Reverse Method: |If the public key in the current certificate natches
the algorithmused to sign the subject certificate, then it has
priority. (Certificates with unmatched public key and signature

al gorithnms may be elimnated.)

Justification: Since the public key and signature algorithnms are not
consi stent, the signature on the subject certificate will not verify
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successfully. For exanple, if the issuer certificate contains an RSA
public key, then it could not have issued a subject certificate
signed with the DSA-w th-SHA-1 al gorithm

3.5.19. Simlar Issuer and Subject Nanes

May be used to elimnate certificates: No
Nurmber of possible values: Sliding Scale
Conponents required: None

Forward Method: Certificates encountered with a subject DN that
mat ches nore RDNs with the issuer DN of the target certificate have
priority.

Reverse Method: Sane as forward

Justification: As it is generally nore efficient to search the loca
domain prior to branching to cross-certified donmains, using
certificates with simlar names first tends to nake a nore efficient
path builder. Cross-certificates issued fromexternal domains wll
generally match fewer RDNs (if any), whereas certificates in the
local domain will frequently match multiple RDNs.

3.5.20. Certificates in the Certification Cache

May be used to elimnate certificates: No

Nunber of possible values: Three

Conponents required: Local Certificate Cache and Rempte Certificate
Storage/ Retrieval (e.g., LDAP directory as the repository)

Forward Method: A certificate whose issuer certificate is present in
the certificate cache and popul ated with certificates has higher
priority. A certificate whose issuer’s entry is fully populated with
current data (all certificate attributes have been searched wthin
the timeout period) has higher priority.

Reverse Method: |f the subject of a certificate is present in the
certificate cache and populated with certificates, then it has higher
priority. If the entry is fully populated with current data (al
certificate attributes have been searched within the timeout period)
then it has higher priority.

Justification: The presence of required directory val ues popul at ed
in the cache increases the likelihood that all the required
certificates and CRLs needed to conplete the path fromthis
certificate to the trust anchor (or target if building in reverse)
are present in the cache froma prior path being devel oped, thereby
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elimnating the need for directory access to conplete the path. In
the event no path can be found, the perfornmance cost is |ow since the
certificates were likely not retrieved fromthe network.

3.5.21. Current CRL Found in Local Cache
May be used to elimnate certificates: No
Nunber of possible values: Binary
Conponents Required: CRL Cache

Forward Method: Certificates have priority if the issuer’s CRL entry
exists and is populated with current data in the CRL cache.

Reverse Method: Certificates have priority if the subject’s CRL
entry exists and is populated with current data in the CRL cache.

Justification: |If revocation is checked only after a conplete path
has been found, this indicates that a conplete path has been found
through this entity at sone past point, so a path still likely

exi sts. This also helps reduce renote retrievals until necessary.

3.6. Certificate Sorting Methods for Revocation Signer Certification
Pat hs

Unl ess using a |l ocally-configured OCSP responder or sone other

| ocal | y-configured trusted revocati on status service, certificate
revocation information is expected to be provided by the PKI that
issued the certificate. It follows that when building a
certification path for a Revocation Signer certificate, it is
desirable to confine the building algorithmto the PKI that issued
the certificate. The follow ng sorting nethods seek to order
possi bl e paths so that the i ntended Revocation Signer certification
path is found first.

These sorting nethods are not intended to be used in |lieu of the ones
described in the previous section; they are nost effective when used
in conjunction with those in Section 3.5. Sone sorting criteria bel ow
have identical names as those in the preceding section. This

i ndicates that the sorting criteria described in the preceding
section are nodified slightly when building the Revocation Signer
certification path.

3.6.1. ldentical Trust Anchors
May be used to elimnate certificates: No
Nunber of possible values: Binary

Conponents required: |s-revocation-signer indicator and the
Certification Authority’'s trust anchor
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Forward Met hod: Not applicable.

Reverse Method: Path building should begin fromthe sane trust
anchor used to validate the Certification Authority before trying any
ot her trust anchors. |[If any trust anchors exist with a different
public key but an identical subject DNto that of the Certification
Authority’s trust anchor, they should be tried prior to those with

m smat ched names.

Justification: The revocation information for a given certificate
shoul d be produced by the PKI that issues the certificate.
Therefore, building a path froma different trust anchor than the
Certification Authority’'s is not desirable.

3.6.2. Endpoint Distinguished Name (DN) Matching

May be used to elimnate certificates: No

Nunber of possible values: Binary

Conponents required: |s-revocation-signer indicator and the
Certification Authority’'s trust anchor

Forward Method: Operates identically to the sorting method descri bed
in 3.5.15, except that instead of perform ng the matchi ng agai nst al
trust anchors, the DN matching is perforned only agai nst the trust
anchor DN used to validate the CA certificate.

Reverse Method: No change for Revocation Signer’s certification
pat h.

Justification: The revocation information for a given certificate
shoul d be produced by the PKI that issues the certificate.

Therefore, building a path to a different trust anchor than the CA's
is not desirable. This sorting nmethod hel ps to guide forward
direction path building toward the trust anchor used to validate the
CA certificate.

3.6.3. Relative Distinguished Nane (RDN) Matching

May be used to elinmnate certificates: No

Nunber of possible values: Sliding Scale

Conponents required: |s-revocation-signer indicator and the
Certification Authority’'s trust anchor

Forward Method: COperates identically to the sorting nmethod described
in 3.5.16 except that instead of perform ng the RDN natching agai nst
all trust anchors, the matching is perforned only against the trust
anchor DN used to validate the CA certificate.
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Reverse Method: No change for Revocation Signer’s certification
pat h.

Justification: The revocation information for a given certificate
shoul d be produced by the PKI that issues the certificate.

Therefore, building a path to a different trust anchor than the CA' s
is not desirable. This sorting nmethod hel ps to guide forward
direction path building toward the trust anchor used to validate the
CA certificate.

3.6.4. | dentical Internedi ate Names

May be used to elimnate certificates: No

Nunber of possible values: Binary

Conponents required: |s-revocation-signer indicator and the
Certification Authority’s conplete certification path

Forward Method: |If the issuer DN in the certificate matches the
i ssuer DN of a certificate in the Certification Authority’'s path, it
has hi gher priority.

Reverse Method: |If the subject DN in the certificate matches the
subject DN of a certificate in the Certification Authority’s path, it
has hi gher priority.

Justification: Follow ng the sane path as the Certificate should
deter the path-building algorithmfromwandering in an inappropriate
direction. Note that this sorting method is indifferent to whether
the certificate is self-issued. This is beneficial in this situation
because it would be undesirable to lower the priority of a re-key
certificate.

4. Forward Policy Chaining

It is tenpting to junp to the conclusion that certificate policies
offer little assistance to path building when building fromthe
target certificate. It’'s easy to understand the "validate as you go"
approach fromthe trust anchor, and much | ess obvi ous that any val ue
can be derived in the other direction. However, since policy

val idation consists of the intersection of the issuer policy set with
the subject policy set and the mapping of policies fromthe issuer
set to the subject set, policy validation can be done while building
a path in the forward direction as well as the reverse. It is sinply
a matter of reversing the procedure. That is not to say this is as

i deal as policy validation when building fromthe trust anchor, but

it does offer a nethod that can be used to nostly elimnate what has
| ong been consi dered a weakness inherent to building in the forward
(fromthe target certificate) direction.
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4.1. Sinmple Intersection

The nost basic formof policy processing is the intersection of the
policy sets fromthe first CA certificate through the target
certificate. Fortunately, the intersection of policy sets wll

al ways yield the sanme final set regardl ess of the order of
intersection. This allows processing of policy set intersections in
either direction. For exanple, if the trust anchor issues a CA
certificate (A) with policies {X Y,Z}, and that CA issues another CA
certificate (B) with policies {X Y}, and CA B then issues a third CA
certificate (C) with policy set {Y,G, one nornmally cal cul ates the
policy set fromthe trust anchor as foll ows:

1) Intersect A{X Y,Z} with B{X, Y} to yield the set {X Y}

2) Intersect that result, {X Y} with (Y,G to yield the final set
{v

Now it has been shown that certificate Cis good for policy Y.
The other direction is exactly the same procedure, only in reverse:
1) Intersect Y, G with B{X, Y} to yield the set {Y}

2) Intersect that result, {Y} with A{X Y,Z} to yield the final set
{v}

Just like in the reverse direction, it has been shown that

certificate Cis good for policy Y, but this time in the forward

direction.

When building in the forward direction, policy processing is handl ed

much like it is in reverse -- the software |l ends preference to
certificates that propagate policies. Neither approach guarantees
that a path with valid policies will be found, but rather both

approaches help guide the path in the direction it should go in order
for the policies to propagate.

If the caller has supplied an initial-acceptable-policy set, there is
| ess value in using it when building in the forward direction unless
the caller also set inhibit-policy-mapping. In that case, the path
buil der can further constrain the path building to propagating
policies that exist in the initial-acceptable-policy-set. However,
even if the inhibit-policy-mapping is not set, the initial-policy-set
can still be used to guide the path building toward the desired trust
anchor.
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4.2. Policy Mpping

When a CA issues a certificate into another domain, an environment
with disparate policy identifiers to its own, the CA may make use of
pol i cy mappings to map equival ence fromthe |ocal domain s policy to
the non-local domain's policy. If in the prior exanple, A had

i ncluded a policy nmapping that napped X to Gin the certificate it
issued to B, C would be good for X and Y:

1) Intersect A{X Y,Z} with B{X, Y} to yield the set {X Y}

2) Process Policy Mappings in B's certificate (X maps to G to yield
{GY} (sane as {Y,G)

3) Intersect that result, {GY} with (Y,G to yield the final set
{GY}

Since policies are always expressed in the relying party’s domain

the certificate Cis said to be good for {X, Y}, not {Y, G. This is
because "G' doesn’'t nean anything in the context of the trust anchor
that issued A without the policy nmapping.

VWhen building in the forward direction, policies can be "unmapped" by
reversing the mapping procedure. This procedure is Iimted by one

i nportant aspect: if policy mapping has occurred in the forward
direction, there is no nmechani sm by which it can be known in advance
whet her or not a future addition to the current path will invalidate
the policy chain (assum ng one exists) by setting inhibit-policy-
mappi ng. Fortunately, it is uncomopn practice to set this flag. The
following is the procedure for processing policy mapping in the
forward direction:

1) Begin with Cs policy set {Y,G

2) Apply the policy mapping in B's certificate (X maps to G in
reverse to yield {Y, X} (sane as {X Y})

3) Intersect the result {X Y} with B{X Y} to yield the set {X Y}

4) Intersect that result, {X Y}, with A{X Y,Z} to yield the final set
{X., Y}

Just like in the reverse direction, it is determned in the forward
direction that certificate Cis good for policies {X Y}. If during
this procedure, an inhibit-policy-nmapping flag was encountered, what
shoul d be done? This is reasonably easy to keep track of as well.
The software sinmply maintains a flag on any policies that were
propagated as a result of a mapping; just a sinple Boolean kept with
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the policies in the set. Inmagine nowthat the certificate issued to
A has the inhibit-policy-mapping constraint expressed with a skip
certificates value of zero.

1) Begin with Cs policy set {Y,G

2) Apply the policy napping in B's certificate and mark X as
resulting froma mapping. (X maps to G in reverse to yield {Y, Xn}
(same as {Xm Y})

3) Intersect the result {XmY} with B{X Y} to yield the set {XmY}

4) A's certificate expresses the inhibit policy mapping constraint,
so elimnate any policies in the current set that were propagated
due to mapping (which is Xm to yield {Y}

5) Intersect that result, {Y} with A{X Y,Z} to yield the final set
{v

If in our exanple, the policy set had gone to enpty at any point (and
require-explicit-policy was set), the path building woul d back up and
try to traverse another branch of the tree. This is anal ogous to the
pat h-bui Il ding functionality utilized in the reverse directi on when
the policy set goes to enpty.

4.3. Assigning Scores for Forward Policy Chaining

Assum ng the path-building nodule is naintaining the current forward
policy set, weights may be assigned using the follow ng procedure:

1) For each CA certificate being scored:
a. Copy the current forward policy set.

b. Process policy mappings in the CA certificate in order to
"un-map" policies, if any.

c. Intersect the resulting set with CA certificate’s policies.

The larger the policy set yielded, the larger the score for that CA
certificate.

2) If an initial acceptable set was supplied, intersect this set with
the resulting set for each CA certificate from(1).

The larger the resultant set, the higher the score is for this
certificate.
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Q her scoring schemes may work better if the operating environnent
di ct at es.

5. Avoi ding Pat h-Building Errors

This section defines sone errors that may occur during the path-
bui |l di ng process, as well as ways to avoid these errors when
devel opi ng pat h-buil di ng functi ons.

5.1. Dead Ends

When building certification paths in a non-hierarchical PK
structure, a sinple path-building algorithmcould fail prematurely
wi t hout finding an existing path due to a "dead end". Consider the
exanple in Figure 14.

+----+ +---+
| TA | | Z |
+----+ +---+
| |
| |
\Y \Y
+---+ +---+
| Cl<----] Y|
+---+ +---+
|
|
\Y
Fomm e +
| Target |
Fomm e e +

Fi gure 14 - Dead End Exanpl e

Note that in the exanple, C has two certificates: one issued by Y,
and the other issued by the Trust Anchor. Suppose that a sinple
"find issuer" algorithmis used, and the order in which the path

buil der found the certificates was Target(C, C(Y), Y(2), Z(2). In
this case, Z has no certificates issued by any other entities, and so
the sinplistic path-building process stops. Since Zis not the
relying party’s trust anchor, the certification path is not conplete,
and will not validate. This exanple shows that in anything but the
sinmpl est PKI structure, additional path-building logic will need to
handl e the cases in which entities are issued multiple certificates
fromdifferent issuers. The path-building algorithmw |l also need
to have the ability to traverse back up the decision tree and try
another path in order to be robust.
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5.

2.

Loop Detection

In a non-hierarchical PKI structure, a path-building algorithm nay
become caught in a |loop without finding an existing path. Consider
the exanpl e bel ow

Rp——
| TA |

p——

|

|

oo+ oo+
| A -> Z |

+-- -+ [ -+

AV \%
+---+ +---+
| Bl<-----] Y|
+---+ +---+

|

|

\%

Fomm oo +
| Target |
Fomm e +

Figure 15 - Loop Example

Let us suppose that in this exanple the sinplest "find issuer"
algorithmis used, and the order in which certificates are retrieved

is Target(B), B(Y), Y(2), Z(B), B(Y), Y(2), Z(B), B(Y), ... Aloop
has fornmed that will cause the correct path (Target, B, A) to never
be found. The certificate processing systemw || need to recognize

| oops created by duplicate certificates (which are prohibited in a
path by [ X. 509]) before they formto allow the certification path-
bui | di ng process to continue and find valid paths. The authors of
this docunment recomend that the | oop detection not only detect the
repetition of a certificate in the path, but also detect the presence
of the sane subject nanme / subject alternative nane/ subject public
key combi nation occurring twice in the path. A nanme/key pair shoul d
only need to appear once in the path. (See Section 2.4.2 for nore

i nfornmati on on the reasoni ng behind this recommendation.)
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5.3. Use of Key ldentifiers

I nconsi stent and/or inconpatibl e approaches to conputing the subject
key identifier and authority key identifier in public key
certificates can cause failures in certification path-building
algorithns that use those fields to identify certificates, even
though otherwi se valid certification paths may exist. Path-building
i mpl enent ati ons shoul d use existing key identifiers and not attenpt
to re-conpute subject key identifiers. It is extrenmely inportant
that Key ldentifiers be used only as sorting criteria or hints. KIDs
are not required to match during certification path validation and
cannot be used to elimnate certificates. This is of critica

i mportance for interoperating across donains and nulti-vendor

i mpl ement ati ons where the KIDs may not be calculated in the sane

f ashi on.

Pat h- bui | di ng and processing inpl enentations should not rely on the
formof authority key identifier that uses the authority DN and
serial nunber as a restrictive matching rule, because cross-
certification can lead to this value not being nmatched by the cross-
certificates.

5.4. Distingui shed Nane Encodi ng

Certification path-building software should not rely on DNs being
encoded as PrintableString. Al though frequently encoded as

Printabl eString, DNs nmay al so appear as other types, including
BMPString or UTF8String. As a result, software systems that are
unable to process BMPString and UTF8String encoded DNs may be unabl e
to build and validate sone certification paths.

Furthernore, [RFC3280] conpliant certificates are required to encode
DNs as UTF8String as of January 1, 2004. Certification path-building
sof tware should be prepared to handle "name rollover" certificates as
described in [RFC3280]. Note that the inclusion of a "name rollover"”
certificate in a certification path does not constitute repetition of
a DN and key. Inplenentations that include the "nane roll over"
certificate in the path should ensure that the DNs with differing
encodi ng are regarded as dissimlar. (lnplenmentations may instead
handl e mat chi ng DNs of different encodings and will therefore not
need to include "name rollover" certificates in the path.)
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6. Retrieval Mthods

Building a certification path requires the availability of the
certificates and CRLs that make up the path. There are nany

di fferent methods for obtaining these certificates and CRLs. This
section lists a few of the common ways to performthis retrieval, as
wel | as some suggested approaches for inproving performance. This
section is not intended to provide a conplete reference for
certificate and CRL retrieval nethods or optimzations that woul d be
useful in certification path building.

6.1. Directories Using LDAP

Most applications utilize the Lightweight Directory Access Protoco
(LDAP) when retrieving data fromdirectories followi ng the X 500
nodel . Applications may encounter directories which support either
LDAP v2 [RFC1777] or LDAP v3 [RFC3377].

The LDAP v3 specification defines one attribute retrieval option, the
"bi nary" option. Wen specified in an LDAP retrieval request, this
option was intended to force the directory to ignore any string-based
representati ons of BER-encoded directory information, and send the
requested attribute(s) in BER format. Since all PKI objects of
concern are BER-encoded objects, the "binary" option should be used.
However, not all directories support the "binary" option. Therefore,
applications should be capable of requesting attributes with and

wi t hout the "binary" option. For exanple, if an application w shes
to retrieve the userCertificate attribute, the application should

request "userCertificate;binary". |If the desired information is not
returned, robust inplenentations my opt to request "userCertificate"
as wel | .

The followi ng attributes should be considered by PKI application
devel opers when performng certificate retrieval from LDAP sources:

userCertificate: contains certificates issued by one or nore
certification authorities with a subject DN that natches that of
the directory entry. This is a nulti-valued attribute and al
val ues shoul d be received and consi dered during path buil di ng.
Al though typically it is expected that only end entity
certificates will be stored in this attribute, (e.g., this is the
attribute an application would request to find a person’s
encryption certificate) inplenenters may opt to search this
attribute when looking in CA entries to make their path buil der

nore robust. If it is enpty, the overhead added by including this
attribute when already requesting one or both of the two belowis
mar gi nal
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cACertificate: contains self-issued certificates (if any) and any
certificates issued to this certification authority by other
certification authorities in the sane realm (Realmis dependent
upon local policy.) This is a nulti-valued attribute and al
val ues shoul d be received and consi dered during path buil ding.

crossCertificatePair: in conformant inplenentations, the
crossCertificatePair is used to contain all, except self-issued
certificates issued to this certification authority, as well as
certificates issued by this certification authority to other
certification authorities. Each attribute value is a structure
containing two el ements. The issuedToThi sCA el ement contains
certificates issued to this certification authority by other
certification authorities. The issuedByThi sCA el ement contains
certificates issued by this certification authority to other
certification authorities. Both elements of the
crossCertificatePair are | abeled optional in the ASN. 1 definition
If both el enents are present in a single value, the issuer nanme in
one certificate is required to match the subject nane in the other
and vice versa, and the subject public key in one certificate
shal | be capable of verifying the digital signature on the other
certificate and vice versa. As this technol ogy has evol ved,
di fferent standards have had differing requirenents on where
i nformation could be found. For exanple, the LDAP v2 schemn
[ RFC2587] states that the issuedToThi sCA (once called 'forward’)
el enent of the crossCertificatePair attribute is mandatory and the
i ssuedByThi sCA (once called 'reverse’) elenment is optional. In
contrast, Section 11.2.3 of [X. 509] requires the issuedByThi sCA
element to be present if the CA issues a certificate to another CA
if the subject is not a subordinate CA in a hierarchy. Confornmant
directori es behave as required by [X 509], but robust path-
buil di ng i npl ementations may want to retrieve all certificates
fromthe cACertificate and crossCertificatePair attributes to
ensure all possible certification authority certificates are
obt ai ned.

certificateRevocationList: the certificateRevocationList attribute
contains a certificate revocation list (CRL). A CRL is defined in
[ RFC3280] as a time stanped list identifying revoked certificates,
which is signed by a CA or CRL issuer and nade freely available in
a public repository. Each revoked certificate is identified in a
CRL by its certificate serial number. There may be one or nore
CRLs in this attribute, and the val ues should be processed in
accordance with [ RFC3280].
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aut horityRevocationList: the authorityRevocationList attribute al so
contains CRLs. These CRLs contain revocation information
regarding certificates issued to other CAs. There may be one or
nmore CRLs in this attribute, and the values should be processed in
accordance with [ RFC3280].

Certification path processing systens that plan to interoperate with
varying PKlI structures and directory designs should at a m ni num be
able to retrieve and process the userCertificate, cACertificate,
crossCertificatePair, certificateRevocationList, and

aut horityRevocationList attributes fromdirectory entries.

6.2. Certificate Store Access via HITP

Anot her possi bl e nethod of certificate retrieval is using HITP as an
interface nechanismfor retrieving certificates and CRLs from PK
repositories. A current PKIX docunent [CERTSTORE] provides a
protocol for a general -purpose interface capability for retrieving
certificates and CRLs from PKI repositories. Since the [ CERTSTORE]
docunent is a work in progress as of the witing of this docunent, no
details are given here on howto utilize this nechanismfor
certificate and CRL retrieval. Instead, refer to the [ CERTSTORE]
docunent or its current version. Certification path processing
systens may w sh to inplenent support for this interface capability,
especially if they will be used in environnments that will provide
HTTP- based access to certificates and CRLs.

6.3. Authority Information Access

The authority information access (Al A) extension, defined within

[ RFC3280], indicates how to access CA information and services for
the issuer of the certificate in which the extension appears. |If a
certificate with an Al A extension contains an accessMet hod defi ned
with the id-ad-calssuers OD, the AIA may be used to retrieve one or
nore certificates for the CA that issued the certificate containing
the AIA extension. The AIA will provide a uniformresource
identifier (URI) [RFC3986] when certificates can be retrieved via
LDAP, HTTP, or FTP. The AIA will provide a directoryNane when
certificates can be retrieved via directory access protocol (DAP)
The ALA will provide an rfc822Nane when certificates can be retrieved
via electronic mail. Additionally, the AIA may specify the | ocation
of an OCSP [ RFC2560] responder that is able to provide revocation
information for the certificate.

If present, AIA may provide forward path-building inplenmentations
with a direct link to a certificate for the issuer of a given
certificate. Therefore, inplenentations may wi sh to provide support
for decoding the Al A extension and processing the LDAP, HTTP, FTP,
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DAP, or e-nmail locators. Support for AIA is optional; [RFC3280]
conpliant inplenentations are not required to populate the AlA
extension. However, inplenenters of path-building and validation
nodul es are strongly encouraged to support Al A especially the HITP
transport; this will provide for usability and interoperability with
many existing PKls.

6.4. Subject Information Access

The subject information access (SIA) extension, defined within

[ RFC3280], indicates how to access information and services for the
subj ect of the certificate in which the extension appears. |If a
certificate with an Sl A extension contains an accessMet hod defi ned
with the id-ad-caRepository O D, the SIA nmay be used to | ocate one or
nore certificates (and possibly CRLs) for entities issued
certificates by the subject. The SIAw Il provide a uniformresource
identifier (URI) [RFC3986] when data can be retrieved via LDAP, HTTP,
or FTP. The SIAwill provide a directoryNane when data can be
retrieved via directory access protocol (DAP). The SIA will provide
an rfc822Nane when data can be retrieved via electronic mail

If present, the SIA extension may provide reverse path-buil ding

i mpl enentations with the certificates required to continue buil ding
the path. Therefore, inplenmentations may wi sh to provide support for
decodi ng the SI A extension and processing the LDAP, HITP, FTP, DAP

or e-mail locators. Support for SIAis optional; [RFC3280] conpliant
i mpl enentations are not required to popul ate the SIA extension
However, inplementers of path-building and validation nodul es are
strongly encouraged to support SIA, especially the HITP transport;
this will provide for usability and interoperability with many

exi sting PKIs.

6.5. CRL Distribution Points

The CRL distribution points (CRLDP) extension, defined within

[ RFC3280], indicates how to access CRL information. |f a CRLDP

ext ensi on appears within a certificate, the CRL(s) to which the CRLDP
refer are generally the CRLs that woul d contain revocation
information for the certificate. The CRLDP extension may point to
mul tiple distribution points fromwhich the CRL information may be
obt ai ned; the certificate processing system shoul d process the CRLDP
extension in accordance with [RFC3280]. The nost common distribution
points contain URIs fromwhich the appropriate CRL may be downl oaded,
and directory nanes, which can be queried in a directory to retrieve
the CRL attributes fromthe corresponding entry.
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If present, CRLDP can provide certificate processing inplenentations
with alink to CRL information for a given certificate. Therefore,

i mpl enentati ons may wi sh to provide support for decoding the CRLDP
extension and using the information to retrieve CRLs. Support for
CRLDP is optional and [ RFC3280] conpliant inplementations need not
popul ate the CRLDP extension. However, inplenmenters of path-building
and val idation nodules are strongly encouraged to support CRLDPs. At
a mnimum devel opers are encouraged to consider supporting the LDAP
and HTTP transports; this will provide for interoperability across a
wi de range of existing PKls.

6.6. Data Obtained via Application Protoco

Many application protocols, such as SSL/TLS and S/M ME, all ow one
party to provide certificates and CRLs to another. Data provided in
this nmethod is generally very valuable to path-building software
(will provide direction toward valid paths), and should be stored and
used accordingly. Note: self-signed certificates obtained via
application protocol are not trustworthy; inplenmentations should only
consider the relying party's trust anchors when buil di ng paths.

6.7. Proprietary Mechani sns

Sone certificate issuing systens and certificate processing systens
may utilize proprietary retrieval nechani sns, such as network nmapped
drives, databases, or other nethods that are not directly referenced
via the | ETF standards. Certificate processing systens may wish to
support other proprietary mechani sms, but should only do so in
addition to supporting standard retrieval mechani sms such as LDAP
AlA, and CRLDP (unless functioning in a closed environnent).

7. Inproving Retrieval Perfornance

Retrieval performance can be inproved through a few different

nmechani sns, including the use of caches and setting a specific
retrieval order. This section discusses a few nethods by which the
performance of a certificate processing systemnay be inproved during
the retrieval of PKI objects. Certificate processing systens that
are consistently very slow during processing will be disliked by
users and will be slow to be adopted into organizations. Certificate
processi ng systens are encouraged to do whatever possible to reduce
the del ays associated with requesting and retrieving data from
external sources.
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7.1. Caching

Certificate processing systens operating in a non-hierarchical PK
will often need to retrieve certificates and certificate revocation
lists (CRLs) froma source outside the application protocol

Typically, these objects are retrieved froman X 500 or LDAP
repository, an Internet URI [RFC3986], or sone other non-|oca

source. Due to the delays associated with establishing connections
as well as network transfers, certificate processing systems ought to
be as efficient as possible when retrieving data from externa
sources. Perhaps the best way to inprove retrieval efficiency is by
using a caching mechanism Certificate processing systens can cache
data retrieved fromexternal sources for sone period of tinme, but not
to exceed the useful period of the data (i.e., an expired certificate
need not be cached). Although this conmes at a cost of increased
menory/ di sk consunption by the system the cost and performance
benefit of reducing network transm ssions is great. Also, CRLs are
often issued and avail able in advance of the nextUpdate date in the
CRL. Inplenmentations may wish to obtain these "fresher" CRLs before
the next Update date has passed.

There are a nunber of different ways in which caching can be

i mpl enent ed; the specifics of these nethods can be used as

di stingui shing characteristics between certificate processing
systens. However, some things that inplementers may wi sh to consider
when devel opi ng caching systens are as foll ows:

- If PKI objects are cached, the certification path-building
mechani sm shoul d be able to exam ne and retrieve fromthe cache
during path building. This will allow the certificate
processing systemto find or elimnate one or nore paths quickly
wi thout requiring external contact with a directory or other
retrieval nechani sm

- Sharing caches between nultiple users (via a | ocal area network
or LAN) may be useful if nmany users in one organization
consistently perform PKI operations wth another organization

- Caching not only PKI objects (such as certificates and CRLs) but
al so rel ati onshi ps between PKI objects (storing a link between a
certificate and the issuer’s certificate) may be useful. This
i nking may not always |lead to the npbst correct or best
rel ationship, but could represent a |inking that worked in
anot her scenari o.

- Previously built paths and partial paths are quite useful to

cache, because they will provide informtion on previous
successes or failures. Additionally, if the cache is safe from
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unaut hori zed nodifications, caching validation and signature
checking status for certificates, CRLs, and paths can al so be
stored.

7.2. Retrieval Oder

To optimze efficiency, certificate processing systens are encouraged
to al so consider the order in which different PKI objects are
retrieved, as well as the mechanismfromwhich they are retrieved.

If caching is utilized, the caches can be consulted for PKI objects
before attenmpting other retrieval nechanisns. |If multiple caches are
present (such as local disk and network), the caches can be consulted
in the order in which they can be expected to return their result
fromfastest to slowest. For exanple, if a certificate processing
system wi shes to retrieve a certificate with a particul ar subject DN
the systemnmight first consult the | ocal cache, then the network
cache, and then attenpt directory retrieval. The specifics of the
types of retrieval nmechanisns and their relative costs are left to
the inplenmenter.

In addition to ordering retrieval nechanisns, the certificate
processi ng system ought to order the relative nmerits of the different
external sources fromwhich a PKI object can be retrieved. If the
AlA is present within a certificate, with a URI [RFC3986] for the
issuer’s certificate, the certificate processing system (if able) may
wish to attenpt to retrieve the certificate first fromlocal cache
and then by using that URI (because it is expected to point directly
to the desired certificate) before attenpting to retrieve the
certificates that may exist within a directory.

If a directory is being consulted, it nmay be desirable to retrieve
attributes in a particular order. A highly cross-certified PK
structure will lead to multiple possibilities for certification

pat hs, which may mean nmultiple validation attenpts before a
successful path is retrieved. Therefore, cACertificate and
userCertificate (which typically contain certificates fromwi thin the
same 'realm) could be consulted before attenpting to retrieve the
crossCertificatePair values for an entry. Alternately, all three
attributes could be retrieved in one query, but cross-certificates
then tagged as such and used only after exhausting the possibilities
fromthe cACertificate attribute. The best approach will depend on
the nature of the application and PKI environment.

7.3. Parallel Fetching and Prefetching
Much of this document has focused on a path-building al gorithmthat

m ni m zes the performance inmpact of network retrievals, by preventing
those retrievals and utilization of caches. Another way to inprove
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performance would be to allow network retrievals to be perforned in
advance (prefetching) or at the sane tinme that other operations are
performed (parallel fetching). For exanple, if an enail application
receives a signed emnil nessage, it could downl oad the required
certificates and CRLs prior to the recipient viewing (or attenpting
to verify) the nmessage. |Inplenentations that provide the capability
of parallel fetching and/or prefetching, along with a robust cache,
can lead to greatly inproved perfornmance or user experience.

8. Security Considerations
8.1. GCeneral Considerations for Building a Certification Path

Al t hough certification path building deals directly with security

rel evant PKI data, the PKI data itself needs no special handling
because its integrity is secured with the digital signature applied
toit. The only exception to this is the appropriate protection of
the trust anchor public keys. These are to be kept safe and obtai ned
out of band (e.g., not froman electronic nmail nessage or a
directory) with respect to the path-buil ding nodul e.

The greatest security risks associated with this docunent revol ve
around performng certification path validation while certification
paths are built. It is therefore noted here that fully inplenented
certification path validation in accordance with [ RFC3280] and

[ X.509] is required in order for certification path buil ding,
certification path validation, and the certificate using application
to be properly secured. Al of the Security Considerations listed in
Section 9 of [RFC3280] apply equally here.

In addition, as with any application that consunes data from
potentially untrusted network | ocations, certification path-building
conponents should be carefully inplenented so as to reduce or
elimnate the possibility of network based exploits. For exanple, a
poorly inplenmented path-buil ding nodul e may not check the | ength of
the CRLDP URI [RFC3986] before using the C |anguage strcpy() function
to place the address in a 1024 byte buffer. A hacker could use such
a flawto create a buffer overfl ow exploit by encoding malicious
assenbly code into the CRLDP of a certificate and then use the
certificate to attenpt an authentication. Such an attack could yield
system | evel control to the attacker and expose the sensitive data
the PKI was neant to protect.

Path building may be used to mount a denial of service (DOS) attack
This mght occur if multiple sinple requests could be performed that
cause a server to performa nunber of path devel opnents, each taking
time and resources fromthe server. Servers can help avoid this by
limting the resources they are willing to devote to path building,
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and being able to further limt those resources when the load is
heavy. Standard DOS protections such as systens that identify and
bl ock attackers can al so be useful.

A DCS attack can be al so created by presenting spurious CA
certificates containing very large public keys. Wen the system
attenpts to use the large public key to verify the digital signature
on additional certificates, a |long processing delay may occur. This
can be nitigated by either of two strategies. The first strategy is
to performsignature verifications only after a conplete path is
built, starting fromthe trust anchor. This will elimnate the
spurious CA certificate fromconsideration before the large public
key is used. The second strategy is to recognize and sinply reject
keys | onger than a certain size.

A simlar DOS attack can occur with very large public keys in end
entity certificates. |If a systemuses the public key in a
certificate before building and validating that certificate's
certification path, long processing delays may occur. To mitigate
this threat, the public key in an end entity certificate should not
be used for any purpose until a conplete certification path for that
certificate is built and vali dated.

8.2. Specific Considerations for Building Revocation Signer
Certification Paths

If the CRL Signer certificate (and certification path) is not
identical to the Certification Authority certificate (and
certification path), special care should be exercised when buil ding
the CRL Signer certification path.

I f special consideration is not given to building a CRL Signer
certification path, that path could be constructed such that it
termnates with a different root or through a different certification
path to the same root. |If this behavior is not prevented, the
relying party may end up checking the wong revocation data, or even
mal i ciously substituted data, resulting in denial of service or
security breach.

For exanpl e, suppose the followi ng certification path is built for E
and is valid for an exanple "high assurance"” policy.

A->B->C >E
When the building/validation routine attenpts to verify that E is not
revoked, Cis referred to as the Certification Authority certificate.

The path builder finds that the CRL for checking the revocation
status of Eis issued by C2; a certificate with the subject nane "C',
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but with a different key than the key that was used to sign EE C2 is
referred to as the CRL Signer. An unrestrictive certification path
buil der night then build a path such as the following for the CRL
Signer C2 certificate:

X->Y->Z->C2

If a path such as the one above is pernitted, nothing can be
concl uded about the revocation status of E since C2 is a different CA
fromC.

Fortunately, preventing this security problemis not difficult and
the solution also makes building CRL Signer certification paths very
efficient. In the event the CRL Signer certificate is identical to
the Certification Authority certificate, the Certification Authority
certification path should be used to verify the CRL; no additiona
path building is required. |If the CRL Signer certificate is not
identical to the Certification Authority certificate, a second path
should be built for the CRL Signer certificate in exactly the sane
fashion as for any certificate, but with the follow ng additiona

gui del i nes:

1. Trust Anchor: The CRL Signer’s certification path should start
with the sane trust anchor as the Certification Authority’'s
certification path. Any trust anchor certificate with a subject
DN mat ching that of the Certification Authority’s trust anchor
shoul d be considered acceptable though lower in priority than the
one with a matching public key and subject DN. While different
trust anchor public keys are acceptable at the beginning of the
CRL signer’s certification path and the Certification Authority’'s
certification path, both keys nust be trusted by the relying
party per the reconmendations in Section 8.1.

2. CA Nane Matching: The subject DNs for all CA certificates in the
two certification paths should match on a one-to-one basis
(ignoring self-issued certificates) for the entire length of the
shorter of the two paths.

3. CRL Signer Certification Path Length: The length of the CRL
Signer certification path (ignoring self-issued certificates)
shoul d be equal to or less than the length of the Certification
Authority certification path plus (+) one. This allows a given
Certification Authority to issue a certificate to a
del egat ed/ subordinate CRL Signer. The latter configuration
represents the maxi numcertification path length for a CRL Signer
certificate.
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The reasoni ng behind the first guideline is readily apparent.
Lacking this and the second guideline, any trusted CA could issue
CRLs for any other CA, even if the PKIs are not related in any
fashi on. For example, one conpany coul d revoke certificates issued
by another conpany if the relying party trusted the trust anchors
fromboth conpanies. The two guidelines also prevent erroneous CRL
checks since @ obal uniqueness of nanes is not guaranteed.

The second guideline prevents roamng certification paths such as the
previously described exanmple CRL Signer certification path for
A->B->C->E. It is especially inportant that the "ignoring self-

i ssued certificates" is inplemented properly. Self-issued
certificates are cast out of the one-to-one nane conparison in order
to allow for key rollover. The path-building algorithmmy be

optim zed to only consider certificates with the acceptabl e subject
DN for the given point in the CRL Signer certification path while
bui I di ng the pat h.

The third and final guideline ensures that the CRL used is the

i ntended one. Wthout a restriction on the |l ength of the CRL Signer
certification path, the path could roam uncontrolled into another
domain and still neet the first two guidelines. For exanple, again
using the path A->B->C->E, the Certification Authority C, and a CRL
Signer C2, a CRL Signer certification path such as the follow ng
could pass the first two guidelines:

A- >B- >C- >D- >X- >Y- >RogueCA- >C2

In the preceding exanple, the trust anchor is identical for both
pat hs and the one-to-one nane matching test passes for A->B->C.
However, accepting such a path has obvious security consequences, so
the third guideline is used to prevent this situation. Applying the
second and third guideline to the certification path above, the path
bui |l der coul d have i mmedi ately detected this path was not acceptable
(prior to building it) by examning the issuer DNin C2. Gven the
| ength and nane guidelines, the path buil der could detect that
"RogueCA" is not in the set of possible nanmes by conparing it to the
set of possible CRL Signer issuer DNs, specifically, A B, or C

Sim | ar consideration should be given when building the path for the

OCSP Responder certificate when the CA is the OCSP Response Signer or
the CA has del egated the OCSP Response signing to another entity.
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