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Abst r act

To all ow connectivity between the general switched tel ephone network
facsimle service (GSTN fax) and the e-nmil -based | nternet Fax
service (i-fax), an "Internet Fax Gateway" is required. This
docunent provides guidelines for the optional functionality of
Internet Fax Gateways. In this context, an "offranp gateway"
provides facsinmle data transmssion fromi-fax to GSTN fax; vice
versa, an "onranp gateway" provides data transmi ssion from GSTN fax
to i-fax. The reconmendations in this docunment apply to the
integrated service including Internet Fax term nals, conputers wth
i-fax software on the Internet, and GSTN fax term nals on the GSTN

Thi s docunent supplenments the recomendati on for mininal features of
an Internet Fax Gateway. |In particular, it covers techniques for
droppi ng duplicated fax nmessages, automatic fax re-transm ssion
error, return notice, and | og handling, and possible authorization
nmet hods by DTMF (Dual Tone Multi-Frequency) for onranp gateways.
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1. Introduction

An Internet Fax Gateway can be classified as either an offranp
gateway or an onramp gateway. This docunent provides guidelines for
optional services and exanples of Internet Fax Gateway operations.
In particular, it covers techniques for dropping duplicated fax
nessages, automatic fax re-transmi ssion, error, return notice, and

| og handling, and possibl e authorization nethods by DTM- (Dual Tone
Mul ti-Frequency) for onranp gateways.

A nore detailed definition of onranps and offranps is provided in
[1]. Recommended behaviors for Internet Fax Gateway functions are
defined in [15].

Thi s docunent provides reconmendations only for the specific cases
her eunder :

1) the operational node of the Internet Fax is "store and forward"
as defined in Section 2.5 of [1].

2) The format of image data is the data format defined by "sinple
node" in [16].

Thi s docunent does not apply to the gateway functions for "real-tine
Internet Fax", as described and defined in [18].

1.1. Key Wirds

The key words "MJST", "SHOULD', "SHOULD NOT", and "MAY" in this
docunent are to be interpreted as described in [17].

2. Optional Services for an Ofranp Gat eway
2.1. Drop Duplicated GSTN Fax Transni ssion

El ectronic mail transport agents (MIA) deliver an Internet Fax
nessage into either the recipient’s nmail box or an of franp gat eway
mai | box. Hence, the nessage is retrieved for further action, which
in the case of the offranmp gateway, will result inits delivery to
the GSTN fax service

The of franp gateway mail box will thus receive all messages which the
gateway Wi ll process, regardless of their final, distinct GSTN
destinations. As such, addresses |ike

Fax=+12224567654@xanpl e. com

Fax=+38155234578@xanpl e. com
Fax=+3904567437777@xanpl e. com
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will all end up in the offranmp gateway mail box corresponding to the
"exanpl e. com' domai n

However, the handling of e-mmil messages (including those of Internet
Faxes) that contain nore than one recipient, but are directed to the
sanme final MIA, can be different, depending on the MIA configuration
or features. A single nmessage with multiple recipients in the SMIP
envelope [19] is likely to be the nbst conmon case on the nai
transport system but it may happen that multiple copies of the sane
nmessage are transmitted, one per recipient. O it may happen that
the final MIA is set to deliver a separate copy of the nessage per
recipient into the final mailbox, supposing it is delivering nmessages
to real nmmilboxes of distinct endusers.

Thus, it nmay happen that the offranp gateway receives multiple copies
of the sane Internet Fax nessage that is to be delivered to different
GSTN destinations, which are listed together and repeatedly in the
e-mai | nessage headers [20] of the Internet Fax. |In such cases, the
of franp gat eway SHOULD i npl enent techniques to avoid duplicate or

mul tiple transni ssion over GSTN of the same fax nessage to the same
reci pi ent.

Here are some possible, but non-exclusive, exanples of these
t echni ques.

2.1.1. SMIP Envel ope Addresses Check

Using the SMIP [ 19] envel ope destinati on address given in the "RCPT
TO' field is usually the best technique to ensure that a received
nessage is delivered to that address, and to avoid duplicate
deliveri es.

If the offranp gateway has the "RCPT TO' information still available
during processing, then it MJST use it to determne the recipients
over GSTN fax service

2. 1.2 Message-| D Check

If the SMIP "RCPT TO' information is not available (for exanmple, in
the case where the offranp gateway retri eves nessages fromits
mai | box using either POP [21] or I MAP [22]), the nessage header
"Message- I D' (see [20]) MAY be used to check if a nessage has already
been processed, and hence avoid retransnission to all its GSTN
reci pi ents handl ed by the of franp gateway.

Mnura, et al. I nf or mati onal [ Page 3]



RFC 4161 Optional Services for Internet Fax Gateways August 2005

2.

2.

2.

2.

2.

2.

2.

2

3.

4.

Error Handl i ng
1. Recoverable Errors

Recoverabl e errors that happen during GSTN transm ssion are those
where there is good chance that the error may not occur at the next
attenpt. This category includes "busy signal", "no line/carrier
signal", etc.

For all these errors, the offranp gateway SHOULD re-queue the nessage
and performa retransm ssion attenpt later on, as specified in
Section 2.3.

.2. Non-Recoverable Errors

If the error that occurs during GSTN transmission is |ikely non-
recoverable, the offranp gateway SHOULD NOT attenpt retransm ssion
and an error Message Delivery Notification (MDN) with appropriate
error codes MUST be generated for the Internet Fax nessage sender
Exanmpl es of non-recoverable errors include paper-related errors (such
as a jam an enpty tray, etc.) at a renote device, no response froma
renote destination, voice response errors, data nodem response
errors, and stop event errors.

Aut omat i ¢ Re- Transm ssi on Handl i ng

An of franp gateway SHOULD i npl ement a function that automatically
tries to send facsinle data again if recoverable delivery failure
occurs. If this function is inplenmented, then

- the retry tinmes and retry interval MAY be specified as options by
the administrator of the of franp gateway;

- any error return notice SHOULD be sent only when the maxi num numnber
of retries has been conpleted w thout success;

- if transm ssion is suspended due to an error, then the subsequent
transm ssion attenpt SHOULD avoid retransmitting the pages already
del i vered successfully, if any.

Multiple Return Notice Handling

An offranp gateway can receive an Internet Fax for delivery to
multiple GSTN recipients. |f errors occur, which require the

I nternet Fax sender to be informed about them or if the Internet Fax
sender requested delivery notifications, then the offranp gateway has
various ways to handle these nultiple return notices:
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2.

5.
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1) An offranp gateway sends a return notice as soon as an error or a
successful delivery occurs, per single GSTN recipient.

2) An offranp gateway gathers all information about the nessage, but
sends a return notice only after all or a number of GSTN
reci pi ents have been handl ed (successfully or not).

If Case 2 is inplenented, then the offranp gateway MAY al so choose to
send separate success and failure notices, or to limt the nunber of

GSTN reci pients handl ed per single return note (for exanple, no nore

than 10 recipients per return note).

Handl i ng Transmi ssion Errors for a Return Notice

When an offranp gateway fails in the transmi ssion of a return notice
the Internet Fax Gateway SHOULD process the notice in either of the
fol |l owi ng ways:

1) The return notices SHOULD be re-queued, and delivery retried
later. The nunber of retry attenpts and the tine interval between
them MAY be a feature configured by the offranp gateway
adm nistrator. This is the preferred nethod to inplenent;
however, if all the retransm ssion attenpts fail, processing
SHOULD continue as in Case 2.

2) If the gateway does not have enough capabilities to handle notice
re-queui ng, but has a log information preservation function, the
error information SHOULD be recorded to a | og, and processing
SHOULD end. At this tinme, the adm nistrator of the gateway system
SHOULD be notified of these errors using a specific nmethod (for
exanpl e, by an e-nmail nessage).

3) If the gateway does not even have a |l og information preservation
function, the adm nistrator SHOULD be notified about the failure
(for example, via an e-mail nessage), and processing SHOULD end.

Ofranmp Gateway Log

An of franp gateway SHOULD have a function that keeps information
listed as a log, either specific to the fax gateway or in a log file
that exists locally on the gateway or renotely. |If the fax gateway
or the renpte systemare equi pped with recording nedia, the |og

i nformati on SHOULD be saved as a log file. As a last resort, if no
recording nmedi a are available, the | og MAY be printed.
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The infornmation listed in the | og MAY be the foll ow ng:

- Date and time when the Internet Fax is received

- Sender address

- Reci pi ent address(es)

- Start date and tine of transm ssion over GSTN

- End date and tinme of transm ssion over GSTN

- Nunber of actually transnmitted pages

- Nunber of actually transmitted bytes

- Fax resolution used

- Error codes/text that occurred during transm ssion
- Nunber of transmi ssion attenpts (retries)

- Date and time of transmi ssion of the (eventual) delivery notice

3. Optional Services for an Onranp Gateway
3.1. Exanples of User Authorization

An onranp gateway MAY have a user authorization function to confirm
that the user is authorized to transmit a facsinile into the Internet
fax service. For exanple, user authorization may be acconplished by
getting a user ID and password received by DIM-, or via a |oca

aut horization table based on the GSTN caller-1D. The follow ng
subsections give sone possibl e exanples, but other nethods are al so
possi bl e.

3.1.1. Authorization via GSTN Caller-ID

The npst sinple nmethod to authenticate and authorize a GSTN fax

service user is to use the GSTN caller-1D. |f available, in fact,
the caller-1D is generated by the GSTN network service itself, and it
is quite difficult to produce fake caller-I1Ds. In other words, the

security related to this authentication nethod relies on the
confidence that the GSTN caller-1D service is secure by itself.

The GSTN sender NMAY be authorized via a | ookup into a table managed
by the onranp gateway administrator, via conplete or partia
(wi l dcard) nmatches.

3.1.2. Authorization via GSTN Fax "Station | D"

During the initial GSTN fax service negotiation, the sender fax can
send various information to the onranp gateway, including the
"station ID' al phanuneric string. This string MAY be used to
transmt authentication and authorization information for subsequent

| ookup by the onranp gateway. Thus, user ID and an eventual password
MAY be sent inside this string.
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However, if used as the only authentication, this nmethod is much | ess
secure than the caller-1D one because the user of the calling GSTN
station can decide which string to send, and the string travels in
clear formover the GSTN. Gven this security warning, this nethod
allows nore flexibility to the GSTN user: in fact, it is not tied to
a single GSTN fax term nal, and authorization can be obtained from
anywhere, provided the sender has the possibility to configure the
"station I D' on the device being used.

A conbination of caller-ID and station |ID checks MAY, on the other
hand, result in a greatly inproved |evel of security.

3.1.3. Authorization via DIMF

An onranp gateway MAY inplenment the Authorization function by
requesting that a user ID and password information are sent over GSTN
via DTMF. For exanple, this function MAY be acconplished by
requesting that the DIMF information is sent immrediately after the
connection over GSTN is established, before starting the GSTN fax
negoti ation; but other nethods are al so possible.

3.2. Onranp Gateway Log

An onranp gateway SHOULD have a function that keeps information
listed as a log, either specific to the fax gateway or in a log file
that exists locally on the gateway or renotely. |f the fax gateway
or the renote system are equi pped with recording nedia, the |og

i nformati on SHOULD be saved as a log file. As a last resort, if no
recording nedia are avail able, the |l og MAY be printed.

The infornmation listed in the | og MAY be the foll ow ng:

- Start date and time of transm ssion from GSTN

- End date and tine of transmi ssion from GSTN

- Nunber of actually received pages

- Nunber of actually received bytes

- Fax resol ution used

- Sender address (if avail able)

- Reci pi ent address(es)

- Date and time when the Internet Fax is sent

- Error codes/text that occurred during Internet Fax transm ssion
- Nunber of transm ssion attenpts (retries)

- Date and time of transmi ssion of the (eventual) delivery notice
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4.

6.

6.

Security Considerations

Refer to Section 3.1 ("User Authorization") for authentication for an
onranp gateway. In particular, sending user |IDs and passwords in
clear, as described in Section 3.1.2, can pose high security risks,
and thus is NOT RECOMMVENDED

SIMME [2][11][12][13][14] and OpenPGP [3][10] can also be used to
encrypt an Internet Fax nmessage. A signed or encrypted nessage is
protected while transported al ong the network; however, when a
nmessage reaches an Internet Fax Gateway, either onranp or offranmp,
this kind of protection cannot be applied anynore. |In this
situation, security must rely on trusted operations of the gateway
itself. A gateway might have its own certificate/key to inprove
security operations when sending Internet Faxes, but, as with any
gateway, it breaks the end-to-end security pattern of both S/M M and
OpenPGP

Q her security nechanisns, like IPsec [4][5][6][7][8] or TLS [9] al so
do not ensure a secure gateway operation

Deni al - of -servi ce attacks are beyond the scope of this document.
Host conprom se caused by flaws in the inplenentation is beyond the
scope of this docunent.
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this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
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Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Mnura, et al. I nf or mati onal [ Page 12]






