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Abst ract

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for authentication and session key distribution that uses
the Aut hentication and Key Agreenment (AKA) nechanism AKA is used in
the 3rd generation nobile networks Universal Mobile

Tel ecommuni cati ons System (UMIS) and CDVMA2000. AKA is based on
symretric keys, and typically runs in a Subscriber ldentity Mdule,
which is a UMIS Subscriber ldentity Mdule, USIM or a (Renovable)
User ldentity Module, (RUM simlar to a smart card.

EAP- AKA i ncl udes optional identity privacy support, optional result
i ndi cations, and an optional fast re-authentication procedure.
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1. Introduction and Motivation

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for aut hentication and session key distribution that uses
the 3rd generation Authentication and Key Agreenent nmechani sm
specified for Universal Mbbile Tel ecomunications System (UMIS) in

[ TS33.102] and for CDMA2000 in [S.S0055-A]. UMIS and CDVA2000 are

gl obal 3rd generation nobile network standards that use the same AKA
mechani sm

2nd generation nobile networks and 3rd generation nobile networks use
di fferent authentication and key agreenent nechanisns. The d oba
System for Mobile conmmunications (GSM is a 2nd generati on nobile
networ k standard, and EAP-SI M [ EAP-SIM specifies an EAP nechani sm
that is based on the GSM aut henticati on and key agreenent primtives.

AKA i s based on chal | enge-response nechani snms and symetric
cryptography. AKA typically runs in a UMIS Subscriber ldentity
Module (USIM or a CDMA2000 (Renpvable) User ldentity Mdul e
((RUM. In this docunent, both nodules are referred to as identity
nodul es. Conpared to the 2nd generati on nechani sns such as GSM AKA,
the 3rd generation AKA provides substantially | onger key |engths and
mut ual aut henti cation

The introduction of AKA inside EAP allows several new applications.
These include the foll ow ng:

0 The use of the AKA also as a secure PPP authentication nethod in
devices that already contain an identity nodul e.

o The use of the 3rd generation nobile network authentication
infrastructure in the context of wireless LANs

0 Relying on AKA and the existing infrastructure in a seanl ess way
with any other technol ogy that can use EAP.

AKA works in the foll ow ng manner

o The identity nodul e and the hone environnent have agreed on a
secret key beforehand. (The "hone environment" refers to the hone
operator’s authentication network infrastructure.)

o The actual authentication process starts by having the home
envi ronnent produce an authentication vector, based on the secret
key and a sequence nunber. The authentication vector contains a
random part RAND, an authenticator part AUTN used for
aut henticating the network to the identity nodul e, an expected
result part XRES, a 128-bit session key for integrity check IK,
and a 128-bit session key for encryption CK
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o The RAND and the AUTN are delivered to the identity nodul e.

0 The identity module verifies the AUTN, again based on the secret
key and the sequence nunber. |f this process is successful (the
AUTN i s valid and the sequence nunber used to generate AUTN is
within the correct range), the identity nodul e produces an
authentication result RES and sends it to the home environnent.

o The hone environment verifies the correct result fromthe identity
nmodule. If the result is correct, IK and CK can be used to
protect further conmunications between the identity nodule and the
hone envi ronment .

When verifying AUTN, the identity nodul e nmay detect that the sequence
nunber the network uses is not within the correct range. 1In this
case, the identity nodul e cal cul ates a sequence nunber
synchroni zati on paranmeter AUTS and sends it to the network. AKA

aut hentication may then be retried with a new authentication vector
gener ated using the synchroni zed sequence nunber.

For a specification of the AKA nechani sns and how t he cryptographic
val ues AUTN, RES, |K, CK and AUTS are cal cul ated, see [TS33.102] for
UMIS and [S. SO055-A] for CDMA2000.

I n EAP- AKA, the EAP server node obtains the authentication vectors,
conpares RES and XRES, and uses CK and IK in key derivation.

In the 3rd generation mobile networks, AKA is used for both radio
networ k authentication and IP nultimedia service authentication
purposes. Different user identities and formats are used for these;
the radi o network uses the International Mbile Subscriber Identifier
(I'MSl), whereas the IP nmultinedia service uses the Network Access
Identifier (NAl) [RFC4282].

2. Terns and Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The terms and abbreviati ons "authenticator", "backend authentication
server", "EAP server", "peer", "Silently D scard", "Mster Session
Key (MBK)", and "Extended Master Session Key (EMSK)" in this docunent
are to be interpreted as described in [ RFC3748].

Thi s docunent frequently uses the follow ng terns and abbrevi ations.

The AKA paraneters are specified in detail in [TS33.102] for UMIS and
[ S. S0055- A] for CDMA2000.
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AAA pr ot ocol

Aut henti cation, Authorization and Accounting protoco

AKA
Aut henti cation and Key Agreenent

AuC
Aut hentication Centre. The nobile network el ement that can
authenticate subscribers in the nobile networks.

AUTN
AKA paraneter. AUTIN is an authentication val ue generated by
the AuC, which, together with the RAND, authenticates the
server to the peer, 128 bits.

AUTS
AKA paraneter. A value generated by the peer upon
experiencing a synchroni zation failure, 112 bits.

EAP

Ext ensi bl e Aut henticati on Protocol [RFC3748]

Fast Re- Authentication
An EAP- AKA aut henticati on exchange that is based on keys
derived upon a preceding full authentication exchange. The
3rd Generation AKA is not used in the fast re-authentication
pr ocedure.

Fast Re-Authentication Identity
A fast re-authentication identity of the peer, including an
NAI real mportion in environnents where a realmis used.
Used on re-authentication only.

Fast Re- Aut henticati on User name

The usernane portion of fast re-authentication identity,
i.e., not including any real mportions.
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Ful | Aut hentication

An EAP- AKA aut henticati on exchange that is based on the
3rd Generation AKA procedure.

GSM

A obal System for Mobil e comruni cati ons.

Net wor k Access ldentifier [RFC4282]
I dentity Modul e

Identity module is used in this docunment to refer to the

part of the nobile device that contains authentication and

key agreenent primtives. The identity nodule nay be an
integral part of the nobile device or it may be an application
on a smart card distributed by a nobile operator. USIM and
(RUMare identity nodul es.

Nonce

A value that is used at nbst once or that is never repeated
within the sane cryptographic context. In general, a nonce can
be predictable (e.g., a counter) or unpredictable (e.g., a
random val ue). Because sone cryptographi c properties my
depend on the randomess of the nonce, attention should be paid
to whether a nonce is required to be randomor not. In this
docunent, the termnonce is only used to denote random nonces,
and it is not used to denote counters.

Per manent ldentity
The permanent identity of the peer, including an NAl realm
portion in environnents where a realmis used. The pernanent
identity is usually based on the IMSI. Used on ful
aut henti cation only.

Per manent User name

The usernane portion of pernmanent identity, i.e., not including
any real mportions.
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Pseudonym I dentity
A pseudonymidentity of the peer, including an NAl realm
portion in environnents where a realmis used. Used on ful
aut hentication only.

Pseudonym User nane

The username portion of pseudonymidentity, i.e., not including
any real mportions.

RAND
An AKA paraneter. Random nunber generated by the AuC,
128 bits.

RES
Aut hentication result fromthe peer, which, together with
the RAND, authenticates the peer to the server,
128 bits.

(RUM
CDVMA2000 (Renopvabl e) User ldentity Module. (R)UMis an
application that is resident on devices such as smart cards,
which may be fixed in the terminal or distributed by CDVA2000
operators (when renpvabl e).

SN
An AKA paraneter. Sequence number used in the authentication
process, 48 bits.

SIM
Subscriber ldentity Module. The SIMis traditionally a smart
card distributed by a GSM oper at or.

SRES

The authentication result paraneter in GSM corresponds to
the RES paraneter in 3G AKA, 32 bits.

Arkko & Haverinen I nf or mati onal [ Page 8]



RFC 4187 EAP- AKA Aut henti cati on January 2006

UAK
U M Aut henti cati on Key, used in CDMA2000 AKA. Both the
identity nodul e and the network can optionally generate the UAK
during the AKA conputation in CDVA2000. UAK is not used in
this version of EAP-AKA

u M
Pl ease see (R UM

Usl M

UMIS Subscriber ldentity Mddule. USIMis an application that
is resident on devices such as smart cards distributed by UMIS
oper at ors.

3. Protocol Overview

Figure 1 shows the basic, successful full authentication exchange in
EAP- AKA, when optional result indications are not used. The

aut henticator typically comruni cates with an EAP server that is

| ocated on a backend authentication server using an AAA protocol

The authenticator shown in the figure is often sinply relayi ng EAP
nessages to and fromthe EAP server, but these backend AAA

comuni cations are not shown. At the mininum EAP-AKA uses two
roundtrips to authenticate and authorize the peer and generate
session keys. As in other EAP schenes, an identity request/response
message pair is usually exchanged first. On full authentication, the
peer’s identity response includes either the user’s Internationa
Mobi | e Subscriber Identity (IMSI), or a tenporary identity
(pseudonym) if identity privacy is in effect, as specified in
Section 4.1. (As specified in [RFC3748], the initial identity
request is not required, and MAY be bypassed in cases where the
network can presunme the identity, such as when using |eased |ines,
dedi cated dial -ups, etc. Please see Section 4.1.2 for specification
of how to obtain the identity via EAP AKA nessages.)

After obtaining the subscriber identity, the EAP server obtains an
aut hentication vector (RAND, AUTN, RES, CK, 1K) for use in

aut henticating the subscriber. Fromthe vector, the EAP server
derives the keying material, as specified in Section 6.4. The vector
may be obtai ned by contacting an Authentication Centre (AuC) on the
nobi |l e network; for exanple, per UMIS specifications, several vectors
may be obtained at a tine. Vectors nay be stored in the EAP server
for use at a later tine, but they nmay not be reused.
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I n CDMA2000, the vector nmay include a sixth value called the User
Identity Modul e Authentication Key (UAK). This key is not used in
EAP- AKA.

Next, the EAP server starts the actual AKA protocol by sending an
EAP- Request / AKA- Chal | enge nessage. EAP- AKA packets encapsul ate
paranmeters in attributes, encoded in a Type, Length, Value fornat.
The packet format and the use of attributes are specified in
Section 8. The EAP-Request/ AKA- Chal | enge nmessage contai ns a RAND
random nunmber (AT_RAND), a network authentication token (AT_AUTN),
and a nmessage aut hentication code (AT_MAC). The EAP-Request/
AKA- Chal | enge nmessage MAY optionally contain encrypted data, which is
used for identity privacy and fast re-authentication support, as
described in Section 4.1. The AT_MAC attribute contains a nessage
aut henti cation code covering the EAP packet. The encrypted data is
not shown in the figures of this section.

The peer runs the AKA algorithm (typically using an identity nodul e)
and verifies the AUTN. If this is successful, the peer is talking to
a legitinmate EAP server and proceeds to send the EAP-Response/
AKA- Chal | enge. This nessage contains a result paraneter that allows
the EAP server, in turn, to authenticate the peer, and the AT_NMAC
attribute to integrity protect the EAP message.

The EAP server verifies that the RES and the MAC i n the EAP-Response/
AKA- Chal | enge packet are correct. Because protected success

i ndi cations are not used in this exanple, the EAP server sends the
EAP- Success packet, indicating that the authentication was
successful. (Protected success indications are discussed in

Section 6.2.) The EAP server may al so include derived keying
material in the message it sends to the authenticator. The peer has
derived the sanme keying material, so the authenticator does not
forward the keying material to the peer along w th EAP-Success.
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Peer Aut hent i cat or
| EAP- Request/ I dentity |

|
| EAP-Response/ldentity |
| (I'ncludes user’s NAl) |

|

| Server runs AKA algorithns, |

| generates RAND and AUTN. |
EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

|
| Peer runs AKA al gorithns, | |
| verifies AUTN and MAC, derives RES | |
| and session key | |
|
|
|
|

| EAP- Response/ AKA- Chal | enge
| (AT_RES, AT_MAC)

Figure 1. EAP-AKA full authentication procedure
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Figure 2 shows how the EAP server rejects the Peer due to a failed
aut henti cati on.

Peer Aut hent i cat or

| EAP- Request /I dentity |

|
| EAP- Response/ldentity |
| (Includes user’s NAI) |

|

| Server runs AKA al gorithms, |

| generates RAND and AUTN. |
EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

|
| Peer runs AKA al gorithns, | |
| possibly verifies AUTN, and sends an| |
| invalid response | |
I

| EAP- Response/ AKA- Chal | enge |

| (AT_RES, AT_MAC) |

I

| Server checks the given RES and the MAC, |
| and finds one of themincorrect. |

Figure 2: Peer authentication fails
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Figure 3 shows the peer rejecting the AUTN of the EAP server.

The peer sends an explicit error nessage (EAP-Response/

AKA- Aut henti cation-Reject) to the EAP server, as usual in AKA when
AUTN is incorrect. This allows the EAP server to produce the same
error statistics that AKA generally produces in UMIS or CDMA2000.

Peer Aut hent i cat or
| EAP- Request /I dentity |

| EAP-Response/ldentity |
| (I'ncludes user’s NAl) |
|

| Server runs AKA algorithns, |
| generates RAND and a bad AUTN

EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

|

| Peer runs AKA al gorithns | |

| and di scovers AUTN that can not be |

| verified | |
|
|
|
|

Figure 3: Network authentication fails

The AKA uses shared secrets between the Peer and the Peer’s hone
operator, together with a sequence number, to actually perform an
authentication. In certain circunstances, shown in Figure 4, it is
possi bl e for the sequence nunbers to get out of sequence.
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Peer Aut hent i cat or
| EAP- Request/ I dentity |

| EAP- Response/ldentity |
| (Includes user’s NAI) |
|

| Server runs AKA al gorithms,
| generates RAND and AUTN. |

EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

| Peer runs AKA al gorithns |
| and di scovers AUTN that contains an
| 1 nappropriate sequence nunber |

| EAP- Response/ AKA- Synchroni zation-Fail ure
| (AT_AUTS)

|

| | Performresynchronization

| | Using AUTS and |
| | the sent RAND |
|
|

Figure 4: Sequence nunber synchronization

After the resynchronization process has taken place in the server and
AAA side, the process continues by the server side sending a new
EAP- Request / AKA- Chal | enge nessage.

In addition to the full authentication scenarios descri bed above,
EAP- AKA i ncludes a fast re-authentication procedure, which is
specified in Section 5. Fast re-authentication is based on keys
derived on full authentication. |If the peer has naintai ned state
information for re-authentication and wants to use fast

re-aut hentication, then the peer indicates this by using a specific
fast re-authentication identity instead of the permanent identity or
a pseudonymidentity.
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4. QOperation

4.1. ldentity Managenent

4.1.1. Format, Ceneration, and Usage of Peer ldentities
4.1.1.1. Cenera

In the begi nning of EAP authentication, the Authenticator or the EAP
server usually issues the EAP-Request/ldentity packet to the peer
The peer responds w th EAP-Response/ldentity, which contains the
user’s identity. The formats of these packets are specified in

[ RFC3748] .

Subscri bers of nobile networks are identified with the Internationa
Mobi | e Subscriber Identity (IMSI) [TS23.003]. The IMSI is a string
of not nore than 15 digits. It is conposed of a Mbile Country Code
(MCC) of 3 digits, a Mbile Network Code (MNC) of 2 or 3 digits, and
a Mobile Subscriber Identification Number (MSIN) of not nore than 10
digits. MCC and MNC uniquely identify the GSM operator and hel p
identify the AuC from which the authentication vectors need to be
retrieved for this subscriber.

Internet AAA protocols identify users with the Network Access
Identifier (NAI) [RFC4282]. Wen used in a roam ng environnent, the
NAI is conmposed of a usernanme and a realm separated with "@
(usernane@eal M. The username portion identifies the subscriber
within the realm

This section specifies the peer identity format used in EAP-AKA. In
this docunment, the termidentity or peer identity refers to the whole
identity string that is used to identify the peer. The peer identity
may include a realmportion. "Username" refers to the portion of the
peer identity that identifies the user, i.e., the usernanme does not

i nclude the real mportion

4.1.1.2. ldentity Privacy Support

EAP- AKA i ncl udes optional identity privacy (anonymty) support that
can be used to hide the cleartext permanent identity and thereby make
the subscriber’s EAP exchanges untraceable to eavesdroppers. Because
the permanent identity never changes, revealing it would help
observers to track the user. The permanent identity is usually based
on the IMSI, which may further help the tracking, because the sane
identifier may be used in other contexts as well. ldentity privacy
is based on tenporary identities, or pseudonyns, which are equival ent
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to but separate fromthe Tenporary Mobile Subscriber Ildentities
(TVBl) that are used on cellular networks. Please see Section 12.1
for security considerations regarding identity privacy.

4.1.1.3. Usernane Types in EAP-AKA ldentities
There are three types of usernanmes in EAP- AKA peer identities:

(1) Pernmanent usernames. For exanpl e,
0123456789098765@ryoper at or. com m ght be a valid permanent identity.
In this exanple, 0123456789098765 i s the permanent user nane.

(2) Pseudonym usernanes. For exanple, 2s7ah6n9g@ryoperator.com m ght
be a valid pseudonymidentity. 1In this exanple, 2s7ah6n9q is the
pseudonym user nane.

(3) Fast re-authentication usernanes. For exanpl e,
43953754@yoperator.com m ght be a valid fast re-authentication
identity. 1In this case, 43953754 is the fast re-authentication
usernanme. Unlike pernanent usernanes and pseudonym usernanes, fast
re-aut henticati on usernanmes are one-tinme identifiers, which are not
re-used across EAP exchanges.

The first two types of identities are used only on ful

aut hentication, and the last type only on fast re-authentication

When the optional identity privacy support is not used, the

non- pseudonym permanent identity is used on full authentication. The
fast re-authentication exchange is specified in Section 5.

4.1.1.4. Username Decoration

In sonme environments, the peer may need to decorate the identity by
prependi ng or appendi ng the usernane with a string, in order to

i ndi cate supplenentary AAA routing information in addition to the NA
realm (The usage of an NAl real mportion is not considered to be
decoration.) Usernane decoration is out of the scope of this
docunent. However, it should be noted that usernane decoration m ght
prevent the server fromrecognizing a valid username. Hence,

al though the peer MAY use username decoration in the identities that
the peer includes in EAP-Response/ldentity, and although the EAP
server MAY accept a decorated peer username in this nmessage, the peer
or the EAP server MJST NOT decorate any other peer identities that
are used in various EAP-AKA attributes. Only the identity used in
EAP- Response/ Il dentity may be decorat ed.
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4.1.1.5. NAlI Real mPortion

The peer MAY include a realmportion in the peer identity, as per the
NAI format. The use of a realmportion is not nandatory.

If arealmis used, the real m MAY be chosen by the subscriber’s hone
operator and it MAY be a configurable paraneter in the EAP- AKA peer

i mpl enentation. |In this case, the peer is typically configured with
the NAI real mof the home operator. Operators MAY reserve a specific
real m nane for EAP-AKA users. This convention nakes it easy to
recogni ze that the NAl identifies an AKA subscriber. Such a reserved
NAI real mmay be useful as a hint of the first authentication nethod
to use during nmethod negotiation. Wen the peer is using a pseudonym
username instead of the permanent usernanme, the peer selects the

real m nane portion sinlarly to howit selects the real mportion when
usi ng the pernmanent usernane.

If no configured realmnane is avail able, the peer MAY derive the
real m nanme fromthe MCC and MNC portions of the IMsl. A RECOMVENDED
way to derive the realmfromthe IMSI, using the realm
3gppnetwork.org, will be specified in [TS23.003].

Sone old i nplenmentations derive the real mnanme fromthe I MSI by
concatenating "mmc", the MNC digits of IMSI, ".ntc", the MCC digits
of IMsl, and ".ow an.org". For exanple, if the IMSI is
123456789098765, and the MNC is three digits |Iong, then the derived
real mnanme is "mc456. nccl123. oW an.org". As there are no DNS servers
runni ng at ow an.org, these real mnanes can only be used with

manual |y configured AAA routing. New inplenentations SHOULD use the
mechani sm specified in [ TS23.003] instead of ow an.org.

The IMSI is a string of digits without any explicit structure, so the
peer nmay not be able to determne the length of the MNC portion. If
the peer is not able to determ ne whether the MNCis two or three
digits long, the peer MAY use a 3-digit MNC. |If the correct |length
of the MNCis two, then the MNC used in the real mname includes the
first digit of MSIN. Hence, when configuring AAA networks for
operators that have 2-digit MNC s, the network SHOULD al so be
prepared for real mnanes with incorrect 3-digit MNC s.

4.1.1.6. Format of the Pernmnent Usernane

The non- pseudonym per manent username SHOULD be derived fromthe | MSI.
In this case, the pernmanent usernane MJST be of the format "0" |

| MSI, where the character "|" denotes concatenation. |n other words,
the first character of the username is the digit zero (ASCI1 value 30
hexadecimal ), followed by the IMSI. The IMSI is an ASCI| string that
consists of not nore than 15 decinal digits (ASCI 1 val ues between 30
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and 39 hexadeci nal), one character per IMSl digit, in the order as
specified in [TS23.003]. For exanple, a permanent usernane derived
fromthe I MSI 295023820005424 woul d be encoded as the ASCI| string
"0295023820005424" (byte val ues in hexadeci mal notation: 30 32 39 35
30 32 33 38 32 30 30 30 35 34 32 34)

The EAP server MAY use the leading "0" as a hint to try EAP-AKA as
the first authentication nmethod during nethod negotiation, rather

than using, for exanple, EAP-SIM The EAP- AKA server MAY propose

EAP- AKA even if the | eading character was not "0".

Al ternatively, an inplenentation MAY choose a permanent usernane that

is not based on the IMSI. In this case the selection of the
username, its format, and its processing is out of the scope of this
document. In this case, the peer inplenentati on MJST NOT prepend any

| eadi ng characters to the usernane.

4.1.1.7. GCenerating Pseudonynms and Fast Re-Authentication Identities by
the Server

Pseudonym user nanmes and fast re-authentication identities are
generated by the EAP server. The EAP server produces pseudonym
usernames and fast re-authentication identities in an

i mpl enent ati on-dependent manner. Only the EAP server needs to be
able to map the pseudonym usernane to the permanent identity, or to
recogni ze a fast re-authentication identity.

EAP- AKA i ncl udes no provisions to ensure that the sane EAP server

that generated a pseudonym username will be used on the

aut henti cati on exchange when the pseudonym usernane is used. It is
recormended that the EAP servers inplement sonme centralized nechani sm
to allow all EAP servers of the home operator to nap pseudonyns
generated by other severs to the pernmanent identity. |If no such
mechani smis avail able, then the EAP server, failing to understand a
pseudonym i ssued by anot her server, can request the peer to send the
per manent identity.

When issuing a fast re-authentication identity, the EAP server nay
include a realmnane in the identity that will cause the fast
re-aut hentication request to be forwarded to the same EAP server.

When generating fast re-authentication identities, the server SHOULD
choose a fresh, new fast re-authentication identity that is different
fromthe previous ones that were used after the same ful

aut henti cation exchange. A full authentication exchange and the
associ ated fast re-authentication exchanges are referred to here as
the sanme "full authentication context”. The fast re-authentication
identity SHOULD include a random conponent. The random conponent
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works as a full authentication context identifier. A context-
specific fast re-authentication identity can help the server to
detect whether its fast re-authentication state information matches
the peer’s fast re-authentication state information (in other words,
whet her the state information is fromthe same full authentication
exchange). The random conponent al so nakes the fast re-

aut hentication identities unpredictable, so an attacker cannot
initiate a fast re-authentication exchange to get the server’s

EAP- Request / AKA- Reaut hent i cati on packet.

Transmitting pseudonyns and fast re-authentication identities from
the server to the peer is discussed in Section 4.1.1.8. The
pseudonymis transmtted as a usernane, without an NAl realm and the
fast re-authentication identity is transmitted as a conpl ete NAl
including a realmportion if arealmis required. The realmis
included in the fast re-authentication identity in order to allow the
server to include a server-specific realm

Regardl ess of construction nethod, the pseudonym usernane MJST
conformto the grammar specified for the usernane portion of an NAI

Al so, the fast re-authentication identity MIUST conformto the NA
grammar. The EAP servers that the subscribers of an operator can use
MJST ensure that the pseudonym usernames and the usernane portions
used in fast re-authentication identities that they generate are

uni que.

In any case, it is necessary that pernanent usernanes, pseudonym
usernames, and fast re-authentication usernanes are separate and
recogni zabl e fromeach other. It is also desirable that EAP-SIM and
EAP- AKA user nanes be recogni zabl e from each other as an aid to the
server when deci di ng which nethod to offer.

In general, it is the task of the EAP server and the policies of its
adm ni strator to ensure sufficient separation of the usernanes.
Pseudonym user names and fast re-authentication usernanmes are both
produced and used by the EAP server. The EAP server MJST conpose
pseudonym user names and fast re-authentication usernanes so that it
can recogni ze if an NAl usernane is an EAP- AKA pseudonym user hame or
an EAP- AKA fast re-authentication username. For instance, when the
user names have been derived fromthe I MSI, the server could use

di fferent | eading characters in the pseudonym usernanes and fast
re-aut hentication usernames (e.g., the pseudonym could begin with a
| eading "2" character). Wien mapping a fast re-authentication
identity to a permanent identity, the server SHOULD only exam ne the
username portion of the fast re-authentication identity and ignore
the real mportion of the identity.
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Because the peer may fail to save a pseudonym usernane that was sent
i n an EAP- Request/ AKA- Chal | enge (for exanple, due to mal function),
the EAP server SHOULD mmintain, at |east, the nost recently used
pseudonym username in addition to the nost recently issued pseudonym
username. |f the authentication exchange is not conpleted
successfully, then the server SHOULD NOT overwite the pseudonym
usernanme that was issued during the nobst recent successfu

aut henti cati on exchange.

4.1.1.8. Transmtting Pseudonynms and Fast Re-Authentication Identities
to the Peer

The server transmits pseudonym usernanes and fast re-authentication
identities to the peer in cipher, using the AT _ENCR DATA attribute.

The EAP- Request/ AKA- Chal | enge nessage MAY include an encrypted
pseudonym user nanme and/or an encrypted fast re-authentication
identity in the value field of the AT _ENCR DATA attribute. Because
identity privacy support and fast re-authentication are optional to
i mpl ement, the peer MAY ignore the AT_ENCR DATA attribute and al ways
use the permanent identity. On fast re-authentication (discussed in
Section 5), the server MAY include a new, encrypted fast re-
authentication identity in the EAP-Request/AKA- Reaut henti cati on
nessage.

On recei pt of the EAP-Request/AKA-Chal | enge, the peer MAY decrypt the
encrypted data in AT_ENCR DATA; and if a pseudonym usernane is

i ncl uded, the peer may use the obtai ned pseudonym user name on the
next full authentication. |If a fast re-authentication identity is

i ncl uded, then the peer MAY save it together with other fast re-

aut hentication state information, as discussed in Section 5, for the
next fast re-authentication

If the peer does not receive a new pseudonym username in the

EAP- Request / AKA- Chal | enge nessage, the peer MAY use an old pseudonym
usernane instead of the pernmanent usernanme on next ful

aut hentication. The usernanme portions of fast re-authentication
identities are one-tine usernanes, which the peer MJST NOT re-use.
When the peer uses a fast re-authentication identity in an EAP
exchange, the peer MJIST discard the fast re-authentication identity
and not re-use it in another EAP authentication exchange, even if the
aut henti cati on exchange was not conpl et ed.

4.1.1.9. Usage of the Pseudonym by the Peer
VWhen the optional identity privacy support is used on ful

aut hentication, the peer MAY use a pseudonym usernane received as
part of a previous full authentication sequence as the usernane
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portion of the NAI. The peer MJST NOT nodify the pseudonym user nane
received in AT_NEXT PSEUDONYM However, as di scussed above, the peer
MAY need to decorate the usernane in sone environnents by appendi ng
or prepending the username with a string that indicates suppl enentary
AAA routing information.

When using a pseudonym usernane in an environnent where a realm
portion is used, the peer concatenates the received pseudonym
username with the "@ character and an NAl realmportion. The

sel ection of the NAI realmis discussed above. The peer can sel ect
the realmportion simlarly, regardless of whether it uses the

per manent usernane or a pseudonym usernane.

4.1.1.10. Usage of the Fast Re-Authentication lIdentity by the Peer

On fast re-authentication, the peer uses the fast re-authentication
identity received as part of the previous authentication sequence. A
new fast re-authentication identity may be delivered as part of both
full authentication and fast re-authentication. The peer MJST NOT
nodi fy the usernanme part of the fast re-authentication identity
received in AT_NEXT _REAUTH | D, except in cases when username
decoration is required. Even in these cases, the "root" fast

re-aut henticati on username nmust not be nodified, but it may be
appended or prepended with another string.

4.1.2. Conmunicating the Peer ldentity to the Server
4.1.2.1. Cenera

The peer identity MAY be communicated to the server with the

EAP- Response/ Il dentity nmessage. This nmessage MAY contain the
permanent identity, a pseudonymidentity, or a fast re-authentication
identity. |If the peer uses the permanent identity or a pseudonym
identity, which the server is able to map to the pernanent identity,
then the authentication proceeds as discussed in the overview of
Section 3. If the peer uses a fast re-authentication identity, and
if the fast re-authentication identity natches with a valid fast
re-aut hentication identity naintained by the server, then a fast
re-aut henticati on exchange is perforned, as described in Section 5.

The peer identity can also be transmtted fromthe peer to the server
usi ng EAP- AKA nessages instead of EAP-Response/ldentity. 1In this
case, the server includes an identity requesting attribute

(AT_ANY_ I D REQ AT FULLAUTH I D REQ or AT _PERMANENT ID REQ in the
EAP- Request / AKA- I dentity nmessage; and the peer includes the

AT _I DENTITY attribute, which contains the peer’s identity, in the
EAP- Response/ AKA-l dentity nessage. The AT_ANY_ID REQ attribute is a
general identity requesting attribute, which the server uses if it
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does not specify which kind of an identity the peer should return in
AT I DENTITY. The server uses the AT FULLAUTH ID REQ attribute to
request either the permanent identity or a pseudonymidentity. The
server uses the AT_PERMANENT |ID REQ attribute to request that the
peer send its permanent identity. The EAP-Request/ AKA-Chal |l enge,
EAP- Response/ AKA- Chal | enge, or the packets used on fast re-

aut hentication nay optionally include the AT _CHECKCODE attri bute,

whi ch enabl es the protocol peers to ensure the integrity of the
AKA- I dentity packets. AT_CHECKCODE is specified in Section 10.13.

The identity format in the AT_IDENTITY attribute is the same as in

t he EAP- Response/ldentity packet (except that identity decoration is
not allowed). The AT _IDENTITY attribute contains a pernanent
identity, a pseudonymidentity, or a fast re-authentication identity.

Pl ease note that only the EAP- AKA peer and the EAP- AKA server process
the AT_IDENTITY attribute and entities that pass through; EAP packets
do not process this attribute. Hence, the authenticator and other

i nternedi ate AAA el enents (such as possible AAA proxy servers) wll
continue to refer to the peer with the original identity fromthe
EAP- Response/ Il dentity packet unless the identity authenticated in the
AT_IDENTITY attribute is conmunicated to themin another way within
the AAA protocol

4.1.2.2. Relying on EAP-Response/ldentity D scouraged

The EAP- Response/ldentity packet is not nethod specific; therefore,
in many inplenentations it may be handl ed by an EAP Franmework. This
i ntroduces an additional |ayer of processing between the EAP peer and
EAP server. The extra |ayer of processing may cache identity
responses or add decorations to the identity. A nodification of the
identity response will cause the EAP peer and EAP server to use
different identities in the key derivation, which will cause the
protocol to fail

For this reason, it is RECOWENDED that the EAP peer and server use
the nethod-specific identity attributes in EAP-AKA and the server is
strongly di scouraged fromrelying upon the EAP-Response/ldentity.

In particular, if the EAP server receives a decorated identity in
EAP- Response/ldentity, then the EAP server MJST use the
identity-requesting attributes to request the peer to send an
unnodi fi ed and undecorated copy of the identity in AT _|DENTITY.
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4.1.3. Choice of ldentity for the EAP-Response/ldentity

| f EAP- AKA peer is started upon receiving an EAP-Request/ldentity
nmessage, then the peer MAY use an EAP-AKA identity in the EAP-
Response/ldentity packet. |In this case, the peer perfornms the
fol |l owi ng steps.

If the peer has naintained fast re-authentication state information
and if the peer wants to use fast re-authentication, then the peer
transmts the fast re-authentication identity in

EAP- Response/l dentity.

El se, if the peer has a pseudonym usernane avail abl e, then the peer
transmts the pseudonymidentity in EAP-Response/ldentity.

In other cases, the peer transmits the pernmanent identity in
EAP- Response/l dentity.

4.1.4. Server Qperation in the Beginning of EAP-AKA Exchange

As discussed in Section 4.1.2.2, the server SHOULD NOT rely on an
identity string received in EAP-Response/ldentity. Therefore, the
RECOMVENDED way to start an EAP- AKA exchange is to ignore any
received identity strings. The server SHOULD begi n t he EAP- AKA
exchange by issuing the EAP-Request/AKA-ldentity packet with an
identity-requesting attribute to indicate that the server wants the
peer to include an identity in the AT _IDENTITY attribute of the EAP-
Response/ AKA-1dentity nmessage. Three methods to request an identity
fromthe peer are discussed bel ow

If the server chooses to not ignore the contents of

EAP- Response/ Il dentity, then the server nay al ready receive an EAP- AKA
identity in this packet. However, if the EAP server has not received
any EAP- AKA peer identity (pernmanent identity, pseudonymidentity, or
fast re-authentication identity) fromthe peer when sending the first
EAP- AKA request, or if the EAP server has received an

EAP- Response/l dentity packet but the contents do not appear to be a
valid permanent identity, pseudonymidentity, or a re-authentication
identity, then the server MJST request an identity fromthe peer
usi ng one of the methods bel ow.

The server sends the EAP-Request/AKA-Identity nmessage with the

AT _PERVANENT | D REQ attribute to indicate that the server wants the
peer to include the permanent identity in the AT _IDENTITY attribute
of the EAP-Response/ AKA-ldentity nessage. This is done in the
fol |l owi ng cases:
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o The server does not support fast re-authentication or identity
privacy.

o The server decided to process a received identity, and the server
recogni zes the received identity as a pseudonymidentity, but the
server is not able to map the pseudonymidentity to a permanent
identity.

The server issues the EAP-Request/AKA-lIdentity packet with the
AT_FULLAUTH ID REQ attribute to indicate that the server wants the
peer to include a full authentication identity (pseudonymidentity or
permanent identity) in the AT_IDENTITY attribute of the

EAP- Response/ AKA- I dentity nessage. This is done in the follow ng
cases:

o The server does not support fast re-authentication and the server
supports identity privacy

o The server decided to process a received identity, and the server
recogni zes the received identity as a re-authentication identity
but the server is not able to map the re-authentication identity
to a pernmanent identity

The server issues the EAP-Request/AKA-ldentity packet with the
AT_ANY_ I D REQ attribute to indicate that the server wants the peer to
include an identity in the AT IDENTITY attribute of the

EAP- Response/ AKA- I dentity nessage, and the server does not indicate
any preferred type for the identity. This is done in other cases,
such as when the server ignores a received EAP-Response/ldentity,
when the server does not have any identity, or when the server does
not recognize the format of a received identity.

4.1.5. Processing of EAP-Request/AKA-Identity by the Peer

Upon recei pt of an EAP- Request/AKA-ldentity nessage, the peer MJST
performthe foll ow ng steps.

I f the EAP-Request/AKA-ldentity includes AT PERVANENT ID REQ and if
the peer does not have a pseudonym avail abl e, then the peer MJST
respond with EAP-Response/ AKA-ldentity and include the pernmanent
identity in AT_IDENTITY. |If the peer has a pseudonym avail abl e, then
the peer MAY refuse to send the permanent identity; hence, in this
case the peer MJIST either respond with EAP-Response/ AKA-Identity and
i nclude the permanent identity in AT _IDENTITY or respond with

EAP- Response/ AKA-Cl i ent-Error packet with code "unable to process
packet".

I f the EAP-Request/AKA-ldentity includes AT _FULL _AUTH I D REQ and if

the peer has a pseudonym avail abl e, then the peer SHOULD respond with
EAP- Response/ AKA-l dentity and include the pseudonymidentity in
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AT _IDENTITY. |If the peer does not have a pseudonym when it receives
this nessage, then the peer MJST respond wi th EAP- Response/
AKA- I dentity and include the permanent identity in AT_IDENTITY. The
Peer MUST NOT use a fast re-authentication identity in the

AT_I DENTITY attribute.

I f the EAP-Request/AKA-ldentity includes AT ANY ID REQ and if the
peer has maintained fast re-authentication state information and
wants to use fast re-authentication, then the peer responds with
EAP- Response/ AKA- I dentity and includes the fast re-authentication
identity in AT_IDENTITY. Else, if the peer has a pseudonymidentity
avai | abl e, then the peer responds w th EAP- Response/ AKA-Identity and
i ncl udes the pseudonymidentity in AT IDENTITY. Else, the peer
responds with EAP- Response/ AKA-Identity and includes the pernanent
identity in AT_I DENTITY.

An EAP- AKA exchange may include several EAP/ AKA-ldentity rounds. The
server may issue a second EAP-Request/AKA-ldentity, if it was not
able to recognize the identity the peer used in the previous
AT_IDENTITY attribute. At nost three EAP/ AKA-ldentity rounds can be
used, so the peer MJST NOT respond to nore than three

EAP- Request / AKA- I dentity messages within an EAP exchange. The peer
MJST verify that the sequence of EAP-Request/AKA-Identity packets the
peer receives conply with the sequencing rules defined in this
docunent. That is, AT _ANY ID REQ can only be used in the first

EAP- Request / AKA- I dentity; in other words, AT_ANY_ID REQ MJUST NOT be
used in the second or third EAP-Request/AKA-Identity.
AT_FULLAUTH_| D REQ MJUST NOT be used if the previous

EAP- Request/ AKA- I dentity included AT_PERMANENT | D REQ The peer
operation, in cases when it receives an unexpected attribute or an
unexpect ed nmessage, is specified in Section 6.3.1.

4.1.6. Attacks against ldentity Privacy

The section above specifies two possible ways the peer can operate
upon recei pt of AT_PERVANENT | D REQ because a received

AT _PERVMANENT | D REQ does not necessarily originate fromthe valid
network. However, an active attacker may transnit an

EAP- Request/ AKA- 1 dentity packet with an AT_PERVANENT_| D REQ attri bute
to the peer, in an effort to find out the true identity of the user
If the peer does not want to reveal its permanent identity, then the
peer sends the EAP-Response/ AKA-Client-Error packet with the error
code "unabl e to process packet", and the authenticati on exchange
term nates.

Basically, there are two different policies that the peer can enpl oy

with regard to AT_PERVANENT I D REQ A "conservative" peer assunes
that the network is able to maintain pseudonyns robustly. Therefore,
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if a conservative peer has a pseudonym usernanme, the peer responds

wi th EAP- Response/ AKA-Client-Error to the EAP packet with
AT_PERMANENT_| D REQ because the peer believes that the valid network
is able to map the pseudonymidentity to the peer’s pernmanent
identity. (Alternatively, the conservative peer nay accept

AT _PERVANENT ID REQ in certain circunstances, for exanple if the
pseudonym was received a long tinme ago.) The benefit of this policy
is that it protects the peer against active attacks on anonymty. On
the other hand, a "liberal" peer always accepts the
AT_PERMANENT | D REQ and responds with the permanent identity. The
benefit of this policy is that it works even if the valid network
sonetines | oses pseudonyns and is not able to map themto the

per manent identity.

4.1.7. Processing of AT_IDENTITY by the Server

VWen the server receives an EAP-Response/ AKA-l1dentity nessage with
the AT IDENTITY (in response to the server’s identity requesting
attribute), the server MJIST operate as follows.

If the server used AT_PERVANENT_ ID REQ and if the AT_I DENTITY does
not contain a valid permanent identity, then the server sends an
EAP- Request / AKA- Not i fi cation packet wi th AT_NOTI FI CATI ON code
"CGeneral failure" (16384) to termnate the EAP exchange. |If the
server recogni zes the pernmanent identity and is able to continue,
then the server proceeds with full authentication by sending

EAP- Request / AKA- Chal | enge.

If the server used AT _FULLAUTH ID REQ and if AT_IDENTITY contains a
val id permanent identity or a pseudonymidentity that the server can
map to a valid pernmanent identity, then the server proceeds with ful
aut henti cation by sendi ng EAP- Request/ AKA-Chal | enge. I f AT | DENTITY
contains a pseudonymidentity that the server is not able to map to a
valid permanent identity, or an identity that the server is not able
to recogni ze or classify, then the server sends EAP-Request/
AKA-ldentity with AT_PERVANENT_| D_REQ

If the server used AT_ANY_ID REQ and if the AT_IDENTITY contains a
valid permanent identity or a pseudonymidentity that the server can
map to a valid permanent identity, then the server proceeds with ful
aut henti cati on by sendi ng EAP- Request/ AKA- Chal |l enge.

If the server used AT _ANY ID REQ and if AT _IDENTITY contains a valid
fast re-authentication identity and the server agrees on using

re-aut hentication, then the server proceeds with fast

re-aut henticati on by sendi ng EAP- Request/ AKA- Reaut henti cati on
(Section 5).
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If the server used AT_ANY ID REQ and if the peer sent an EAP-
Response/ AKA-Identity with AT I DENTITY that contains an identity that
the server recogni zes as a fast re-authentication identity, but the
server is not able to map the identity to a permanent identity, then
the server sends EAP-Request/AKA-ldentity with AT _FULLAUTH | D REQ

If the server used AT _ANY ID REQ and if AT _IDENTITY contains a valid
fast re-authentication identity, which the server is able to map to a
permanent identity, and if the server does not want to use fast
re-aut hentication, then the server proceeds with full authentication
by sendi ng EAP- Request/ AKA- Chal | enge.

If the server used AT_ANY ID REQ and AT_ | DENTITY contains an
identity that the server recognizes as a pseudonymidentity but the
server is not able to nap the pseudonymidentity to a permanent
identity, then the server sends EAP-Request/AKA-ldentity with
AT_PERMANENT | D_REQ
If the server used AT_ANY ID REQ and AT_I|I DENTITY contai ns an
identity that the server is not able to recognize or classify, then
the server sends EAP-Request/AKA-ldentity with AT_FULLAUTH | D_REQ
4.2. Message Sequence Exanples (Informative)

Thi s section contains non-normative nessage sequence exanples to
illustrate how the peer identity can be comrunicated to the server.

4.2.1. Usage of AT_ANY_ | D REQ

otaining the peer identity with EAP-AKA attributes is illustrated in
Fi gure 5 bel ow.

Peer Aut hent i cat or

| Server does not have any |
| Subscriber identity avail abl e|
| When starting EAP- AKA |

(AT_ANY_I D_REQ |

EAP- Response/ AKA- | dent ity

I

I

I

I

|

| EAP- Request / AKA- 1 dentity |

I

I

| |

| (AT_I DENTITY) |
I
I

Figure 5: Usage of AT_ANY_ID REQ
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4.2.2. Fall Back on Full Authentication

Figure 6 illustrates the case when the server does not

January 2006

recogni ze the

fast re-authentication identity the peer used in AT_I DENTITY.

Peer Aut hent i cat or
| |
| R e +
| | Server does not have any
| | Subscriber identity avail abl e
| | When starting EAP- AKA |
| R +
| EAP- Request / AKA- I dentity |
| (AT_ANY_I D REQ |
e |
| EAP- Response/ AKA-ldentity |
| (AT_IDENTITY containing a fast re-auth. identity) |
R REEEEE >|
| TS +
| | Server does not recognize
| | The fast re-auth. |
| | ldentity |
| o e m e e e e e e e e +
| EAP- Request / AKA-l dentity |
| (AT_FULLAUTH | D REQ |
R O R EEEEEEEEEEEE |
| EAP- Response/ AKA-ldentity |
| (AT_IDENTITY with a full-auth. Identity) |
oo >|
| |
Figure 6: Fall back on full authentication
If the server recognizes the fast re-authentication identity, but
still wants to fall back on full authentication, the server may issue

t he EAP- Request/ AKA- Chal | enge packet. In this case, the ful

aut henti cation procedure proceeds as usual
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4.2.3. Requesting the Permanent ldentity 1

Figure 7 illustrates the case when the EAP server fails to decode a
pseudonymidentity included in the EAP-Response/ldentity packet.

Peer Aut hent i cat or
| EAP- Request/ I dentity |

| EAP-Response/ldentity |
| (Includes a pseudonym |

[~ >
| o e m e e e e e e e e +
| | Server fails to decode the |
| | Pseudonym |
| s +
| EAP-Request/AKA-ldentity |
| (AT_PERMANENT_ | D REQ |
T |
| EAP- Response/ AKA-1dentity |
| (AT_IDENTITY with permanent identity) |
|~ >

|

Figure 7: Requesting the permanent identity 1
If the server recogni zes the pernmanent identity, then the

aut henti cati on sequence proceeds as usual with the EAP Server issuing
t he EAP- Request/ AKA- Chal | enge message.
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4.2.4. Requesting the Permanent ldentity 2

Figure 8 illustrates the case when the EAP server fails to decode the
pseudonym i ncluded in the AT_IDENTITY attribute.

Peer Aut hent i cat or

| Server does not have any |
| Subscriber identity avail abl e|
| When starting EAP- AKA |

(AT_ANY_I D_REQ) |

5

- Response/ AKA- I dentity

I

I

I

I

|

| EAP- Request / AKA-l dentity |

I

I

I I

| | DENTITY with a pseudonymidentity) |
I

>

| Server fails to decode the |
| Pseudonym in AT_I DENTITY |

( AT_PERVANENT | D_REQ) |

P- Response/ AKA- I dentity

I
I
|
| EAP- Request / AKA- I dentity |
I
|
| _IDENTITY with pernmanent identity)

T

Figure 8. Requesting the permanent identity 2
4.2.5. Three EAP/ AKA-lIdentity Round Trips

Figure 9 illustrates the case with three EAP/ AKA-Identity round
trips.
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Peer Aut henti cat or

| Server does not have any |
| Subscriber identity avail abl e|
| When starting EAP- AKA |

|

|

|

|

I

| EAP- Request / AKA- 1 dentity |
| (AT_ANY_I D REQ |
|

|

|

|

EAP- Response/ AKA- I dent ity |
(AT_IDENTITY with a pseudonym identity) |

o mm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo |
, |
EAP- Response/ AKA- I dent ity |
(AT_IDENTITY with fast re-auth. identity) |
R R >|
| o e e e e e e e e e ae oo +
| | Server does not accept |
| | The fast re-authentication |
| | ldentity |
| i +
| |
i EAP- Request / AKA- 1 dentity |
| (AT_FULLAUTH_ | D_REQ |
| S-mmmmm s |
|
|

| Server fails to decode the |
| Pseudonymin AT_I DENTITY |

( AT_PERMANENT | D_REQ) |

P- Response/ AKA- I dentity

|
|
|
| EAP- Request / AKA-l dentity |
|
|
| _IDENTITY with permanent identity)

T

Fi gure 9: Three EAP-AKA Start rounds

After the | ast EAP-Response/ AKA-ldentity nessage, the full
aut henti cati on sequence proceeds as usual .
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5. Fast Re-Authentication
5.1. GCenera

In some environnments, EAP authentication may be performed frequently.
Because the EAP-AKA full authentication procedure uses the AKA

al gorithnms, and therefore requires fresh authentication vectors from
the Authentication Centre, the full authentication procedure may
result in many network operations when used very frequently.
Ther ef ore, EAP-AKA includes a nore inexpensive fast re-authentication
procedure that does not make use of the AKA al gorithns and does not
need new vectors fromthe Authentication Centre.

Fast re-authentication is optional to inplenment for both the EAP- AKA
server and peer. On each EAP authentication, either one of the
entities may fall back on full authentication if is does not want to
use fast re-authentication

Fast re-authentication is based on the keys derived on the preceding
full authentication. The sane K aut and K encr keys used in ful

aut hentication are used to protect EAP-AKA packets and attri butes,
and the original Master Key fromfull authentication is used to
generate a fresh Master Session Key, as specified in Section 7.

The fast re-authenticati on exchange nakes use of an unsigned 16-bit
counter, included in the AT COUNTER attribute. The counter has three
goals: 1) it can be used to limt the number of successive

reaut henti cati on exchanges w thout full-authentication 2) it
contributes to the keying material, and 3) it protects the peer and
the server fromreplays. On full authentication, both the server and
the peer initialize the counter to one. The counter value of at

| east one is used on the first fast re-authentication. On subsequent
fast re-authentications, the counter MIUST be greater than on any of
the previous fast re-authentications. For exanple, on the second
fast re-authentication, counter value is two or greater, etc. The
AT _COUNTER attribute is encrypted.

Both the peer and the EAP server maintain a copy of the counter. The
EAP server sends its counter value to the peer in the fast

re-aut hentication request. The peer MJST verify that its counter
value is less than or equal to the value sent by the EAP server.

The server includes an encrypted server random nonce (AT_NONCE S) in
the fast re-authentication request. The AT _MAC attribute in the
peer’s response is calcul ated over NONCE_S to provide a

chal | enge/ response aut hentication schene. The NONCE_S al so
contributes to the new Master Session Key.
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Both the peer and the server SHOULD have an upper limt for the
nunber of subsequent fast re-authentications allowed before a ful

aut hentication needs to be perforned. Because a 16-bit counter is
used in fast re-authentication, the theoretical naxi mnum nunber of
re-authentications is reached when the counter value reaches FFFF
hexadecimal. | n order to use fast re-authentication, the peer and
the EAP server need to store the follow ng val ues: Master Key, | atest
counter value and the next fast re-authentication identity. K aut
and K encr may either be stored or derived again from MK. The server
may al so need to store the permanent identity of the user

5.2. Conparison to AKA

When anal yzing the fast re-authentication exchange, it may be hel pfu
to conpare it with the 3rd generation Authentication and Key
Agreenent (AKA) exchange used on full authentication. The counter
corresponds to the AKA sequence number, NONCE S corresponds to RAND,
the AT_MAC i n EAP- Request/ AKA- Reaut henticati on corresponds to AUTN
the AT_MAC i n EAP- Response/ AKA- Reaut henti cation corresponds to RES,
AT _COUNTER TOO SMALL corresponds to AUTS, and encrypting the counter
corresponds to the usage of the Anonynmity Key. Also, the key
generation on fast re-authentication, with regard to randomor fresh

material, is simlar to AKA -- the server generates the NONCE S and
counter values, and the peer only verifies that the counter value is
fresh.

It should also be noted that encrypting the AT_NONCE_S, AT_COUNTER
or AT_COUNTER TOO SMALL attributes is not inportant to the security
of the fast re-authenticati on exchange.

5.3. Fast Re-Authentication ldentity

The fast re-authentication procedure nakes use of separate
re-aut hentication user identities. Pseudonyns and the permanent

identity are reserved for full authentication only. |If a fast
re-aut hentication identity is |lost and the network does not recognize
it, the EAP server can fall back on full authentication. |[|f the EAP

server supports fast re-authentication, it MAY include the skippable
AT_NEXT_REAUTH I D attribute in the encrypted data of EAP- Request/-
AKA- Chal | enge message. This attribute contains a new
re-authentication identity for the next fast re-authentication. The
attribute also works as a capability flag that indicates that the
server supports fast re-authentication and that the server wants to
continue using fast re-authentication within the current context.
The peer MAY ignore this attribute, in which case it will use ful

aut hentication next time. |If the peer wants to use fast
re-authentication, it uses this fast re-authentication identity on
next authentication. Even if the peer has a fast re-authentication
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identity, the peer MAY discard the re-authentication identity and use
a pseudonym or the permanent identity instead, in which case ful

aut hentication MUST be performed. |I|f the EAP server does not include
the AT_NEXT_REAUTH ID in the encrypted data of

EAP- Request / AKA- Chal | enge or EAP- Request/ AKA- Reaut henti cati on, then
the peer MJST discard its current fast re-authentication state
informati on and performa full authentication next tine.

In environments where a real mportion is needed in the peer identity,
the fast re-authentication identity received in AT_NEXT_REAUTH I D
MJST contain both a usernane portion and a real mportion, as per the
NAI format. The EAP Server can choose an appropriate realmpart in
order to have the AAA infrastructure route subsequent fast

re-aut hentication-related requests to the sane AAA server. For
exanpl e, the real mpart MAY include a portion that is specific to the
AAA server. Hence, it is sufficient to store the context required
for fast re-authentication in the AAA server that performed the ful
aut henti cati on.

The peer MAY use the fast re-authentication identity in the

EAP- Response/ Il dentity packet or, in response to the server’s
AT_ANY I D REQ attribute, the peer MAY use the fast re-authentication
identity in the AT_IDENTITY attribute of the EAP-Response/
AKA- 1 dentity packet.

The peer MJST NOT nodify the usernane portion of the fast
re-authentication identity, but the peer MAY nodify the real mportion
or replace it with another real mportion. The peer might need to
nodify the realmin order to influence the AAA routing, for example,
to make sure that the correct server is reached. It should be noted
that sharing the sanme fast re-authentication key anbng severa

servers may have security risks, so changing the real mportion of the
NAI in order to change the EAP server is not desirable.

Even if the peer uses a fast re-authentication identity, the server
may want to fall back on full authentication, for exanple, because
the server does not recognize the fast re-authentication identity or
does not want to use fast re-authentication. |If the server was able
to decode the fast re-authentication identity to the permanent
identity, the server issues the EAP-Request/AKA- Chal | enge packet to
initiate full authentication. |If the server was not able to recover
the peer’s identity fromthe fast re-authentication identity, the
server starts the full authentication procedure by issuing an

EAP- Request / AKA- I dentity packet. This packet always starts a ful
aut henti cation sequence if it does not include the AT_ANY_I D REQ
attribute.
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5.4. Fast Re-Authentication Procedure

Figure 10 illustrates the fast re-authentication procedure. 1In this
exanpl e, the optional protected success indication is not used.
Encrypted attributes are denoted with "*’. The peer uses its fast

re-aut hentication identity in the EAP-Response/ldentity packet. As
di scussed above, an alternative way to conmuni cate the fast
re-authentication identity to the server is for the peer to use the
AT _IDENTITY attribute in the EAP-Response/ AKA-ldentity nessage. This
|atter case is not illustrated in the figure below, and it is only
possi bl e when the server requests that the peer send its identity by
including the AT _ANY_ID REQ attribute in the EAP-Request/AKA-ldentity
packet .

If the server recognizes the identity as a valid fast
re-authentication identity, and if the server agrees to use fast
re-aut hentication, then the server sends the EAP- Request/ AKA-
Reaut hentication packet to the peer. This packet MJST include the
encrypted AT_COUNTER attribute, with a fresh counter value, the
encrypted AT _NONCE S attribute that contains a random nunber chosen
by the server, the AT_ENCR DATA and the AT_IV attributes used for
encryption, and the AT _MAC attribute that contains a nessage

aut hentication code over the packet. The packet MAY al so include an
encrypted AT_NEXT _REAUTH ID attribute that contains the next fast
re-aut hentication identity.

Fast re-authentication identities are one-tine identities. |If the
peer does not receive a new fast re-authentication identity, it MJST
use either the permanent identity or a pseudonymidentity on the next
authentication to initiate full authentication

The peer verifies that AT_MAC is correct and that the counter val ue
is fresh (greater than any previously used value). The peer MAY save
the next fast re-authentication identity fromthe encrypted

AT_NEXT REAUTH ID for next tine. |If all checks are successful, the
peer responds with the EAP-Response/ AKA- Reaut henti cati on packet,

i ncluding the AT COUNTER attribute with the sane counter val ue and
the AT _MAC attribute.

The server verifies the AT _MAC attribute and also verifies that the
counter value is the sane that it used in the

EAP- Request / AKA- Reaut henti cati on packet. |If these checks are
successful, the fast re-authentication has succeeded and the server
sends the EAP-Success packet to the peer

If protected success indications (Section 6.2) were used, the

EAP- Success packet woul d be preceded by an EAP- AKA notification
round.
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Peer Aut hent i cat or

| |
EAP- Request/ I dentity |

|
EAP- Response/l dentity |
(I'ncludes a fast re-authentication identity) |

|

| Server recognizes the identity |
| and agrees on using fast |
| re-authentication |

|
(AT_IV, AT_ENCR DATA, *AT_COUNTER, |
|

|
|
|
|
| EAP-Request/ AKA- Reaut henti cati on
|
| *AT_NONCE_S, *AT_NEXT_REAUTH I D, AT_MAC)
|
|

| Peer verifies AT_MAC and the freshness of |
| the counter. Peer MAY store the new re- |
| authentication identity for next re-auth. |

|
| EAP- Response/ AKA- Reaut henti cati on

| (AT_IV, AT_ENCR DATA, *AT_COUNTER with sane val ue,
| AT_MAQ)

| Server verifies AT_MAC and |
| the counter |

Fi gure 10: Reauthentication
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5.5. Fast Re-Authentication Procedure when Counter is Too Smal |

If the peer does not accept the counter value of EAP-Request/

AKA- Reaut hentication, it indicates the counter synchronization
probl em by including the encrypted AT_COUNTER TOO SMALL in

EAP- Response/ AKA- Reaut hentication. The server responds with

EAP- Request / AKA- Chal l enge to initiate a normal full authentication
procedure. This is illustrated in Figure 11. Encrypted attributes
are denoted with **'.

Peer Aut hent i cat or
| EAP- Request / AKA- I dentity |
(AT_ANY_I D REQ |

|
e |
| EAP- Response/ AKA-ldentity |
| (AT_I DENTITY) |
| (I'ncludes a fast re-authentication identity) |
T i
| EAP-Request/ AKA- Reaut henti cati on |
| (AT_IV, AT_ENCR DATA, *AT_COUNTER |
| *AT_NONCE_S, *AT_NEXT_REAUTH_ I D, AT_MAC) |
I L EE L L e R e R PP PP PP P PR |
S + |
| AT MAC is valid but the counter is not fresh. | |
e S + |
| EAP- Response/ AKA- Reaut henti cati on |
| (AT_IV, AT_ENCR _DATA, *AT_COUNTER TOO SMALL, |
| *AT_COUNTER, AT_MAC) |
o >
NS~ +

| Server verifies AT_MAC but detects
| That peer has included AT_COUNTER TOO SMALL|

Normal full authentication follows. |

Figure 11: Fast re-authentication counter too snall

In the figure above, the first three nessages are simlar to the
basi c fast re-authentication case. Wen the peer detects that the
counter value is not fresh, it includes the AT _COUNTER TOO SMALL
attribute in EAP-Response/ AKA- Reaut hentication. This attribute
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6.

6.

doesn’t contain any data but it is a request for the server to
initiate full authentication. |In this case, the peer MJST ignore the
contents of the server’s AT_NEXT_REAUTH ID attri bute.

On recei pt of AT_COUNTER TOO SMALL, the server verifies AT_MAC and
verifies that AT_COUNTER contains the same counter value as in the
EAP- Request / AKA- Reaut henti cati on packet. |If not, the server

term nates the authenticati on exchange by sending the

EAP- Request / AKA- Not i fi cati on packet wi th AT_NOTI FI CATI ON code

"Ceneral failure" (16384). |If all checks on the packet are
successful, the server transmts an EAP- Request/ AKA- Chal | enge packet
and the full authentication procedure is perforned as usual. Because

the server already knows the subscriber identity, it MJST NOT use the
EAP- Request/ AKA- I dentity packet to request the identity.

It should be noted that in this case, peer identity is only
transmtted in the AT_IDENTITY attribute at the beginning of the
whol e EAP exchange. The fast re-authentication identity used in this
AT I DENTITY attribute will be used in key derivation (see Section 7).

EAP- AKA Noti fications
1. Cenera

EAP- AKA does not prohibit the use of the EAP Notifications as
specified in [RFC3748]. EAP Notifications can be used at any tine in
t he EAP- AKA exchange. |t should be noted that EAP-AKA does not
protect EAP Notifications. EAP-AKA also specifies method-specific
EAP- AKA notifications, which are protected in some cases.

The EAP server can use EAP- AKA notifications to convey notifications
and result indications (Section 6.2) to the peer

The server MJST use notifications in cases discussed in

Section 6.3.2. Wen the EAP server issues an

EAP- Request/ AKA- Not i fication packet to the peer, the peer MJST
process the notification packet. The peer MAY show a notification
nessage to the user and the peer MJIST respond to the EAP server with
an EAP- Response/ AKA- Notification packet, even if the peer did not
recogni ze the notification code.

An EAP- AKA full authentication exchange or a fast re-authentication
exchange MUST NOT include nore than one EAP-AKA notification round.

The notification code is a 16-bit nunmber. The nost significant bit

is called the Success bit (S bit). The S bit specifies whether the

notification inplies failure. The code values with the S bit set to
zero (code values 0...32767) are used on unsuccessful cases. The
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receipt of a notification code fromthis range inplies failed EAP
exchange, so the peer can use the notification as a failure

i ndi cation. After receiving the EAP-Response/ AKA-Notification for
these notification codes, the server MIST send the EAP-Failure
packet .

The receipt of a notification code with the S bit set to one (val ues
32768...65536) does not inply failure. Notification code "Success"
(32768) has been reserved as a general notification code to indicate
successful authentication.

The second nost significant bit of the notification code is called
the Phase bit (P bit). It specifies at which phase of the EAP- AKA
exchange the notification can be used. |If the P bit is set to zero,
the notification can only be used after a successful EAP/ AKA-
Chal l enge round in full authentication or a successful EAP/ AKA-
Reaut hentication round in re-authentication. A re-authentication
round i s considered successful only if the peer has successfully
verified AT_MAC and AT _COUNTER attri butes, and does not include the
AT_COUNTER TOO SMALL attribute in EAP- Response/ AKA- Reaut henti cati on

If the P bit is set to one, the notification can only by used before
the EAP/ AKA- Chal | enge round in full authentication or before the
EAP/ AKA- Reaut henti cation round in reauthentication. These

notifications can only be used to indicate various failure cases. In
other words, if the P bit is set to one, then the S bit MJST be set
to zero.

Section 9.10 and Section 9.11 specify what other attributes nust be
included in the notification packets.

Some of the notification codes are authorization related and hence
not usually considered as part of the responsibility of an EAP

nmet hod. However, they are included as part of EAP-AKA because there
are currently no other ways to convey this information to the user in
a localizable way, and the information is potentially useful for the
user. An EAP- AKA server inplenmentation nmay deci de never to send
these EAP- AKA notifications.

6.2. Result Indications

As discussed in Section 6.3, the server and the peer use explicit

error nmessages in all error cases. |If the server detects an error
after successful authentication, the server uses an EAP- AKA
notification to indicate failure to the peer. In this case, the

result indication is integrity and replay protected.
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By sendi ng an EAP- Response/ AKA- Chal | enge packet or an

EAP- Response/ AKA- Reaut henti cati on packet (wi thout
AT_COUNTER _TOO SMALL), the peer indicates that it has successfully
aut henticated the server and that the peer’s local policy accepts the
EAP exchange. In other words, these packets are inmplicit success

i ndi cations fromthe peer to the server.

EAP- AKA al so supports optional protected success indications fromthe
server to the peer. |If the EAP server wants to use protected success
indications, it includes the AT RESULT IND attribute in the

EAP- Request / AKA- Chal | enge or the EAP-Request/ AKA- Reaut henti cati on
packet. This attribute indicates that the EAP server would like to
use result indications in both successful and unsuccessful cases. |If
the peer also wants this, the peer includes AT_RESULT_IND in

EAP- Response/ AKA- Chal | enge or EAP- Response/ AKA- Reaut henti cation. The
peer MUST NOT include AT _RESULT IND if it did not receive
AT_RESULT IND fromthe server. |If both the peer and the server used
AT _RESULT IND, then the EAP exchange is not conplete yet, but an

EAP- AKA notification round will follow. The follow ng EAP- AKA
notification may indicate either failure or success.

Success indications with the AT_NOTI Fl CATI ON code "Success" (32768)
can only be used if both the server and the peer indicate they want
to use themwith AT _RESULT IND. |If the server did not include

AT _RESULT IND i n the EAP-Request/ AKA-Chal |l enge or

EAP- Request / AKA- Reaut henti cati on packet, or if the peer did not

i nclude AT_RESULT IND in the correspondi ng response packet, then the
server MJST NOT use protected success indications.

Because the server uses the AT_NOTI FI CATI ON code "Success" (32768) to
i ndi cate that the EAP exchange has conpl eted successfully, the EAP
exchange cannot fail when the server processes the EAP- AKA response
to this notification. Hence, the server MJST ignore the contents of
the EAP- AKA response it receives to the EAP-Request/AKA-Notification
with this code. Regardless of the contents of the EAP- AKA response,
the server MJST send EAP-Success as the next packet.

6.3. Error Cases

This section specifies the operation of the peer and the server in
error cases. The subsections bel ow require the EAP-AKA peer and
server to send an error packet (EAP-Response/ AKA-Client-Error

EAP- Response/ AKA- Aut hent i cati on- Rej ect or

EAP- Response/ AKA- Synchroni zati on-Fai lure fromthe peer and

EAP- Request / AKA- Noti fi cation fromthe server) in error cases.
However, inplenmentations SHOULD NOT rely upon the correct error
reporting behavior of the peer, authenticator, or server. It is
possi bl e for error nessages and ot her nmessages to be lost in transit,
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or for a malicious participant to attenpt to consune resources by not
i ssuing error nmessages. Both the peer and the EAP server SHOULD have
a nechanismto clean up state even if an error message or EAP-Success
is not received after a tineout period.

6.3.1. Peer Qperation

Two special error nessages have been specified for error cases that
are related to the processing of the AKA AUTN paraneter, as descri bed
in Section 3: (1) if the peer does not accept AUTN, the peer responds
wi t h EAP- Response/ AKA- Aut henti cati on-Rej ect (Section 9.5), and the
server issues EAP-Failure, and (2) if the peer detects that the
sequence nunber in AUTN is not correct, the peer responds with

EAP- Response/ AKA- Synchr oni zati on-Fai lure (Section 9.6), and the
server proceeds with a new EAP- Request/ AKA- Chal | enge

In other error cases, when an EAP- AKA peer detects an error in a
recei ved EAP- AKA packet, the EAP- AKA peer responds with the

EAP- Response/ AKA-Cl i ent-Error packet. In response to the

EAP- Response/ AKA-Client-Error, the EAP server MJST issue the
EAP- Fai | ure packet, and the authenticati on exchange term nates.

By default, the peer uses the client error code 0, "unable to process
packet”. This error code is used in the follow ng cases:

o EAP exchange is not acceptable according to the peer’'s |oca
policy.

o The peer is not able to parse the EAP request, i.e., the EAP
request is malformed.

o The peer encountered a malforned attribute.

0o Wong attribute types or duplicate attributes have been included
in the EAP request.

o0 A mandatory attribute is mssing.

o Unrecogni zed non-ski ppabl e attribute.

o Unrecogni zed or unexpected EAP-AKA Subtype in the EAP request.

o lInvalid AT_ MAC. The peer SHOULD log this event.

o Invalid AT _CHECKCODE. The peer SHOULD |l og this event.

o Invalid pad bytes in AT_PADDI NG

0 The peer does not want to process AT_PERVANENT | D _REQ

6.3.2. Server Qperation

I f an EAP- AKA server detects an error in a recei ved EAP- AKA response,
the server MJST issue the EAP-Request/AKA-Notification packet with an
AT_NOTI FI CATI ON code that inplies failure. By default, the server
uses one of the general failure codes ("CGeneral failure after

aut hentication” (0) or "Ceneral failure" (16384)). The choice

Arkko & Haverinen I nf or mati onal [ Page 41]



RFC 4187 EAP- AKA Aut henti cati on January 2006

bet ween t hese two codes depends on the phase of the EAP- AKA exchange,
see Section 6. The error cases when the server issues an

EAP- Request / AKA- Noti fication that inplies failure include the
fol | owi ng:

o The server is not able to parse the peer’s EAP response.
o The server encounters a malforned attribute, a non-recogni zed
non- ski ppabl e attribute, or a duplicate attribute.

0o A mandatory attribute is missing or an invalid attribute was
i ncl uded.
o Unrecogni zed or unexpected EAP-AKA Subtype in the EAP Response.
o Invalid AT_MAC. The server SHOULD | og this event.
o Invalid AT _CHECKCODE. The server SHOULD | og this event.
o Invalid AT_COUNTER

6.3.3. EAP-Failure
The EAP- AKA server sends EAP-Failure in three cases:

1. In response to an EAP-Response/ AKA-Client-Error packet the server
has received fromthe peer, or

2. In response to an EAP- Response/ AKA- Aut henti cati on- Rej ect packet
the server has received fromthe peer, or

3. Following an EAP- AKA notification round, when the AT_NOTI FI CATI ON
code inmplies failure.

The EAP- AKA server MJST NOT send EAP-Failure in other cases than
these three. However, it should be noted that even though the

EAP- AKA server woul d not send an EAP-Failure, an authorization
deci si on that happens outside EAP-AKA, such as in the AAA server or
in an internedi ate AAA proxy, may result in a failed exchange.

The peer MJST accept the EAP-Failure packet in case 1), case 2), and
case 3) above. The peer SHOULD silently discard the EAP-Fail ure
packet in other cases.

6.3.4. EAP-Success

On full authentication, the server can only send EAP-Success after
t he EAP/ AKA- Chal | enge round. The peer MJUST silently discard any
EAP- Success packets if they are received before the peer has
successfully authenticated the server and sent the

EAP- Response/ AKA- Chal | enge packet.
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If the peer did not indicate that it wants to use protected success
i ndications with AT_RESULT_IND (as discussed in Section 6.2) on ful
aut hentication, then the peer MJST accept EAP-Success after a
successful EAP/ AKA- Chal | enge round.

If the peer indicated that it wants to use protected success

i ndications with AT RESULT |IND (as discussed in Section 6.2), then
the peer MJST NOT accept EAP-Success after a successful EAP/
AKA- Chal | enge round. In this case, the peer MJST only accept

EAP- Success after receiving an EAP- AKA Notification with the
AT_NOTI FI CATI ON code "Success" (32768).

On fast re-authentication, EAP-Success can only be sent after the
EAP/ AKA- Reaut henti cati on round. The peer MJST silently discard any
EAP- Success packets if they are received before the peer has
successfully authenticated the server and sent the

EAP- Response/ AKA- Reaut henti cati on packet.

If the peer did not indicate that it wants to use protected success
indications with AT_RESULT_IND (as discussed in Section 6.2) on fast
re-aut hentication, then the peer MIJST accept EAP-Success after a
successful EAP/ AKA- Reaut henti cati on round.

If the peer indicated that it wants to use protected success

i ndications with AT RESULT |IND (as discussed in Section 6.2), then
the peer MJST NOT accept EAP-Success after a successful EAP/ AKA-
Reaut hentication round. In this case, the peer MJST only accept
EAP- Success after receiving an EAP- AKA Notification with the
AT_NOTI FI CATI ON code "Success" (32768).

If the peer receives an EAP- AKA notification (Section 6) that
i ndicates failure, then the peer MJST no | onger accept the
EAP- Success packet, even if the server authentication was
successful ly conpl et ed.

7. Key Generation
Thi s section specifies how keying material is generated.

On EAP- AKA full authentication, a Master Key (MK) is derived fromthe
under|yi ng AKA values (CK and I K keys), and the identity, as follows.

MK = SHAL(Identity]| | K] CK)
In the formul a above, the "|" character denotes concatenation
Identity denotes the peer identity string wi thout any termnating

nul |l characters. It is the identity fromthe |last AT_IDENTITY
attribute sent by the peer in this exchange, or, if AT _|IDENTITY was
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not used, the identity fromthe EAP-Response/ldentity packet. The
identity string is included as-is, without any changes. As discussed
in Section 4.1.2.2, relying on EAP-Response/ldentity for conveying
the EAP- AKA peer identity is discouraged, and the server SHOULD use
the EAP- AKA met hod-specific identity attributes. The hash function
SHA-1 is specified in [ SHA-1].

The Master Key is fed into a Pseudo- Random number Function (PRF),

whi ch generates separate Transient EAP Keys (TEKs) for protecting
EAP- AKA packets, as well as a Master Session Key (MSK) for link |ayer
security and an Extended Master Session Key (EMSK) for other
purposes. On fast re-authentication, the sane TEKs MJUST be used for
protecting EAP packets, but a new MSK and a new EMSK MJST be derived
fromthe original MK and from new val ues exchanged in the fast
re-authentication.

EAP- AKA requires two TEKs for its own purposes: the authentication
key K aut, to be used with the AT MAC attribute, and the encryption
key K encr, to be used with the AT_ENCR DATA attri bute. The sane

K aut and K_encr keys are used in full authentication and subsequent
fast re-authentications.

Key derivation is based on the random nunmber generation specified in
NI ST Federal Infornmation Processing Standards (FIPS) Publication
186-2 [PRF]. The pseudo-random nunber generator is specified in the
change notice 1 (2001 Cctober 5) of [PRF] (Algorithm1). As
specified in the change notice (page 74), when Algorithm1 is used as
a general - purpose pseudo-random nunber generator, the "nmod " termin
step 3.3 is omtted. The function Gused in the algorithmis
constructed via Secure Hash Standard as specified in Appendix 3.3 of
the standard. It should be noted that the function Gis very sinmlar
to SHA-1, but the nessage padding is different. Please refer to
[PRF] for full details. For convenience, the random nunber al gorithm
with the correct nodification is cited in Annex A.

160-bit XKEY and XVAL val ues are used, so b = 160. On each ful

aut hentication, the Master Key is used as the initial secret seed-key
XKEY. The optional user input values (XSEED j) in step 3.1 are set
to zero.

On full authentication, the resulting 320-bit random nunbers x_O,
x_ 1, ..., x_m1l are concatenated and partitioned into suitable-sized
chunks and used as keys in the follow ng order: K encr (128 bhits),

K aut (128 bits), Master Session Key (64 bytes), Extended Master
Session Key (64 bytes).
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On fast re-authentication, the sane pseudo-random nunber generat or
can be used to generate a new Master Session Key and a new Ext ended
Mast er Session Key. The seed value XKEY' is calcul ated as foll ows:

XKEY' = SHAl(ldentity|counter| NONCE_S| MK)

In the formula above, the Identity denotes the fast re-authentication
identity, without any terminating null characters, fromthe
AT_IDENTITY attribute of the EAP-Response/ AKA-ldentity packet, or, if
EAP- Response/ AKA-l dentity was not used on fast re-authentication, it
denotes the identity string fromthe EAP-Response/ldentity packet.
The counter denotes the counter value fromthe AT _COUNTER attribute
used in the EAP-Response/ AKA- Reaut henticati on packet. The counter is
used in network byte order. NONCE S denotes the 16-byte random
NONCE_S value fromthe AT _NONCE S attribute used in the

EAP- Request / AKA- Reaut henti cati on packet. The MK is the Master Key
derived on the preceding full authentication

On fast re-authentication, the pseudo-random nunber generator is run
with the new seed value XKEY', and the resulting 320-bit random
nunbers x_0, x_1, ..., x_m1 are concatenated and partitioned into
64- byt e chunks and used as the new 64-byte Master Session Key and the
new 64-byte Extended Master Session Key. Note that because K encr
and K aut are not derived on fast re-authentication, the Master
Session Key and the Extended Master Session key are obtained fromthe
begi nni ng of the key streamx_0, x_1,

The first 32 bytes of the MSK can be used as the Pairw se Master Key
(PMK) for | EEE 802. 11i

When the RADIUS attributes specified in [ RFC2548] are used to
transport keying material, then the first 32 bytes of the MK
correspond to MsS- MPPE- RECV- KEY and the second 32 bytes to

M5- MPPE- SEND-KEY. I n this case, only 64 bytes of keying nateria
(the MSK) are used.

8. Message Fornat and Protocol Extensibility
8.1. Message Format

As specified in [ RFC3748], EAP packets begin with the Code,
Identifiers, Length, and Type fields, which are foll owed by

EAP- et hod-speci fic Type-Data. The Code field in the EAP header is
set to 1 for EAP requests, and to 2 for EAP Responses. The usage of
the Length and lIdentifier fields in the EAP header is also specified
in [RFC3748]. In EAP-AKA, the Type field is set to 23.
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I n EAP- AKA, the Type-Data begins with an EAP- AKA header that consists
of a 1l-octet Subtype field, and a 2-octet reserved field. The

Subt ype val ues used in EAP- AKA are defined in Section 11. The
formats of the EAP header and the EAP- AKA header are shown bel ow.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Code | ldentifier | Lengt h
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type | Subt ype | Reser ved |

e S T S S S T A S S i S S S e

The rest of the Type-Data, imediately follow ng the EAP- AKA header,
consists of attributes that are encoded in Type, Length, Value
format. The figure bel ow shows the generic format of an attribute.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Attribute Type | Length | Value. ..
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Attribute Type

I ndicates the particular type of attribute. The attribute type
val ues are listed in Section 11

Length

Indicates the length of this attribute in nultiples of 4 bytes.
The maxi num |l ength of an attribute is 1024 bytes. The length
i ncludes the Attribute Type and Length bytes.

Val ue

The particular data associated with this attribute. This field
is always included and it is two or nore bytes in length. The
type and length fields determine the format and | ength of the
val ue field.

Attributes nunbered within the range 0 through 127 are call ed
non- ski ppabl e attri butes. Wen an EAP- AKA peer encounters a
non- ski ppabl e attribute type that the peer does not recognize, the
peer MJST send the EAP-Response/ AKA-Cient-Error packet, and the

aut hentication exchange termnates. |f an EAP-AKA server encounters
a non-skippable attribute that the server does not recognize, then
the server sends EAP- Request/AKA-Notification packet with an

Arkko & Haverinen I nf or mati onal [ Page 46]



RFC 4187 EAP- AKA Aut henti cati on January 2006

AT _NOTI FI CATI ON code that inplies general failure ("CGeneral failure
after authentication" (0), or "General failure" (16384), depending on
the phase of the exchange), and the authentication exchange

term nates.

When an attribute nunbered in the range 128 through 255 is
encountered but not recogni zed, that particular attribute is ignored,
but the rest of the attributes and nessage data MJST still be
processed. The Length field of the attribute is used to skip the
attribute value when searching for the next attribute. These
attributes are called skippable attributes.

Unl ess ot herwi se specified, the order of the attributes in an EAP- AKA
nessage is insignificant, and an EAP- AKA i npl enmentati on shoul d not
assune a certain order will be used.

Attributes can be encapsulated within other attributes. In other
words, the value field of an attribute type can be specified to
contain other attributes.

8.2. Protocol Extensibility

EAP- AKA can be extended by specifying new attribute types. |If

ski ppabl e attributes are used, it is possible to extend the protoco
wi t hout breaking old inplenentations. As specified in Section 10. 13,
if new attributes are specified for EAP-Request/AKA-Identity or

EAP- Response/ AKA- 1 dentity, then the AT_CHECKCODE MJST be used to
integrity protect the new attributes.

When specifying new attributes, it should be noted that EAP- AKA does
not support nessage fragnmentation. Hence, the sizes of the new
extensions MUST be linmited so that the maxi numtransfer unit (MIU) of
the underlying lower |ayer is not exceeded. According to [ RFC3748],

| ower | ayers nust provide an EAP MIU of 1020 bytes or greater, so any
ext ensi ons to EAP- AKA SHOULD NOT exceed the EAP MIU of 1020 bytes.

EAP- AKA packets do not include a version field. However, should
there be a reason to revise this protocol in the future, new
non- ski ppabl e or skippable attributes could be specified in order to
i mpl enent revised EAP- AKA versions in a backward-conpatibl e nanner
It is possible to introduce version negotiation in the

EAP- Request / AKA- I dentity and EAP- Response/ AKA-Identity messages by
speci fyi ng new ski ppabl e attri butes.
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9. Messages

This section specifies the nessages used in EAP-AKA. It specifies
when a nmessage may be transmitted or accepted, which attributes are
allowed in a message, which attributes are required in a nessage, and
ot her message-specific details. Message format is specified in
Section 8.1.

9.1. EAP-Request/AKA-Identity

The EAP/ AKA-ldentity roundtrip MAY be used for obtaining the peer
identity fromthe server. As discussed in Section 4.1, several
AKA-1dentity rounds may be required in order to obtain a valid peer
identity.

The server MUST include one of the followi ng identity requesting
attributes: AT_PERMANENT | D REQ AT_FULLAUTH | D REQ AT_ANY_I D REQ
These three attributes are nutually exclusive, so the server MJUST NOT
i ncl ude nore than one of the attributes.

If the server has previously issued an EAP-Request/ AKA-Identity
nmessage with the AT_PERMANENT ID REQ attribute, and if the server has
received a response fromthe peer, then the server MJST NOT issue a
new EAP- Request/ AKA-Identity packet.

If the server has previously issued an EAP-Request/ AKA-Identity
nmessage with the AT _FULLAUTH ID REQ attribute, and if the server has
received a response fromthe peer, then the server MJST NOT issue a
new EAP- Request/ AKA-Identity packet with the AT_ANY_I D REQ or
AT_FULLAUTH | D_REQ attri butes.

If the server has previously issued an EAP-Request/ AKA-Identity
nmessage with the AT_ANY_ID REQ attribute, and if the server has
received a response fromthe peer, then the server MJST NOT issue a
new EAP- Request/ AKA-Identity packet with the AT_ANY_I D REQ
Thi s message MJUST NOT include AT _MAC, AT IV, or AT_ENCR DATA

9.2. EAP-Response/ AKA-ldentity

The peer sends EAP- Response/ AKA-Identity in response to a valid
EAP- Request/ AKA- I dentity fromthe server.

The peer MJST include the AT IDENTITY attribute. The usage of
AT_IDENTITY is defined in Section 4.1.

Thi s message MUST NOT include AT_MAC, AT_IV, or AT_ENCR DATA
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9.3. EAP-Request/ AKA- Chal | enge

The server sends the EAP-Request/ AKA-Chal l enge on full authentication
after successfully obtaining the subscriber identity.

The AT_RAND attri bute MJST be incl uded.

AT_MAC MUST be included. In EAP-Request/AKA-Challenge, there is no
nmessage- speci fic data covered by the MAC, see Section 10. 15.

The AT_RESULT IND attribute MAY be included. The usage of this
attribute is discussed in Section 6. 2.

The AT_CHECKCODE attribute MAY be included, and in certain cases
specified in Section 10.13, it MJST be incl uded.

The EAP- Request/ AKA- Chal | enge packet MAY include encrypted attributes
for identity privacy and for comruni cating the next re-authentication
identity. In this case, the AT_IV and AT_ENCR DATA attributes are

i ncluded (Section 10.12).

The plai ntext of the AT_ENCR DATA value field consists of nested
attributes. The nested attributes MAY include AT_PADDI NG (as
specified in Section 10.12). |If the server supports identity privacy
and wants to conmuni cate a pseudonymto the peer for the next ful

aut hentication, then the nested encrypted attributes include the
AT_NEXT_PSEUDONYM attribute. |f the server supports

re-aut hentication and wants to comuni cate a fast re-authentication
identity to the peer, then the nested encrypted attributes include
the AT_NEXT _REAUTH ID attribute. Later versions of this protocol MNAY
specify additional attributes to be included within the encrypted

dat a.

VWhen processing this nessage, the peer MJST process AT_RAND and
AT_AUTN before processing other attributes. Only if these attributes
are verified to be valid, the peer derives keys and verifies AT_MAC
The operation in case an error occurs is specified in Section 6.3.1.

9.4. EAP-Response/ AKA- Chal | enge

The peer sends EAP- Response/ AKA-Chal l enge in response to a valid
EAP- Request / AKA- Chal | enge.

Sendi ng this packet indicates that the peer has successfully

aut henticated the server and that the EAP exchange will be accepted
by the peer’s local policy. Hence, if these conditions are not net,
then the peer MJST NOT send EAP-Response/ AKA-Chal | enge, but the peer
MUST send EAP- Response/ AKA-Client-Error
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The AT_MAC attribute MJUST be included. 1In
EAP- Response/ AKA- Chal | enge, there is no nessage-specific data covered
by the MAC, see Section 10.15.

The AT_RES attribute MJST be included.

The AT_CHECKCODE attribute MAY be included, and in certain cases
specified in Section 10.13, it MJST be included.

The AT_RESULT IND attribute MAY be included, if it was included in
EAP- Request / AKA- Chal | enge. The usage of this attribute is discussed
in Section 6. 2.

Later versions of this protocol MAY nake use of the AT_ENCR _DATA and
AT IV attributes in this nmessage to include encrypted (skippable)
attributes. The EAP server MJST process EAP-Response/ AKA- Chal | enge
nmessages that include these attributes even if the server did not

i npl enent these optional attributes.

9.5. EAP-Response/ AKA- Aut henti cati on- Rej ect

The peer sends the EAP-Response/ AKA- Aut henti cati on-Rej ect packet if
it does not accept the AUTN parameter. This version of the protocol
does not specify any attributes for this nessage. Future versions of
the protocol MAY specify attributes for this nessage.

The AT_MAC, AT_ENCR DATA, or AT_IV attributes MJUST NOT be used in
this nmessage.

9.6. EAP-Response/ AKA- Synchroni zation-Failure

The peer sends the EAP-Response/ AKA-Synchroni zation-Failure, when the
sequence nunber in the AUTN paraneter is incorrect.

The peer MUST include the AT_AUTS attribute. Future versions of the
protocol MAY specify other additional attributes for this nessage.

The AT_MAC, AT_ENCR DATA, or AT_IV attributes MJUST NOT be used in
thi s nessage.

9.7. EAP-Request/ AKA- Reaut henti cati on
The server sends the EAP-Request/ AKA- Reaut hentication nessage if it
wants to use fast re-authentication, and if it has received a valid

fast re-authentication identity in EAP-Response/ldentity or
EAP- Response/ AKA- I dentity.
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The AT_MAC attribute MJUST be included. No nessage-specific data is
i ncluded in the MAC cal cul ati on, see Section 10.15.

The AT_RESULT IND attribute MAY be included. The usage of this
attribute is discussed in Section 6. 2.

The AT_CHECKCODE attribute MAY be included, and in certain cases
specified in Section 10.13, it MJST be included.

The AT IV and AT_ENCR DATA attributes MJST be included. The

pl ai ntext consists of the foll owi ng nested encrypted attri butes,

whi ch MUST be included: AT _COUNTER and AT NONCE S. In addition, the
nested encrypted attributes MAY include the followi ng attributes:
AT_NEXT_REAUTH_| D and AT_PADDI NG

9.8. EAP- Response/ AKA- Reaut henti cati on

The client sends the EAP-Response/ AKA- Reaut hentication packet in
response to a valid EAP-Request/ AKA- Reaut henti cati on.

The AT_MAC attribute MJST be included. For

EAP- Response/ AKA- Reaut henti cation, the MAC code is cal cul ated over
the follow ng data: EAP packet| NONCE_S. The EAP packet is
represented as specified in Section 8.1. It is followed by the
16-byte NONCE_ S value fromthe server’s AT _NONCE S attribute.

The AT_CHECKCODE attribute MAY be included, and in certain cases
specified in Section 10.13, it MJST be incl uded.

The AT IV and AT_ENCR DATA attributes MJST be included. The nested
encrypted attributes MJST include the AT COUNTER attribute. The
AT_COUNTER TOO SMALL attribute MAY be included in the nested
encrypted attributes, and it is included in cases specified in
Section 5. The AT _PADDI NG attri bute MAY be i ncl uded.

The AT_RESULT IND attribute MAY be included, if it was included in
EAP- Request / AKA- Reaut hentication. The usage of this attribute is
di scussed in Section 6.2.

Sendi ng this packet w thout AT_COUNTER TOO SMALL i ndicates that the
peer has successfully authenticated the server and that the EAP
exchange will be accepted by the peer’s local policy. Hence, if
these conditions are not net, then the peer MJST NOT send

EAP- Response/ AKA- Reaut henti cation, but the peer MJST send

EAP- Response/ AKA-Client-Error.
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9.9. EAP-Response/ AKA-Client-Error

The peer sends EAP- Response/ AKA-Client-Error in error cases, as
specified in Section 6.3. 1.

The AT_CLI ENT_ERROR CODE attribute MUST be included. The AT_MAC,
AT 1V, or AT _ENCR DATA attributes MJUST NOT be used with this packet.

9.10. EAP-Request/AKA-Notification
The usage of this nmessage is specified in Section 6.
The AT_NOTI FI CATION attri bute MJUST be incl uded.

The AT_MAC attribute MJST be included if the P bit of the
AT _NOTI FI CATION code is set to zero, and MJST NOT be included if the
P bit is set to one. The P bit is discussed in Section 6.

No message-specific data is included in the MAC cal cul ation. See
Section 10. 15.

| f EAP-Request/AKA-Notification is used on a fast re-authentication
exchange, and if the P bit in AT_NOTIFICATION is set to zero, then
AT _COUNTER is used for replay protection. 1In this case, the

AT _ENCR DATA and AT |V attributes MJUST be included, and the

encapsul ated plaintext attributes MJST include the AT _COUNTER
attribute. The counter value included in AT_COUNTER MJST be the sane
as in the EAP-Request/ AKA- Reaut henti cati on packet on the sane fast
re-aut henticati on exchange.

9.11. EAP-Response/ AKA-Noti fication

The usage of this nmessage is specified in Section 6. This packet is
an acknow edgerment of EAP-Request/AKA-Notification.

The AT_MAC attribute MJUST be included in cases when the P bit of the
notification code in AT_NOTI FI CATI ON of EAP- Request/AKA-Noti fi cation
is set to zero, and MJST NOT be included in cases when the P bit is
set to one. The P bit is discussed in Section 6.

| f EAP-Request/AKA-Notification is used on a fast re-authentication
exchange, and if the P bit in AT _NOTIFICATION is set to zero, then
AT _COUNTER is used for replay protection. 1In this case, the
AT_ENCR_DATA and AT_IV attributes MJST be included, and the

encapsul ated pl ai ntext attributes MJST include the AT_COUNTER
attribute. The counter value included in AT _COUNTER MJST be the sane
as in the EAP-Request/ AKA- Reaut henti cati on packet on the sane fast
re-aut henticati on exchange.
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10. Attributes

This section specifies the format of nessage attributes. The
attribute type nunbers are specified in Section 11.

10.1. Table of Attributes

The following table provides a guide to which attributes may be found
i n which kinds of nessages, and in what quantity. Messages are
denoted with nunbers in parentheses as follows: (1) EAP-Request/
AKA-ldentity, (2) EAP-Response/ AKA-ldentity, (3) EAP-Request/

AKA- Chal | enge, (4) EAP-Response/ AKA- Chal | enge, (5) EAP-Request/
AKA-Not i fication, (6) EAP-Response/ AKA-Notification, (7) EAP-
Response/ AKA-Client-Error (8) EAP-Request/AKA-Reaut hentication, (9)
EAP- Response/ AKA- Reaut henti cation, (10) EAP- Response/ AKA-

Aut henti cation-Rej ect, and (11) EAP-Response/ AKA- Synchroni zati on-
Failure. The columm denoted with "E" indicates whether the attribute
is a nested attribute that MJUST be included within AT_ENCR DATA

"0" indicates that the attribute MJUST NOT be included in the nessage,
"1" indicates that the attribute MJUST be included in the nessage,
"0-1" indicates that the attribute is sometinmes included in the
message, and "0*" indicates that the attribute is not included in the
nessage in cases specified in this docunent, but MAY be included in
the future versions of the protocol.
Attribut ) (3) (4) (5) (6) (7) (8) (9) (10)(11)
AT_PERMANENT | D RE 0
AT_ANY_I D_RE
AT_FULLAUTH | D_RE
AT_| DENTI TY
AT_RAND
AT_AUTN
AT_RES
AT_AUTS
AT_NEXT_PSEUDONYM
AT_NEXT_REAUTH_I D
AT IV
AT_ENCR_DATA
AT_PADDI NG
AT_CHECKCODE
AT_RESULT_I ND
AT_NMAC
AT_COUNTER
AT_COUNTER TOO SMALL
AT_NONCE_S
AT_NOTI FI CATI ON
AT_CLI ENT_ERROR_CODE

2
0
0
0

0-1

' OO0ORrPFPOO0OO0O
[cNeoNeol JNoloNoloNoNe]
[eNeoNoloNoNoNoloNoNe]
[eNeoNoloNoNoNoloNoNe]

cNololoNoNoNoloNo)

?
-

PRPOOOOOO0OO0OOO0OO0o

1
oo
s

N

0000000
RPRRPRRRPERR
<
coo
e
;
;

coo
N
coo
N

N
oo
T oo
o
oo

o
P

o

SlcNeololololololoNololoNolololoNoloNoNoNe)
o
1
o

[eNeoNoloNoNolololoNololoNoloNoNoNoNe)
[cNeoNoloNololololoNololololoNoNeNe]
eNeoNololoNolololoNololoNolololoNoloNoNoNe)
eNeoNololoNolololoNoloNoNol JoloNoloNoNoNe)

[cNeoNoNoNeN
Or OO
[eNeoNoNe)
OOFrRORrRE
[oNeoNe]
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It should be noted that attributes AT_PERMANENT | D REQ

AT_ANY_I D REQ and AT_FULLAUTH | D REQ are mutual |y excl usive, so that
only one of them can be included at the same tinme. |If one of the
attributes AT IV or AT_ENCR DATA is included, then both of the
attributes MJIST be included.

10.2. AT_PERMANENT_| D_REQ
The format of the AT _PERMANENT |ID REQ attribute is shown bel ow
0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i
| AT_PERM .. _REQ | Length =1 | Reserved |

I s I i S e i U S DU S S S S S S

The use of the AT _PERVANENT ID REQ is defined in Section 4.1. The
value field only contains two reserved bytes, which are set to zero
on sending and ignored on reception.

10.3. AT_ANY_ID REQ

The format of the AT_ANY ID REQ attribute is shown bel ow.

0 1 2 3

01234567890123456789012345678901
T T R i e e e e o S e SRR R
| AT_ANY _ID REQ | Length =1 | Reser ved |
B s i S i I i S S S i i

The use of the AT _ANY ID REQis defined in Section 4.1. The val ue
field only contains two reserved bytes, which are set to zero on
sendi ng and i gnhored on reception.

10.4. AT_FULLAUTH | D_REQ
The format of the AT _FULLAUTH ID REQ attribute is shown bel ow.
0 1 2 3
01234567890123456789012345678901

B s i S i I i S S S i i
| AT_FULLAUTH_ ...| Length =1 | Reserved |

The use of the AT_FULLAUTH ID REQ is defined in Section 4.1. The
value field only contains two reserved bytes, which are set to zero
on sending and ignored on reception.
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10.5. AT_IDENTITY
The format of the AT _IDENTITY attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i

| AT_IDENTITY | Length | Actual ldentity Length
R Rt i i i i e T I I S S S R i e S R e e i s o

I dentity
| |
s S S i I S R R e h T Tk e S S S o T S

The use of the AT IDENTITY is defined in Section 4.1. The val ue
field of this attribute begins with 2-byte actual identity |ength,
which specifies the length of the identity in bytes. This fieldis
foll owed by the subscriber identity of the indicated actual |ength.
The identity is the permanent identity, a pseudonymidentity or a
fast re-authentication identity. The identity format is specified in
Section 4.1.1. The sane identity format is used in the AT_I DENTITY
attribute and the EAP-Response/ldentity packet, with the exception
that the peer MJST NOT decorate the identity it includes in

AT I DENTITY. The identity does not include any terminating nul
characters. Because the length of the attribute nust be a nultiple
of 4 bytes, the sender pads the identity with zero bytes when
necessary.

10.6. AT_RAND
The format of the AT _RAND attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| AT_RAND | Length =5 | Reserved

s S S i I S R R e h T Tk e S S S o T S
|
|
|
|
+-

RAND |
R e s o S e T S T T i R e e e e o o i
The value field of this attribute contains two reserved bytes

foll owed by the AKA RAND paraneter, 16 bytes (128 bits). The
reserved bytes are set to zero when sending and ignored on reception
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10.7. AT_AUIN
The format of the AT_AUTN attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i

| AT_AUTN | Length =5 | Reserved

R Rt i i i i e T I I S S S R i e S R e e i s o
I
I
I
I
+-

AUTN |
e s T i e T i ik i SR S SN R SR
The value field of this attribute contains two reserved bytes

foll owed by the AKA AUTN paraneter, 16 bytes (128 bits). The
reserved bytes are set to zero when sending and i gnored on reception

10.8. AT _RES
The format of the AT_RES attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s

AT_RES | Lengt h | RES Lengt h |

Rl T R T S SN S S T S S S S S i e S S
I

I

I

I

I

+-

I

| RES

|

e e i R R i il T SR S TR S T i it R S e e S e

The value field of this attribute begins with the 2-byte RES Length,
which identifies the exact length of the RES in bits. The RES length
is followed by the AKA RES paraneter. According to [TS33.105], the

l ength of the AKA RES can vary between 32 and 128 bits. Because the

length of the AT_RES attribute nust be a multiple of 4 bytes, the
sender pads the RES with zero bits where necessary.
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10.9. AT_AUTS
The format of the AT_AUTS attribute is shown bel ow.
0 1

01234567890123456172829
I T S S S S S S SR

+ ON

+-

| AT_AUTS | Length = 4
R ok o I N R e R
I
I
|
+-

|
|
|
|
AUTS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L

The value field of this attribute contains the AKA AUTS paraneter,
112 bits (14 bytes).

10.10. AT_NEXT_PSEUDONYM
The format of the AT _NEXT_PSEUDONYM attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| AT_NEXT_PSEU. .| Length | Actual Pseudonym Length
s S S i I S R R e h T Tk e S S S o T S
| |
. Next Pseudonym .
| |
s S S o T i i S S i (i
The value field of this attribute begins with a 2-byte actua
pseudonym | engt h, which specifies the length of the follow ng
pseudonymin bytes. This field is followed by a pseudonym usernane
that the peer can use in the next authentication. The usernane MJST
NOT include any real mportion. The username does not include any
term nating null characters. Because the length of the attribute
must be a nultiple of 4 bytes, the sender pads the pseudonymwith
zero bytes when necessary. The usernane encodi ng MJST foll ow the
UTF-8 transformation format [ RFC3629]. This attribute MJUST al ways be
encrypted by encapsulating it within the AT_ENCR DATA attri bute.
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10.11. AT_NEXT_REAUTH_I D
The format of the AT_NEXT _REAUTH ID attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i
| AT_NEXT_REAU..| Length | Actual Re-Auth ldentity Length
R Rt i i i i e T I I S S S R i e S R e e i s o

Next Fast Re-Authentication Usernane
| |
s S S i I S R R e h T Tk e S S S o T S
The value field of this attribute begins with a 2-byte actua
re-authentication identity |Iength which specifies the |length of the
following fast re-authentication identity in bytes. This field is
followed by a fast re-authentication identity that the peer can use
in the next fast re-authentication, as described in Section 5. In
environnents where a realmportion is required, the fast

re-aut hentication identity includes both a usernane portion and a
real m nanme portion. The fast re-authentication identity does not
include any termnating null characters. Because the |length of the
attribute nmust be a nultiple of 4 bytes, the sender pads the fast
re-aut hentication identity with zero bytes when necessary. The
identity encoding MJST follow the UTF-8 transfornmation format

[ RFC3629]. This attribute MJST al ways be encrypted by encapsul ati ng
it within the AT_ENCR DATA attri bute.

10.12. AT_IV, AT_ENCR DATA, and AT_PADDI NG

AT_IV and AT_ENCR DATA attributes can be used to transnit encrypted
i nformati on between the EAP- AKA peer and server.

The value field of AT IV contains two reserved bytes foll owed by a
16-byte initialization vector required by the AT _ENCR DATA attri bute.
The reserved bytes are set to zero when sending and ignored on
reception. The AT_IV attribute MJST be included if and only if the
AT_ENCR DATA is included. Section 6.3 specifies the operation if a
packet that does not neet this condition is encountered.

The sender of the AT IV attribute chooses the initialization vector
at random The sender MUST NOT reuse the initialization vector val ue
from previ ous EAP-AKA packets. The sender SHOULD use a good source
of randomess to generate the initialization vector. Please see

[ RFC4086] for nore informati on about generating random nunbers for
security applications. The format of AT IV is shown bel ow.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

AT IV | Length =5 | Reser ved |
B i T S T T i I i i S I e

|

+-

|

| Initialization Vector
|

|

+-

|

|

|
T i T e T sl et i e S S S I S S S T
The value field of the AT_ENCR DATA attribute consists of two
reserved bytes foll owed by cipher text bytes. The cipher text bytes
are encrypted using the Advanced Encryption Standard (AES) [AES] with
a 128-bit key in the C pher Bl ock Chaining (CBC) node of operation
which uses the initialization vector fromthe AT IV attribute. The
reserved bytes are set to zero when sending and ignored on reception
Pl ease see [CBC] for a description of the CBC node. The format of
the AT_ENCR DATA attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| AT_ENCR_DATA | Length | Reserved |
s S S o T i i S S i (i
| |
. Encrypted Data .
| |
B T s i I S e i S i i S S e S

The derivation of the encryption key (K encr) is specified in
Section 7.

The plai ntext consists of nested EAP- AKA attri butes.

The encryption algorithmrequires the length of the plaintext to be a
nmultiple of 16 bytes. The sender nay need to include the AT_PADDI NG
attribute as the last attribute within AT_ENCR DATA. The AT_PADDI NG
attribute is not included if the total |ength of other nested
attributes within the AT_ENCR DATA attribute is a multiple of 16
bytes. As usual, the Length of the Padding attribute includes the
Attribute Type and Attribute Length fields. The length of the
Padding attribute is 4, 8, or 12 bytes. It is chosen so that the

l ength of the value field of the AT_ENCR DATA attribute becones a
multiple of 16 bytes. The actual pad bytes in the value field are
set to zero (00 hexadecimal) on sending. The recipient of the
nmessage MUST verify that the pad bytes are set to zero. |If this
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verification fails on the peer, then it MJST send the

EAP- Response/ AKA-Cl i ent-Error packet with the error code "unable to
process packet" to terminate the authentication exchange. |If this
verification fails on the server, then the server sends the

EAP- Response/ AKA- Noti fi cati on packet with an AT_NOTI FI CATI ON code
that inplies failure to term nate the authentication exchange. The
format of the AT_PADDI NG attribute is shown bel ow.

0 1 2 3

01234567890123456789012345678901
B i T S T e N ik S S S s s o
AT_PADDING | Length | Padding. ..

+- +
| |
R T Su S S i i S S S |
| |
| |
+- +

i S T S ST S e e e e T A S T wi SuE S S S
10.13. AT_CHECKCODE

The AT_MAC attribute is not used in the very first EAP- AKA nessages
during the AKA-Identity round, because keying nmaterial has not been
derived yet. The peer and the server nmay exchange one or nore pairs
of EAP- AKA nmessages of the Subtype AKA-ldentity before keys are
derived and before the AT _MAC attribute can be applied. The EAP/-
AKA-1dentity nessages may al so be used upon fast re-authentication.

The AT_CHECKCODE attribute MAY be used to protect the EAP/
AKA-1dentity nessages. In full authentication, the server MAY

i ncl ude the AT_CHECKCODE i n EAP- Request/ AKA- Chal | enge, and the peer
MAY i ncl ude AT _CHECKCODE i n EAP- Response/ AKA- Chal | enge. I n fast
re-aut hentication, the server MAY include AT _CHECKCCODE in

EAP- Request/ AKA- Reaut hentication, and the peer MAY include
AT_CHECKCODE i n EAP- Response/ AKA- Reaut henti cati on. The fact that the
peer receives an EAP-Request with AT_CHECKCODE does not inply that
the peer would have to include AT_CHECKCODE in the correspondi ng
response. The peer MAY include AT _CHECKCODE even if the server did
not include AT _CHECKCODE in the EAP request. Because the AT _NAC
attribute is used in these nessages, AT _CHECKCODE will be integrity
protected with AT_MAC. The format of the AT_CHECKCODE attribute is
shown bel ow.
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0 1 2 3
01234567890123456789012345678901
e T e o i T R e e R rE o oh o
AT_CHECKCODE | Length | Reser ved |
+- +- + B i s s T S e  r S i S

+
|
+
| |

| Checkcode (0 or 20 bytes)

| |

| |

B o S T e e e i i TE I TR T S S S S A e i i el it S B R
The value field of AT _CHECKCODE begins with two reserved bytes, which
may be foll owed by a 20-byte checkcode. |If the checkcode is not

i ncl uded in AT_CHECKCODE, then the attribute indicates that no EAP/-
AKA-1dentity nessages were exchanged. This may occur in both ful

aut hentication and fast re-authentication. The reserved bytes are
set to zero when sending and ignored on reception

The checkcode is a hash value, calculated with SHAL [ SHA-1], over al
EAP- Request / AKA- I dentity and EAP- Response/ AKA-ldentity packets
exchanged in this authentication exchange. The packets are included
in the order that they were transmtted, that is, starting with the
first EAP-Request/AKA-ldentity nessage, followed by the corresponding
EAP- Response/ AKA- I dentity, followed by the second

EAP- Request / AKA- I dentity (if used), etc.

EAP packets are included in the hash calcul ation "as-is" (as they
were transmtted or received). Al reserved bytes, padding bytes,
etc., that are specified for various attributes are included as such
and the receiver nust not reset themto zero. No delimter bytes,
paddi ng, or any other framing are included between the EAP packets
when cal cul ati ng the checkcode.

Messages are included in request/response pairs; in other words, only
full "round trips" are included. Packets that are silently discarded
are not included, and retransmitted packets (that have the sane
Identifier value) are only included once. (The base EAP protoco

[ RFC3748] ensures that requests and responses "nmatch".) The EAP
server must only include an EAP- Request/AKA-ldentity in the

calcul ation after it has received a correspondi ng response with the
sane ldentifier value.

The peer nust include the EAP-Request/AKA-Identity and the
correspondi ng response in the calculation only if the peer receives a
subsequent EAP- Request/ AKA- Chal | enge or a foll owup EAP-Request/
AKA-ldentity with a different Identifier value than in the first

EAP- Request / AKA- 1 dentity.
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The AT_CHECKCODE attribute is optional to inplement. It is specified
in order to allow protection of the EAP/ AKA-Identity nmessages and any
future extensions to them The inplenentation of AT_CHECKCCDE is
RECOMVENDED.

If the receiver of AT _CHECKCODE i npl enents this attribute, then the
recei ver MJUST check that the checkcode is correct. |If the checkcode
is invalid, the receiver nmust operate as specified in Section 6.3.

If the EAP/ AKA-ldentity nessages are extended with new attributes,
then AT_CHECKCODE MJUST be inpl emented and used. More specifically,
if the server includes any attributes other than AT _PERVANENT | D REQ
AT _FULLAUTH | D REQ or AT _ANY_ID REQ in the EAP-Request/AKA-Identity
packet, then the server MJST include AT _CHECKCODE i n EAP- Request/
AKA- Chal | enge or EAP- Request/ AKA- Reaut hentication. |[|f the peer

i ncludes any attributes other than AT _IDENTITY in the EAP-Response/
AKA-1dentity nessage, then the peer MJIST include AT_CHECKCODE in

EAP- Response/ AKA- Chal | enge or EAP- Response/ AKA- Reaut henti cati on.

If the server inplenents the processing of any other attribute than
AT_I DENTITY for the EAP-Response/ AKA-ldentity message, then the
server MJST inplenent AT _CHECKCODE. In this case, if the server
receives any attribute other than AT_IDENTITY in the

EAP- Response/ AKA- I dentity nessage, then the server MJUST check that
AT_CHECKCODE i s present in EAP-Response/ AKA- Chal | enge or

EAP- Response/ AKA- Reaut hentication. The operation when a nmandatory
attribute is missing is specified in Section 6. 3.

Simlarly, if the peer inplenents the processing of any attribute

ot her than AT_PERVANENT_ | D REQ AT_FULLAUTH | D REQ or AT_ANY_I D REQ
for the EAP-Request/AKA-ldentity packet, then the peer MJST i npl enent
AT CHECKCODE. In this case, if the peer receives any attribute other
than AT_PERMANENT_I D REQ AT_FULLAUTH ID REQ or AT_ANY_ID REQ in the
EAP- Request / AKA- I dentity packet, then the peer MJST check that
AT_CHECKCODE i s present in EAP-Request/AKA-Chal | enge or

EAP- Request / AKA- Reaut henticati on. The operati on when a mandatory
attribute is mssing is specified in Section 6. 3.

10.14. AT_RESULT_I ND

The format of the AT _RESULT IND attribute is shown bel ow.

0 1 2 3

01234567890123456789012345678901
T T R i e e e e o S e SRR R
| AT _RESULT ...| Length =1 | Reser ved |
B s i S i I i S S S i i
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The value field of this attribute consists of two reserved bytes,
which are set to zero upon sending and ignored upon reception. This
attribute is always sent unencrypted, so it MJST NOT be encapsul at ed
within the AT _ENCR DATA attribute.

10. 15. AT_MAC

The AT_MAC attribute is used for EAP- AKA nessage authentication.
Section 9 specifies in which nmessages AT_MAC MJUST be i ncl uded.

The value field of the AT_MAC attribute contains two reserved bytes
foll owed by a keyed nessage authentication code (MAC). The MAC is
cal cul at ed over the whol e EAP packet and concatenated wi th optional
nessage-specific data, with the exception that the value field of the
MAC attribute is set to zero when calculating the MAC. The EAP
packet includes the EAP header that begins with the Code field, the
EAP- AKA header that begins with the Subtype field, and all the
attributes, as specified in Section 8.1. The reserved bytes in
AT_MAC are set to zero when sending and i gnored on reception. The
contents of the nessage-specific data that may be included in the MAC
cal cul ati on are specified separately for each EAP- AKA nessage in
Section 9.

The format of the AT _MAC attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| AT_NMAC | Length =5 | Reser ved |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| |

| MAC |

: :
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
The MAC al gorithmis HVAC SHA1-128 [ RFC2104] keyed hash value. (The
HMAC- SHAL- 128 val ue is obtained fromthe 20-byte HVAC- SHAl val ue by
truncating the output to 16 bytes. Hence, the length of the MACis

16 bytes.) The derivation of the authentication key (K aut) used in
the calculation of the MACis specified in Section 7.

When the AT _MAC attribute is included in an EAP- AKA nessage, the
reci pi ent MUST process the AT _MAC attribute before | ooking at any
other attributes, except when processi ng EAP- Request/ AKA- Chal | enge.
The processi ng of EAP- Request/ AKA- Chal l enge is specified in
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Section 9.3. If the nessage authentication code is invalid, then the
reci pient MUST ignore all other attributes in the nmessage and operate
as specified in Section 6. 3.

10.16. AT_COUNTER
The format of the AT _COUNTER attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| AT_COUNTER | Length =1 | Count er
s S S o T i i S S i (i

The value field of the AT_COUNTER attribute consists of a 16-bit
unsi gned i nteger counter value, represented in network byte order
This attribute MIST al ways be encrypted by encapsulating it within
the AT_ENCR DATA attribute.

10.17. AT_COUNTER TOO SMALL
The format of the AT_COUNTER TOO SMALL attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| AT_COUNTER...| Length =1 | Reserved
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

The value field of this attribute consists of two reserved bytes,
which are set to zero upon sending and ignored upon reception. This
attribute MIUST al ways be encrypted by encapsulating it within the
AT_ENCR_DATA attri bute.
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10.

10.

18. AT_NONCE_S
The format of the AT_NONCE S attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B S i T T i S S S S e S S i i i i
AT_NONCE_S | Length =5 | Reserved |
s i i i o i i I R S R e R R o o i S

I
NONCE_S

|

|
s i i i o i i I R S R e R R o o i S
The value field of the AT_NONCE S attri bute contains two reserved
bytes followed by a random nunber (16 bytes) that is freshly
generated by the server for this EAP-AKA fast re-authentication. The
random nunber is used as challenge for the peer and al so as a seed
val ue for the new keying material. The reserved bytes are set to
zero upon sending and ignored upon reception. This attribute MJST
al ways be encrypted by encapsulating it within the AT_ENCR _DATA
attribute.

The server MUST NOT reuse the NONCE S val ue from a previ ous EAP- AKA
fast re-authentication exchange. The server SHOULD use a good source
of randommess to generate NONCE_S. Please see [RFC4086] for nore

i nformati on about generating random nunbers for security
applications.

19. AT _NOTI FI CATI ON
The format of the AT _NOTIFICATION attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
T I S T A S T i S S e S i St S

| AT_NOTI FI CATION] Length = 1 | S|Pl Notification Code
T T S T S s Sk e s

The value field of this attribute contains a two-byte notification
code. The first and second bit (S and P) of the notification code
are interpreted as described in Section 6.
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The notification code values |isted bel ow have been reserved. The
descriptions belowillustrate the senantics of the notifications.
The peer inplenentation MAY use different wordings when presenting
the notifications to the user. The "requested service" depends on
the environnent where EAP- AKA is applied.

0 - General failure after authentication. (lnplies failure, used
after successful authentication.)

16384 - Ceneral failure. (Inplies failure, used before
aut hentication.)

32768 - Success. User has been successfully authenticated. (Does
not inmply failure, used after successful authentication.) The usage
of this code is discussed in Section 6. 2.

1026 - User has been tenporarily denied access to the requested
service. (Inplies failure, used after successful authentication.)

1031 - User has not subscribed to the requested service. (Inplies
failure, used after successful authentication.)

10.20. AT_CLI ENT_ERROR_CODE
The format of the AT _CLI ENT_ERROR CODE attribute is shown bel ow.
0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| AT_CLIENT_ERR .| Length =1 | Client Error Code

R S TR T S S e SEp S S S S i SR SIS S

The value field of this attribute contains a two-byte client error
code. The follow ng error code val ues have been reserved.

0 "unabl e to process packet": a general error code

11. 1 ANA and Protocol Numbering Considerations
| ANA has assigned the EAP type nunmber 23 for EAP-AKA authenticati on.
EAP- AKA shares nost of the protocol design, such as attributes and
nessage Subtypes, with EAP-SIM [ EAP-SIM. EAP- AKA protocol nunbers
shoul d be adnministered in the same | ANA registry with EAP-SIM  This

document establishes the registries and lists the initial protoco
nunbers for both protocols.
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EAP- AKA and EAP-SI M nessages include a Subtype field. The Subtype is
a new nunbering space for which | ANA adnministration is required. The
Subtype is an 8-bit integer. The follow ng Subtypes are specified in
this document and in [ EAP-SIM:

AKA-Chal lenge. . ... .. 1
AKA- Aut hentication-Reject....................... 2
AKA- Synchroni zation-Failure..................... 4
AKA-Tdentity. ... 5
SIMStart. . ... e 10
SIMChallenge........ ... . . .. 11
AKA-Notification and SIMNotification.......... 12
AKA- Reaut henti cati on and SI M Reaut hentication.. 13
AKA-Client-Error and SIMdient-Error.......... 14

The nessages are conposed of attributes, which have 8-bit attribute
type nunbers. Attributes nunbered within the range 0 through 127 are
cal | ed non-ski ppable attributes, and attributes within the range of
128 through 255 are call ed skippable attributes. The EAP-AKA and
EAP-SIM attribute type nunmber is a new nunbering space for which | ANA
adnministration is required. The following attribute types are
specified in this docunent in [ EAP-SIM:

AT RAND. . . o oot oo 1
AT AUTN. © o oo 2
AT RES. o oottt 3
AT _AUTS. © oo oo 4
AT _PADDI NG . o oo oo e e e e 6
AT _NONCE_ M. . o o oo e e 7
AT _PERVANENT 1D REQ . .ot eee e 10
AT VAC. . o oo o 11
AT NOTIFI CATION. o o oot e e e 12
AT ANY ID REQ . e 13
AT TDENTITY. oo oo e 14
AT VERSI ON LI ST. . et 15
AT _SELECTED VERSI ON. . . . oo eeoeeee e 16
AT FULLAUTH ID REQ . . oo oeeeeeee e 17
AT _COUNTER. - . o o o 19
AT_COUNTER TOO SMALL. . ..o 20
AT NONCE_S. . o o o o 21
AT _CLIENT_ERROR OODE. . . oo e e oo 22
AT IV 129
AT ENCR DATA. . o oot 130
AT _NEXT _PSEUDONYM . . .. voeeoe e 132
AT NEXT REAUTH ID. . oo veeee oo 133
AT _CHECKCODE. .« et e e 134
AT RESULT IND. v vvee e e e e e 135
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The AT_NOTI FI CATION attribute contains a 16-bit notification code

val ue. The nost significant bit of the notification code is called
the S bit (success) and the second nost significant bit is called the
P bit (phase). |If the S bit is set to zero, then the notification
code indicates failure; notification codes with the S bit set to one
do not indicate failure. |If the P bit is set to zero, then the
notification code can only be used before authenticati on has
occurred. If the P bit is set to one, then the notification code can
only be used after authentication. The notification code is a new
nunberi ng space for which | ANA adm nistration is required. The

foll owi ng val ues have been specified in this docunment and in

[ EAP-SI M .

CGeneral failure after authentication...................... 0
User has been tenporarily denied access................ 1026
User has not subscribed to the requested service....... 1031
General failure. ... ... .. .. 16384
SUCCBSS . .« ottt 32768

The AT _VERSI ON LI ST and AT_SELECTED VERSION attributes, specified in
[EAP-SIM, contain 16-bit EAP nethod version nunbers. The EAP nethod
versi on nunber is a new nunbering space for which | ANA adm ni stration
is required. Value 1 for "EAP-SIM Version 1" has been specified in
[EAP-SIM. Version nunbers are not currently used in EAP- AKA

The AT_CLIENT_ERROR CODE attribute contains a 16-bit client error
code. The client error code is a new nunbering space for which | ANA
adm nistration is required. Values 0, 1, 2, and 3 have been
specified in this docunent and in [EAP-SIM.

Al'l requests for val ue assignnent fromthe vari ous nunber spaces
described in this docunent require proper docunentation, according to
the "Specification Required" policy described in [RFC2434]. Requests
must be specified in sufficient detail so that interoperability

bet ween i ndependent inplenmentations is possible. Possible forns of
docunentation include, but are not limted to, RFCs, the products of
anot her standards body (e.g., 3GPP), or permanently and readily
avai | abl e vendor design notes.

12. Security Considerations
The EAP specification [ RFC3748] describes the security
vul nerabilities of EAP, which does not include its own security

nmechani sns. This section di scusses the clained security properties
of EAP-AKA as well as vulnerabilities and security recomendati ons.
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12.

12.

12.

1. ldentity Protection

EAP- AKA i ncl udes optional ldentity privacy support that protects the
privacy of the subscriber identity agai nst passive eavesdroppi ng.
Thi s docunent only specifies a mechanismto deliver pseudonyns from
the server to the peer as part of an EAP- AKA exchange. Hence, a peer
that has not yet performed any EAP- AKA exchanges does not typically

have a pseudonym available. |If the peer does not have a pseudonym
avail abl e, then the privacy mechani smcannot be used, and the
permanent identity will have to be sent in the clear. The term na

SHOULD store the pseudonymin non-volatile nenory so that it can be
mai nt ai ned across reboots. An active attacker that inpersonates the
network may use the AT_PERVMANENT ID REQ attribute (Section 4.1.2) to
| earn the subscriber’s IMSI. However, as discussed in Section 4.1.2,
the terminal can refuse to send the cleartext IMsl if it believes
that the network should be able to recognize the pseudonym

If the peer and server cannot guarantee that the pseudonymw || be
mai ntai ned reliably, and Identity privacy is required then additiona
protection froman external security mechani sm (such as Protected
Ext ensi bl e Aut hentication Protocol (PEAP) [PEAP]) may be used. The
benefits and the security considerations of using an externa
security nmechani smw th EAP- AKA are beyond the scope of this
docunent .

2. Mitual Authentication

EAP- AKA provi des mutual authentication via the 3rd generati on AKA
mechani sns [ TS33.102] and [ S. SO0055-A] .

Note that this nutual authentication is with the EAP server. In
general, EAP nethods do not authenticate the identity or services
provi ded by the EAP authenticator (if distinct fromthe EAP server)
unl ess they provide the so-called channel bindings property. The
vul nerabilities related to this have been di scussed in [ RFC3748],

[ EAPKeyi ng], [Serviceldentity].

EAP- AKA does not provide the channel bindings property, so it only
aut henticates the EAP server. However, ongoi ng work such as

[ Serviceldentity] may provide such support as an extension to popul ar
EAP net hods such as EAP-TLS, EAP-SIM or EAP-AKA

3. Flooding the Authentication Centre

The EAP- AKA server typically obtains authentication vectors fromthe
Aut hentication Centre (AuC). EAP-AKA introduces a new usage for the
AuC. The protocols between the EAP- AKA server and the AuC are out of
the scope of this docunment. However, it should be noted that a
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nmal i ci ous EAP- AKA peer nmay generate a | ot of protocol requests to
nmount a denial -of -service attack. The EAP- AKA server inplenentation
SHOULD take this into account and SHOULD take steps to linit the
traffic that it generates towards the AuC, preventing the attacker
fromflooding the AuC and from extendi ng the deni al - of -service attack
from EAP- AKA to ot her users of the AuC

4. Key Derivation

EAP- AKA supports key derivation with 128-bit effective key strength.
The key hierarchy is specified in Section 7.

The Transient EAP Keys used to protect EAP- AKA packets (K _encr

K aut), the Master Session Keys, and the Extended Master Session Keys
are cryptographically separate. An attacker cannot derive any
non-trivial information about any of these keys based on the ot her
keys. An attacker also cannot cal cul ate the pre-shared secret from
AKA | K, AKA CK, EAP-AKA K encr, EAP-AKA K aut, the Master Session
Key, or the Extended Master Session Key.

5. Brute-Force and Dictionary Attacks

The effective strength of EAP-AKA values is 128 bits, and there are
no known, conputationally feasible brute-force attacks. Because AKA
is not a password protocol (the pre-shared secret is not a
passphrase, or derived froma passphrase), EAP-AKA is not vul nerable
to dictionary attacks.

6. Protection, Replay Protection, and Confidentiality

AT_MAC, AT IV, AT _ENCR DATA, and AT _COUNTER attributes are used to
provide integrity, replay, and confidentiality protection for EAP-AKA
Requests and Responses. Integrity protection with AT_MAC i ncl udes
the EAP header. Integrity protection (AT_MAC) is based on a keyed
nmessage aut hentication code. Confidentiality (AT_ENCR DATA and

AT 1V) is based on a bl ock cipher.

Because keys are not available in the beginning of the EAP net hods,
the AT_MAC attribute cannot be used for protecting EAP/ AKA-ldentity
nmessages. However, the AT_CHECKCODE attri bute can optionally be used
to protect the integrity of the EAP/ AKA-ldentity roundtrip

Confidentiality protection is applied only to a part of the protoco
fields. The table of attributes in Section 10.1 sunmarizes which
fields are confidentiality protected. It should be noted that the
error and notification code attributes AT _CLI ENT_ERROR CODE and
AT_NOTI FI CATI ON are not confidential, but they are transmtted in the
clear. ldentity protection is discussed in Section 12.1.
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On full authentication, replay protection of the EAP exchange is
provi ded by RAND and AUTN val ues fromthe underlyi ng AKA schene.
Protecti on agai nst replays of EAP- AKA nessages is al so based on the
fact that messages that can include AT_MAC can only be sent once with
a certain EAP- AKA Subtype, and on the fact that a different K aut key
will be used for calculating AT MAC in each full authentication
exchange.

On fast re-authentication, a counter included in AT_COUNTER and a
server random nonce is used to provide replay protection. The

AT _COUNTER attribute is also included in EAP-AKA notifications, if
they are used after successful authentication in order to provide
repl ay protection between re-authentication exchanges.

The contents of the user identity string are inplicitly integrity
protected by including themin key derivation.

Because EAP-AKA is not a tunneling nmethod, EAP-Request/Notification,
EAP- Response/ Noti fi cation, EAP-Success, or EAP-Failure packets are
not confidential, integrity protected, or replay protected. On
physical ly i nsecure networks, this nmay enable an attacker to mount
deni al - of - servi ce attacks by spoofing these packets. As discussed in
Section 6.3, the peer will only accept EAP-Success after the peer
successfully authenticates the server. Hence, the attacker cannot
force the peer to believe successful nutual authentication has
occurred before the peer successfully authenticates the server or
after the peer failed to authenticate the server.

The security considerations of EAP-AKA result indications are covered
in Section 12.8

An eavesdropper will see the EAP Notification, EAP_Success and
EAP- Fai | ure packets sent in the clear. Wth EAP-AKA, confidentia
i nformati on MJUST NOT be transmitted in EAP Notification packets.

12.7. Negotiation Attacks

EAP- AKA does not protect the EAP-Response/ Nak packet. Because

EAP- AKA does not protect the EAP method negoti ati on, EAP net hod
downgr adi ng attacks nmay be possible, especially if the user uses the
same identity wi th EAP- AKA and ot her EAP nmet hods.

As described in Section 8, EAP-AKA allows the protocol to be extended
by defining new attribute types. Wen defining such attributes, it
shoul d be noted that any extra attributes included in

EAP- Request/ AKA- I dentity or EAP-Response/ AKA-ldentity packets are not
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included in the MACs | ater on, and thus sone ot her precautions nust
be taken to avoid nodifications to them

EAP- AKA does not support ciphersuite negotiation or EAP-AKA protoco
versi on negoti ation.

8. Protected Result Indications

EAP- AKA supports optional protected success indications, and
acknow edged failure indications. |If a failure occurs after
successful authentication, then the EAP-AKA failure indication is
integrity and replay protected.

Even if an EAP-Failure packet is |ost when using EAP- AKA over an
unreliable nedium then the EAP-AKA failure indications will help
ensure that the peer and EAP server will know the other party’s

aut hentication decision. |If protected success indications are used,
then the | oss of Success packet will al so be addressed by the
acknow edged, integrity, and replay protected EAP-AKA success

indication. |If the optional success indications are not used, then
the peer may end up believing the server conpl eted successfu
aut hentication, when actually it failed. Because access will not be

granted in this case, protected result indications are not needed
unless the client is not able to realize it does not have access for
an extended period of tine.

9. Man-in-the-Mddl e Attacks

In order to avoid man-in-the-m ddl e attacks and sessi on hijacking,
user data SHOULD be integrity protected on physically insecure
networks. The EAP-AKA Master Session Key or keys derived fromit MY
be used as the integrity protection keys, or, if an external security
mechani sm such as PEAP is used, then the link integrity protection
keys MAY be derived by the external security mechani sm

There are man-in-the-mddle attacks associated with the use of any

EAP nmethod within a tunneled protocol. For instance, an early
versi on of PEAP [ PEAP-02] was vulnerable to this attack. This
speci ficati on does not address these attacks. |f EAP-AKA is used

with a tunneling protocol, there should be cryptographic binding
provi ded between the protocol and EAP- AKA to prevent
man-in-the-m ddl e attacks through rogue authenticators being able to
setup one-way authenticated tunnels. For exanple, newer versions of
PEAP i ncl ude such cryptographic binding. The EAP- AKA Master Session
Key MAY be used to provide the cryptographic binding. However, the
mechani smthat provides the binding depends on the tunneling protoco
and i s beyond the scope of this docunent.
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12.10. Generating Random Nunbers
An EAP- AKA i npl ement ati on SHOULD use a good source of randomess to
generate the random nunbers required in the protocol. Please see
[ RFC4086] for nore informati on on generating random nunbers for
security applications.

13. Security dains
This section provides the security clainms required by [ RFC3748].
Auth. Mechani sm EAP- AKA is based on the AKA mechanism which is an
aut hentication and key agreenent nechani sm based on a symetric
128-bit pre-shared secret.
Ci phersuite negotiation: No
Mut ual aut hentication: Yes (Section 12.2)
Integrity protection: Yes (Section 12.6)
Repl ay protection: Yes (Section 12.6)

Confidentiality: Yes, except nethod-specific success and failure
i ndi cations (Section 12.1, Section 12.6)

Key derivation: Yes

Key strength: EAP-AKA supports key derivation with 128-bit effective
key strength.

Description of key hierarchy: Please see Section 7.
Dictionary attack protection: N A (Section 12.5)
Fast reconnect: Yes

Crypt ographi c binding: NA

Sessi on i ndependence: Yes (Section 12.4)
Fragmentation: No

Channel binding: No

I ndication of vulnerabilities. Vulnerabilities are discussed in
Section 12.
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Appendi x A, Pseudo- Random Nunber GCener at or

The "|" character denotes concatenation, and """ denotes
exponenti ati on.

Step 1: Choose a new, secret value for the seed-key, XKEY

Step 2: In hexadecimal notation |et
t = 67452301 EFCDAB89 98BADCFE 10325476 C3D2E1FO0
This is the initial value for HO| H1| H2| H3| H4
in the FIPS SHS [ SHA- 1]

Step 3: For | = 0tom- 1 do
3.1. XSEED j = 0 /* no optional user input */
3.2. For i =0to 1 do
a. XVAL = (XKEY + XSEED j) nod 2%b
b. w.i = @t, XVAL)

c. XKEY = (1 + XKEY + w_i) nod 2"b
3.3. xj =wo0olwl1l
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Thi s docunent and the information contained herein are provided on an
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| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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