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Abstract

RObust Header Conpression (ROHC), RFC 3095, defines a franework for
header conpression, along with a nunber of conpression protocols
(profiles). One operating assunption for the profiles defined in RFC
3095 is that the channel between conpressor and deconpressor is
required to maintain packet ordering. This docunment discusses
aspects of using ROHC over channels that can reorder packets. It
provi des gui delines on how to inplenent existing profiles over such
channel s, as well as suggestions for the design of new profiles.
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I nt roducti on

RObust Header Conpression (ROHC), RFC 3095 [1], defines a framework
for header conpression, along with a nunber of conpression protocols
(profiles). One operating assunption for the profiles defined in RFC
3095 is that the channel between conpressor and deconpressor is
required to maintain packet ordering for each conpressed flow. The
notivation behind this assunption was that the primary candi date
channel s consi dered di d guarantee i n-order delivery of header-
conpressed packets. This assunption nade it possible to neet the
desi gn objectives that were on top of the requirenents list at the
ti me when ROHC was bei ng designed, nanely to inprove the conpression
efficiency and the tol erance to packet | osses.

Since the publication of RFC 3095 in 2001, the question about ROHC
operation over channels that do not guarantee in-order delivery has
surfaced several tines; arguments that ROHC cannot perform adequately
over such channels have been heard. Specifically, this has been

rai sed as a weakness when conpared to ot her header conpression
alternatives, as RFC 3095 explicitly states its inability to operate
if in-order delivery is not guaranteed. For those fanmliar with the
details of ROHC and of other header conpression schenes, it is clear
that this is a msconception, but it can also be easily understood
that the wording used in RFC 3095 can lead to such interpretation.

Thi s docunent discusses the various aspects of inplenenting ROHC over
channel s that can reorder header-conpressed packets. It explains
different ways of inplenenting the profiles found in RFC 3095, as
wel |l as other profiles based on those profiles, over reordering
channels. This can be achi eved either by ensuring that conpressor

i mpl enent ati ons use conpressed headers that are sufficiently robust
to the expected possible reordering and/or by nodi fyi ng deconpressor
i npl enentations to tolerate reordered packets. |deas regarding how
existing profiles could be updated and how new profiles can be
defined to cope efficiently with reordering are al so di scussed.

In some scenarios, there mght be external means (such as a sequence
nunber) to detect and potentially correct reordering. That is, for
exanpl e, the case when runni ng conpressi on over an | Psec

Encapsul ating Security Payload (ESP) tunnel. Wth such externa
nmeans to detect reordering, the deconpressor can be nodified to make
use of the external information provided, and reordering can then be
handl ed. How to make use of external means to address reordering is,
however, out of scope for this docunent.
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2. Term nol ogy

Thi s docunent uses terni nol ogy consistent with RFC 3759 [2], and is
initself only informative. Although it does discuss technica
aspects of inplementing the ROHC specifications in particular
environnents, it does not specify any new technol ogy.

ROHC
The term "ROHC' herein refers to the followi ng profiles:

- 0x0001, 0x0002, and 0x0003 defined in RFC 3095 [1];
- 0x0004 for conpression of |IP-only headers [3];
- 0x0007 and 0x0008 for conpression of UDP-Lite headers [4].

The term "ROHC' excludes the follow ng profiles, which are either
not affected by reordering or have the assunption of in-order
delivery as a fundanmental requirenent for their proper operation

- 0x0000 (unconpressed) [1];
- 0x0005 (Link-Layer Assisted (LLA)) [5] and 0x0105
(R-node extension to LLA) [6];

Reor deri ng

A type of transm ssion taking place between conpressor and
deconpressor where in-order delivery of header-conpressed packets
i s not guaranteed.

Reor deri ng channe
A connection over which reordering, as defined above, can occur
Sequentially early packet
A packet that reaches the deconpressor before one or severa
packets of the same context identifier (CID) that were del ayed on
the link. At the time of the arrival of a sequentially early
packet, the packet(s) del ayed on the link cannot be differentiated
fromlost packet(s).
Sequentially | ate packet
A packet is late within its sequence if it reaches the
deconpressor after one or several other packets belonging to the

same CI D have been received, although the sequentially |ate packet
was sent fromthe conpressor before the other packet(s).
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Updati ng packet

A packet that updates the context of the deconpressor, e.g.
packets except R-0 and R-1* in RFC 3095 [1].

, al

Non- updat i ng packet

A packet that does not update the context of the deconpressor,
e.g., only R0 and R-1* in RFC 3095 [1].

Change packet

A packet that updates one or nore fields of the context other than
the fields pertaining to the functions established with respect to
the sequence nunmber (SN). Specifically, it is a packet that
updates fields other than the SN, the IPv4 identifier (IP-1D), the
sequence nunber of an extension header or the RTP tinmestamp (TS)

3. Applicability of This Docunent to ROHC Profiles

Thi s docunent addresses general reordering issues for ROHC profiles.
The forenost objectives are to ensure that ROHC i nmpl enentati ons do
not forward packets with incorrectly deconpressed headers to upper

| ayers, as well as to limt the possible increase in the rate of
deconpression failures or in events |eading to context damage, when
conpression is applied over reordering channels.

3.1. Profiles within Scope

The foll owi ng sections outline solutions that are generally
applicable to profiles 0x0001 (RTP), 0x0002 (UDP), and 0x0003 (ESP)
defined in RFC 3095 [1]. Profile 0x0000 (unconpressed) is not

af fected by reordering, as the headers are sent unconpressed. The
solutions also apply to profiles for IP-only (0x0004) [3] and for
UDP- Lite (0x0007 and 0x0008) [4]. These profiles are based on the
profiles of RFC 3095 [1] and inherently nake the sane in-order
del i very assunption.

3.2. Profiles with Special Considerations

Speci al consi derations are needed to nmake some of the inplenentation
solutions of sections 6.1 and 6.2 applicable to profiles 0x0002 (UDP)
[1], 0x0004 (I1P-only) [3], and 0x0008 (UDP-Lite) [4]. For these
profiles, the SNis generated at the conpressor, as it is not present
i n headers being conpressed. For the least significant bit (LSB)
encodi ng nethod, the interpretation interval offset (p) is always
p =-1 (see section 5.1.1) when interpreting the SN. The SN is thus
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required to increase for each packet received at the deconpressor
whi ch neans that reordered packets cannot be deconpressed.

3.3. Profiles Inconpatible with Reordering

The ROHC LLA profiles defined in RFC 3242 [5] and RFC 3408 [6] have
been explicitly designed with in-order delivery as a fundanenta
requirenent to their proper operation. Profiles 0x0005 and 0x0105
can therefore not be inplenmented over channel s where reordering can
occur; this docunment therefore does not apply to these profiles.

4. Background

ROHC was designed with the assunption that packets are delivered in
order from conpressor to deconpressor. This was considered as a
reasonabl e wor ki ng assunption for links where it was expected that
ROHC woul d be used. However, many have expressed that it would be
desirable to use ROHC al so over connections where in-order delivery
is not guaranteed [7].

4.1. Reordering Channels

The reordering channels that are potential candidates to use ROHC are
si ngl e-hop channels and nmulti-hop virtual channels.

A single-hop channel is a point-to-point Iink that constitutes a
single IP hop. Note that one IP hop could be one or nmultiple
physical links. For example, a single-hop reordering channel could
be a wireless link that applies error detection and perforns
retransm ssions to guarantee error-free delivery of all data.

Anot her exanple could be a wirel ess connection that perforns

bi casti ng of data during a handoff procedure.

A multi-hop virtual channel is a virtual point-to-point |ink that
traverses multiple IP hops. A multi-hop virtual channel would
typically be an I P tunnel, where conpression is applied over the
tunnel by the endpoints of the tunnel (not to be confused with single
i nk conpression of tunnel ed packets).

4.2. Robustness Principles of ROHC

Robust ness is based on the optim stic approach in the unidirectiona
and optim stic nodes of operation (U O npode), and on the secure
reference principle in the bidirectional reliable node (R-node).
Bot h approaches have different characteristics in the presence of
reordering between conpressor and deconpressor. However, in any
node, deconpression of sequentially early packets will generally be
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handl ed quite well since they will be perceived and treated by the
deconpressor as if there had been one or nore packet | osses.

4.2.1. Optimstic Approach (U O node)

A ROHC conpressor uses the optimstic approach to reduce header

over head when perfornmi ng context updates in U O node. The conpressor
normal |y repeats the sane update until it is fairly confident that
the deconpressor has successfully received the information. The
nunber of consecutive packets needed to obtain this confidence is
open to inplementations, and this nunber is normally related to the
packet |oss characteristics of the |link where header conpression is
used (see also [1l], section 5.3.1.1.1).

Al'l packet types used in U O npde are context updating.
4.2.2. Secure Reference Principle (R npde)

A ROHC conpressor uses the secure reference principle in R-node to
ensure that context synchronization between ROHC peers cannot be | ost
due to packet |osses. The conpressor obtains its confidence that the
deconpressor has successfully updated the context from a packet
carrying a 7- or 8-bit Cyclic Redundancy Check (CRC) based on

acknow edgenents received fromthe deconpressor (see also [1],
section 5.5.1.2).

The secure reference principle makes it possible for a conpressor to
use packets that do not update the context (i.e., RO and R 1* [1]).

5. Probl em Description
5.1. ROHC and Reordering Channel s

This section reviews different aspects of ROHC susceptibl e of being
i npacted by reordering of conpressed packets between ROHC peers.

5.1.1. LSB Interpretation Interval and Reordering
The | east significant bit (LSB) encoding nethod defined in RFC 3095
([1], section 5.7) specifies the interpretation interval offset,
called p, as follows:

For profiles 0x0001, 0x0003, and 0x0007:

1, when bits(SN) <= 4;
27N(bits(SN)-5) - 1 otherw se.

T T
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The resulting table describing the interpretation interval is as
foll ows:

| bits (SN) | Ofset p | (27k-1) - p |
| k | (reordering) | (1 osses) |

As shown in the table above, the ability for ROHC to handl e
sequentially | ate packets depends on the nunber of bits sent in
each packet. For exanple, a sequentially |late packet of type O
(with either 4 or 6 bits of SN) sets the |limt to one packet out
of sequence for successful deconpression to be possible.

For profiles 0x0002, 0x0004, and 0x0008:
p = - 1, independently of bits(SN)

A value of p = -1 nmeans that the interpretation interval offset
can only take positive values and that no sequentially |ate packet
can be deconpressed if reordering occurs over the |ink.

The trade-of f between reordering and robustness

The ability of ROHC to handl e sequentially |ate packets is limted
by the interpretation interval offset of the sliding w ndow used
for LSB encoding. This offset has a very small value for packets
with a small nunber of sequence nunber (SN) bits, but grows with
the number of SN bits transmitted

For channel s where both packet | osses and reordering can occur
nodi fications to the interpretation interval face a trade-off
bet ween t he anpbunt of reordering and the nunber of consecutive
packet | osses that can be handl ed by the decompressor. |If the
negative offset (i.e., p) is increased to handle a | arger anount
of reordering, the value of the positive offset of the
interpretation interval must be decreased. This nmay inpact the
conpressi on efficiency when the channel has a high |oss rate.
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This is shown in the figure:

<--- interpretation interval (size is 2"k) ---->

| <o e |
Lower v_ref Upper
Bound Bound

<--- reordering --> <--------- | osses --------- >

max delta(SN) = p max delta(SN) = (2*k-1) - p
where v_ref is the reference value as per [1l], section 4.5.1.

In practice, the maximumvariation in SN value (max delta(SN)) due
to reordering that can be handled will nornmally correspond to the
maxi mum nunber of packets that can be reordered. The sane applies
to the maxi mnum nunber of consecutive packet |osses covered by the
robust ness interval.

Ti mer - based conpression of RTP TS (see [1], section 4.5.4) provides
neans to reduce the nunber of tinmestanp bits needed in conpressed
headers after |onger gaps in the packet stream (e.g., for an audio
stream this is typically due to silence suppression). To use
timer-based conpression, an upper limt on the inter-arrival jitter
must be reliably estimated by the conpressor. It should be noted
that although the risk of reordering of course neans there is a nore
significant jitter on the path between the conpressor and the
deconpressor, there are no special reordering considerations for
timer-based conmpression. It all still boils down to the task of
estimating the jitter, requiring channel characteristics know edge at
the conpressor, and/or jitter estimation figures received fromthe
deconpressor.

5.1.2. Reordering of Packets in R-nbpde
5.1.2.1. Updating Packets

The conpressor al ways adds references in the sliding w ndow for al
updati ng packets sent. The conpressor renoves val ues ol der than
val ues for which it has received an acknow edgenment to shrink the
wi ndow and t hereby increase the conpression efficiency.

The deconpressor always updates the context when receiving an
updati ng packet and uses the new reference for deconpression
Acknowl edgenents are sent to allow the conpressor to shrink its
sliding wi ndow.
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Reor deri ng between updati ng packets

The deconpressor can update its context fromthe reception of a
sequentially |l ate updati ng packet. The deconmpressor reference is
then updated with a value that is no longer in the sliding w ndow
of the conpressor. This "m ssing reference" can be caused by
reordering when operating in R node.

The result is that the conpressor and the deconpressor |ose
synchroni zati on with each other. When the deconpressor

acknow edges the sequentially |ate packet, the conpressor m ght

al ready have discarded the reference to this sequence nunber, and
continue to conpress packets based on nore recent references (in
packet arrival tinme). Deconpression will then be attenpted using
the wong reference.

5.1.2.2. Non-Updating Packets

5.

Reor deri ng bet ween non-updating packets only

A non-updating packet that reaches the deconpressor out of
sequence only with respect to other non-updating packets can
al ways be deconpressed properly.

Reor deri ng bet ween non-updati ng packets and updati ng packets

1.3.

When a non-updating packet is reordered and becomes sequentially
late with respect to an updating packet, the deconpressor may have
al ready updated the context with a new reference when the late
packet is received. It is thus possible for a non-updating packet
to be deconpressed based on the wrong reference because of
reordering when operating in R node.

Si nce deconpressi on of non-updating packets cannot be verified,
this can |l ead to a packet erroneously deconpressed to be forwarded
to upper |ayers.

Reordering of Packets in U O npde

Reor deri ng bet ween non-change packets only

When only non-change packets are reordered with respect to each
ot her, deconpression of sequentially late packets is limted by
the offset p of the interpretation interval (see section 5.1.1).
Deconpression of a sequentially |late packet with SN = x is
possible if the value of the SN of the packet that |ast updated
the context was |less than or equal to x + p

Pelletier, et al. I nf or mati onal [ Page 10]



RFC 4224 ROHC over Reordering Channel s January 2006

Probl ens occur if context(SN) has increased by nore than p with
respect to field(SN) carried within the packet to deconpress.

This means that for a well-behaved streamwi th a constant unit
increase in the RTP SN, a packet can arrive up to p packets out of
sequence and still be correctly deconpressed. Oherwise, it
cannot be properly deconpressed. It also neans that if the
conpressor sends two consecutive packets with SN(packet1)=100 and
SN( packet 2) =108 when p=7, packetl cannot be deconpressed if it
arrives even one packet late due to reordering.

Reor dering invol ving change packets

When a packet is reordered and becones sequentially late with
respect to a change packet, deconpression of the |ate packet my
eventual ly fail, as the context information required for
successful deconpression may not be avail abl e anynore.

Decomnpr ession can al ways be verified since all U O node packet types
are context updating. Consequently, a failure to deconpress a packet
that is caused by reordering can be detected, and context

i nvalidation due to reordering can thus be avoided. The risk of
forwarding incorrectly deconpressed packets to upper |layers is
therefore snall when operating in U O node. For channels known to
reorder packets, U O node should therefore be the preferred node of
operation. The additional risk of |osing context synchronization, or
for erroneous packet to be delivered to upper layers, is limted.

5.1.4. Reordering on the Feedback Channe

For R-node, upon reception of an acknow edgenent, the conpressor
searches the sliding window to | ocate an updating packet with the
corresponding SN, if it is not found, the acknow edgerment is invalid
and is discarded ([1], section 5.5.1.2). |In other words, feedback
recei ved out of order either is still useful or is discarded.

In WO node, if the conpressor updates its context based on feedback
the same logic as for R node applies in practice.

Reordering on the feedback channel has thus no inpact in either node.
5.1.5. List Conpression

ROHC |i st conpression is an additional conpression schenme for RTP

contributing source (CSRC) lists and | P extension header chains. The

base is called tabl e-based item conpression, and it is al npst

conpl etely i ndependent fromthe rest of the ROHC conpression | ogic.
Therefore, this part of the schene does not exhibit any specia
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vul nerabilities when it cones to reordering, assumng a reasonable
optimstic approach is used in U O node. Specifically, it does not
suffer significantly fromthe "missing reference" problem when
operating in R node.

On top of the tabl e-based item conpressi on nechani sm an additiona
conpressi on techni que may be used, called reference based |i st
conpressi on. Reference based |ist conpression however has a |l ogic
that is simlar to the rest of the ROHC conmpression |ogic, and
therefore it suffers fromsimlar reordering vulnerabilities,
especially the "m ssing reference"” problemof R-npbde. Note, however,
that the generation identifier used in U O node nakes that schene
nore robust to reordering.

When using list encoding type 1, 2, or 3, which makes use of
reference lists, deconpression will succeed only if all individua
items are known by the deconpressor, along with the correct reference
list required to properly deconpress the packet. List conpression

using the "Generic schene", also known as "Encoding type 0", is not
using reference based list conpression, and type O deconpression wll
thus succeed as long as all individual itenms are known by the

deconpressor. Because of this, type 0 list conpression should be the
preferred nethod used when operating over reordering channels.

5.1.6. Reordering and Mode Transitions
Transition from U O node to R node

This transition can be affected by reordering if a packet type O
(UG- 0) is reordered and del ayed by at |east one round-trip tine
(RTT). If the deconpressor initiates a node change request to
R-node in the neantine, the reordered U0 0 packet may be handl ed
as an R-0 packet; it can be erroneously deconpressed and forwarded
to upper layers. This is because the deconpressor can switch to
R-npde as soon as it sends the acknow edgenent Ack(SN, R) to the
conpressor (see also [1], section 5.6).

Transition from R-node to U O node

A simlar situation as above can occur during this transition.
However, because the outcone of the deconpression is always
verified using a CRC verification in WO node, the reordered
packet will nost likely fail deconpression and will be discarded.

The above situation, although it is not deemed to occur frequently,

is still possible; thus, node transitions from U O node to R-npde
shoul d be avoi ded when reordering can occur
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5.2. Consequences of Reordering

The context updating properties of the packets exchanged between ROHC
peers are the nost inportant factors to consider when deriving the

i npacts of reordering. For this reason, the robustness properties of
the U O node and of the R-nbde are affected differently.

The effects of reordering on ROHC can be sunmarized as foll ows:

Functionality inconpatible with reordering;

I ncreased probability of context damage (loss of synchronization);
- Increased nunber of deconpression failures - Detected (U O R-node);
- Increased nunber of deconpression failures - Undetected (R nopde).

5.2.1. Functionality Inconpatible with Reordering

There is one optional ROHC function that cannot work in the presence
of reordering between ROHC peers.

The ROHC segnentation schenme (see [1l], section 5.2.5) relies entirely
on the in-order delivery of each segment, as there is no sequencing
information in the segnments. A segmented packet for which one (or
nore) segnment is received out of order cannot be decompressed, and it
is discarded by the deconpressor. Therefore, segnentation should not
be used if there can be reordering between the ROHC peers.

The use of this optional feature is open to inplenmentations and is
local to the conpressor only; it does not inpact the deconpressor

5.2.2. Context Damage (Loss of Synchronization)

Reor deri ng of packets between ROHC peers can inpact the robustness
properties of the optimistic approach (W O node) as well as the
reliability of the secure reference principle (R node).

The successful deconpression of a sequentially |ate change packet
(U O node) and/ or updating packet (R-node) can update the context of
the deconpressor in a manner unexpected by the conpressor. This can
lead to a | oss of context synchronization between the ROHC peers.

5.2.3. Detected Deconpression Failures (U Q R-node)

Reor deri ng of packets between ROHC peers can |lead to an increase in
the nunber of deconpression failures for context updating packets
(see sections 5.1.2.1 and 5.1.3). Fortunately, as the outconme of the
deconpressi on of updating packets can be verified, the deconpressor
can reliably detect deconpression failures, including those caused by
reordering, and discard the packet. Note that |ocal repairs, subject
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tothe limtations stated in [1] section 5.3.2.2.3, can still be
per f or med.

5.2.4. Undetected Deconpression Failures (R-node only)

Reor deri ng of packets between ROHC peers can lead to an increase in
the nunber of deconpression errors for non-updating packets. For
R-node, deconpression of R-0 and R-1* packets cannot be verified. |If
reordering occurs and deconpression is performed using the wong
secure reference (see section 5.1.2.1 and 5.1.2.2), the deconpressor
cannot reliably detect such errors. As a result, erroneous packets
may be forwarded to upper |ayers.

6. Making ROHC Tol erant agai nst Reordering

This section describes different approaches that can inprove the
performance of ROHC when used over reordering channels and m nimze
the effects of reordering. Exanples are provided to guide

i mpl enenters and designers of new profiles. The solutions target
either the properties of ROHC i npl enentations or the specification of
profiles. This is covered by sections 6.1 and 6.2, respectively.

6.1. Properties of ROHC I npl enent ati ons

Exi sting ROHC profiles can be inplenented with the capability to
properly handl e packet reordering. The nmethods described in this
section conformwith, and thus do not require any nodifications to,
the ROHC specifications within scope of this document (see section
3). Specifically, the nethods presented in this section can be

i npl enented without any inmpairnment to interoperability with other
ROHC i npl enent ati ons that do not use these nethods.

The net hods suggested here nay, however, |ower the conpression
efficiency, and these nodifications should not be used when
reordering i s known not to occur. Some of these nethods aimto

i ncrease the deconpression success rate at the deconpressor, while
others aimto avoid context damage that woul d cause a | oss of context
synchroni zati on between conpressor and deconpressor

The net hods proposed are each addressing specific issues listed in
section 5 and can be comnbined to achi eve better robustness agai nst
reordering.

6.1.1. Conpressing Headers with Robustness agai nst Reordering
The nethods described in this section are methods local only to the

conpressor inplenmentation. They can be used wi thout nodifications or
i npact to the deconpressor.
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6.1.1.1. Reordering and the Optim stic Approach

The optinmistic approach is affected by the reordering characteristics
of the channel when operating over a reordering channel. Conpressor

i mpl enent ati ons shoul d therefore adjust their optimstic approach
strategy to match both packet |oss and reordering characteristics.

For exanple, the nunber of repetitions for each context update can be
i ncreased. The conpressor should ensure that each update is repeated
until it is reasonably confident that at |east one change packet in
the sequence of repetitions has reached the deconpressor before the
first packet sent after this sequence.

6.1.1.2. Reordering and the Secure Reference Principle

Fundanental to the secure reference principle is that only val ues
acknow edged by the deconpressor can be used as reference for
conpression. In addition, sone of the packet types used in R nobde do
not include a CRC over the original unconpressed header, and the
deconpressor has no neans to verify the outconme of the deconpression

Deconpr essi on of non-updating packet types thus entirely relies on
the cumul ative effect of previous updates to the secure reference,
and the conpressed data is based on the current value of the
reference. This reference nust be synchroni zed between ROHC peers.
For R-0 and R-1* packets, the reception of the encoded bits applied
to the secure reference is sufficient for correct deconpression, but
only when in-order delivery between ROHC peers is guaranteed.

Avoi ding the "m ssing reference" problem (section 5.1.2.1)

A conpressor inplenentation can delay the advance in the sliding
wi ndow to a reference acknow edged by the deconpressor, until it
has confidence that no acknow edgenent for any of the val ues that
could be discarded can be received. This confidence can be based
on the naxi mum del ay that reordering can introduce over the
channel

6.1.1.3. Robust Selection of Conpressed Header

Packet formats can be chosen with an interpretation interval for the
LSB encoded sequence nunber that allows for |arger negative offsets
(see section 5.1.1). This provides the capability to deconpress
sequentially late packets with a greater anount of reordering.

To achieve this, the conpressor should be inplemented conservatively

in terms of the choice of packet types to send, by transmtting
packets with nore sequence nunber bits. As shown in the table in

Pelletier, et al. I nf or mati onal [ Page 15]



RFC 4224 ROHC over Reordering Channel s January 2006

section 5.1.1, using 8 bits of SN allows a packet to be deconpressed
when the reordering leads to up to 7 units in sequence number
variation (i.e., delta(SN)). Increasing the nunber of SN bits (i.e.,
using a larger SN k [1]) transmitted will make ROHC even nore
tolerant to reordering.

For exanple, a conservative conpressor inplenentation could use the
packet types as shown in the table bel ow

o e e e e e e e o o m e e e e eaaamm +
| Optimal Packet Type | Alternative Packet Type
| (without reordering) | (reordering possible)
o e e e e o e e e e e e aa oo +
| UOO0 | UOR-2*-extO |
| RO | R-1*-extO |
| R 0-CRC | UOR-2*-extO |
| R-1* | R 1*-extO
| UO1 | UOR-2-extO |
| UO1-TS | UOR-2-TS-extO |
| UO1-1D | UO1-1D-ext3 (with S=1) |
| | UOR-2-1D-extO |
| UOR-2* | UOR-2*-extO |
o e e o - - o e e e e e e oo - +

Such a conpressor inplenentati on woul d thus al ways be sendi ng at

| east 3 octets (R nbde) or 4 octets (UOnpde). This is a trade-off
when conpared to the 1 octet that can be sent by a nore aggressive

i mpl enent ati on operating on a channel with no reordering.

Note that since the interpretation interval for profiles 0x0002,
0x0004, and 0x0008 is always p = -1 i ndependently of bits(SN), the
nmet hods suggested in this section will not work for these profiles
unl ess this value is nodified (section 6.2.1).

6.1.2. Inplementing a Reordering-Tol erant Deconpressor
The nethods described in this section are nmethods local only to the
deconpressor inplenmentation. They can be used w thout nodifications
or inpact to the conpressor

6.1.2.1. Deconpressor Feedback Consi derations
Reduci ng the feedback rate when the fl ow behaves linearly

The deconpressor should reduce its feedback rate when a | arge

nunber of UOR-2 packets with extensions are received, when the
fl ow behaves linearly (i.e., when only fields pertaining to the
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functions established with respect to the sequence nunber are
changi ng) .

In particular, if the conpressor inplenmentation nmakes a nore
conservative selection of packet types (section 6.1.1.3) in order
to handl e reordering, the deconpressor should try to avoid sending
nore feedback than it would for the case where the nore opti nal
packet types are used. This can be useful to mininze the usage
of the feedback channel, thereby inproving efficiency of the link

Note that even if the deconpressor does not nake this adjustnent
to its feedback rate, packet |osses or context damages will not
i ncrease.

Acknowl edgenents and sequentially |ate packets

Reor dered feedback (or feedback for packets received out of order)
wi Il not cause problens (see section 5.1.4). However, the
deconpressor should not send acknow edgi ng feedback for a packet
that can be identified as being sequentially late (e.g., based on
the sequence nunber of the packet), as the current state of the
context will better reflect the conmpressor context than the
content of the reordered packet.

6.1.2.2. Considerations for Local Repair Mechani sms

When deconpression fails, and if reordering can be assunmed to be the
cause of this failure, subsequent deconpressions may be attenpted for
sequentially |l ate packets by going backward in the interpretation
interval (as opposed to noving forward for local repair). |[If one of
the deconpression attenpts is successful, the |ate packet may be
passed on to upper layers with or wthout updating the deconpressor
context. |If the subsequent deconpression attenpt fails, the packet
shoul d be handl ed according to [1] section 5.3.2.2.3.

6.2. Specifying ROHC Profiles w th Robustness agai nst Reordering

6.2.1. Profiles with Interpretation Interval Ofset p = -1
New revi sions of profiles 0x0002 (UDP) [1], O0x0004 (IP-only) [3], and
0x0008 (UDP-Lite) [4] should redefine how the value of the offset p
is determ ned, and use the sanme algorithmas in profile 0x0001 [1]
instead of p = -1 independently of bits(SN) (section 5.1.1).
Wi | e such a change woul d nake these updated profiles slightly Iess

robust to packet |osses, they would still be no | ess robust than
profile 0x0001.
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6.2.2. Mdifying the Interpretation Interval Ofset

The interpretation interval offset p could be nodified for existing
profiles to handle reordering while inproving the conpression
efficiency when conmpared to the solution in section 6.1.1.3.

6.2.2.1. Exanple Profile for Handling Reordering

The value of the interpretation interval offset p can be adjusted to
achi eve a robustness against reordering simlar to the effect of
sel ecting packet types as suggested in section 6.1.1.3.

Consi der a scenari o where robustness agai nst packet |osses is kept a
priority, and for which of a value p=7 is deemed enough. In this
case, a ratio where the positive offset is about twice as |arge as
the negative offset can be used. This |eaves a value of p = 27k/ 3.

The resulting values are shown in the foll ow ng table:

e . . +
| bits (SN) | Ofset p | Positive range

| k | (reordering) | (1 osses) |
TSR oo o m e e o +
| 4 | 5 | 10 |
| 5 | 10 | 21 |
| 6 | 21 | 42 |
| 7 | 42 | 85 |
| 8 | 85 | 170 |
| 9 | 170 | 341 |
SR R S +

Using this value for p, a fair anpbunt of reordering can be handl ed

wi t hout having to send UOR-2 packets nost of the tinme. The trade-off

is that this is at the expense of robustness agai nst packet | osses.
6.2.2.2. Defining the Values of p for New Profiles

As described in RFC 3095 [1], the interpretation interval when
sending k bits of SNis defined as foll ows:

f(v_ref, k) =[v_ref - p, v_ref + (2*k - 1) - p]
The negative bound (v_ref - p) limts the ability to handle
reordering, and the positive bound (v_ref + (2"k - 1) - p) linmts the
ability to handl e packet |osses.

Adjusting p will increase one of these ranges, while the other range
will decrease. This trade-off between the capability to handle
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reordering and packet |osses, including how these correlate with each
ot her, should be considered in a ROHC profile that is neant to handl e
reordering.

For exanple, if it is desirable for a profile to be as robust against
reordering (negative range) and agai nst packet |osses (positive
range), this range can be nade equal by setting p near (2"k / 2).

7. Security Considerations

Thi s docunent does not include additional security risks to [1]. In
addition, it may lower risks related to context damage in R-nbde with
i nj ected packets when sequentially |ate packets do not update the
context (section 6.1.2.1).
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