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Abst r act
Open Pl uggabl e Edge Services (OPES) framework docunents several
appl i cati on-agnosti c mechani sms such as OPES tracing, OPES bypass,
and OPES cal |l out protocol. This document extends those generic
mechani sns for Hypertext Transfer Protocol (HTTP) adaptation.

Toget her, application-agnostic OPES docunents and this HTTP profile
constitute a conplete specification for HTTP adaptati on with OPES.
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1

Scope

The Open Pl uggabl e Edge Services (OPES) framework docunents severa
appl i cati on-agnosti c mechani sms such as OPES processor and endpoints
conmuni cati ons [ RFC3897] or OPES cal |l out protocol [RFC4037]. This
docunent extends those generic mechani sns for adaptation of a
specific application protocol, HTTP [ RFC2616]. Toget her

appl i cati on-agnosti c OPES docunents and this HTTP profile constitute
a conplete specification for HITP adaptation with OPES

The primary sections of this document specify HITP-specific
ext ensions for the correspondi ng application-agnostic nmechani sns
document ed el sewhere.

OPES Docunent Map

Thi s docunent belongs to a |arge set of OPES specifications produced
by the | ETF OPES Working Group. Familiarity with the overall OPES
approach and typical scenarios is often essential when trying to
conpr ehend i sol ated OPES docunents. This section provides an index
of OPES documents to assist the reader with finding "m ssing"

i nf or mati on.

o The docunment on "OPES Use Cases and Depl oynent Scenari os"
[ RFC3752] describes a set of services and applications that are
considered in scope for OPES and have been used as a notivation
and gui dance in designing the OPES architecture.

o The OPES architecture and comon term nol ogy are described in "An
Architecture for Qpen Pluggabl e Edge Services (OPES)" [RFC3835].

o "Policy, Authorization and Enforcenment Requirenents of OPES"
[ RFC3838] outlines requirenents and assunptions on the policy
framewor k, wi thout specifying concrete authorization and
enf orcenent net hods.

o "Security Threats and Risks for OPES" [ RFC3837] provides OPES risk
anal ysis, w thout recomendi ng specific solutions.

o "OPES Treatnment of | AB Considerations” [RFC3914] addresses al
architecture-level considerations expressed by the | ETF Internet
Architecture Board (1 AB) when the OPES WG was chartered.

o At the core of the OPES architecture are the OPES processor and
the call out server, two network elenents that communicate with
each other via an OPES Call out Protocol (OCP). The requirenents
for such protocol are discussed in "Requirements for OPES Call out
Pr ot ocol s" [ RFC3836].
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3.

o0 "OPES Callout Protocol Core" [RFC4037] specifies an application
agnostic protocol core to be used for the conmuni cati on between
OPES processor and cal | out server.

o "OPES entities and end points comuni cati ons” [ RFC3897] specifies
generic tracing and bypass nechani sns for OPES.

o The OCP Core and Communi cations docunents are independent fromthe
application protocol being adapted by OPES entities. Their

generi c mechani sms have to be conpl enented by application-specific
profiles. This docunent, HITP adaptation with OPES, is such an
application profile for HTTP. It specifies how application-
agnostic OPES nmechanisns are to be used and augnmented in order to
support adaptati on of HITP nessages.

o Finally, "P: Message Processing Language" [rul es-p] defines a
| anguage for specifying what OPES adaptations (e.g., translation)
nust be applied to what application nessages (e.g., e-mail from
bob@xanpl e.com. P language is nmeant for configuring application
proxi es (OPES processors).

Cal | out Protoco

Thi s section docunents the HTTP profile for the OPES Cal | out Protoco
(OCP) Core [RFC4037]. Famliarity with OCP Core is required to
understand the HTTP profile. This section uses OCP Core conventions,
term nol ogy, and mechani sms.

OPES processor comruni cates its desire to adapt HTTP nessages via a
Negotiation Offer (NO nessage with HTTP-specific feature identifiers
docunented in Section 3.2. HITP-specific OCP optimni zati on nechani sns
can be negotiated at the same time. A callout server that supports
adaptati on of HTTP nmessages has a chance to negotiate what HTTP
message parts will participate in adaptation, including negotiation
of HTTP request parts as netadata for HITP response adaptation
Negot i abl e HTTP nmessage parts are docunented in Section 3.1.

HTTP profile introduces a new paraneter for the Application Message
Start (AMS) nessage to conmmuni cate known HTTP nessage | ength (HTTP
headers often do not convey length information reliably or at all).
This paraneter is docunented in Section 3.3. Section 3.4 docunents a
nmechani smto report HTTP nessage parts with Data Use M ne (DUM
nmessages.

The remai ni ng OCP sections docunment various OCP nmarshaling corner
cases such as handling of HITP transfer encodi ngs and 100 Conti nue
responses.
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3.1. Application Message Parts

An HTTP nessage may have several well-known parts: headers, body, and
trailers. HITP OPES processors are likely to have information about
HTTP nessage parts because they have to isolate and interpret HITP
headers and find HTTP nessage boundaries. Callout servers may either
not care about certain parts or may benefit fromreusing HTTP OPES
processor work on isolating and categorizing interesting parts.

The following is the declaration of ampart (application nmessage
part) type using OCP Core Protocol Elenment Type Declaration Mienonic

( PETDM) :

ampart: extends atom
amparts: extends list of ampart;

Figure 1
The following six "ampart" atons are valid val ues:

request - header: The start-line of an HTTP request nessage, al
request nessage headers, and the CRLF separator at the end of HITP
headers (compare with section 4.1 of [RFC2616]).

request - body: The nessage body of an HITP request nmessage as defined
in section 4.3 of [RFC2616] but not including the trailer

request-trailer: The entity headers of the trailer of an HITP request
nmessage i n chunked transfer encoding. This part follows the sane
syntax as the trailer defined in section 3.6.1 of [RFC2616].

response-header: The start-line of an HTTP response nessage, al
response nessage headers, and the CRLF separator at the end of
HTTP headers (compare with section 4.1 of [RFC2616]).

response-body: The nmessage body of an HTTP response nessage as
defined in section 4.3 of [RFC2616] but not including the trailer

response-trailer: The entity headers of the trailer of an HITP
response nmessage in chunked transfer encoding. This part follows
the same syntax as the trailer defined in section 3.6.1 of
[ RFC2616] .
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3.

3.

2. Application Profile Features

2.

Thi s docunent defines two HTTP profiles for OCP: request and response
profiles. These two profiles are described below. Each profile has
a unique feature identifier, a list of original application nessage
parts, and a |ist of adapted application nessage parts:

profile ID: http://ww.iana. org/assi gnments/opes/ocp/ http/request

original request parts: request-header, request-body, request-
trailer

adapt ed request parts: request-header, request-body, request-
trailer

adapt ed response parts: response-header, response-body, response-
trailer

profile ID: http://ww.iana. org/assi gnments/opes/ocp/ http/response

original transaction parts: request-header (aux), request-body
(aux), request-trailer (aux), response-header, response-body,
response-trailer

adapt ed response parts: response-header, response-body, response-
trailer

The request profile contains two variants of adapted part lists: HTTP
request parts and HITP response parts. Parts marked with an "(aux)"”
suffix are auxiliary parts that can only be used if explicitly
negotiated for a profile. See Section 3.2.1 for specific rules
governi ng negotiati on and use of amparts.

The scope of a negotiated profile is the OCP connection (default) or
the service group specified via the SG paraneter.

1. Profile Parts

An OCP agent MUST send application nmessage parts in the order inplied
by the profile parts lists above. An OCP agent receiving an out-of-
order part MAY term nate the transaction with an error

An OPES processor MJUST NOT send parts that are not |listed as
"original" in the negotiated profile. A callout server MJST NOT send
parts that are not |listed as "adapted" in the negotiated profile. An
OCP agent receiving an not-listed part MJST term nate the transaction
with an error. The informal rationale for the last requirement is to
reduce the nunber of subtle interoperability problenms where an agent
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thinks that the parts it is sending are understood/used by the other
agent when, in fact, they are being ignored or skipped because they
are not expected.

Sone HTTP nessages | ack certain parts. For exanple, many HTTP
requests do not have bodies, and npbst HTTP nessages do not have
trailers. An OCP agent MJST NOT send (i.e., nust skip) absent

applicati on nessage parts.

An OCP agent MUST send present non-auxiliary parts and it MJST send

those present auxiliary parts that were negotiated via the Aux-Parts
(Section 3.2.3) paraneter. OCP agents MJST NOT send auxiliary parts
that were not negotiated via the Aux-Parts (Section 3.2.3) paraneter.

An OCP agent receiving a nessage part in violation of the above
requi renments MAY term nate the corresponding transaction with an
error.

By design, original parts not included in the adapted parts |ist
cannot be adapted. In other words, a callout service can only adapt
parts in the adapted parts |list even though it nay have access to

ot her parts.

In the request profile, the callout server MJST send either adapted

request parts or adapted response parts. An OPES processor receiving
adapted flow with application nessage parts fromboth lists (in
violation of the previous rule) MIST ternm nate the OCP transaction
with an error. Informally, the callout server sends adapted response
parts to "short-circuit" the HITP transaction, forcing the OPES
processor to return an HTTP response without forwarding an adapted
HTTP request. This short-circuiting is useful for responding, for
exanpl e, to an HTTP request that the callout service defines as

f or bi dden.

Unl ess explicitly configured to do otherw se, an OPES processor MJST
offer all non-auxiliary original parts in Negotiation Ofer (NO
nmessages. See Section 3.5 for this rule rational e and exanpl es of
harnful side-effects from sel ective adaptation
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3.2.2. Profile Structure

An HTTP application profile feature extends semantics of the feature
type of OCP Core while adding the foll owi ng named paranmeters to that

t ype:

0 Aux-Parts (Section 3.2.3)

0 Pause-At-Body (Section 3.2.4)

0 Stop-Receiving-Body (Section 3.2.5)

o Preservation-Interest-Body (Section 3.2.6)
o Content-Encodi ngs (Section 3.2.7)

The definition of the HITP profile feature structure using PETDM
fol | ows:

HTTP-Profile: extends Feature with {
[ Aux- Parts: amparts];
[ Pause- At - Body: size];
[ St op- Recei vi ng- Body: si ze];
[ Preservation-I| nterest-Body: size];
[ Cont ent - Encodi ngs: codi ngs];
H

Figure 2

An HTTP profile structure can be used in feature lists of Negotiation
O fer (NO nessages and as an anonynous paraneter of a Negotiation
Response (NR) nessage. All profile paraneters apply to any OCP
transaction within profile scope.

3.2.3. Aux-Parts

The Aux-Parts paraneter of an HITP response profile can be used to
negotiate the inclusion of auxiliary application nessage parts into
the original data flow The paraneter is a possibly empty list of
am part tokens. An OPES processor MAY send an Aux-Parts paraneter to
advertise availability of auxiliary application nessage parts. A

cal l out server MAY respond with a possibly enpty subset of the parts
it needs. The callout server response defines the subset of
successfully negotiated auxiliary nessage parts.

VWhen receiving a Negotiation Ofer (NO nessage, the callout server

MJST ignore any non-auxiliary part listed in the Aux-Parts paraneter.
When sending a Negotiation Response (NR) nessage, the callout server
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MUST NOT sel ect any application nmessage part that was not explicitly
listed in the negotiation offer. |In case of a violation of the |ast
rule, the OPES processor MJST term nate the transaction

An OPES processor MJST send each negotiated auxiliary part to the
cal l out server, unless the part is absent.

Exanpl e:
Aux-Parts: (request-header,request-body)

Figure 3
3.2.4. Pause- At - Body

A cal l out server MAY use the Pause- At-Body paraneter to request a
pause in original application message body transm ssion before
original dataflow starts. The paraneter’s value is of type "offset"
The paraneter specifies the start of the non-auxiliary application
nessage body suffix that the sender is tenporarily not interested in
seei ng.

[ headers][ body prefix | body suffix J[trailer]
<-- ? --><-- offset --><-- ? oo >

<-- equiv. DWP offset ->
Fi gure 4

VWhen an OPES processor receives a Pause-At-Body paranmeter, it MJST
behave as if it has received a Want Data Paused (DWP) nessage with
the corresponding org-offset. Note that the latter offset is
different fromthe Pause-At-Body offset and is unknown until the size
of the HITP nessage headers is known.

For exanple, if the Pause-At-Body value is zero, the OPES processor
shoul d send a Paused My Data (DPM nessage just before it sends the
first Data Use Mne (DUM nessage with the response-body part in the
HTTP response profile. |f the Pause-At-Body value is 300, the OPES
processor should send a DPM nessage after transnmitting 300 OCTETs for
that application nmessage part.

Exampl e:
Pause- At - Body: O

Figure 5
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3.2.5. Stop-Receivi ng- Body

A cal l out server MAY use the Stop-Receiving-Body paraneter to inply a
Want Stop Receiving Data (DWSR) nessage behavi or before the origina
dat af | ow starts. The parameter’s value is of type "offset”. The
paranmeter specifies an offset into the original, non-auxiliary
nessage body part (request-body in request profile and response-body
in response profile).

A cal l out service MAY send a Stop-Receiving-Body parameter with its
negoti ati on response if there is a fixed offset into the nessage body
for all transactions of a profile for which a Want Stop Recei ving
Data (DWSR) nmessage woul d be sent. An OPES processor MJST behave as
if it has received a DWSR nessage with the correspondi ng of fset.

Note that the latter offset is different fromthe Stop-Receiving-Body
of fset and is unknown until the size of the HITP nessage headers is
known.

For exanple, if the Stop-Receiving-Body value is zero in an HITP
response profile, the OPES processor should send an Application
Message End (AME) nessage with result code 206 i mmedi ately after
sendi ng the response-header message part and before starting with the
response- body nessage part.

Exanpl e:
St op- Recei vi ng- Body: 0

Figure 6
3.2.6. Preservation-Interest-Body

The Preservation-Interest-Body paraneter can be used to optim ze data
preservation at the OPES processor. The paraneter’s value is of type
"size" and denonminates a prefix size of the original, non-auxiliary
nmessage body part (request-body in HTTP request profile and
response-body in response profile).

A cal l out service MAY send a Preservation-Interest-Body paraneter
with its negotiation response if there is a fixed-size prefix of the
appl i cati on nessage body for which a Data Preservation Interest (DPl)
message woul d be sent. An OPES processor MJST behave as if it
receives a DPlI nessage with org-offset zero and org-size equal to the
val ue of the Preservation-Interest-Body paraneter.
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For exanple, if the Preservation-Interest-Body value is zero in an
HTTP response profile, the callout server nust not send any Data Use
Yours (DUY) nessage for the response-body part; the OPES processor
may use this information to optimze its data preservati on behavi or
even before it nakes the decision to preserve data.

Exanpl e:
Preservation-Interest-Body: O

Figure 7
3.2.7. Content-Encodi ngs

A cal l out server MAY send a Content-Encodings list to indicate its
preferences in content encodings. Encodings listed first are
preferred to other encodings. An OPES processor MAY use any content
encodi ng when sendi ng application nmessages to a callout server.

The list of preferred content encodi ngs does not inply |ack of
support for other encodings. The OPES processor MJST NOT bypass a
service just because the actual content encodi ng does not match the
service's preferences.

If an OCP agent receives an application nessage that it cannot handl e
due to specific content encoding, the usual transaction term nation
rul es apply.

cont ent - codi ng: extends atom
content-codi ngs: extends |ist of content-coding;

Exanpl e:
Cont ent - Encodi ngs: (gzip)

Figure 8

The semantics of content-coding is defined in section 3.5 of
[ RFC2616] .
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3.2.8. Profile Negotiation Exanpl e

Exanpl e:
P: NO ({"54:http://ww.iana. org/assi gnments/opes/ocp/ http/response"
Aux-Parts: (request-header,request-body)

})
SG 5

S: NR {"54:http://ww.iana.org/assi gnments/opes/ocp/ http/response"
Aux-Parts: (request-header)
Pause- At - Body: 30
Preservation-Interest-Body: O
Cont ent - Encodi ngs: (gzip)

}
SG 5

Figure 9

Thi s exanpl e shows a negotiation offer nmade by an OPES processor for
a service group (id 5) that has al ready been created; the call out
server sends an adequate negotiati on response.

The OPES processor offers one profile feature for HITP response
nessages. Besides the standard nessage parts, the OPES processor is
able to add the header and body of the original HTTP request as
auxiliary nessage parts.

The cal | out server requests the auxiliary request-header part, but is
not interested in receiving the request-body part.

The OPES processor sends at nost the follow ng message parts, in the
specified order, for all transactions in service group 5: request-
header, response-header, response-body, response-trailer. Note that
the request-body part is not included (because it is an auxiliary
part that was not explicitly requested). Sone of the response parts
may not be sent if the original nmessage | acks them

The cal | out server indicates through the Preservation-Interest-Body
paranmeter with size zero that it will not send any DUY nessages. The
OPES processor may therefore preserve no preservation for any
transaction of this profile.

By sendi ng a Pause- At -Body val ue of 30, the callout server requests a
dat a pause. The OPES processor sends a Paused My Data (DPM nessage
i Mmedi ately after sending at | east 30 OCTETs of the response-body
part. Thereafter, the OPES processor waits for a Want Moyre Data
(DWM nessage fromthe call out service.
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3.3. Application Message Start Message

A new naned paraneter for Application Message Start (AMS) nessages is
i nt roduced.

AMEL: size
Fi gure 10

AM EL value is the size of the request-body part in the HITP request
profile, and is the size of the response-body part in the HITP
response profile, before any transfer codings have been applied (or
after all transfer codi ngs have been renpved). This definitionis
consistent with the HTTP entity | ength definition.

An OCP agent that knows the exact |ength of the HITP nessage entity
(see Section 7.2.2 "Entity Length" in [ RFC2616]) at the tinme it sends
the AMB nessage, SHOULD announce this |ength using the AM EL naned
paraneter of an AMS nessage. |f the exact entity length is not

known, an OCP agent MUST NOT send an AM EL paranmeter. Relaying
correct entity length can have significant performance advantages for
the recipient, and inplenentations are strongly encouraged to rel ay
known entity lengths. Simlarly, relaying incorrect entity length
can have drastic correctness consequences for the recipient, and

i npl enentations are urged to exercise great care when relaying entity
[ engt h.

An OPES processor receiving an AM EL paraneter SHOULD use the
paranmeter’s value in a Content-Length HTTP entity header when
constructing an HTTP nessage, provided a Content-Length HTTP entity
header is allowed for the given applicati on nessage by HITP (see
Section 3.8.1).

3.4. DUM Message
A new naned paraneter for Data Use Mne (DUM nessages is introduced.
AM Part: am part
Figure 11

An OCP agent MUST send an AM Part paraneter with every DUM nessage
that is a part of an OCP transaction with an HTTP profile. The AM
Part paraneter value is a single ampart token. As inplied by the
syntax, a DUM nessage can only contain data of a single application

nmessage part. One nmessage part can be fragmented i nto any nunber of
DUM nmessages with the same AM Part paraneter.
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The foll owi ng exanpl e shows three DUM nessages contai ning an abri dged
HTTP response nessage. The response-body part is fragmented and sent
within two DUM nmessages.

Exampl e:
P. DuM88 1 0
Kept: O
AM Part: response-header

64: HTTP/ 1.1 200 XK
Cont ent - Type: text/htm
Content-Length: 51

P. DUM 88 1 64
Kept: 64
AM Part: response-body

19: <ht ml ><body>Thi s is

P DUM 88 1 83
Kept: 83
AM Part: response-body

32: a sinple nessage. </ body></htm >

Figure 12
3.5. Selective Adaptation

The HTTP profile for OCP applies to all HTTP nessages. That scope
i ncl udes HTTP nessages such as 1xx (Informational) responses, POST,
CONNECT, and OPTI ONS requests, as well as responses w th extension
status codes and requests w th extension nmethods. Unless
specifically configured to do otherw se, an OPES processor MJST
forward all HTTP nessages for adaptation at callout servers. OPES
bypass instructions, configured HTTP nessage handling rules, and
OCP-negotiation with a callout server are all exanples of an
acceptabl e "specific configuration"” that provides an exception to
this rule.

Wiile it may seemuseless to attenpt to adapt "control" nessages such
as a 100 (Continue) response, skipping such nmessages by default nay
lead to serious security flaws and interoperability problens. For
exanpl e, sensitive company information mght be relayed via a
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carefully crafted 100 Continue response; or a nalicious CONNECT
request may not get |ogged if OPES processor does not forward these
nmessages to a callout service that is supposed to handl e them

By design, OPES processor inplenentation cannot unilaterally decide
that an HTTP nessage is not worth adapting. It needs a call out
server opinion, a configuration setting, or another externa
information to make the decision

3.6. Hop-by-hop Headers

HTTP defi nes several hop-by-hop headers (e.g., Connection) and all ows
for extension headers to be specified as hop-by-hop ones (via the
Connecti on header mechanisnm. Depending on the environnment and
configuration, an OPES processor MAY forward hop-by-hop headers to
cal |l out servers and MAY use hop-by-hop headers returned by call out
servers to build an HITP nessage for the next application hop
However, see Section 3.7 for requirenents specific to the Transfer-
Encodi ng header.

For exanple, a logging or statistics collection service my want to
see hop-by-hop headers sent by the previous application hop to the
OPES processor and/or hop-by-hop headers sent by the OPES processor
to the next application hop. Another service may actually handl e
HTTP | ogi ¢ of renpvi ng and addi ng hop-by-hop headers. Many services
wi Il ignore hop-by-hop headers. This specification does not define a
mechani sm for distinguishing these use cases.

3.7. Transfer Encodings

HTTP nessages nmay use transfer encodi ngs, a hop-by-hop encoding
feature of HTTP. Adaptations that use HTTP transfer encodi ngs have
to be explicitly negotiated. This specification does not docunent
such negotiations. |In the absence of explicit transfer-encoding
negoti ati ons, an OCP agent MJST NOT send transfer-encoded application
nessage bodi es.

Informally, the above rule neans that the agent or its environment
have to nake sure that all transfer encodings are stripped from an
HTTP nessage body before it enters OCP scope. An agent MJST

term nate the OCP transaction if it has to send an application
nessage body but cannot renobve all transfer encodings. Violations of
these rules lead to interoperability problens.

I f an OCP agent receives transfer-encoded application data in

viol ati on of the above requirement, the agent MAY terminate the
correspondi ng OCP transaction
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An OPES processor renoving transfer encodi ngs MJST renove the
Transf er - Encodi ng header before sending the header part to the
cal l out service. A callout server receiving a Transfer-Encodi ng
header MAY assune that original application data is still transfer-
encoded (and termnate the transaction). The OPES processor MJST
send a correct Transfer-Encodi ng header to the next HITP recipient,
i ndependent of what header (if any) the callout server returned.

Loggi ng and wi retappi ng are the exanpl es where negotiating acceptabl e
transfer encodings may be worthwhile. While a callout server may not
be able to strip an encoding, it may still want to log the entire
nessage "as is". In nost cases, however, the callout server would
not be able to neani ngfully handl e unknown transfer encodings.

3.8. HITP Header Correctness

VWhen comuni cating with HITP applications, OPES processors MJST
ensure correctness of all conputable HITP headers docunented in
specifications that the processors intend to be conpliant with. A
conput abl e header is defined as a header whose val ue can be conputed
based on the nessage body al one. For exanple, the correctness of
Content-Lengt h and Content-MD5 headers has to be ensured by
processors claimng conpliance with HTTP/ 1.1 ([ RFC2616]).

Informal |y and by default, the OPES processor has to validate and
eventual ly recal cul ate, add, or renpve conputable HTTP headers in
order to build a conpliant HTTP message from an adapted application
nmessage returned by the callout server. |If a particular OPES
processor trusts certain HITP headers that a callout service sends,
it can use those headers "as is".

An OPES processor MAY forward a partially adapted HTTP nessage from a
cal l out server to the next callout server, w thout verifying HITP
header correctness. Consequently, a callout service cannot assune
that the HTTP headers it receives are correct or final froman HITP
poi nt of view.

The foll owi ng subsections present guidelines for the recal cul ati on of
some HTTP headers.

3.8.1. Message Size Recal cul ation
By default, an OCP agent MJUST NOT trust the Content-Length header
that is sent within an HTTP header nessage part. The nmessage |ength

could be nodified by a callout service wi thout adaptation of the HITP
nmessage headers.
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3.

8.

Bef ore sending the HTTP nessage to the HITP peer, the OPES processor
has to ensure correctness of the nessage |ength indication according
to section 4.4 of [RFC2616].

Besi des ensuring HTTP nessage correctness, good OPES processors set
up the nessage to optimze performance, including mnimzing delivery
| atency. Specifically, indicating the end of a nessage by cl osing
the HTTP connection ought to be the last resort:

o If the callout server sends an AMEL parameter with its AMS
message, the OPES processor SHOULD use this value to create a
Content-Length header to be able to keep a persistent HITP
connection. Note that HTTP rul es prohibit a Content-Length header
to be used in transfer-encoded nessages.

o |If AMEL paraneter or equivalent entity length information is not
avai |l abl e, and HTTP rul es allow for chunked transfer encoding, the
OPES processor SHOULD use chunked transfer encoding. Note that
any Content-Length header has to be renoved in this case.

o If the nmessage size is not known a priori and chunked transfer
codi ng cannot be used, but the OPES processor can wait for the OCP
transaction to finish before forwardi ng the adapted HTTP nessage
on a persistent HTTP connection, then the processor SHOULD compute
and add a Content-Length header

o Finally, if all optim zations are not applicable, the OPES
processor SHOULD del ete any Content-Length header and forward
adapted data i medi ately, while indicating the message end by
cl osing the HTTP connection

2. Content-MXb5 Header

By default, the OPES processor MJST assunme that the call out service
nodi fies the content in a way that the MD5 checksum of the nessage
body becones invalid.

According to section 14.15 of [RFC2616], HTTP internedi ari es must not
generate Content-MD5 headers. A recalculation is therefore possible
only if the OPES processor is considered authoritative for the entity
bei ng adapted. An un-authoritative OPES processor MJIST renove the
Content - MD5 header unless it detects that the HITP nessage was not
nodified; in this case, it MAY | eave the Content-MD5 header in the
nmessage. Wen such detection significantly increases nessage

| atency, deleting the Content-MD5 header may be a better option
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3.9. Exanples

This is a possible OCP nessage flow using an HTTP request profile.
An end-user wants to access the hone page of

www. restricted. exanpl e.com through the proxy, but access is denied
by a URL bl ocking service running on the callout server used by the

proxy.

OCP nessages fromthe OPES processor are nmarked with "P:" and OCP
messages fromthe callout server are marked with "S:". The OCP
connection is not closed at the end but kept open for the next OCP
transacti on.

Exanpl e:

P: CS;

S. CS

P: SGC 11 ({"31:ocp-test.exanple.comurl-filter"});

P: NO ({"53:http://ww.iana. org/assi gnment s/ opes/ocp/ http/request"})
SG 11

S: NR {"53: http://ww.iana. org/assi gnnment s/ opes/ocp/ http/request"}
SG 11

P: TS 55 11;

P: AMS 55
AMEL: O

P: DUM 55 0
Kept: O

AM Part: request-header

235: GET http://ww. restricted. exanpl e.com HTTP/ 1.1
Accept: */*

Accept - Language: de

Accept - Encodi ng: gzip, deflate

User-Agent: Mozilla/4.0 (conpatible; Wndows NT 5.0)
Host: www. restricted. exanpl e. com

Pr oxy- Connecti on: Keep-Alive

AME 55;

AMS 55;

DUM 55 0

AM Part: response-header

wuo
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76: HTTP/ 1.1 403 For bi dden
Content - Type: text/htm
Pr oxy- Connecti on: cl ose

S: DUM 55 0
AM Part: response-body

67: <ht m ><body>You are not allowed to

access this page. </ body></htnl >

ANE 55:
TE 55;
TE 55;

wow

Figure 13

HTTP Adaptation wth OPES Noverber 2005

The next exanple is a language translation of a snmall plain text file

that gets transferred in an HTTP response.

In this exanple, OCP

agents negotiate a profile for the whole OCP connection. The OCP
connection renmains open in the end of the OCP transaction. (Note
that NO and NR nmessages were rendered with an extra newline to

satisfy RFC formatting requirenents.)

Exanpl e:
. CS;

O

NO

w InNT

NR

({"54:http://ww.iana. org/assi gnment s/ opes/ocp/ http/response"});

{"54: http://ww.iana. org/assi gnment s/ opes/ ocp/ http/response"};

TS 89 12;
AMS 89
AM EL: 86

99D

P: DUM 89 0
AM Part: response-header

65: HTTP/ 1.1 200 K
Cont ent - Type: text/plain
Content-Length: 86

P: DUM 89 65
AM Part: response-body

St andards Track

SGC 12 ({"44:ocp-test.exanpl e.com transl ate?from=EN& 0=DE"});
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86: Whet her "tis nobler in the mnd to suffer
The slings and arrows of outrageous fortune

P: AMVE 89:

S AMVB 89
AMEL: 78

P: TE 89:

S: DUM 89 0

AM Part: response-header

65: HTTP/ 1.1 200 XK
Content - Type: text/plain
Content-Length: 78

S: DUM 89 63
AM Part: response-body

80: 's edler imGCGenuet, die Pfeil und Schl eudern
des wuet enden Geschi cks erdul den

S: AMVE 89:
S. TE 89;

Fi gure 14

The foll owi ng exanpl e shows nodification of an HTM. resource and
denonstrates data preservation optimzation. The callout server uses
a DUY nmessage to send back an unchanged response header part, but
because it does not know the size of the altered HTM. resource at the
time it sends the AMS nessage, the callout server onmits the AMEL
paraneter; the OPES processor is responsible for adjusting the
Cont ent - Lengt h header.

Exanpl e:
P. Cs;
S. CS

P: SGC 10 ({"30: ocp-test.exanple.comad-filter"});

P: NO ({"54:http://ww.iana. org/assi gnments/opes/ocp/ http/response"
Aux-Parts: (request-header,request-body)
},{"45: http://ww.iana. org/assi gnment s/ opes/ ocp/ M VE"})
SG 10

S: NR {"54:http://ww.iana. org/assi gnnment s/ opes/ocp/ http/response"
Aux-Parts: (request-header)
Cont ent - Encodi ngs: (gzi p)

}
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wOww

SG 10

TS 88 10:
AVS 88
AM EL: 95

DUM 88 0
AM Part: request-header

65: GET /opes/ adsanple. htm HITP/ 1.1
Host: www. martin-stecher. de

DUM 88 65

Kept: 65 64
AM Part: response-header

64: HTTP/ 1.1 200 OK
Content - Type: text/htm
Content-Length: 95

DUM 88 129
Kept: 65 90
AM Part: response-body

26: <htm >
<body>
This is ny

AMS 88;

DUM 88 155

Kept: 65 158

AM Part: response-body

68: new ad: <ing src="ny_ad.gif"
wi dt h=88 hei ght =31>

</ body>

</htm >

DUY 88 65 64

DPI 88 129 2147483647,
AME 88;

DUM 88 0

AM Part: response-body

Rousskov & Stecher St andards Track
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4.

52: <htm >

<body>

This is nmy new ad:
</ body>

</htm >

DPI 88 129 O;
TE 88;
AVE 88;
TE 88;

wnuo®w

Figure 15
Traci ng

[ RFC3897] defines application-agnostic tracing facilities in OPES.
Conpliance with this specification requires conpliance with

[ RFC3897]. \When adapting HITP, trace entries are supplied using HITP
nessage headers. The follow ng HTTP extensi on headers are defined to
carry trace entries. Their definitions are given using BNF notation
and el enents defined in [ RFC2616] .

OPES- System
OPES- Vi a

"OPES- Systent ":" #trace-entry
"OPES-Via" ":" #trace-entry

trace-entry = opes-agent-id *( ";
opes-agent-id = absol ut eUR

par aneter )

Figure 16

An OPES System MUST add its trace entry to the OPES-System header
O her OPES agents MJST use the OPES-Via header if they add their
tracing entries. Al OPES agents MJST append their entries.
Informally, OPES-Systemis the only required OPES traci ng header
whi |l e OPES-Via provides optional tracing details; both headers
reflect the order of trace entry additions.

If an OPES-Via header is used in the original application nessage, an
OPES System MJUST append its entry to the OPES-Via header. O herw se,
an OPES System MAY append its entry to the OPES-Via header. |[If an
OPES Systemis using both headers, it MJST add identical trace
entries except it MAY onmt sone or all trace-entry paranmeters from
the OPES-Via header. Informally, the OPES Systementries in the
OPES- Vi a header are used to delimt and group OPES-Via entries from
di fferent OPES Systens wi thout having a priory know edge about OPES
Systemidentifiers.
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Note that all of these headers are defined using #list constructs
and, hence, a valid HITP nessage nay contain multiple trace entries
per header. OPES agents SHOULD use a single header-field rather than
using multiple equally-named fields to record a long trace. Using

mul ti pl e equal | y-named extensi on header-fields is illegal fromHITP s
poi nt of view and nay not work with sone of the OPES-unaware HTTP
pr oxi es.

For exanple, here is an HITP response nmessage header after OPES
adapt ati ons have been applied by a single OPES processor executing 10
OPES servi ces:

Exanpl e:
HTTP/ 1.1 200 K
Date: Thu, 18 Sep 2003 06:25:24 GVI
Last-Modified: Wed, 17 Sep 2003 18:24:25 GMI
Content-type: application/octet-stream
OPES- System http://ww. cdn. exanpl e. conl opes?sessi on=ac79a749f 56
OPES- Vi a: http://ww. cdn. exanpl e. com opes?sessi on=ac79a749f 56,
http://ww. srvcs-4u. exanpl e. com cat/ ?si d=123,
http://ww. srvcs-4u. exanpl e. com cat/ ?si d=124,
http://wwv. srvcs-4u. exanpl e. com cat/ ?si d=125 ; npde=A

Figure 17

In the above exanpl e, the OPES processor has not included its trace
entry or its trace entry was replaced by an OPES systemtrace entry.
Only 3 out of 10 services are traced. The remaining services did not
include their entries or their entries were renmoved by OPES system or
processor. The last traced service included a "node" paraneter.

Various identifiers in trace entries will probably have no neaning to
the recipient of the nessage, but nay be decoded by OPES System
sof t war e.

OPES entities MAY place optional tracing entries in a nessage trailer
(i.e., entity-headers at the end of a Chunked-Body of a chunked-
encoded nessage), provided trailer presence does not violate HTTP
protocol. See [RFC3897] for a definition of what tracing entries are
optional. OPES entities MJUST NOT place required tracing entries in a
nmessage trailer

Rousskov & Stecher St andards Track [ Page 23]



RFC 4236 HTTP Adaptation wth OPES Noverber 2005

5.

Bypass

An HTTP extension header is introduced to allow for OPES system
bypass as defined in [ RFC3897].

OPES- Bypass = "OPES-Bypass" ":" ( "*" | 1#bypass-entry )
bypass-entry = opes-agent-id

Fi gure 18

Thi s header can be added to HITP requests to request OPES system
bypass for the |isted OPES agents. The asterisk "*" character is
used to represent all possible OPES agents.

See [ RFC3897] for what can be bypassed and for bypass requirenents.
| AB Consi derati ons

OPES treatnent of IETF Internet Architecture Board (I AB)
consi derations [ RFC3238] are docunented in "OPES Treatnent of |AB
Consi derations" [RFC3914].

Security Considerations

Appl i cation-i ndependent security considerations are docunented in
appl i cati on-agnostic OPES specifications. HITP profiles do not

i ntroduce any HTTP-specific security considerations. However, that
does not inply that HITP adaptations are i mune from security
threats.

Specific threat exanples include such adaptations as rewiting the
Request - URI of an HTTP CONNECT request or renoving an HTTP hop- by-hop
Upgr ade header before the HITP proxy can act on it. As with any
adapt ati on, the OPES agents MJST NOT perform such actions without
HTTP client or server consent.

| ANA Consi derati ons
The | ANA regi sters request and response profile features (Section
3.2) using the registration procedure outlined in the "I ANA
Consi derati ons" Section of OCP Core [ RFC4037]. The correspondi ng
"uri" parameters for the two features are:
o http://ww.iana.org/assi gnments/opes/ocp/ http/request

o http://wwiana. org/assi gnments/opes/ocp/http/response
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9.

10.

10.

10.

Conpl i ance

HTTP Adaptation wth OPES Noverber 2005

Conpl i ance wi th OPES nmechani sns is defined in correspondi ng
appl i cation-agnostic specifications. HITP profiles for these
mechani sns use correspondi ng conpliance definitions fromthese
specifications, as if each profile were incorporated into the
application-agnostic specification it profiles.
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