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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2005).
Abst ract

Voi ce nmessaging is traditionally addressed using tel ephone nunber
addressing. This docunent describes two techniques for routing voice
nessages based on a tel ephone nunber. The conplete service uses the
Voice Profile for Internet Mail (VPIM Directory service to | ookup a
VPI M emai | address with a tel ephone number and confirmthat the
address is both valid and associated with the intended recipient.
However, this service will take tine to becone w dely deployed in the
near term This docunent al so describes a basic send-and-pray
service that routes and delivers nessages using only the ENUM

t el ephone nunber resolution service and the existing DNS nail routing
facilities.
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Desi gn CGoal s

This profile is intended to provide a range of functiona

capabilities for nessage routing based on one of two nmechanisns. The
nost conpl ete service should use the ENUM address resol ution service
to determine the VPIMdirectory, and then use LDAP to retrieve the
VPl M specific email address that will be used for nessage routing.

The nore basic send-and-pray nessage service uses only the ENUM
service and MX records to route the nessage to the intended

reci pient’s domain. The intelligence to further route the message to
the intended recipient is placed within the message routing system of
the recipient’s donmain

The basi ¢ nechani sm may be used even when there is a VPIMdirectory
service avail able. The basic service is useful when LDAP queries are
not avail abl e, such as nay be the case for disconnected nobile

term nals or because of firewall or information security policies.

The basi ¢ nmechani smshould facilitate the routing of VPIM nessages to
a suitable internal destination with a mninumof configuration. It
is an inportant goal to avoid any content-processing to determnine the
nature of the nmessage and its internal destination. At a mnimm it
shoul d be possible to establish a sinmple mail forwarding rule that
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sends all inbound VPI M nessages to a designated system while
facilitating the routing of FAX, SMs5, or other telephone-addressed
nmessages to other potentially different systens.
It is a goal that the mechanisnms outlined in this docunment be
extensible for all store-and-forward, telephone-nunber addressed
nessagi ng services.
It is a goal that the VPIMdirectory discovery and VPIM directory
guery steps occur within the timng constraints for user interfaces
in PSTN networks. 95%of the time, that constraint can be a two-
second response.
2. The Conplete Service
For the conplete VPI M nmessage routing service, the sending client
SHOULD query the VPIMdirectory for the VPl Mspecific email address.
The client SHOULD use the ENUM service to retrieve the identity of
the VPIM Directory to query. The client should then query that
server for the email address and any additional attributes desired.
2.1. Specification of Service "E2U+VPI M LDAP"
* Service Nanme: E. 164 to VPI M LDAP URL
* URI Type: "LDAP:"
*  Type: VPIM
*  Subtype: LDAP
* Functional Specification: See sections 3.2 through 3.3
* I ntended Usage: COVMON
* Author: Greg Vaudreuil (gregv@ eee.orgq)
* Security Considerations:

o Malicious Redirection

One of the fundanental dangers related to any service such as
this is that a malicious entry in a resolver’'s database w |l
cause clients to resolve the E. 164 into the wong LDAP URL.

The possible intent may be to cause the client to connect to a
rogue LDAP server and retrieve (or fail to retrieve) a resource
cont ai ni ng fraudul ent or damagi ng i nformation
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o Denial of Service

By removing the URL to which the E 164 maps, a malicious
intruder may renove the client’s ability to access the LDAP
directory server.

2.2. VPIMDirectory D scovery

The VPIM directory server is found by using the ENUM protocol and
querying for the VPIMDI R service associated with the tel ephone number
of the recipient.

The DNS query nane is created as described by [ENUM. The tel ephone
nunber used for the directory location MAY contain additional sub-
address information as additional digits.

Exampl e:

Query: 2.1.2.1.5.5.5.3.1.6.1.el64. arpa
Responses:
N NAPTR 10 10 "U' "E2U+VPI M LDAP" \
"1~ *$l dap://vdirl. Zcorp. com t el ephoneNunber =\ 1! "

N NAPTR 10 20 "U' " E2U+VPI M LDAP" \
“IA*gl dap://vdir2. Zcorp. conl t el ephoneNunber =\ 1! "

It is recormended that VPIMI R servers be deployed in a redundant
configuration. NAPTR weight fields provide the ability to give two
records indicating the same service and preference a different

wei ght. The same wei ght can be specified for randomdi stribution
between the two servers. See [NAPTR-1, NAPTR-2, NAPTR-3, NAPTR-4]

2.3. Address Query

Once the VPIMdirectory is discovered, the client SHOULD i ssue an
LDAP query for the vPI M FC822Mi |l box, that is, the address that
SHOULD be used as the value for both the RFC 822 To: field and the
SMIP RCPT command. See [VPIMIIR.

3. The Basic Service
The basic service relies upon NAPTR rewrite rules to nechanically
construct a valid VPIMspecific enail address. In the recipient’s

domai n, the constructed address may be further routed using
i ntradomain mail routing techniques.
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To facilitate a full range of intradomain routing options, the
constructed enail address indicates that the message is a VPIM
nessage. For ease of processing in the recipient’s intradomain mai
routing system the indication that the message is a VPI M nessage
SHOULD be in the domai n name portion
Note that there is no assurance the constructed address is valid, nor
that the constructed address corresponds to the intended recipient.
Because no capabilities information is provided about the recipient,
messages sent with this mechani sm SHOULD be sent using only the nedia
and content types of the VPIM V2 profile.

3.1. Specification of Service "E2U+VPIM Mailto:"
* Service Nane: E. 164 to VPIM Mail To: URL
* URI Type: "Mailto:"
*  Type: VPIM
*  Subtype: MAILTO
* Functional Specification: See sections 4.2 through 4.4
* | ntended Usage: COVMON
* Author: Geg Vaudreuil (gregv@ eee.orq)
* Error Conditions:

o E. 164 nunber not in the nunbering plan

o E. 164 nunber in the nunbering plan, but no URLs exist for that
nunber

o E2U+VPI M Mailto Service unavail abl e
* Security Considerations:
o Malicious Redirection
One of the fundanental dangers related to any service such as
this is that a malicious entry in a resolver’'s database w |l
cause clients to resolve the E. 164 into the wong email URL

The possible intent may be to cause the client to send the
information to an incorrect destination
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o Denial of Service

By removing the URL to which the E 164 maps, a malicious
intruder may renove the client’s ability to access the
resource.

o Unsolicited Bul k Emi l

The exposure of emmil addresses through the ENUM service
provides a bulk mailer access to | arge nunbers of emnai
addresses where only the tel ephone nunber was previously known.

3.2. Address Construction

Construct a VPIMemail address using the address rewite rules of the
NAPTR records associated with the VPI M service.

3.3. Interdommi n Message Routing

The interdomain routing of a constructed VPIM address is mechanically
i ndi stinguishable fromexisting email routing. No changes to the
infrastructure are required. The sending system consults the Domain
Nane System for an MX record corresponding to the domain nane and
forwards the nessage to the indicated system

3.4. Intradomai n Message Routing
Wthin the recipient’s domain, the message may be further routed to

the appropriate nessaging system Two general nechani sns may be used
to further route the nessage to the intended systemw thin a network.

Note: This section is strictly informational. The nmechani snms for
intradomai n routing are an internal matter for the domain and do
not affect the protocol. It is only necessary that the addresses

created by the NAPTR rewrite rul es have nmeaning to the domain
advertising them However, a convention for the creation and use
of such addresses may be useful.

3.4.1. Directory-Enabl ed Routing

Various proprietary directory mechani snms provide a nmeans for an

i nbound mail router of the recipient’s domain to send a nessage to
the appropriate internal nmail host. In nany cases, the local part of
the address is used to query for an internal nail address. That
internal mail address is substituted for the SMIP RCPT address and
used to deliver the nessage to the recipient mailbox. Note that the
mai | box does not need to have any know edge of the mechanically-
constructed tel ephone nunber-based address.
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Exanpl e address: +12145551212@p. net
3.4.2. Service-based Mail Routing

Alternately, a mail gateway may sinply send all voice nessages into a
separate nessagi ng system That systemnmay be a single voice
nessagi ng server or a service-specific gateway into a | arger

t el ephone nunber-based voi ce- nessagi ng net worK.

Such a mail gateway nmay be provisioned with a sinple rule or snal
set of rules to forward all messages of a given service type to a
pre-defined server. This rule would check for the service nane
"VPIM as a prefix to the constructed domain name to reroute
nmessages.

Exanpl e address: +12145551212@/PI M sp. net
4. Security Considerations

There is little information disclosed to the sender of the nessage
that is not already disclosed using standard enail protocols. The
ability to use this protocol to probe for valid addresses is
identical to the sending of test nmessages and waiting for a non-
delivery notification in return

4.1. Unsolicited Bul k Emmai

However, the use of ENUMrecords to create routable email addresses
fromtel ephone nunbers provides bul k-emailers the capabilities to
send email to a large set of recipients where only the tel ephone
nunber is known or where tel ephone nunbers are guessed.

4.2. DNS-based Attacks

Both the compl ete and basic services rely upon the DNS to provide the
i nfornmati on necessary to validate a recipient or send a nessage. The
nessage sender is a casual, unauthenticated use of the indicated
servers, and relies upon the DNS for accurate information. |f the
DNS is conproni sed, an attacker can redirect nmessages by providing a
mal i ci ous emnil| address or indicating a rogue directory with
mal i ci ous LDAP URL's. Use of DNS Security protocols [ DNSSEC
substantially reduces the risk of a domain being hijacked. [If the

E. 164 zone is secured with DNSSEC, then the attack is precluded if
the client can trust the key used to sign the zone. DNS security
does not protect against the LDAP service being independently

conprom sed. Further discussion on the risk to this LDAP service is
provided in [ VPIMD R].
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5. 1 ANA Consi derati ons

This specification registers the E2U+VPI M and E2U+Voi ce servi ces
according to the specifications and guidelines in RFC 3761 [ ENUM and
the definitions in this docunent.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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