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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2005).

Abst r act
Thi s docunent specifies the telnet Uniform Resource lIdentifier (URI)
schene that was originally specified in RFC 1738. The purpose of
this docunent is to allow RFC 1738 to be nade obsol ete whil e keeping
the informati on about the scheme on standards track

1. Introduction
URI's were previously defined in [ RFC2396], which was updated by
[ RFC3986]. Those docunents al so specify how to define schemes for
URI s.
The first definition for many URI schenmes appeared in [RFC1738].
Because that docunment has been nade obsol ete, this docunent copies
the telnet URI schenme fromit to allow that material to remain on
standards track.

2. Scheme Definition

The Telnet URL schene is used to designate interactive services that
may be accessed by the Tel net protocol [STD8].

A telnet URL takes the form

tel net://<user>: <passwor d>@host >: <port >/
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The final "/" character may be omtted. |If :<port>is omtted, the
port defaults to 23. The :<password> can be omitted, as well as the
whol e <user >: <password> part. Few inplenentations handl e the user
nane and password very well, if at all

This URL does not designate a data object, but rather an interactive
service. Renpte interactive services vary widely in the neans by
which they allow renpote logins; in practice, the <user> and
<password> supplied are advisory only: clients accessing a telnet URL
nerely advise the user of the suggested username and password.

Many RFCs have added various services to the Tel net protocol for
better authentication, encryption of traffic, or both. Those RFCs
have not specified new URI schenes for Telnet to invoke those
services (along the lines of "https" being a different URI schene
from"http"). Some nodern telnet clients attenpt to invoke those
nor e- secure versions of Telnet when resolving a "telnet" URL.

3. Security Considerations

There are many security considerations for URI schemes discussed in
[ RFC3986] .

The Tel net protocol nornmally uses passwords in the clear for

aut hentication, and nornally offers no privacy. In normal telnet,
both the user’s identity and their password are exposed wi thout any
protection; after that, the contents of the entire Tel net session is
exposed w t hout any protection.

Many extensi ons have been nade to Telnet to nake it nbre secure in
different ways. In particular, [RFC2941] gives a framework based on
a telnet option that many other security extensions have | everaged
off of. These extensions are certainly worthwhile nethods for
reduci ng the obvi ous problens with exposing the user’s nane,
password, and plaintext of the session in the clear

Al t hough sone nodern telnet clients attenpt to i nvoke those nore-
secure versions of Telnet when resolving a "telnet" URL, other telnet
clients do not, so a user cannot rely on this type of security unless
it is explicitly enabled and the results of the security negotiation
are checked.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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