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Status of This Meno
Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.
Copyri ght Notice
Copyright (C The Internet Society (2005).
Abst r act
Thi s docunent describes how to use Transport Layer Security (TLS) to

secure Conmon Open Policy Service (COPS) connections over the
I nternet.

Thi s docunent al so updates RFC 2748 by nodi fying the contents of the
Client-Accept nessage.
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1. Introduction

COPS [ RFC2748] was designed to distribute clear-text policy
information froma centralized Policy Decision Point (PDP) to a set
of Policy Enforcenent Points (PEP) in the Internet. COPS provides
its own security mechanisnms to protect the per-hop integrity of the
depl oyed policy. However, the use of COPS for sensitive applications
(e.g., sone types of security policy distribution) requires
addi ti onal security neasures, such as data confidentiality. This is
because sone organizations find it necessary to hide some or all of
their security policies, e.g., because policy distribution to devices
such as nmobile platforns can cross domai n boundari es.

TLS [ RFC2246] was designed to provide channel -oriented security. TLS
standardi zes SSL and may be used with any connection-oriented
service. TLS provides nechani sns for both one- and two-way

aut hentication, dynanm c session keying, and data stream privacy and
integrity.

Thi s docunent descri bes how to use COPS over TLS. "COPS over TLS" is
abbrevi at ed COPS/ TLS.
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d ossary
COPS - Commpn Open Policy Service. See [RFC2748].
COPS/ TCP - A plain-vanilla inplenmentation of COPS.
COPS/ TLS - A secure inplenentation of COPS using TLS.

PDP - Policy Decision Point. A so referred to as the Policy Server.
See [ RFC2753].

PEP - Policy Enforcenment Point. Also referred to as the Policy
Client. See [RFC2753].

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. COPS Over TLS

COPS/ TLS is very sinple: use COPS over TLS simlar to how you woul d
use COPS over TCP (COPS/TCP). Apart froma specific procedure used
to initialize the connection, there is no difference between COPS/ TLS
and COPS/ TCP.

3. Separate Ports versus Upward Negoti ation

There are two ways in which insecure and secure versions of the sane
protocol can be run simultaneously.

In the first nethod, the secure version of the protocol is also

all ocated a well-known port. This strategy of having well-known port
nunbers for both, the secure and insecure versions, is known as
"Separate Ports’. The clients requiring security can sinply connect
to the well-known secure port. This nethod is easy to inplenent,
with no nodifications needed to existing insecure inplenentations.
The di sadvantage, however, is that it doesn't scale well, because a
new port is required for each secure inplenentation. Mre problens
with this approach have been listed in [ RFC2595].

The second nethod is known as ’'Upward Negotiation'. In this nethod,
the secure and insecure versions of the protocol run on the sane
port. The client connects to the server, both di scover each others’
capabilities, and start security negotiations if desired. This

met hod usual ly requires sone changes to the protocol being secured.
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In view of the many issues with the Separate Ports approach, the
aut hors have decided to use the Upward Negotiati on nethod for
COPS/ TLS.

4. COPS/ TLS (bjects and Error codes

This section describes the COPS objects and error codes needed to
support COPS/ TLS.

4.1. The TLS Message Integrity Object (Integrity-TLS)

The TLS Integrity object is used by the PDP and the PEP to start the
TLS negotiation. This object should be included only in the Cient-
Open or Cient-Accept nessages. It MJST NOT be included in any other
COPS nessage.

0 1 2 3
R R R R +
| Length (Cctets) | CGNum=l6 | C Type=2
S S S S +
| RNy | Fl ags |
TSR TSR TSR TSR +

Note: //// inplies the field is reserved, set to 0, and should
be ignored on receipt.

Flags: 16 bits
0x01 = StartTLS
This flag indicates that the sender of the nessage
wi shes to initiate a TLS handshake.

The Cient-Type of any message containing this object MJST be O.
Client-Type O is used to negotiate COPS connection | evel security and
must only be used during the connection establishnent phase. Please
refer to section 4.1 of [RFC2748] for nore details.

4.2. Error Codes

This section uses the error codes described in section 2.2.8 (Error
nj ect) of [RFC2748].

Error Code: 13= Unknown COPS (bj ect:
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Sub-code (octet 2) contains the unknown object’s CNum and (octet 3)
contai ns unknown object’'s CType. |If the PEP or PDP does not support
TLS, the C- Num specified MJUST be 16 and the C Type MJST be 2. This
denonstrates that the TLS version of the Integrity object is not
known.

This error code MJUST be used by either PEP or PDP to indicate a
security-rel ated connection closure if it cannot support a TLS
connection for the COPS protocol

If the PDP wi shes to negotiate a different security mechani smthan
requested by the PEP in the Cient-Qpen, it MJST send the follow ng
error code:

Error Code: 15= Aut henti cati on Required

VWere the Sub-code (octet 2) contains the C Nunrl6 val ue for the
Integrity Cbject and (octet 3) MJIST specify the PDP

required/ preferred Integrity object C Type. |If the server does not
support any form of COPS-Security, it MJST set the Sub-code (octet 2)
to 16 and (octet 3) to zero instead, signifying that no type of the
Integrity object is supported.

5. COPS/ TLS Secure Connection Initiation

Security negotiation may be initiated by either the PDP or the PEP
The PEP can initiate a negotiation via a Cient-Cpen nessage, while a
PDP can initiate a negotiation via a Cient-Accept nessage.

Once the TLS connection is established, all COPS data MJUST be sent as
TLS "application data".

5.1. PEP Initiated Security Negotiation

A PEP MAY initiate a TLS security negotiation with a PDP using the
Client-Open nessage. To do this, the dient-QOpen nessage MJST have a
Client-Type of 0 and MJST include the Integrity-TLS object.

Upon receiving the dient-Open nessage, the PDP SHOULD respond with a
Client-Accept message containing the Integrity-TLS object.

Note that in order to carry the Integrity-TLS object, the contents of
the dient-Accept nessage defined in section 3.7 of [RFC2748] need
not change, except that the C Type of the integrity object contained
there-in should now be C Type=2. For Exanple:
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<Cient-Accept> ::= <Common Header >
<KA Ti nmer >
[ <ACCT Ti mer >]
[<Integrity (C Nunmrl6, C Type=2)>]

Note also that this new format of the Cient-Accept nessage does not
repl ace or obsolete the existing dient-Accept nessage format, which
can continue to be used for non-secure COPS session negoti ations.

Upon receiving the appropriate Cient-Accept nmessage, the PEP SHOULD
initiate the TLS handshake.

The nmessage exchange is as foll ows:

C. dient-0Open (dient-Type
S: dient-Accept (Cient-Type
<TLS handshake>

C'S. <...further nessages...>

0, Integrity-TLS)
0, Integrity-TLS)

In case the PDP does not wi sh to open a secure connection with the
PEP, it MUST reply with a dient-C ose nessage and close the
connection. The Cient-C ose nessage MJST include the error code 15=
Aut hentication required, with the Sub-code (octet 2) set to 16 for
the Integrity object’s CGNum and (octet 3) set to the C Type
corresponding to the server’'s preferred Integrity type, or zero for
no security.

A PEP requiring the Integrity-TLS object in a Cient-Accept nessage
MJST cl ose the connection if the Integrity-TLS object is m ssing.
The ensuing Cient-C ose nmessage MJST include the error code 15=
Aut hentication required, with the Sub-code (octet 2) containing the
required Integrity object’s C Num=16, and (octet 3) containing the
required Integrity object’s C Type=2.

5.2. PDP Initiated Security Negotiation

The PEP initially opens a TCP connection with the PDP on the standard
COPS port and sends a dient-Qpen nessage. This Cient-Open nessage
MUST have a Cient-Type of O.

The PDP SHOULD then reply with a Cient-Accept nessage. |In order to
signal the PEP to start the TLS handshake, the PDP MJUST incl ude the
Integrity-TLS object in the dient-Accept nessage.

Upon receiving the Cient-Accept nmessage with the Integrity-TLS

object, the PEP SHOULD initiate the TLS handshake. |If for any reason
the PEP cannot initiate the handshake, it MJST cl ose the connection
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The nmessage exchange is as foll ows:

C. dient-0Open (dient-Type
S: dient-Accept (Cient-Type
<TLS handshake>

C'S. <...further nessages...>

0)
0, Integrity-TLS)

After receiving the dient-Accept, the PEP MUST NOT send any nessages
until the TLS handshake is conplete. Upon receiving any nessage from
the PEP before the TLS handshake starts, the PDP MJST issue a
Client-Cl ose message with an error code 15= Authentication Required.

A PDP wishing to negotiate security with a PEP having an existing
non- secure connection MJST send a Client-Close with the error code
15= Authentication required, with the Sub-code (octet 2) containing
the required Integrity object’s C Numel6, and (octet 3) contai ning
the required Integrity object’s C Type=2, and then wait for the PEP
to reconnect. Upon receiving the dient-Qpen nessage, it SHOULD use
the dient-Accept nessage to initiate security negotiation

6. Connection C osure

TLS provides facilities to securely close its connections. Reception
of a valid closure alert assures an inplenentation that no further
data will arrive on that connection. The TLS specification requires
TLS inplenentations to initiate a closure alert exchange before
closing a connection. It also permits TLS inplenentations to close
connections without waiting to receive closure alerts fromthe peer
provided they send their own first. A connection closed in this way
is known as an "inconplete close". TLS allows inplenentations to
reuse the session in this case, but COPS/ TLS makes no use of this
capability.

A connection closed without first sending a closure alert is known as
a "premature close”. Note that a premature close does not call into
qguestion the security of the data already received, but sinmply

i ndi cates that subsequent data m ght have been truncated. Because
TLS is oblivious to COPS nessage boundaries, it is necessary to

exam ne the COPS data itself (specifically the Message header) to

det ermi ne whet her truncation occurred.

6.1. PEP System Behavi or
PEP i npl ementati ons MJST treat premature closes as errors and any
data received as potentially truncated. The COPS protocol allows the

PEP systemto find out whether truncation took place. A PEP system
detecting an inconplete close SHOULD recover gracefully.
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PEP systens SHOULD send a cl osure alert before closing the
connection. PEPs unprepared to receive any nore data MAY choose not
to wait for the PDP systenis closure alert and sinply close the
connection, thus generating an inconplete close on the PDP side.

6.2. PDP System Behavi or

COPS permits a PEP to close the connection at any time, and requires
PDPs to recover gracefully. 1In particular, PDPs SHOULD be prepared
to receive an inconplete close fromthe PEP, since a PEP often shuts
down for operational reasons unrelated to the transfer of policy

i nformation between the PEP and PDP

| mpl enent ati on note: The PDP ordinarily expects to be able to
signal the end of data by closing the connection. However, the
PEP may have already sent the closure alert and dropped the
connecti on.

PDP systens MJUST attenpt to initiate an exchange of closure alerts
with the PEP system before closing the connection. PDP systens MAY
cl ose the connection after sending the closure alert, thus generating
an inconplete close on the PEP side.

7. Endpoint ldentification and Access Contro

Al PEP inplenentations of COPS/ TLS MJUST support an access contro
mechani smto identify authorized PDPs. This requirenent provides a
| evel of assurance that the policy arriving at the PEP is actually
valid. PEP deploynments SHOULD require the use of this access contro
nmechani sm for operation of COPS over TLS. When access control is
enabl ed, the PEP inplenentation MJST NOT initiate COPS/ TLS
connections to systens not authorized as PDPs by the access contro
mechani sm

Simlarly, PDP COPS/TLS inplementations MJST support an access
control nmechanismpermtting themto restrict their services to

aut hori zed PEP systens only. However, deployments MAY choose not to
use an access control mechanismat the PDP, as organi zations m ght
not consider the types of policy being deployed as sensitive, and
therefore do not need to incur the expense of managi ng credentials
for the PEP systenms. |If access controls are used, however, the PDP
i mpl enentati on MUST term nate COPS/ TLS connections from unaut hori zed
PEP systens and |l og an error if an auditable | ogging nechanismis
present.

| mpl ement ati ons of COPS/ TLS MJUST use X. 509 v3 certificates conformng

to [RFC3280] to identify PDP and PEP systens. COPS/TLS systens MJST
performcertificate verification processing conformng to [ RFC3280].

Wal ker & Kul kar ni St andards Track [ Page 8]



RFC 4261 COPS Over TLS Decenber 2005

I f a subject Al tNanme extension of type dNSNane or i PAddress is present
inthe PDP's certificate, it MJST be used as the PDP identity. |If
both types are present, dNSName SHOULD be used as the PDP identity.
If neither type is present, the nost specific Common Nane field in
the Subject field of the certificate SHOULD be used.

Mat ching is perforned using the matching rules specified by
[RFC3280]. If nore than one identity of a given type is present in
the certificate (e.g., nore than one dNSName in the subjectAltNane
certificate extension), a match in any one of the provided identities
is acceptable. Generally, the COPS systemuses the first nane for
mat chi ng, except as noted below in the I P address checking
requirenents.

7.1. PEP Identity

VWen PEP systens are not access controlled, the PDP does not need
ext ernal know edge of what the PEP' s identity ought to be and so
checks are neither possible nor necessary. 1In this case, there is no
requi rement for PEP systems to register with a certificate authority,
and COPS over TLS uses one-way authentication, of the PDP to the PEP

VWhen PEP systens are access controll ed, PEPs MJST be the subjects of
end entity certificates [RFC3280]. 1In this case, COPS over TLS uses
two-way aut hentication, and the PDP MJUST performthe sane identity
checks for the PEPs as described above for the PDP

VWhen access controls are in effect at the PDP, PDP inplenentations
MJUST have a mechanismto securely acquire the trust anchor for each
aut horized Certification Authority (CA) that issues certificates to
supported PEPs.

7.2. PDP ldentity

CGeneral |y, COPS/TLS requests are generated by the PEP consulting
bootstrap policy information that identifies PDPs that the PEP is

aut horized to connect to. This policy provides the PEP with the
hostname or | P address of the PDP. How this bootstrap policy
information arrives at the PEP is outside the scope of this docunent.
However, all PEP inplenmentati ons MIST provi de a mechanismto securely
deliver or configure the bootstrap policy.

Al PEP inplenentations MUST be able to securely acquire the trust
anchor for each authorized Certification Authority (CA) that issues
PDP certificates. Also, the PEPs MJUST support a nechanismto
securely acquire an access control list (ACL) or filter identifying
the set of authorized PDPs associated with each CA. Depl oynents nust
take care to avoid circular dependencies in accessing trust anchors
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and ACLs. At a mininum trust anchors and ACLs may be installed
manual | y.

PEP depl oynents that participate in nultiple domains, such as those
on nobile platforns, MAY use different CAs and access control lists
in each domain.

If the PDP hostnanme or |P address is available via the bootstrap
policy, the PEP MJUST check it against the PDP's identity as presented
inthe PDPs TLS Certificate nessage.

In sonme cases, the bootstrap policy will identify the authorized PDP
only by an | P address of the PDP system |In this case, the
subj ect Al t Name MJST be present in the certificate, and it MJST

i ncl ude an i PAddress format matchi ng the expected nane of the policy
server.

If the hostnane of the PDP does not match the identity in the
certificate, a PEP on a user-oriented system MIST either notify the
user (PEP systens MAY afford the user the opportunity to continue
with the connection in any case) or term nate the connection with a
bad certificate error. PEPs on unattended systenms MJST |log the error
to an appropriate audit log (if available) and MJUST term nate the
connection with a bad certificate error. Unattended PEP systens MAY
provide a configuration setting that disables this check, but then
MUST provide a setting that enables it.

8. Cipher Suite Requirenents

| mpl ement ati ons MUST support the TLS RSA W TH 3DES EDE CBC SHA ci pher
suite. All other cipher suites are optional

9. Backward Conpatibility
The PEP and PDP SHOULD be backward conpatible with peers that have
not been nodified to support COPS/ TLS. They SHOULD handle errors
generated in response to the Integrity-TLS object.

10. |1 ANA Consi derations
The |1 ANA has added the following CNum GC- Type conbination for the
Integrity-TLS object to the registry at
http://ww. i ana. or g/ assi gnnent s/ cops- par aneters:

0x10 0x02 Message Integrity, Integrity-TLS [ RFC4261]
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For Client-Type 0, the | ANA has added the foll owing Flags val ue for
the Integrity-TLS object:

0x01 = StartTLS

Further, for Client-Type 0, the I ANA has added the follow ng text for
Error Sub- Codes:

Error Code: 15

Error Sub- Code:

Cctet 2: CG-Numof the Integrity object

Cctet 3: C Type of the supported/preferred Integrity object or

Zero.
Err or - Code Er r or - SubCode Descri ption
Cctet 2 Cctet 3
15 16 0 No security
15 16 2 Integrity-TLS supported/ preferred

Further values for the Flags field and the reserved field can only be
assigned by | ETF Consensus rule, as defined in [RFC2434].

11. Security Considerations

A COPS PDP and PEP MJUST check the results of the TLS negotiation to
see whet her an acceptabl e degree of authentication and privacy have
been achieved. |If the negotiation has resulted in unacceptable
algorithms or key lengths, either side MAY choose to terminate the
connecti on.

A man-in-the-m ddl e attack can be | aunched by del eting the
Integrity-TLS object or altering the dient-Open or Cient-Accept
messages. |If security is required, the PEP and PDP bootstrap policy
must specify this, and PEP and PDP inpl enmentati ons shoul d reject
Client-Open or Cient-Accept nessages that fail to include an
Integrity-TLS object.
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
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this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
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The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
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