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Abst ract

The I Psec, Internet Key Exchange (IKE), and |KEv2 protocols rely on
security algorithns to provide privacy and authenticati on between the
initiator and responder. There are nmany such al gorithns avail abl e,
and two | Psec systens cannot interoperate unless they are using the
same al gorithms. This docunent specifies optional suites of
algorithms and attributes that can be used to sinmplify the

adm ni stration of |IPsec when used in manual keying nbde, with I KEvl
or with | KEv2.

1. Introduction

Thi s docunent is a conpanion to | Psec [RFC2401] and its two key
exchange protocols, |KE [RFC2409] and I KEv2 [IKEv2]. Like nost
security protocols, |IPsec, IKE, and |IKEv2 allow users to chose which
cryptographic algorithnms they want to use to neet their security
needs.

| mpl ement ati on experience with IPsec in manual key node and with | KE
has shown that there are so many choices for typical system
administrators to make that it is difficult to achieve
interoperability without careful pre-agreement. Because of this, the
| Psec Working Group agreed that there should be a small nunber of
naned suites that cover typical security policies. These suites nay
be presented in the admnistrative interface of the | Psec system
These suites, often called "U suites" ("user interface suites"), are
optional and do not prevent inplenenters fromallow ng individua

sel ection of the security algorithns.
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Al though the U suites listed here are optional to inplenment, this
docunent is on the standards track because inplenmenters who cal
particul ar suites by the names used here have to conformto the
suites listed in this docunent. These suites should not be

consi dered extensions to | Psec, IKE, and |IKEv2, but instead

adm ni strative nethods for describing sets of configurations.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MNAY'
in this document are to be interpreted as described in [ RFC2119].

2. U Suites

This section lists optional, non-nmandatory suites that may be
presented to system admini strators to ease the burden of choosing
anong the many options in | Psec systens. These suites cannot cover
all of the options that an administrator needs to select. Instead,
they give values for a subset of the options.

Note that these U suites are sinply collections of values for sone
options in IPsec. Use of U suites does not change the |Psec, |IKE

or |KEv2 protocols in any way. Specifically, the transform
substructure in IKE and | KEv2 nust be used to give the value for each
specified option regardl ess of whether or not U suites are used.

| mpl ement ations that use U suites SHOULD al so provi de a managenent
interface for specifying values for individual cryptographic options.
That is, it is unlikely that U suites are a conplete solution for
mat chi ng the security policies of many | Psec users, and therefore an
interface that gives a nore conplete set of options should be used as
wel | .

| Psec inplenmentations that use these U suites SHOULD use the suite
nanes |listed here. [|Psec inplenentations SHOULD NOT use nanes
different than those listed here for the suites that are descri bed,
and MUST NOT use the names listed here for suites that do not match
these values. These requirenents are necessary for interoperability.

Note that the suites listed here are for use of IPsec in virtua
private networks. Qher uses of IPsec will probably want to define
their own suites and give themdifferent names.

Addi tional suites can be defined by RFCs. The strings used to
identify U suites are registered by | ANA
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2.1. Suite "VPN-A"

This suite matches the comonly used corporate VPN security used in
| KEvl at the time of this document’s publication.

| Psec:

Pr ot ocol Encapsul ating Security Payl oad (ESP) [ RFC2406]
ESP encryption Tripl eDES i n CBC npode [ RFC2451]

ESP integrity HMAC- SHAL- 96 [ RFC2404]

| KE and | KEv2:

Encryption Tripl eDES i n CBC node [ RFC2451]

Pseudo-random functi on HVAC- SHAL [ RFC2104]

Integrity HVAC- SHAL1- 96 [ RFC2404]

Diffie-Hell man group 1024-bit Modul ar Exponential (MODP) [ RFC2409]

Rekeyi ng of Phase 2 (for IKE) or the CREATE CHI LD SA (for |KEv2) MJUST
be supported by both parties in this suite. The initiator of this
exchange MAY include a new Diffie-Hellman key; if it is included, it
MJUST be of type 1024-bit MODP. |If the initiator of the exchange
includes a Diffie-Hellman key, the responder MJST include a Diffie-
Hel | man key, and it MJUST of type 1024-bit MODP.

2.2. Suite "VPN-B'
This suite is what nany peopl e expect the commonly used corporate VPN

security that will be used within a few years of the time this
docunent’s publication.

| Psec:

Pr ot ocol ESP [ RFC2406]

ESP encryption AES with 128-bit keys in CBC node [ AES- CBC|
ESP integrity AES- XCBC- MAC- 96 [ AES- XCBC- MAC]

| KE and | KEv2:

Encryption AES with 128-bit keys in CBC node [ AES- CBC|
Pseudo-random functi on AES- XCBC- PRF- 128 [ AES- XCBC- PRF- 128]
Integrity AES- XCBC- MAC- 96 [ AES- XCBC- MAC]
Diffie-Hellmn group 2048-bit MODP [ RFC3526]

Rekeyi ng of Phase 2 (for IKE) or the CREATE CHI LD SA (for |KEv2) MJUST
be supported by both parties in this suite. The initiator of this
exchange MAY include a new Diffie-Hellman key; if it is included, it
MJUST be of type 2048-bit MODP. |If the initiator of the exchange
includes a Diffie-Hellman key, the responder MJST include a Diffie-
Hel | man key, and it MJUST of type 2048-bit MODP.
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2.3. Lifetimes for I KEvl

| KEvl has two security paraneters that do not appear in |KEv2,

nanely, the lifetine of the Phase 1 and Phase 2 security associations
(SAs). Systems that use IKEvl with either the VPN-A or VPN-B suites
MUST use an SA lifetinme of 86400 seconds (1 day) for Phase 1 and an
SA lifetinme of 28800 seconds (8 hours) for Phase 2.

3. Acknow edgenent s

Much of the text and ideas in this docunent cane fromearlier
versions of the | KEv2 docunent edited by Charlie Kaufman. O her text
and i deas were contributed by other nenbers of the |Psec Wrking

G oup.

4. Security Considerations

Thi s docunent inherits all of the security considerations of the
| Psec, I KE, and | KEv2 docunents.

Sone of the security options specified in these suites may be found
in the future to have properties significantly weaker than those that
were believed at the time this document was produced.

5. 1 ANA Consi derati ons

| ANA has created and will maintain a registry called, "Cryptographic
Suites for I KEvl, 1KEv2, and | Psec". The registry consists of a text
string and an RFC nunber that lists the associated transfornms. New
entries can be added to the registry only after RFC publication and
approval by an expert designated by the | ESG

The initial values for the new registry are:
[ dentifier Defined in

VPN- A RFC 4308
VPN- B RFC 4308
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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