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Abst r act
This meno defines an SMv2 MB nodul e for managi ng the Rapid Spanning
Tree capability defined by the | EEE P802. 1t and P802. 1w anmendnents to
| EEE Std 802. 1D 1998 for bridgi ng between Local Area Network (LAN)
segnents. The objects in this MB are defined to apply both to
transparent bridging and to bridges connected by subnetworks ot her
than LAN segnents.
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1.

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

This meno defines an SMv2 MB nodul e for managi ng the Rapid Spanning
Tree (RSTP) capability defined by the | EEE P802. 1t [802.1t] and

P802. 1w [ 802. 1w] anendnents to | EEE Std 802. 1D 1998 [802. 1D-1998] for
bri dgi ng between Local Area Network (LAN) segments. The objects in
this MB are defined to apply both to transparent bridging and to

bri dges connected by subnetworks ot her than LAN segnents.

Rel ati onship to | EEE 802. 1t and 802. 1w Arendnent s
Thi s docunent defines nanaged objects for the Rapid Spanning Tree

Prot ocol defined by the | EEE P802. 1t and | EEE P802. 1w anmendnents to
802. 1D 1998.

RSTP-M B Nane | EEE 802. 1 Reference
dot 1dSt p
dot 1dSt pVer si on (w) 17.16.1 ForceVersion
dot 1dSt pTxHol dCount (w) 17.16.6 TxHol dCount
dot 1dSt pExt Port Tabl e
dot 1dSt pPort Pr ot ocol M grati on (w) 17.18.10 ntheck
dot 1dSt pPor t Adm nEdgePor t (t) 18.3.3 adni nEdgePor t
dot 1dSt pPor t Oper EdgePor t (t) 18.3.4 oper EdgePor t
dot 1dSt pPor t Adm nPoi nt ToPoi nt (w) 6.4.3 adnmi nPoi nt ToPoi nt MAC
dot 1dSt pPor t Oper Poi nt ToPoi nt (w) 6.4.3 oper Poi nt ToPoi nt MAC
dot 1dSt pPor t Adm nPat hCost (D) 8.5.5.3 Path Cost

There are concerns that there nay be changes made in the 802. 1D 2004
edition that woul d [ ead to non-backward-conpati ble SM changes for
802. 1t and 802. 1w managed objects in the MB nodules. The Bridge MB
wor ki ng group decided to 'freeze' the technical content of the MB
nodul es at a level that is conpatible with the 802.1t and 802. 1w
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versions, and |l eave to the | EEE 802.1 working group any updates
beyond this.

For informational purposes only, these are the references for the
above objects in 802.1D 2004 [802. 1D 2004].

RSTP-M B Nane | EEE 802. 1D- 2004 Reference
dot 1dSt p

dot 1dSt pVer si on 17.13.4 ForceVersion

dot 1dSt pTxHol dCount 17.13. 12 TxHol dCount

dot 1dSt pExt Port Tabl e
dot 1dSt pPort Pr ot ocol M grati on 17.19. 13 ntheck
dot 1dSt pPor t Adm nEdgePor t 17.13.1 adm nEdgePort
dot 1dSt pPor t Oper EdgePor t 17.19. 17 oper EdgePort
dot 1dSt pPor t Adm nPoi nt ToPoi nt 6.4.3 adnmi nPoi nt ToPoi nt MAC
dot 1dSt pPor t Oper Poi nt ToPoi nt 6.4.3 oper Poi nt ToPoi nt MAC
dot 1dSt pPor t Adm nPat hCost 17.13.11 Path Cost

4, Relation to the BRI DGE-M B

The objects in the RSTP-M B suppl ement those defined in the Bridge
M B [ RFC4188] .

The Original BRI DGE-M B [ RFC1493] has been updated in an SMv2-
conpliant version [RFC4188]. Confornmance statenments have been added
and sone description and reference cl auses have been updated. The
interpretati ons of sone objects were changed to acconmpdate | EEE
802. 1t and 802. 1w anendnent s.

The obj ect dot 1dSt pPort Pat hCost 32 was added to support | EEE 802. 1t,
and the perm ssible values of dotldStpPriority and
dot 1dSt pPortPriority have been clarified for bridges supporting | EEE
802. 1t or | EEE 802.1w. The interpretation of
dot 1dSt pTi meSi nceTopol ogyChange has been clarified for bridges
supporting the RSTP.
See the updated BRI DGE-M B [ RFC4188] for details.

5. Definitions for RSTP-MB

RSTP-M B DEFINI TIONS ::= BEG N
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MODULE- | DENTI TY, OBJECT-TYPE, I|nteger32, mb-2
FROM SNWPv2- SM
Trut hVal ue
FROM SNMPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF
dot 1dSt p, dot 1dStpPortEntry
FROM BRI DGE- M B;

rst pM B MODULE- | DENTI TY
LAST- UPDATED "200512070000Z"
ORGANI ZATI ON "1 ETF Bridge M B Wrki ng G oup”
CONTACT- | NFO
"Email: Bridge-nmib@etf.org"
DESCRI PTI ON

"The Bridge M B Extension nmodul e for managi ng devi ces
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that support the Rapid Spanning Tree Protocol defined

by | EEE 802. 1w.

Copyright (C The Internet Society (2005). This version of
this MB nmodule is part of RFC 4318; See the RFC itself for

full legal notices."
REVI SI ON *200512070000Z"
DESCRI PTI ON

"The initial version of this MB nbdule as published in

RFC 4318. "
:={ mb-2 134 }

rstpNotifications OBJECT IDENTIFIER ::= { rstpMB 0 }
rstpChj ects OBJECT IDENTIFIER ::= { rstpMB 1 }
r st pConf or mance OBJECT IDENTIFIER ::={ rstpMB 2 }

dot 1dSt pVer si on OBJECT- TYPE
SYNTAX | NTEGER {
st pConpati bl e(0),
rstp(2)

}
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON

"The version of Spanning Tree Protocol the bridge is
currently running. The value 'stpConpatible(0)’

i ndi cates the Spanning Tree Protocol specified in

| EEE 802. 1D-1998 and 'rstp(2)’ indicates the Rapid
Spanni ng Tree Protocol specified in | EEE 802. 1w and
clause 17 of 802. 1D 2004. The values are directly from
the | EEE standard. New val ues may be defined as future
versi ons of the protocol becone avail able.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
REFERENCE
"| EEE 802. 1w cl ause 14.8.1, 17.12, 17.16.1"
DEFVAL { rstp }
::={ dotldStp 16 }

dot 1dSt pTxHol dCount OBJECT- TYPE

SYNTAX Integer32 (1..10)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The val ue used by the Port Transmit state nmachine to limt
t he maxi mum transm ssion rate.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”

REFERENCE

"1 EEE 802. 1w cl ause 17. 16. 6"
DEFVAL { 31}
::={ dotldStp 17 }

- { dotldStp 18 } was used to represent dot1dStpPat hCost Def aul t
- in an earlier version of this MB. It has since been
- obsol eted, and shoul d not be used.

dot 1dSt pExt Port Tabl e OBJECT- TYPE

Levi

SYNTAX SEQUENCE OF Dot 1dSt pExt PortEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains port-specific Rapid Spanning Tree
i nformation."
::={ dotldStp 19 }
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dot 1dSt pExt Port Entry OBJECT- TYPE

SYNTAX Dot 1dSt pExt Port Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of Rapid Spanning Tree infornmation maintained by
each port."
AUGVENTS { dotldStpPortEntry }
::= { dot 1dSt pExt Port Table 1 }

Dot 1dSt pExt Port Entry :: =

SEQUENCE {

dot 1dSt pPort Pr ot ocol M grati on
Trut hVal ue,

dot 1dSt pPor t Adnmi nEdgePor t
Trut hVal ue,

dot 1dSt pPor t Oper EdgePor t
Tr ut hVval ue,

dot 1dSt pPor t Adm nPoi nt ToPoi nt
| NTEGER

dot 1dSt pPor t Oper Poi nt ToPoi nt
Trut hVal ue,

dot 1dSt pPor t Adm nPat hCost
| nt eger 32

}

dot 1dSt pPort Prot ocol M grati on OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"When operating in RSTP (version 2) node, witing true(l)
to this object forces this port to transnmt RSTP BPDUs.
Any ot her operation on this object has no effect and
it always returns false(2) when read."

REFERENCE
"| EEE 802. 1w cl ause 14.8.2.4, 17.18.10, 17.26"

.= { dot1ldStpExtPortEntry 1 }

dot 1dSt pPor t Adm nEdgePort OBJECT- TYPE

Levi

SYNTAX Trut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The adm nistrative value of the Edge Port paranmeter. A
val ue of true(l) indicates that this port should be
assuned as an edge-port, and a value of false(2) indicates
that this port should be assuned as a non-edge-port.
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Setting this object will also cause the correspondi ng
i nstance of dot 1dSt pPort Qper EdgePort to change to the
sane value. Note that even when this object’s val ue
is true, the value of the correspondi ng i nstance of
dot 1dSt pPort Oper EdgePort can be false if a BPDU has
been recei ved.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”

REFERENCE

"| EEE 802. 1t cl ause 14.8.2, 18.3.3"
{ dot1dStpExtPortEntry 2 }

dot 1dSt pPor t Oper EdgePort OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The operational value of the Edge Port parameter. The
object is initialized to the value of the corresponding
i nstance of dot 1dSt pPort Adnmi nEdgePort. Wen the
correspondi ng i nstance of dot 1dSt pPort Adm nEdgePort is
set, this object will be changed as well. This object
will also be changed to fal se on reception of a BPDU. "

REFERENCE

"1 EEE 802. 1t cl ause 14.8.2, 18.3.4"
{ dot1dSt pExtPortEntry 3 }

dot 1dSt pPor t Adm nPoi nt ToPoi nt OBJECT- TYPE
SYNTAX | NTEGER {

forceTrue(0),
forceFal se(1),

aut o( 2)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The administrative point-to-point status of the LAN segnent
attached to this port, using the enuneration val ues of the
| EEE 802. 1w cl ause. A value of forceTrue(0) indicates
that this port should always be treated as if it is
connected to a point-to-point link. A value of
forceFal se(1) indicates that this port should be treated as
havi ng a shared nedi a connection. A value of auto(2)
indicates that this port is considered to have a
point-to-point link if it is an Aggregator and all of its
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nmenbers are aggregatable, or if the MAC entity

is configured for full duplex operation, either through

aut o-negoti ati on or by managenent means. Manipulating this
obj ect changes the underlyi ng adm nPort ToPort MAC.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”

REFERENCE

"| EEE 802. 1w cl ause 6.4.3, 6.5, 14.8.2"

::={ dot1dStpExtPortEntry 4 }

dot 1dSt pPor t Oper Poi nt ToPoi nt OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The operational point-to-point status of the LAN segnent
attached to this port. It indicates whether a port is
consi dered to have a point-to-point connection
I f adm nPoi nt ToPoi nt MAC i s set to auto(2), then the value
of oper Poi nt ToPoi nt MAC i s deternined in accordance with the
speci fic procedures defined for the MAC entity concer ned,
as defined in | EEE 802. 1w, clause 6.5. The value is
determ ned dynanmically; that is, it is re-eval uated whenever
the val ue of adni nPoi nt ToPoi nt MAC changes, and whenever
the specific procedures defined for the MAC entity eval uate
a change in its point-to-point status.”

REFERENCE

"| EEE 802. 1w cl ause 6.4.3, 6.5, 14.8.2"
{ dot1dStpExtPortEntry 5 }

dot 1dSt pPor t Adm nPat hCost OBJECT- TYPE

SYNTAX I nt eger 32 (0..200000000)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The adm nistratively assigned value for the contribution
of this port to the path cost of paths toward the spanning
tree root.

Witing a value of '0' assigns the automatically cal cul ated
default Path Cost value to the port. |If the default Path
Cost is being used, this object returns 0" when read.

Thi s compl enents the object dot1dStpPort Pat hCost or
dot 1dSt pPor t Pat hCost 32, whi ch returns the operational val ue
of the path cost.
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The val ue of this object MIST be retained across
reinitializations of the managenent system"
REFERENCE
"| EEE 802. 1D 1998: Section 8.5.5.3"
::= { dot 1dSt pExt PortEntry 6 }

-- rstpM B - Conformance Information

rstpG oups OBJECT IDENTIFIER ::= { rstpConformance 1 }

rstpConpliances OBJECT I DENTIFIER ::= { rstpConfornance 2 }

rstpBri dgeG oup OBJECT- GROUP
OBJECTS {
dot 1dSt pVer si on,
dot 1dSt pTxHol dCount

}
STATUS current
DESCRI PTI ON
"Rapi d Spanning Tree information for the bridge."
c:={ rstpGoups 1}

rst pPort G oup OBJECT- GROUP
OBJECTS {

dot 1dSt pPort Pr ot ocol M grati on,
dot 1dSt pPor t Adm nEdgePort ,
dot 1dSt pPor t Oper EdgePortt
dot 1dSt pPor t Adm nPoi nt ToPoi nt
dot 1dSt pPor t Oper Poi nt ToPoi nt ,
dot 1dSt pPor t Adm nPat hCost

}
STATUS current
DESCRI PTI ON
"Rapi d Spanning Tree information for individual ports."
c:={ rstpGoups 2}

rst pCompl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"The conpliance statenent for device support of Rapid
Spanni ng Tree Protocol (RSTP) bridging services."
MODULE
MANDATORY- GROUPS {
rst pBri dgeG oup,
r st pPort Group

}
::={ rstpConpliances 1}
END
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7. 1 ANA Consi derations
The | ANA has assigned the follow ng OD:

Descri pt or OBJECT | DENTI FI ER val ue

rstpMB { mb-2 134 }
8. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

Witabl e objects that could be msused to cause network del ays and
spanning tree instabilities include dot1dStpVersion,

dot 1dSt pTxHol dCount, dot 1dSt pPort Prot ocol M grati on,

dot 1dSt pPor t Adm nEdgePort, and dot 1dSt pPort Adm nPat hCost .
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Sone of the readable objects in this MB nbdule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

dot 1dSt pVersi on coul d be read by an attacker to identify environnents
cont ai ni ng applications or protocols that are potentially sensitive
to RSTP node

dot 1dSt pPor t Adm nPoi nt ToPoi nt coul d be used to nislead an access
control protocol, such as 802.1x, to believe that only one other
systemis attached to a LAN segnment and to enabl e network access
based on that assunption. This situation could permt potentia
man-in-the-m ddl e attacks.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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