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Abst r act

The Sessi on Channel Break Extension provides a nmeans to send a BREAK
signal over a Secure Shell (SSH) terminal session
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1. Introduction

The Secure Shell (SSH) [5] session channel provides a nmechani sm for
the client-user to interactively enter commands and recei ve out put
froma rempte host while taking advantage of the SSH transport’s
privacy and integrity features. SSH is increasingly being used to
repl ace Telnet for terminal access applications.

A common application of the Tel net protocol is the "Console Server"
[7] whereby a Telnet Network Virtual Termi nal (NVT) can be connected
to a physical RS-232/V.24 asynchronous port, nmaking the Tel net NVT
appear as a locally attached terminal to that port, and naking that
physi cal port appear as a network-addressabl e device. A nunber of
maj or conput er equi pnent vendors provide high-1evel adm nistrative
functions through an asynchronous serial port and generally expect
the attached terminal to be capable of sending a BREAK signal

A BREAK signal is defined as the TxD signal being held in a SPACE
("0") state for a tine greater than a whole character tine. In
practice, a BREAK signal is typically 250 to 500 ns in |ength.

The Tel net protocol furnishes a neans to send a "BREAK" signal, which
RFC 854 [1] defines as "a signal outside the USASCII set which is
currently given local nmeaning within many systens". Console Server
vendors interpret the TELNET BREAK signal as a physical BREAK signal
whi ch can then all ow access to the full range of administrative
functions avail abl e on an asynchronous serial console port.

The lack of a simlar facility in the SSH sessi on channel has forced
users to continue the use of Telnet for the "Console Server"
function.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [2].

The "byte", "bool ean", "uint32", and "string" data types are defined
in[3].
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3.

The Break Request

The foll owi ng channel -specific request can be sent over a session
channel (as described in [4]) to request that the renmpte host perform
a BREAK operation.

byt e SSH_MSG_CHANNEL _REQUEST

ui nt 32 reci pi ent channe

string "break"

bool ean want _reply

ui nt 32 break-1ength in mlliseconds

If the BREAK | ength cannot be controlled by the application receiving
this request, the BREAK | ength parameter SHOULD be ignored and the
default BREAK signal |ength of the chipset or underlying chipset
driver SHOULD be sent.

If the application receiving this request can control the BREAK

I ength, the follow ng suggestions are made regardi ng BREAK duration

I f a BREAK duration request of greater than 3000 ns is received, it
SHOULD be interpreted as a request for a 3000 ns BREAK. This

saf equard prevents an unreasonably | ong BREAK request from causing a
port to become unavailable for as long as 49.7 days while executing
the BREAK. Applications that require a | onger BREAK may choose to
ignore this suggestion. |f BREAK duration request of |ess than 500
ne is received, it SHOULD be interpreted as a 500 ns BREAK since nost
devices will recognize a BREAK of that length. Applications that
require a shorter BREAK may choose to ignore this suggestion. |If the
BREAK | ength paraneter is 0, the BREAK SHOULD be interpreted as the
default BREAK signal |ength of the chipset or underlying chipset
driver. |If no default exists, 500 ns can be used as the BREAK

[ engt h.

If the SSH connection does not term nate on a physical serial port,
the BREAK indicati on SHOULD be handled in a manner consistent with
the general use of BREAK as an attention/interrupt signal; for

i nstance, a service processor that requires an out-of-band facility
to get the attention of a systemit manages.

In a case where an SSH connection cascades to another connection, the
BREAK SHOULD be passed al ong the cascaded connection. For exanple, a
Tel net session froman SSH shell should carry along an SSH-initiated
BREAK, and an SSH client initiated froma Tel net connection SHOULD
pass a BREAK indication fromthe Tel net connection
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If the "want _reply’ boolean is set, the server MJST reply using an
SSH MSG_CHANNEL _SUCCESS or SSH_MSG _CHANNEL_FAI LURE [5] nessage. If a
BREAK of any kind was prefornmed, SSH MSG CHANNEL SUCCESS MUST be
sent. |If no BREAK was preformed, SSH MSG CHANNEL FAI LURE MUST be
sent.

Thi s operation SHOULD be supported by any general purpose SSH client.
4. Security Considerations

Many conputer systems treat serial consoles as |ocal and secured, and
interpret a BREAK signal as an instruction to halt execution of the
operating systemor to enter privileged configuration nodes. Because
of this, extra care should be taken to ensure that SSH access to
BREAK- enabl ed ports are limted to users with appropriate privileges
to execute such functions. Alternatively, support for the BREAK
facility MAY be inplenented as configurable on a per-port or
per-server basis.

| mpl enentations that literally interpret the BREAK | ength paraneter
wi t hout inposing the suggested BREAK tinme limt may cause a denial of
service to or unexpected results from attached devices receiving the
very | ong BREAK si gnal

5. | ANA Consi derations

| ANA has assigned the Connection Protocol Channel Request Nane
"break" in accordance with [6].
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Ful | Copyright Statenent
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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