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Abst r act
Thi s docunent registers the Enunservices "email", "fax", "sms",
"ens", and "mms" using the URI schemes 'tel:’ and "mailto:’ as per

the 1 ANA registration process defined in the ENUM specification RFC
3761.
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1. Introduction

ENUM (E. 164 Nunber Mapping, RFC 3761 [2]) is a systemthat transfor
E. 164 nunbers [3] into domai n nanes and then uses DNS (Domai n Nane
Service, RFC 1034 [4]) services like del egation through NS records
and NAPTR records to | ook up what services are available for a
speci fic domai n nane.

Thi s docunent registers Enunservices according to the guidelines
given in RFC 3761 to be used for provisioning in the services field
of a NAPTR [5] resource record to indicate what class of
functionality a given endpoint offers. The registration is defined

ns

within the DDDS (Dynam ¢ Del egati on Di scovery System [6][7][5][8][9])

hi erarchy, for use with the "E2U' DDDS Application defined in RFC
3761.

The foll owi ng Enunservices are registered with this docunent:
"email ", "fax", "sms", "ens", and "mms". These share a common
feature in that they each indicate that the functionality of the

gi ven endpoints and the associ ated resources are capabl e of receivi
di screte nessages, albeit of different types.

According to RFC 3761, the Enumservice registered nust be able to

function as a sel ection nechani sm when choosi ng one NAPTR resource
record fromanother. That neans that the registration MJST specify
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what is expected when using that very NAPTR record, and the Uniform
Resource ldentifier (URI) schenme that is the outcome of the use of
it.

Therefore, an Enunservice acts as a hint, indicating the kind of
service with which the URI constructed using the regexp field is
associ ated. There can be nore than one Enunservice included within a
single NAPTR this indicates that there is nore than one service that
can be achi eved using the associated URl schene.

The conmmon thread with this set of definitions is that they reflect
the kind of service that the end-user will hope to achieve with the
conmuni cati on using the associated UR

The services specified here are intended not to specify the protoco
or even nmethod of connection that nmust be used to achi eve each
service. Instead they define the kind of interactive behavi our that
an end-user will expect, |leaving the end systemto decide (based on
policies outside the remt of this specification) how to execute the
servi ce.

Since the sane URI schene may be used for different services (e.g.
"tel:"), and the same kind of service may use different URl schenes
(e.g., for VolP "h323:’ and 'tel:’ may be used), it is necessary in
sone cases to specify the service and the URI schene used.

The service paraneters defined in RFC 3761 allow, therefore, a "type"
and a "subtype" to be specified. Wthin this set of specifications,
the convention is assumed that the "type" (being the nore generic
tern) defines the service and the "subtype" defines the URl schene.

Even where currently only one URI schene is associated with a given
service, it should be considered that an additional UR scheme to be
used with this service nmay be added | ater. Thus, the subtype is
needed to identify the specific Enunservice intended.

In this docunent, there are two URI schenes that are used within the
various services. These are 'tel:’, as specified in RFC 3966 [ 10]
and "mailto:’, as specified in RFC 2368 [11].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in BCP 14, RFC 2119 [1].
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3.

Emai | Service Registration
Enunservice Nanme: "email"
Enunservi ce Type: "email"
Enunservi ce Subtypes: "nmilto"
URI Schene: 'mailto:

Functi onal Specification:

This Enunservice indicates that the renpte resource can be
addressed by the associated URI schenme in order to send an enmil

Security Consi derations:
See Section 6.

I nt ended Usage: COVMON

Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail, see Authors’ Addresses section)

Any other information the author deens interesting:
None
Fax Service Registration

Enunservi ce Nane: "fax"

Enunservi ce Type: "fax

Enunservi ce Subtype: "te

URI Schene: ’'tel:’

Functi onal Specification:
Thi s Enunmservice indicates that the resource identified by the
associ ated URI schene is capable of being contacted to provide a

conmuni cati on session during which facsimle docunents can be
sent.
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Clients selecting this NAPTR wi Il have support for generating and
sendi ng facsim |l e docunents to the recipient using the Public
Swi t ched Tel ephone Network (PSTN) session and transfer protocols
specified in [12] and [13]. |In short, they will have a fax
programwith a | ocal or shared PSTN access over which they can
send f axes.

Security Consi derations:
See Section 6.

I nt ended Usage: COVMON

Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail see Authors’ Addresses section)

Any other information the author deens interesting:
None
5. MV5, EMS, SMs Service
5.1. Introduction

An ENUM NAPTR i ndi cates ability on the part of the Subscriber to
recei ve specified communi cati on service (or services) provided via
the contact address (shown in the generated URI).

In the case of MVB, EMS, and SMS services, the capability of these
services is a nested superset; thus, a service supporting MVS can
support also delivery of EMS or SMS message content to a recipient
that is receiving a Miltimedi a Message, whil st a service supporting
EMS can al so deliver SMS nessage content to a recipient that can
accept recei pt of EMS Messages.

Thus, even if a client wants only to generate and send content that
could be carried in an SM5 nessage, the client MAY choose to consider
al so NAPTRs hol di ng EMS and/ or MM5 Enunservi ces, as these indicate
that the destination can accept EMS and/or MVS nessages. These
services will be able to deliver SM5 content to the recipient
address.

Conversely, a client capable of sending MVS nessages may choose to
consi der al so NAPTRs i ndicating support for EMS or SMS messages
(assum ng that the network to which it is connected provides these
services as well, or is capable of providing a gateway to systemns
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that do provide these services). |In taking this choice, it would
have to "downgrade" its User Interface to allow only generation of
content that conforms to SMS or EMS standards.

These behavi ours on the part of the client are purely optional and
are NOT the subject of any protocol standardisation.

5.2. SMS Service Registrations
5.2.1. SMs Service Registration with tel: UR
Enunservi ce Nanme: "sns"

Enunservi ce Type: "sns"

Enunservi ce Subtypes: "te

URI Schene: 'tel:

Functi onal Specification:
Thi s Enunmservice indicates that the resource identified by the
associ ated URI schene is capable of receiving a message using the
Short Message Service (SMS) [ 14].

Security Consi derations:

There are no specific security issues with this Enunservice.
However, the general considerations of Section 6 apply.

I nt ended Usage: COVMON
Aut hor s:

Rudol f Brandner, Law ence Conroy, Richard Stastny (for author
contact detail, see Authors’ Addresses section)

Any other information the author deens interesting:
None
5.2.2. SMs Service Registration with mailto: UR
Enunservi ce Name: "smns"
Enunservi ce Type: "sns"

Enunservi ce Subtypes: "mailto"
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URI Schene: 'mailto:
Functi onal Specification:
Thi s Enunservice indicates that the resource identified by the

associ ated URI schene is capable of receiving a message using an
emai | protocol

SMB content is sent over SMIP using the format specified by TS
23.140 [15] Section 8.4.4 and TS 26.140 [16] Section 4, as an MVB
message. Wthin such a message, SMS content is carried as either
a text or application/octet-stream M ME sub-part (see TS 26. 140
[16] Section 4.1).

Security Consi derations:

There are no specific security issues with this Enunservice.
However, the general considerations of Section 6 apply.

I nt ended Usage: COVMON
Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail, see Authors’ Addresses section)

Any other information the author deens interesting:
None
5.3. EMS Service Registrations
5.3.1. EMS Service Registration with tel: UR

Enunservi ce Nane: "ens

Enunservi ce Type: "ens
Enunservi ce Subtype: "tel"
URI Schene: 'tel:
Functi onal Specification:
Thi s Enunmservice indicates that the resource identified by the

associ ated URI scherme is capable of receiving a message using the
Enhanced Message Service (EMS) [14].
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Security Considerations:

There are no specific security issues with this Enunservice.
However, the general considerations of Section 6 apply.

I nt ended Usage: COVMON
Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail, see Authors’ Addresses section)

Any other information the author deens interesting:

Note that an indication of EM5 can be taken as inplying that the
reci pient is capable of receiving SM5 nmessages at this address as
wel | .

5.3.2. EMS Service Registration with mailto: UR

Enunservi ce Nane: "ens

Enunservi ce Type: "ens

Enunservi ce Subtypes: "nmilto"

URI Schene: 'mailto:

Functi onal Specification:
Thi s Enunservice indicates that the resource identified by the
associ ated URI schene is capable of receiving a message using an
emai | protocol
EMS content is sent over SMIP using the format specified by TS
23.140 [15] Section 8.4.4 and TS 26.140 [16] Section 4, as an MV
nessage. Wthin such a nmessage, EMS content is carried as either
a text or application/octet-stream M ME sub-part (see TS 26. 140
[16] section 4.1).

Security Considerations:

There are no specific security issues with this Enunservice.
However, the general considerations of Section 6 apply.

I nt ended Usage: COVMON
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Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail, see Authors’ Addresses section)

Any other information the author deens interesting:
None
5.4. MVB Service Registrations

5.4.1. MVB Service Registration with tel: UR

Enunservi ce Nane: "nmms

Enunservi ce Type: "mms

Enunservi ce Subtype: "te

URI Schene: ’'tel:

Functi onal Specification:
This Enunmservice indicates that the resource identified by the
associ ated URI schene is capable of receiving a nmessage using the
Mul ti medi a Messagi ng Service (MVB) [15].

Security Consi derations:

There are no specific security issues with this Enunservice.
However, the general considerations of Section 6 apply.

I nt ended Usage: COVMON
Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail, see Authors’ Addresses section)

Any other information the author deens interesting:

Note that MVBE can be used as an alternative to deliver an SMS

RP- DATA RPDU i f, for exanple, the SMs5 bearer is not supported. |If
an entry includes this Enunservice, then in effect this can be
taken as inmplying that the recipient is capable of receiving EMS
or SM5 nessages at this address. Such choices on the end system
design do have two small caveats; whilst in practice all termnals
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supporting MVS today support SMS as well, it mght not necessarily
be the case in the future, and there may be tariff differences in
using the MMS rather than using the SMS or EMS.

5.4.2. MV Service Registration with mailto: UR

Enunservi ce Nanme: "mms

Enunservi ce Type: "mms"

Enunservi ce Subtypes: "nailto"

URI Schene: 'mailto:

Functi onal Specification:
Thi s Enunmservice indicates that the resource identified by the
associ ated URI schene is capable of receiving a message using an
emai | protocol

MVE nmessages are sent over SMIP using the format specified by TS
23.140 [15] Section 8.4.4 and TS 26. 140 [16] Section 4.

Wthin and between MMS Environnments (MVBE, network infrastructures
that support the Multi Media Service), other pieces of state data
(for example, charging-significant information) are exchanged

bet ween MMS Rel ay Servers. Thus, although these servers use SMIP
as the "bearer” for their application exchanges, they map their
internal state to specialised headers carried in the SMIP nessage
exchanges. The headers used in such MVBE are described in detai
in [17].

Security Consi derations:

There are no specific security issues with this Enunservice.
However, the general considerations of Section 6 apply.

I nt ended Usage: COVMON
Aut hor s:

Rudol f Brandner, Lawence Conroy, Richard Stastny (for author
contact detail see Authors’ Addresses section)

Any other information the author deens interesting:

The MMS Architecture describes an interface between the MVBE and
"l egacy nessagi ng systens" (labelled as MVB) that accepts
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6.

"standard" SMIP nessages. Thus, although the MVE Rel ay Server
that supports this interface appears as a standard SMIP server
fromthe perspective of an Internet-based mail server, it acts as
a gateway and translator, adding the internal state data that is
used within and between the MMS Environnents. This nechanismis
described in [17], which also includes references to the

speci fications agreed by those bodi es responsi ble for the design
of the MVS

Security Consi derations

DNS, as used by ENUM is a global, distributed database. Thus, any
infornation stored there is visible to anyone anonynously. Wil st
this is not qualitatively different frompublication in a Tel ephone
Directory, it does open data subjects to having "their" information
coll ected automatically w thout any indication that this has been
done or by whom

Such data harvesting by third parties is often used to generate lists
of targets for unrequested information; in short, they are used to
address "spanf. Anyone who uses a Wb-archived mailing list is aware
that the volune of "spam' emmil they are sent increases when they
post to the mailing list. Publication of a tel ephone nunmber in ENUM
is no different, and may be used to send "junk faxes" or "junk SMB"
for exanpl e.

Many mailing |ist users have nore than one enmnil address and use
"sacrificial" email accounts when posting to such lists to help
filter out unrequested emails sent to them This is not so easy with
publ i shed tel ephone nunbers; the PSTN E. 164 nunber assi gnnent process
is much nore involved, and usually a single E. 164 nunber (or a fixed
range of nunbers) is associated with each PSTN access. Thus,
providing a "sacrificial" phone nunber in any publication is not
possi bl e.

Due to the inplications of publishing data on a globally accessible
dat abase, as a principle, data subjects MJST give their explicit
i nfornmed consent to data being published in ENUM

In addition, they should be made aware that, due to storage of such
data during harvesting by third parties, renmoval of the data from
publication will not renobve any copi es that have been taken; in

ef fect, any publication may be pernmanent.

However, regulations in many regions will require that data subjects
can at any time request that the data is renoved from publication and
that their consent for its publication is explicitly confirmed at
regul ar intervals.
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When placing a fax call via the PSTN or a sending a nessage via the
Public Land Mbile Network, the sender may be charged for this
action. In both kinds of network, calling or nessaging to sone
nunbers i s nmore expensive than sending to others; both networks have
"premumrate” services that can charge considerably nore than a
"normal " call or nessage destination. As such, it is inportant that
end-users be asked to confirm sendi ng the nessage and that the
destinati on nunber be presented to them It is the originating
user’s choice on whether or not to send a nessage to this destination
nunber, but end-users SHOULD be shown the destination nunber so that
they can make this decision

Al t hough a fax nunber, like other E. 164 nunbers, doesn't appear to
reveal as nmuch identity information about a user as a nane in the
format user @ost (e.g., an email or SIP address), the information is
still publicly available; thus, there is still the risk of unwanted
conmuni cat i on.

An analysis of threats specific to the dependence of ENUM on t he DNS,
and the applicability of DNSSEC [ 18] to these, is provided in RFC
3761 [2]. A thorough analysis of threats to the DNS itself is
covered in RFC 3833 [19].

An enmi| address is a canonical address by which a user is known.
Placing this address in ENUMis conparable to placing a SIP or H 323
address in the DNS

DNS does not nake any policy decisions about the records that it
shares with an inquirer. All DNS records nust be assumed to be
available to all inquirers at all times. The infornmation provided
wi thin an ENUM NAPTR resource record nust, therefore, be considered
to be open to the public, which is a cause for sonme privacy

consi derati ons.

Ther ef ore, ENUM Subscri bers shoul d be nade aware of this risk. Since
it is within the responsibility of the ENUM Subscri ber which data is
entered in ENUM it is within the ENUM Subscriber’s control if he
enters enmnil addresses:

1. allowing inference of private data, e.g., his first and | ast nane
2. at al

It should also be considered that it is the purpose of public
conmuni cation identifiers to be publicly knowmn. To reduce spam and
ot her unwant ed communi cation, other neans shoul d be nmade avail abl e,
such as incom ng nessage filtering.
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8.

8.

Sone Val ue Added Service Providers use receipt of a short nmessage to
a given special service tel ephone nunber as a trigger to start
delivery of data nessages to the calling nunber. By sending an SMS
(or, in principle, an EM5 or MV5) to one of these special service
nunbers, one is entering into a contract to pay for receipt of a set
of messages containing infornmation (e.g., news, sports results, "ring
tones").

Thus, it is very inportant that the end terminal presents the
destinati on nunmber to which any nmessage is to be sent using the "smns:
tel", "ens:tel", or "mre:tel" Enunservices, to allow the end-user to
cancel any message before it is sent to one of these nunbers.

At present, these systems use the circuit switched network trusted
calling line identifier to identify the destination for the
subsequent charged information nmessages, and so it is believed that
sending using the "sms:mailto", "enms:mailto", or "mms:mailto"
Enunservi ces does not have this risk currently.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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