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Abst r act

This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in TCP/IP-based internets.
In particular, it defines two MB nodul es for managi ng the
capabilities of MAC bridges defined by the | EEE 802. 1D-1998 (TM MAC
Bri dges and the | EEE 802.1Q 2003 (TM Virtual LAN (VLAN) standards
for bridging between Local Area Network (LAN) segnents. One MB
nodul e defines objects for managing the 'Traffic O asses’ and
"Enhanced Multicast Filtering conponents of |EEE 802.1D 1998 and
P802. 1t -2001 (TM. The other M B npdul e defines objects for managi ng
VLANs, as specified in | EEE 802. 1Q 2003, P802.1u (TM, and P802. 1lv

(TM.

Provi sions are made for support of transparent bridging. Provisions
are al so made so that these objects apply to bridges connected by
subnet wor ks ot her than LAN segnents.

This meno suppl emrents RFC 4188 and obsol etes RFC 2674.
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1

2.

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

A common device present in many networks is the Bridge. This device
is used to connect Local Area Network segnents bel ow t he network
| ayer. These devices are often known as 'layer 2 switches’.

The transparent method of bridging is defined by | EEE 802. 1D 1998
[802.1D]. Managed objects for transparent bridging are defined in
the BRI DGE-M B [ BRI DGE- M B] .

The original | EEE 802.1D is augnmented by | EEE 802. 1Q 2003 [802.1Q to
provi de support for ’'virtual bridged LANs’ where a single bridged
physi cal LAN network may be used to support nultiple |ogical bridged
LANs, each of which offers a service approximately the sane as that
defined by | EEE 802. 1D. Such virtual LANs (VLANs) are an integra
feature of switched LAN networks. A VLAN can be viewed as a group of
end-stations on multiple LAN segnments and can comuni cate as if they
were on a single LAN. | EEE 802. 1Q defi nes port-based Virtual LANs
where nenbership is determned by the bridge port on which data
franes are received, and port-and-protocol -based Virtual LANs where
menbership is determ ned by the bridge port on which franes are
received and the protocol identifier of the frame. This neno defines
the objects needed for the managenent of port-based VLANs in bridge
entities.

This menmo suppl enents RFC 4188 [ BRI DGE-M B] and obsol etes RFC 2674
[ RFC2674] .

1. Scope
The M B nodul es defined in this document include a conprehensive set

of managed objects that attenpts to match the set defined in | EEE
802. 1D and | EEE 802. 1Q However, to be consistent with the spirit of
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the SNVP Franmework, a subjective judgenment was made to onmit the

obj ects fromthose standards nost ’'costly’ to inplenent in an agent
and | east 'essential’ for fault and configuration managenment. The
om ssions are described in Section 3 bel ow

Hi storical note:

The original BRIDGE-M B [ RFC1493] used the follow ng principles for
deternining i nclusion of an object in the BRI DGE-M B nodul e:

(1) Start with a small set of essential objects and add only as
further objects are needed.

(2) Require that objects be essential for either fault or
confi gurati on nanagemnent.

(3) Consi der evidence of current use and/or utility.
(4) Limt the total nunber of objects.

(5) Excl ude objects that are sinply derivable fromothers in this
or other M Bs.

(6) Avoi d causing critical sections to be heavily instrunented.
The guideline that was followed is one counter per critical
section per |ayer.

3. Structure of MBs

Thi s docunent defines objects that supplenent those in the BRI DGE-M B
nodule [BRIDGE-M B]. Section 3.4.3 of the present docunent contains
some reconmendati ons regardi ng usage of objects in the BRI DGE-M B by
devi ces inplementing the enhancenments defined here.

An extended bridge M B nodul e P-BRI DGE-M B defi nes managed objects
for the traffic class and nulticast filtering enhancenents defined by
| EEE 802. 1D-1998 [802. 1D], including the Restricted G oup

Regi stration control defined by | EEE P802. 1t [802. 1t].

A virtual bridge MB nodul e Q BRI DGE-M B defi nes managed objects for
the Virtual LAN bridgi ng enhancenents defined by | EEE 802. 1Q 2003
[802.1Q, including the Restricted VLAN Registration control, defined
by | EEE P802. 1u [ 802. 1u], and the VLAN C assification by Protocol and
Port enhancenent, defined by | EEE P802. 1v [802. 1v].
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3.1. Structure of Extended Bridge M B Modul e

hjects inthis MB are arranged into subtrees. Each subtree is
organi zed as a set of related objects. The overall structure and
assi gnment of objects to their subtrees is shown bel ow.

3.1.1. Relationship to | EEE 802. 1D- 1998 Manageabl e bj ects

This section contains a cross-reference to the objects defined in
| EEE 802. 1D-1998 [802.1D]. It also details those objects that are
not consi dered necessary in this M B nodul e.

Sone objects defined by | EEE 802. 1D- 1998 have been included in the
virtual bridge MB nodule rather than this one: entries in

dot 1gTpG oupTabl e, dot 1gForwar dAl | Tabl e, and

dot 1qFor war dUnr egi steredTabl e are required for virtual bridged LANs
with additional indexing (e.g., per-VLAN, per-Filtering-Database
(per-FDB)) and so are not defined here. |Instead, devices that do not
i mpl enent virtual bridged LANs but do inplenment the Extended
Forwar di ng Services defined by | EEE 802. 1D (i.e., dynamic |earning of
mul ticast group addresses and group service requirements in the
filtering database) should inplenent these tables with a fixed val ue
for dotlqFdbld (the value 1 is recomrended) or dot1gVl anl ndex (the
value 1 is recomended). Devices that support Extended Filtering
Servi ces shoul d support dot1qTpG oupTabl e, dot 1gForwardAl | Tabl e, and
dot 1qFor war dUnr egi st er edTabl e.

Ext ended Bri dge M B Name | EEE 802. 1D- 1998 Nane

dot 1dExt Base Bri dge
dot 1dDevi ceCapabi lities
dot 1dExt endedFi | t eri ngServi ces
dot 1dTraffi cC asses
dot 1dTraf fi cCl assesEnabl ed
dot 1dGr pSt at us . Appl i cant Admi ni strativeContro
dot 1dPriority
dot 1dPort PriorityTabl e

dot 1dPort Def aul t UserPriority .UserPriority
dot 1dPor t Nunilr af fi cCl asses
dot 1dUser Pri orit yRegenTabl e .UserPriorityRegenerationTabl e

dot 1dUserPriority
dot 1dRegenUserPriority
dot 1dTraffi cCl assTabl e .Trafficd assTabl e
dot 1dTrafficC assPriority
dot 1dTraffi cC ass
dot 1dPor t Qut boundAccessPriorityTabl e
. Qut boundAccessPriorityTabl e
dot 1dPort Qut boundAccessPriority
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dot 1dGar p
dot 1dPort Gar pTabl e
dot 1dPor t Gar pJoi nTi e . Joi nTi me
dot 1dPort Gar pLeaveTi ne . LeaveTi ne
dot 1dPor t Gar pLeaveAl | Ti ne . LeaveAl | Ti ne
dot 1dGm p
dot 1dPort Ghr pTabl e
dot 1dPor t Ghr pSt at us . Appl i cant Admi ni strati veContr ol
dot 1dPort Ghr pFai | edRegi strations . Fail edRegi strations
dot 1dPor t Grr pLast PduOri gi n . Origi nat or O Last PDU

dot 1dPort Restri ct ed& oupRegi strati on
Restricted G oup Registration
(Ref. I EEE 802.1t 10.3.2.3)

dot 1dTp

dot 1dTpHCPor t Tabl e
dot 1dTpHCPor t | nFr anes . BridgePort. FramesRecei ved
dot 1dTpHCPor t Qut Fr anes . For war dQut Bound
dot 1dTpHCPor t I nDi scar ds . Di scar dl nbound

dot 1dTpPort Over f | owTabl e
dot 1dTpPort | nOver f | owFr anes . BridgePort. FranmesRecei ved
dot 1dTpPort Qut Over f | owFr anes . For war dQut Bound
dot 1dTpPort | nOver fl owDi scar ds . Di scar dl nbound

The foll owi ng | EEE 802. 1D- 1998 nmanagenent obj ects have not been
included in the Bridge MB for the indicated reasons.

| EEE 802. 1D- 1998 bj ect Di sposition

Bri dge. St at eVal ue not consi dered useful
Bri dge. Appl i cant Adm ni strativeContr ol
not provided per-attribute
(e.g., per-VLAN, per-Goup).
Only per-{device, port, application}
control is provided in this MB.

notify group registration failure not consi dered useful
(1 EEE 802. 1t 14.10.1.2)

3.1.2. Relationship to | EEE 802. 1Q Manageabl e hjects
This section contains section nunber cross-references to manageabl e
objects defined in | EEE 802. 1Q 2003 [802. 1. These objects have

been included in this MB as they provide a natural fit with the | EEE
802. 1D objects with which they are co-1|ocated.

Levi & Harrington St andards Track [ Page 6]



RFC 4363 Bri dge M B Ext ensi ons January 2006

Ext ended Bri dge M B Nane | EEE 802. 1Q 2003 Section and Nane

dot 1dExt Base Bri dge
dot 1dDevi ceCapabi lities
dot 1qSt ati cEnt ryl ndi vi dual Por t 5.2 inplenentation options
dot 1ql VLCapabl e
dot 1qSVLCapabl e
dot 1qHybri dCapabl e
dot 1qConfi gur abl ePvi dTaggi ng 12.10.1.1 read bridge vl an
config
dot 1dLocal VI anCapabl e
dot 1dPort Capabi | i ti esTabl e
dot 1dPort Capabilities
dot 1qDot 1qTaggi ng 5.2 inplenentation options
dot 1qConfi gur abl eAccept abl eFr aneTypes
5.2 inplenentation options
dot 1ql ngressFiltering 5.2 inplenentation options

3.1.3. The dot 1dExt Base Subtree

This subtree contains the objects that are applicable to all bridges
i mpl enenting the traffic class and multicast filtering features of

| EEE 802. 1D-1998 [802.1D]. It includes per-device configuration of
Generic Attribute Registration Protocol (GARP) and GARP Multi cast
Regi stration Protocol (GVRP) protocols.

3.1.4. The dotldPriority Subtree

This subtree contains the objects for configuring and reporting
status of priority-based queuing nmechanisns in a bridge. This

i ncludes per-port user _priority treatnment, mapping of user _priority
in frames into internal traffic classes, and outbound user priority
and access_priority.

3.1.5. The dotl1ldGarp Subtree

This subtree contains the objects for configuring and reporting on
operation of the Generic Attribute Registration Protocol (GARP).

3.1.6. The dot1dGmp Subtree

This subtree contains the objects for configuring and reporting on
operation of the GARP Miulticast Registration Protocol (GVRP).
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3.1.7. The dot 1dTpHCPort Tabl e

This table extends the dot1dTp subtree fromthe BRI DGE-M B
[ BRIDGE-M B] and contains the objects for reporting port-bridging
statistics for high-capacity network interfaces.

3.1.8. The dot 1dTpPort Overfl owTabl e

This table extends the dot1dTp subtree fromthe BRI DGE-M B

[ BRIDGE-M B] and contains the objects for reporting the upper bits of
port-bridging statistics for high-capacity network interfaces for
when 32-bit counters are inadequate.

3.2. Structure of Virtual Bridge MB nodul e

hjects inthis MB are arranged into subtrees. Each subtree is
organi zed as a set of related objects. The overall structure and
assi gnment of objects to their subtrees is shown below. Sone
nmanageabl e objects defined in the BRIDGE-M B [ BRI DGE-M B] need to be
i ndexed differently when they are used in a VLAN bridging
environnent: these objects are, therefore, effectively duplicated by
new objects with different indexing, which are defined in the Virtua
Bri dge M B

3.2.1. Relationship to | EEE 802. 1Q Manageabl e hjects

Thi s section contains section-nunber cross-references to manageabl e

objects defined in clause 12 of |EEE 802.10Q 2003 [802.1(Q . It also
details those objects that are not considered necessary in this MB
nodul e.

Note: Unlike | EEE 802.1D- 1998, |EEE 802.1Q 2003 [802.1Q did not
define exact syntax for a set of nanaged objects. The follow ng
cross-references indicate the section nunmbering of the descriptions
of managenent operations fromclause 12 in the latter docunent.

Virtual Bridge M B object | EEE 802. 1Q 2003 Reference

dot 1qBase
dot 1gVl anVer si onNumber 12.10.1.1 read bridge vlan config
dot 1gMaxVl anl d 12.10.1.1 read bridge vlan config
dot 1qgMaxSupport edVl ans 12.10.1.1 read bridge vlan config
dot 1gNunMl ans
dot 1qGvr pSt at us 12.9.2.1/2 read/ set garp

applicant controls

dot 1qTp

dot 1qFdbTabl e
dot 1qFdbl d
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dot 1qFdbDynam cCount 12.7.1.1.3 read filtering d/ base
dot 1qTpFdbTabl e
dot 1qTpFdbAddr ess
dot 1qTpFdbPor t
dot 1qTpFdbSt at us
dot 1qTpG  oupTabl e 12.7.7.1 read filtering entry
dot 1qTpG oupAddr ess
dot 1qTpG oupEgressPorts
dot 1qTpG oupLear nt
dot 1qFor war dAl | Tabl e 12.7.7.1 read filtering entry
dot 1qFor war dAl | Port s
dot 1qForwar dAl | StaticPorts
dot 1qFor war dAl | For bi ddenPort s
dot 1qFor war dUnr egi st er edTabl e 12.7.7.1 read filtering entry
dot 1qFor war duUnr egi st er edPort s
dot 1qFor war dUnr egi st eredSt ati cPorts
dot 1qFor war dUnr egi st er edFor bi ddenPort s
dot 1gqStatic
dot 1qSt ati cUni cast Tabl e 12.7.7.1 create/del ete/read
filtering entry
12.7.6.1 read permanent dat abase
dot 1qSt ati cUni cast Addr ess
dot 1qSt ati cUni cast Recei vePort
dot 1qSt ati cUni cast Al | owedToGoTo
dot 1qSt ati cUni cast St at us
dot 1qStati cMul ti cast Tabl e 12.7.7.1 create/del ete/read
filtering entry
12.7.6.1 read permanent dat abase
dot 1qSt ati cMul ti cast Addr ess
dot 1qStati cMul ti cast Recei vePort
dot 1qStati cMul ti cast Stati ceEgressPorts
dot 1qSt ati cMul ti cast For bi ddenEgr essPorts
dot 1qSt ati cMul ti cast St at us
dot 1qVl an
dot 1Vl anNuDel et es
dot 1Vl anCurrent Tabl e 12.10.2.1 read vl an configuration
12.10.3.5 read VIDto FID
al | ocati ons
12.10.3.6 read FID allocated to
VI D
12.10.3.7 read VIDs allocated to
FI D
dot 1qVI anTi neMar k
dot 1gVI anl ndex
dot 1gVl anFdbl d
dot 1qVI anCur r ent Egr essPort s
dot 1qVI anCur r ent Unt aggedPort s
dot 1qVI anSt at us
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dot 1gVl anCr eati onTi ne
dot 1gVl anSt ati cTabl e

dot 1qVI anSt at i cNane
dot 1gVl anSt at i cEgressPorts

dot 1qVI anFor bi ddenEgr essPorts
dot 1qVl anSt at i cUnt aggedPort s

dot 1gVl anSt at i cRowSt at us
dot 1gNext Fr eeLocal VI anl ndex
dot 1qPort VI anTabl e

dot 1qPvi d

dot 1qPor t Accept abl eFr ameTypes

dot 1qPort I ngressFiltering

dot 1qPort Gvr pSt at us

12

12

12.
12.
12.

12.

12.
12.

12.

12

dot 1qPort Gvr pFai | edRegi strati ons

dot 1qPort Gvr pLast PduOri gi n

Bri dge M B Ext ensi ons January 2006

.7.7.1/2/3 create/del ete/read
filtering entry

.7.6.1 read permanent database

10. 2.2 create vlan config

10. 2.3 delete vlan config

4.1.3 set bridge nane

10.1.1 read bridge vlan
configuration

10.1.2 configure PVID val ues

10. 1. 3 configure acceptable
frame types paraneter

10. 1.4 configure ingress
filtering paraneters

.9.2.2 read/set garp applicant

control s

dot 1qPort Restri ct edVl anRegi strati on
| EEE 802.1u 11.2.3.2.3

dot 1qPort VI anSt ati sti csTabl e

dot 1qTpVlI anPor t | nFr anes
dot 1qTpVI anPor t Qut Fr anes
dot 1qTpVI anPort | nDi scar ds

dot 1qTpVI anPort | nOver f | owFr anes

12

dot 1qTpVI anPor t Qut Over f | owFr anes
dot 1qTpVI anPort | nOver fl owDi scar ds

dot 1qPort VI anHCSt ati sti csTabl e

dot 1qTpVI anPor t HCI nFr anes

dot 1gTpVI anPor t HCQut Fr anes

dot 1gTpVI anPor t HCl nDi scar ds
dot 1qLear ni ngConstr ai nt sTabl e

dot 1qConstrai nt VI an

dot 1qConst r ai nt Set

dot 1qConstr ai nt Type

dot 1qConst r ai nt St at us
dot 1qConst r ai nt Set Def aul t

12

12

12

Restricted VLAN Regi stration
.6.1.1 read forwarding port
counters

.6.1.1 read forwarding port
counters

.10.3.1/3/4 read/ set/del ete
vl an | earni ng constraints
.10.3.2 read vlan | earning
constraints for VID
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dot 1qConst r ai nt TypeDef aul t

dot 1vPr ot ocol
dot 1vPr ot ocol GroupTabl e
8.
dot 1vPr ot ocol Tenpl at eFr aneType
dot 1vPr ot ocol Tenpl at ePr ot ocol Val ue

dot 1vPr ot ocol Groupl d 8.
dot 1vPr ot ocol Gr oupRowSt at us
dot 1vPr ot ocol Port Tabl e 8.

dot 1vPr ot ocol Port G oupl d
dot 1vPr ot ocol GroupVi d
dot 1vPr ot ocol Port RowSt at us

The foll owi ng | EEE 802. 1Q managenent obj ects have not

Bri dge M B Ext ensi ons

| EEE 802. 1v Ref erence:
8.

6.4 Protocol G oup Database,
6.2 Protocol Tenplate

6.3 Protocol Group lIdentifier
4.4 VID Set for each Port

been i ncl uded

in the Bridge MB for the indicated reasons.

| EEE 802. 1Q 2003 Qperation
reset bridge (12.4.1.4)
reset vlan bridge (12.10.1.5)

read forwardi ng port counters (12.6.
di scard on error details

read per manent database (12.7.6.1)
per manent dat abase size

nunber of static filtering
entries
number of static VLAN

registration entries
read filtering entry range
(12.7.7.4)

read filtering database (12.7.1.1)
filtering database size
nunber of dynami c group address
entries (12.7.1.3)

read garp state (12.9.3.1)

notify vlan registration failure
(12.10.1.6)

Levi & Harrington

St andards Track

Di sposition

not consi dered useful

not consi dered usef ul
1.1

not consi dered useful

not consi dered useful
count rows in
dot 1qSt ati cUni cast Tabl e +
dot 1qStati cMul ti cast Tabl e
count rows in
dot 1gVl anSt ati cTabl e

use Cet Next operation.

not consi dered useful
count rows applicable to each
FDB i n dot 1dTpGoupTabl e
not consi dered useful

not consi dered useful
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notify learning constraint violation
(12.10.3.10) not consi dered usefu

3.2.2. The dot1lgBase Subtree

This subtree contains the objects that are applicable to all bridges
i mpl enenting | EEE 802. 1Q virtual LANs.

3.2.3. The dot1qTp Subtree

Thi s subtree contains objects that control the operation and report
the status of transparent bridging. This includes managenent of the
dynam c Filtering Databases for both unicast and multi cast
forwarding. This subtree will be inplenented by all bridges that
perform destination-address filtering.

3.2.4. The dotlgStatic Subtree

Thi s subtree contains objects that control static configuration

i nformati on for transparent bridging. This includes nmanagenent of
the static entries in the Filtering Databases for both unicast and
mul ti cast forwarding.

3.2.5. The dotl1lgVl an Subtree

Thi s subtree contains objects that control configuration and report
status of the Virtual LANs known to a bridge. This includes
management of the statically configured VLANs as well as reporting
VLANs di scovered by other neans (e.g., GARP VLAN Registration
Protocol (GVRP)). It also controls configuration and reports status
of per-port objects relating to VLANs and reports traffic statistics.
It al so provides for nmanagenent of the VLAN Learni ng Constraints.

3.3. Textual Conventions

Various Working Groups have defined standards-track M B docunents
(for exanple, [RFC2613] and [ RFC3318]), that contain objects and
Textual Conventions to represent a Virtual Local Area Network
Identifier (VLAN-1D) [802.1Q . New definitions are showing up in
various docunents (for exanple, [RFC4323] and [ RFC4149]).
Unfortunately, the result is a set of different definitions for the
sane piece of nanagenment information. This may |ead to confusion and
unnecessary conplexity. |In order to address this situation, three
new textual conventions are defined in the QBRI DGE-MB, called

VI anl dOr Any, VI anl dOr None, and VM anl dOr AnyOr None.  These new t ext ual
conventions should be (re)used in MB nodul es so that they al
represent a VLAN-ID in the sane way.
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These textual conventions provide a neans to specify MB objects that
refer to a specific VLAN, to any VLAN, or to no VLAN. For an exanple
of how t hese textual conventions m ght be used, consider a MB
object, with SYNTAX of VWl anldOr AnyOrNone, that specifies the VLAN on
whi ch to accept incom ng packets of a particular protocol. Such an
object would allow the device to be configured to accept packets of
this protocol received with a specific 802.1q tag value, with any
802. 1q tag value, or with no 802.1g tag. Note that a M B object that
is defined using one of these textual conventions should clarify the
meani ng of 'any VLAN and/or 'no VLAN in its DESCRI PTI ON cl ause.

3.4. Relationship to Gher MBs

As descri bed above, some | EEE 802. 1D nanagenent objects have not been
included in this MB because they overlap with objects in other MBs
applicable to a bridge inplenenting this MB nodul e.

3.4.1. Relationship to the SNWPv2-M B

The SNWMPv2- M B [ RFC3418] defines objects that are generally

appl i cabl e to managed devices. These objects apply to the device as
a whol e, irrespective of whether bridging is the device' s sole
functionality or only a subset of the device's functionality.

Ful | support for the 802.1D managenent objects requires that the
SNVPv2- M B obj ects sysDescr and sysUpTinme be inplenmented. Note that
conpliance to the current SNMPv2-M B nodul e requires additional
objects and notifications to be inplenmented as specified in RFC 3418
[ RFC3418] .

3.4.2. Relationship tothe IF-MB

The IF-M B, [RFC2863], requires that any MB that is an adjunct of
the IF-MB clarify specific areas within the IF-MB. These areas

were intentionally left vague in the IFF-MB in order to avoid over-
constraining the MB, thereby precludi ng nanagenent of certain

nedi a-t ypes.

The I F-M B enunerates several areas that a nedia-specific MB nust
clarify. Each of these areas is addressed in a follow ng subsecti on.
The inplenentor is referred to the IF-F-MB in order to understand the
general intent of these areas.

The I F-M B [ RFC2863] defi nes managed objects for managi ng network
interfaces. A network interface is considered attached to a
"subnetwork’. (Note that this termis not to be confused with
"subnet’, which refers to an addressing partitioning schene used in
the Internet suite of protocols.) The term’segnment’ is used in this
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nmenmo to refer to such a subnetwork, whether it be an Ethernet
segnent, a 'ring’, a WAN link, or even an X. 25 virtual circuit.

Ful | support for the 802.1D managenent objects requires that the
|F-M B objects iflndex, ifType, ifDescr, ifPhysAddress, and

i fLast Change are inplenmented. Note that conpliance to the current
| F-M B nodul e requires additional objects and notifications to be
i mpl enented as specified in RFC 2863 [ RFC2863] .

Implicit in this Extended Bridge MB is the notion of ports on a
bridge. Each of these ports is associated with one interface of the
"interfaces’ subtree (one rowin ifTable), and, in npbst situations,
each port is associated with a different interface. However, there
are situations in which multiple ports are associated with the sane
interface. An exanple of such a situation would be several ports
each correspondi ng one-to-one with several X 25 virtual circuits but
all on the same interface.

Each port is uniquely identified by a port nunber. A port nunber has
no mandatory relationship to an interface nunber, but in the sinple
case a port nunber will have the sane val ue as the correspondi ng
interface’s interface nunmber. Port nunbers are in the range

(1..dot 1dBaseNunPorts).

Sone entities performother functionality as well as bridging through
the sending and receiving of data on their interfaces. |n such
situations, only a subset of the data sent/received on an interface
is within the domain of the entity’'s bridging functionality. This
subset is considered delineated according to a set of protocols, with
sone protocols being bridged, and other protocols not being bridged.
For exanple, in an entity that exclusively perforned bridging, al
protocol s woul d be considered bridged, whereas in an entity that
performed I P routing on I P datagrans and only bridged ot her

protocols, only the non-1P data woul d be consi dered bridged.

Thus, this Extended Bridge MB (and in particular, its counters) is
applicable only to that subset of the data on an entity's interfaces
that is sent/received for a protocol being bridged. Al such data is
sent/received via the ports of the bridge.

3.4.2.1. Layering Mde

This menp assunes the interpretation of the Interfaces Subtree to be
in accordance with the IF-M B [ RFC2863], which states that the
interfaces table (ifTable) contains information on the nanaged
resource’s interfaces and that each sub-1ayer bel ow the internetwork
| ayer of a network interface is considered an interface.
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Thi s docunent does not neke any assunption that within an entity,
VLANs that are instantiated as an entry in dot1lqVl anCurrent Table by
ei t her managenment configuration through dotlgVl anStaticTable or by
dynam c means (e.g., through GVRP) are al so represented by an entry
in ifTable.

Where an entity contains higher-layer protocol entities (e.g.

| P-l1ayer interfaces that transmt and receive traffic to/froma
VLAN), these should be represented in the ifTable as interfaces of
type propVirtual (53). Protocol-specific types such as | 3ipxvlan(137)
shoul d not be used here, since there is no inplication that the
bridge will performany protocol filtering before delivering up to
these virtual interfaces.

3.4.2.2. ifStackTable

In addition, the IF-M B [ RFC2863] defines a table 'ifStackTable' for
describing the rel ationship between logical interfaces within an
entity. It is anticipated that inplenmentors will use this table to
descri be the binding of (for exanple) IP interfaces to physica
ports, although the presence of VLANs makes the representation |ess
than perfect for show ng connectivity. The ifStackTable cannot
represent the full capability of the I EEE 802.1Q VLAN bridgi ng
standard, since that makes a distinction between VLAN bi ndi ngs on
"ingress’ to and 'egress’ froma port: these relationships may or may
not be symmetrical whereas Interface M B Evol ution assunmes a
symmetrical binding for transmt and receive. This makes it
necessary to define other nanageabl e objects for configuring which
ports are nenbers of which VLANSs.

3.4.2.3. ifRcvAddressTabl e

This table contains all MAC addresses, unicast, nulticast, and
broadcast, for which an interface will receive packets and forward
themup to a higher-layer entity for |ocal consunption. Note that
this does not include addresses for data-link |layer control protocols
such as Spanning-Tree, GVRP, or GVRP. The format of the address,
contained in i fRcvAddressAddress, is the sane as for ifPhysAddress.

This tabl e does not include unicast or nulticast addresses that are
accepted for possible forwarding out some other port. This table is
explicitly not intended to provide a bridge address filtering
mechani sm
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3.4.3. Relationship to the BRIDGE-M B
This section defines how objects in the BRI DGE-M B nodul e
[ BRIDGE-M B] should be represented for devices that inplenent the
ext ensions: some of the old objects are | ess useful in such devices
but rmust still be inplenented for reasons of backwards conpatibility.
3.4.3.1. The dot1ldBase Subtree

This subtree contains objects that are applicable to all types of
bridges. Interpretation of this subtree is unchanged.

3.4.3.2. The dotl1ldStp Subtree
This subtree contains the objects that denote the bridge's state with
respect to the Spanning Tree Protocol. Interpretation of this
subtree is unchanged.

3.4.3.3. The dotl1ldTp Subtree

This subtree contains objects that describe the entity's state with
respect to transparent bridging.

In a device operating with a single Filtering Database,
interpretation of this subtree is unchanged.

In a device supporting nultiple Filtering Databases, this subtree is
interpreted as foll ows:

dot 1dTpLear nedEnt r yDi scar ds
The nunber of tinmes that *any* of the FDBs becane full

dot 1dTpAgi ngTi e
This applies to all Filtering Databases.

dot 1dTpFdbTabl e
Report MAC addresses | earned on each port, regardl ess of which
Filtering Database they have been learned in. |If an address has
been learned in nmultiple databases on a single port, report it
only once. |If an address has been |l earned in nultiple databases

on nore than one port, report the entry on any one of the valid
ports.
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dot 1dTpPort Tabl e

This table is port-based and is not affected by nultiple
Filtering Databases or nultiple VLANs. The counters should

i nclude frames received or transmtted for all VLANs. Note that
equi val ent 64-bit port statistics counters, as well as other
objects to represent the upper 32 bits of these counters, are
defined in this docunent for high-capacity network interfaces.
These have confornmance statements to indicate for which speeds
of interface they are required.

3.4.3.4. The dotldStatic Subtree

This optional subtree contains objects that describe the
configuration of destination-address filtering.

In a device operating with a single Filtering Database,
interpretation of this subtree is unchanged.

In a device supporting nultiple Filtering Databases, this subtree is
interpreted as follows:

dot 1dSt ati cTabl e

Entries read fromthis table include all static entries from al
of the Filtering Databases. Entries for the sane MAC address
and receive port in nore than one Filtering Database rmust appear
only once, since these are the indices of this table. This
tabl e should be inplenented as read-only in devices that support
nmul ti pl e Forwardi ng Databases. |Instead, wite access should be
provi ded through dot1qStaticUni cast Tabl e and

dot 1qStati cMul ti cast Tabl e, as defined in this docunent.

3.4.3.5. Additions to the BRIDGE-M B
To suppl enent the BRIDGE-M B [ BRIDGE-M B], this nbdul e contains:

(1) support for nultiple traffic classes and dynam c multicast
filtering as per |EEE 802.1D- 1998 [802. 1D .

(2) support for bridged Virtual LANs as per |EEE 802.1Q 2003
[802.1Q .

(3) support for 64-bit versions of BRI DGE-M B [ BRI DGE-M B] port
counters.
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4. Definitions for Extended Bridge MB

P-BRIDGE-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Counter32, |nteger32, Counter64
FROM SNMPv2- SM

Trut hval ue, Tinelnterval, MacAddress, TEXTUAL- CONVENTI ON
FROM SNMPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

dot 1dTp, dot 1dTpPort, dot 1dBri dge,

dot 1dBasePort Entry, dot 1dBasePort
FROM BRI DGE- M B;

pBri dgeM B MODULE- | DENTI TY
LAST- UPDATED "2006010900002"
ORGANI ZATI ON "I ETF Bri dge M B Wirki ng G oup”
CONTACT- | NFO
"Email: bridge-mb@etf.org
ietfm bs@ps.ietf.org

Davi d Levi

Postal : Nortel Networks
4655 Great Anerica Parkway
Santa Cl ara, CA 95054

USA
Phone: +1 865 686 0432
Emai | : dl evi @ortel.com

Davi d Harrington
Postal : Effective Software

50 Hardi ng Rd.

Portsmout h, NH 03801

USA
Phone: +1 603 436 8634
Emai |l : ietfdbh@ontast. net
Les Bel |

Postal : Henel Henpstead, Herts. HP2 7YU
UK

Email: el bell @tlworld.com

Vi vi an Ngai

Levi & Harrington St andards Track [ Page 18]



RFC 4363 Bri dge M B Ext ensi ons January 2006

Enmai | : vivian_ngai @cm org

Andrew Smith

Postal : Beijing Harbour Networks
Jiuling Building
21 North Xi sanhuan Ave.
Bei jing, 100089
PRC

Fax: +1 415 345 1827
Emai |l : ah_smth@cm org

Paul Langille

Post al : Newbri dge Networks
5 Corporate Drive
Andover, MA 01810

USA
Phone: +1 978 691 4665
Enmai |l : | angill e@ewbridge.com

Ani | Rijhsinghani
Postal : Accton Technol ogy Corporation
5 Mount Royal Ave
Mar | boro, MA 01752
USA
Phone:
Emai | : ani | @ccton. com

Keith MC oghrie
Postal : Ci sco Systems, Inc.
170 West Tasnman Drive
San Jose, CA 95134-1706
USA
Phone: +1 408 526 5260
Emai | : kzm@i sco. cont
DESCRI PTI ON
"The Bridge M B Extension nodule for managing Priority
and Multicast Filtering, defined by |EEE 802. 1D 1998,
i ncluding Restricted Group Registration defined by
| EEE 802. 1t - 2001.

Copyright (C) The Internet Society (2006). This version of
this MB nodule is part of RFC 4363; See the RFC itself for

full legal notices."
REVI SI ON "2006010900002"
DESCRI PTI ON

"Added dot 1dPort Restri ct edG oupRegi strati on.
Depr ecat ed pBridgePort Gnr pG oup and pBri dgeConpli ance
and added pBri dgePort Gw pG oup2 and pBri dgeConpli ance2."

Levi & Harrington St andards Track [ Page 19]



RFC 4363 Bri dge M B Ext ensi ons January 2006

REVI SI ON *1999082500002"
DESCRI PTI ON
"The Bridge M B Extension nodule for managing Priority
and Multicast Filtering, defined by |EEE 802. 1D 1998.
Initial version, published as RFC 2674."
::={ dot1ldBridge 6 }

pBri dgeM BObj ects OBJECT IDENTIFIER ::= { pBridgeMB 1 }

Enabl edSt at us :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A sinmple status value for the object.”
SYNTAX | NTEGER { enabl ed(1), disabled(2) }

dot 1dExt Base OBJECT | DENTI FI ER ::
dot 1dPriority OBJECT | DENTI FI ER ::
dot 1dGar p OBJECT | DENTI FI ER ::
dot 1dGm p OBJECT | DENTI FI ER ::

{ pBridgeM BObjects 1}
{ pBridgeM BCbjects 2 }
{ pBridgeM Bnjects 3 }
{ pBridgeM Bhjects 4 }

dot 1dDevi ceCapabi | i ti es OBJECT- TYPE
SYNTAX BI TS {

dot 1dExt endedFi | t eri ngServi ces(0),
dot 1dTraffi cC asses(1),
dot 1gSt ati cEntryl ndi vi dual Port (2),
dot 1ql VLCapabl e(3),
dot 1qSVLCapabl e(4),
dot 1qHybri dCapabl e(5),
dot 1qConfi gur abl ePvi dTaggi ng(6),
dot 1dLocal VI anCapabl e( 7)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"I ndi cates the optional parts of | EEE 802.1D and 802.1Q
that are inplenmented by this device and are manageabl e
through this MB. Capabilities that are allowed on a
per-port basis are indicated in dot1dPort Capabilities.

dot 1dExt endedFi | t eri ngServi ces(0),
-- can performfiltering of
-- individual nulticast addresses
-- controlled by GVWRP
dot 1dTraffi cC asses(1),
-- can map user priority to
-- multiple traffic classes.
dot 1qSt ati cEntryl ndi vi dual Port (2),
-- dotlgStaticUni cast Recei vePort &
-- dotlgStaticMilticastRecei vePort
-- can represent non-zero entries.
dot 1ql VLCapabl e(3), -- I ndependent VLAN Learning (IVL).
dot 1qSVLCapabl e(4), -- Shared VLAN Learning (SVL).
dot 1qHybri dCapabl e(5),
-- both I'VL & SVL simultaneously.
dot 1qConfi gur abl ePvi dTaggi ng(6),
-- whether the inplenentation
-- supports the ability to
-- override the default PVID
-- setting and its egress status
-- (VLAN Tagged or Untagged) on
-- each port.
dot 1dLocal VI anCapabl e(7)
-- can support nultiple |loca
-- bridges, outside of the scope
-- of 802.1Q defined VLANs."
REFERENCE
"1 SO | EC 15802-3 Section 5.2,
| EEE 802. 1Q D11 Section 5.2, 12.10.1.1.3/b/2"
::= { dot 1dExtBase 1 }

dot 1dTr af fi cCl assesEnabl ed OBJECT- TYPE

Levi

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The value true(1l) indicates that Traffic Cl asses are
enabl ed on this bridge. Wen false(2), the bridge
operates with a single priority level for all traffic.

The value of this object MIST be retained across

reinitializations of the managenent system”
DEFVAL { true }
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.= { dot 1dExt Base 2 }

dot 1dGm pSt at us OBJECT- TYPE

SYNTAX Enabl edSt at us

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The admi nistrative status requested by managenent for
GWRP. The val ue enabl ed(1) indicates that GVRP shoul d
be enabled on this device, in all VLANs, on all ports
for which it has not been specifically disabled. Wen
di sabl ed(2), GWRP is disabled, in all VLANs and on al
ports, and all GVRP packets will be forwarded
transparently. This object affects both Applicant and
Regi strar state nachines. A transition from disabl ed(2)
to enabled(1l) will cause a reset of all GWRP state
machi nes on all ports.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
DEFVAL { enabled }
::= { dot 1dExt Base 3 }

dot 1dPort Capabi | i ti esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dPort CapabilitiesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains capabilities information about
every port that is associated with this bridge."
::= { dot 1dExt Base 4 }

dot 1dPort Capabi l i ti esEntry OBJECT- TYPE

SYNTAX Dot 1dPort CapabilitiesEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A set of capabilities information about this port
i ndexed by dot 1dBasePort."

AUGMVENTS { dot 1dBasePortEntry }

::= { dot1ldPort CapabilitiesTable 1 }

Dot 1dPort CapabilitiesEntry ::=
SEQUENCE {
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dot 1dPort Capabilities

BI TS
}
dot 1dPort Capabi | i ti es OBJECT- TYPE
SYNTAX BI TS {

dot 1qDot 1qTaggi ng(0),
dot 1gConfi gur abl eAccept abl eFraneTypes(1),
dot 1gl ngressFil tering(2)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates the parts of | EEE 802.1D and 802.1Q that are
optional on a per-port basis, that are inplenmented by
this device, and that are manageabl e t hrough this M B.

dot 1qDot 1qTaggi ng(0), -- supports 802.1Q VLAN taggi ng of
-- frames and GVRP.
dot 1qConfi gur abl eAccept abl eFraneTypes(1),
-- allows nodified val ues of
-- dot 1gPort Accept abl eFr aneTypes.
dot 1ql ngressFil tering(2)
-- supports the discarding of any
-- frame received on a Port whose
-- VLAN cl assification does not
-- include that Port in its Menber
-- set."
REFERENCE
"1 SO | EC 15802-3 Section 5. 2,
| EEE 802. 1QY D11 Section 5.2"
.= { dot1ldPort CapabilitiesEntry 1 }

dot 1dPort PriorityTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dPortPriorityEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains information about every port that
is associated with this transparent bridge."
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.= { dotldPriority 1}

dot 1dPortPriorityEntry OBJECT- TYPE

SYNTAX Dot 1dPort PriorityEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of Default User Priorities for each port of a
transparent bridge. This is indexed by dotldBasePort."
AUGVENTS { dot 1dBasePortEntry }
::={ dotldPortPriorityTable 1 }

Dot 1dPortPriorityEntry ::=

SEQUENCE {
dot 1dPort Def aul t UserPriority
I nt eger 32,
dot 1dPor t NumTr af fi cCl asses
| nt eger 32
}
dot 1dPor t Def aul t User Priority OBJECT- TYPE
SYNTAX Integer32 (0..7)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The default ingress User Priority for this port. This
only has effect on nedia, such as Ethernet, that do not
support native User Priority.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
::={ dotldPortPriorityEntry 1 }

dot 1dPor t Nunilr af fi cCl asses OBJECT- TYPE
SYNTAX Integer32 (1..8)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The nunber of egress traffic classes supported on this
port. This object may optionally be read-only.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
::={ dotldPortPriorityEntry 2 }

-- User Priority Regeneration Table
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dot 1dUser Pri orit yRegenTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dUserPriorityRegenEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A list of Regenerated User Priorities for each received
User Priority on each port of a bridge. The Regenerated
User Priority value may be used to index the Traffic
Class Table for each input port. This only has effect
on nmedi a that support native User Priority. The default
val ues for Regenerated User Priorities are the sane as
the User Priorities."

REFERENCE
"1 SO | EC 15802-3 Section 6.4"

::={ dotldPriority 2}

dot 1dUser PriorityRegenEntry OBJECT- TYPE

SYNTAX Dot 1dUser Pri ori t yRegenEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A mapping of incomng User Priority to a Regenerated
User Priority."

I NDEX { dotl1dBasePort, dotldUserPriority }

.= { dotldUserPriorityRegenTable 1 }

Dot 1dUser Pri orityRegenEntry :: =
SEQUENCE {
dot 1dUserPriority
I nt eger 32,
dot 1dRegenUserPriority
I nt eger 32

}

dot 1dUserPriority OBJECT- TYPE
SYNTAX Integer32 (0..7)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The User Priority for a frane received on this port."
::= { dotldUserPriorityRegenEntry 1 }

dot 1dRegenUser Priority OBJECT- TYPE
SYNTAX I nteger32 (0..7)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The Regenerated User Priority that the incom ng User
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Priority is mapped to for this port.
The val ue of this object MJIST be retained across

reinitializations of the managenent system"”
::= { dotldUserPriorityRegenEntry 2 }

dot 1dTraf fi cCl assTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dTrafficC assEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table mapping evaluated User Priority to Traffic
Class, for forwarding by the bridge. Traffic class is a
nunber in the range (0..(dot1dPortNunTrafficC asses-1))."
REFERENCE
"1 SO | EC 15802-3 Table 7-2"
::={ dotldPriority 3}

dot 1dTraffi cC assEntry OBJECT- TYPE
SYNTAX Dot 1dTraffi cCl assEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"User Priority to Traffic O ass mapping."
I NDEX { dot1dBasePort, dotldTrafficC assPriority }
::= { dotldTrafficC assTable 1 }

Dot 1dTrafficC assEntry ::=
SEQUENCE {
dot 1dTrafficC assPriority
I nt eger 32,
dot 1dTraffi cC ass
I nt eger 32

}

dot 1dTraffi cCl assPriority OBJECT- TYPE

SYNTAX Integer32 (0..7)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The Priority value determ ned for the received frane.
This value is equivalent to the priority indicated in
the tagged frame received, or one of the eval uated
priorities, determ ned according to the nedi a-type.
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For untagged frames received fromEthernet nedia, this
value is equal to the dot1dPortDefaultUserPriority val ue
for the ingress port.

For untagged frames received from non-Et hernet nedi a,

this value is equal to the dot 1dRegenUserPriority val ue

for the ingress port and nedi a-specific user priority."
::={ dotldTrafficd assEntry 1 }

dot 1dTraffi cd ass OBJECT- TYPE
SYNTAX Integer32 (0..7)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The Traffic Class the received frame is napped to.

The val ue of this object MIST be retained across

reinitializations of the managenent system"”
::={ dotldTrafficd assEntry 2 }

dot 1dPor t Qut boundAccessPriorityTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dPort Qut boundAccessPriorityEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e mappi ng Regenerated User Priority to Qutbound
Access Priority. This is a fixed mapping for all port
types, with two options for 802.5 Token Ring."
REFERENCE
"1 SO | EC 15802-3 Table 7-3"
.= { dotldPriority 4}

dot 1dPor t Qut boundAccessPriorityEntry OBJECT- TYPE

SYNTAX Dot 1dPort Qut boundAccessPriorityEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Regenerated User Priority to Qutbound Access Priority
mappi ng. "

I NDEX  { dot 1dBasePort, dotldRegenUserPriority }

;.= { dot 1dPort Qut boundAccessPriorityTable 1 }

Dot 1dPort Qut boundAccessPriorityEntry :: =
SEQUENCE {
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dot 1dPort Qut boundAccessPriority
I nt eger 32

}

dot 1dPor t Qut boundAccessPriority OBJECT- TYPE

SYNTAX Integer32 (0..7)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Qut bound Access Priority the received frane is
mapped to."

.= { dot 1dPort Qut boundAccessPriorityEntry 1 }

dot 1dPort Gar pTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dPort Gar pEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of GARP control information about every bridge
port. This is indexed by dot 1dBasePort."
::={ dotldGarp 1}

dot 1dPort Gar pEnt ry OBJECT- TYPE
SYNTAX Dot 1dPor t Gar pEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"GARP control information for a bridge port."
AUGMVENTS { dot 1dBasePortEntry }
.. = { dotldPort GarpTable 1 }

Dot 1dPort GarpEntry ::=
SEQUENCE {

dot 1dPort Gar pJoi nTi ne
Ti mel nt erval

dot 1dPort Gar pLeaveTi ne
Ti mel nt er val

dot 1dPort Gar pLeaveAl | Ti ne
Ti mel nterva
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dot 1dPort Gar pJoi nTi me OBJECT- TYPE
SYNTAX Ti mel nt er val
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The GARP Join tine, in centiseconds.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”
DEFVAL { 20}
::= { dotldPort GarpEntry 1 }

dot 1dPort Gar pLeaveTi ne OBJECT- TYPE
SYNTAX Ti mel nt er val
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The GARP Leave tinme, in centiseconds.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”
DEFVAL { 60 }
::= { dot 1ldPort GarpEntry 2 }

dot 1dPort Gar pLeaveAl | Ti me OBJECT- TYPE
SYNTAX Ti mel nt er val
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The GARP LeaveAll time, in centiseconds.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”
DEFVAL { 1000 }
::= { dot1ldPort GarpEntry 3 }

dot 1dPor t Gr pTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dPort G pEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of GWRP control and status information about
every bridge port. Augnents the dot1ldBasePort Table."
.= { dotldGmp 1}
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dot 1dPort Ghr pEnt ry OBJECT- TYPE
SYNTAX Dot 1dPor t G pEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"GVRP control and status information for a bridge port."
AUGMVENTS { dot 1dBasePortEntry }
.. = { dotldPortGnrpTable 1 }

Dot 1dPort Gnr pEntry :: =
SEQUENCE {

dot 1dPort Ghr pSt at us
Enabl edSt at us,

dot 1dPort G pFai | edRegi strati ons
Count er 32,

dot 1dPor t Grr pLast PduOri gi n
MacAddr ess,

dot 1dPort Restri ct edG oupRegi strati on
Trut hVal ue

}

dot 1dPort Ghr pSt at us OBJECT- TYPE

SYNTAX Enabl edSt at us

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The adnministrative state of GVRP operation on this port. The
val ue enabl ed(1) indicates that GVWRP is enabled on this port
in all VLANs as |long as dot1dGmwpStatus is also enabled(1).
A val ue of disabled(2) indicates that GVRP i s disabled on
this port in all VLANs: any GVRP packets received wll
be silently discarded, and no GVRP registrations will be
propagated fromother ports. Setting this to a value of
enabl ed(1) will be stored by the agent but will only take
effect on the GVRP protocol operation if dot1dGr pStatus
al so indicates the value enabled(1). This object affects
all GVRP Applicant and Registrar state machines on this
port. A transition fromdisabled(2) to enabled(1l) wll
cause a reset of all GVWRP state machines on this port.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
DEFVAL { enabl ed }
::={ dotldPortGnrpEntry 1 }

dot 1dPor t Ghr pFai | edRegi strati ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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DESCRI PTI ON
"The total nunmber of failed GVRP registrations,
reason, in all VLANs, on this port."

::= { dot1ldPort Gnr pEntry 2 }

current

dot 1dPort Ghr pLast PduGri gi n OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Source MAC Address of the | ast GVRP nessage
received on this port."

.. = { dotldPortGnrpEntry 3 }

dot 1dPort Restri ct edG oupRegi strati on OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The state of Restricted G oup Registration on t
If the value of this control is true(l), then c

of a new dynamc entry is permtted only if the
Static Filtering Entry for the VLAN concerned,
the Registrar Adm nistrative Control
Regi stration.

The val ue of this object MIST be retained across
reinitializations of the managenent system”
REFERENCE
"1 EEE 802. 1t cl ause 10.3.2.3, 14.10.1.3."
DEFVAL { false}
;.= { dotldPortGnrpEntry 4 }

dot 1dTpHCPor t Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dTpHCPort Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

January 2006

for any

his port.
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val ue i s Nor nal

"A table that contains infornmation about every high-

capacity port that
bri dge."
::={ dotldTp 5 }
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dot 1dTpHCPort Ent ry OBJECT- TYPE

SYNTAX Dot 1dTpHCPor t Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Statistics information for each high-capacity port
transparent bridge."

I NDEX { dot1dTpPort }

;.= { dot 1dTpHCPort Table 1 }

Dot 1dTpHCPortEntry :: =

SEQUENCE {
dot 1dTpHCPor t | nFr ames
Count er 64,
dot 1dTpHCPor t Qut Fr anes
Count er 64,
dot 1dTpHCPor t I nDi scar ds
Count er 64

}

dot 1dTpHCPor t | nFranmes OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of frames that have been received by th
port fromits segment. Note that a frane received
the interface corresponding to this port is only co
by this object if and only if it is for a protoco
processed by the local bridging function, including
bri dge managenent franes."

REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"

::= { dot 1dTpHCPortEntry 1 }

dot 1dTpHCPor t Qut Frames OBJECT- TYPE

Levi

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of frames that have been transmtted by
port to its segnent. Note that a frame transmitted

January 2006

of a

is
on
unt ed
bei ng

this
on

the interface corresponding to this port is only counted

by this object if and only if it is for a protoco
processed by the local bridging function, including
bri dge managenent frames."

REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"

& Harrington St andards Track

bei ng

[ Page 32]



RFC 4363 Bri dge M B Ext ensi ons January 2006

dot

dot

.. = { dot 1dTpHCPortEntry 2 }

1dTpHCPor t I nDi scards OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Count of valid franes that have been received by this
port fromits segrment that were discarded (i.e.
filtered) by the Forwarding Process."

REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"

.= { dot 1dTpHCPortEntry 3 }

Upper part of Hi gh-Capacity Port Table for Transparent Bridges

1dTpPort Over f | owTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dTpPort Overfl oweEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A table that contains the nost-significant bits of
statistics counters for ports that are associated with this
transparent bridge that are on high-capacity interfaces, as
defined in the conformance clauses for this table. This table
is provided as a way to read 64-bit counters for agents that
support only SNWPv1.

Note that the reporting of nost-significant and
| east-significant counter bits separately runs the risk of
m ssing an overflow of the lower bits in the interval between
sampl ing. The manager must be aware of this possibility, even
within the sane varbindlist, when interpreting the results of
a request or asynchronous notification."

::={ dotldTp 6 }

dot 1dTpPort Overfl oweEntry OBJECT- TYPE

Levi

SYNTAX Dot 1dTpPort Overfl owEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nost significant bits of statistics counters for a high-
capacity interface of a transparent bridge. Each object is
associated with a correspondi ng object in dot1dTpPort Tabl e
that indicates the |east significant bits of the counter.”

I NDEX { dot1dTpPort }
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.= { dot1dTpPortOverfl owTable 1 }

Dot 1dTpPort OverflowkEntry ::=
SEQUENCE {

dot 1dTpPort I nOver f | owFr anes
Counter 32,

dot 1dTpPort Qut Over f | owFr anes
Count er 32,

dot 1dTpPort | nOver fl owDi scar ds
Count er 32

}

dot 1dTpPort | nOver f | owFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tines the associated dot 1dTpPort | nFrames
counter has overfl owed. "

REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"

::= { dot1dTpPortOverfl owEntry 1 }

dot 1dTpPort Qut Over f| owFr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tines the associ ated dot 1dTpPort Qut Fr anes
counter has overflowed."

REFERENCE
"I SO | EC 15802-3 Section 14.6.1.1.3"

;.= { dot1dTpPortOverfl owEntry 2 }

dot 1dTpPort |1 nOver fl owDi scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of tines the associated
dot 1dTpPort | nDi scards counter has overfl owed."
REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"
.= { dot1dTpPortOverfl oweEntry 3 }

-- | EEE 802. 1p M B - Conformance |Information
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pBri dgeConf ornance OBJECT IDENTIFIER ::= { pBridgeMB 2 }
pBri dgeG oups OBJECT | DENTIFIER ::= { pBridgeConfornmance 1 }

pBri dgeConpl i ances OBJECT | DENTI FI ER
::= { pBridgeConfornance 2 }

pBri dgeExt CapG oup OBJECT- GROUP
OBJECTS {
dot 1dDevi ceCapabi liti es,
dot 1dPort Capabilities

}

STATUS current

DESCRI PTI ON
"A collection of objects indicating the optional
capabilities of the device."

::={ pBridgeGoups 1}

pBri dgeDevi ceGmr pG oup OBJECT- GROUP
OBJECTS {
dot 1dGm pSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing device-level control
for the Multicast Filtering extended bridge services."
::={ pBridgeGoups 2}

pBri dgeDevi cePriorityG oup OBJECT- GROUP
OBJECTS {
dot 1dTraf fi cCl assesEnabl ed

}

STATUS current

DESCRI PTI ON
"A collection of objects providing device-1evel control
for the Priority services."

::={ pBridgeGoups 3}

pBri dgeDefaul t PriorityG oup OBJECT- GROUP
OBJECTS {
dot 1dPort Def aul t UserPriority

}
STATUS current
DESCRI PTI ON
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"A collection of objects defining the User Priority
applicable to each port for nedia that do not support
native User Priority."

::={ pBridgeGoups 4 }

pBri dgeRegenPri orityG oup OBJECT- GROUP
OBJECTS {
dot 1dRegenUserPriority

}

STATUS current

DESCRI PTI ON
"A collection of objects defining the User Priorities
applicable to each port for nedia that support native
User Priority."

::={ pBridgeGoups 5}

pBri dgePriorityG oup OBJECT- GROUP
OBJECTS {
dot 1dPor t Numrr af fi cCl asses,
dot 1dTraf fi cCl ass

}
STATUS current
DESCRI PTI ON
"A collection of objects defining the traffic classes
within a bridge for each evaluated User Priority."
::={ pBridgeGoups 6 }

pBri dgeAccessPriorityG oup OBJECT- GROUP
OBJECTS {
dot 1dPort Qut boundAccessPriority

}

STATUS current

DESCRI PTI ON
"A collection of objects defining the nedi a-dependent
out bound access | evel for each priority."

.= { pBridgeGoups 7 }

pBri dgePort Gar pG oup OBJECT- GROUP
OBJECTS {
dot 1dPor t Gar pJoi nTi e,
dot 1dPor t Gar pLeaveTi ne,
dot 1dPort Gar pLeaveAl | Ti ne

}

STATUS current

DESCRI PTI ON
"A collection of objects providing port |level control
and status information for GARP operation.”

::= { pBridgeGoups 8 }
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pBri dgePort Gmw pG oup OBJECT- GROUP
OBJECTS {
dot 1dPor t Gr pSt at us,
dot 1dPor t Gnr pFai | edRegi strati ons,
dot 1dPor t Ghr pLast PduOri gi n

}

STATUS depr ecat ed

DESCRI PTI ON
"A collection of objects providing port |level control
and status information for GVRP operation."

::={ pBridgeGoups 9 }

pBri dgeHCPort Gr oup OBJECT- GROUP
OBJECTS {
dot 1dTpHCPor t | nFr anes,
dot 1dTpHCPor t Qut Fr anes,
dot 1dTpHCPor t I nDi scar ds

}
STATUS current
DESCRI PTI ON
"A collection of objects providing 64-bit statistics
counters for high-capacity bridge ports.”
::={ pBridgeGoups 10 }

pBri dgePort Over f | owGr oup OBJECT- GROUP
OBJECTS {
dot 1dTpPor t I nOver f | owFr ames,
dot 1dTpPort Qut Over f | owFr anes,
dot 1dTpPort |1 nOver fl owDi scar ds

}

STATUS current

DESCRI PTI ON
"A collection of objects providing overflow statistics
counters for high-capacity bridge ports.”

::={ pBridgeGoups 11 }

pBri dgePort Gm pG oup2 OBJECT- GROUP
OBJECTS {
dot 1dPor t Gr pSt at us,
dot 1dPor t Gnr pFai | edRegi strati ons,
dot 1dPor t Grr pLast PduOri gi n,
dot 1dPort Restri ct edG oupRegi strati on

}

STATUS current

DESCRI PTI ON
"A collection of objects providing port |level control
and status information for GVRP operation.”

::={ pBridgeGoups 12 }
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pBri dgeConpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"The conpliance statenment for device support of Priority
and Multicast Filtering extended bridging services."

MODULE
MANDATORY- GROUPS { pBri dgeExt CapG oup }
GROUP pBri dgeDevi ceGmr pG oup
DESCRI PTI ON

"This group is mandatory for devices supporting the GVRP
application, defined by | EEE 802. 1D Extended Filtering
Servi ces. "

GROUP pBri dgeDevi cePriorityG oup

DESCRI PTI ON
"This group is mandatory only for devices supporting
the priority forwardi ng operations defined by | EEE

802.1D. "
GROUP pBri dgeDefaul t PriorityG oup
DESCRI PTI ON

"This group is mandatory only for devices supporting
the priority forwardi ng operations defined by the
ext ended bridge services with nedia types, such as
Et hernet, that do not support native User Priority."

GROUP pBri dgeRegenPriorityG oup
DESCRI PTI ON
"This group is mandatory only for devices supporting
the priority forwardi ng operations defined by | EEE 802. 1D
and that have interface nedia types that support
native User Priority, e.g., |EEE 802.5."

GROUP pBri dgePriorityG oup
DESCRI PTI ON
"This group is mandatory only for devices supporting
the priority forwardi ng operations defined by | EEE 802. 1D. "

GROUP pBri dgeAccessPriorityG oup

DESCRI PTI ON
"This group is optional and is relevant only for devices
supporting the priority forwardi ng operati ons defined by
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| EEE 802. 1D and that have interface nmedia types that
support native Access Priority, e.g., |EEE 802.5."

GROUP pBri dgePort Gar pG oup

DESCRI PTI ON
"This group is nandatory for devices supporting any
of the GARP applications: e.g., GVRP, defined by the
extended filtering services of 802.1D;, or GVRP,
defined by 802.1Q (refer to the Q BRI DGE-M B for
conformance statenents for GVRP)."

GROUP pBri dgePort Gmw pG oup

DESCRI PTI ON
"This group is nandatory for devices supporting the
GWRP application, as defined by | EEE 802. 1D Ext ended
Filtering Services."

GROUP pBri dgeHCPor t G oup

DESCRI PTI ON
"Support for this group in a device is mandatory for those
bridge ports that map to network interfaces that have the
val ue of the correspondi ng i nstance of if Speed
greater than 650, 000, 000 bits/second."

GROUP pBri dgePort Over f | owG oup

DESCRI PTI ON
"Support for this group in a device is mandatory for those
bri dge ports that map to network interfaces that have the
val ue of the correspondi ng i nstance of if Speed
greater than 650, 000,000 bits/second."

OBJECT dot 1dPor t Nunilr af fi cCl asses
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT dot 1dTraffi cC ass
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT dot 1dRegenUserPriority
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

::= { pBridgeConpliances 1}
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pBri dgeConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for device support of Priority
and Multicast Filtering extended bridging services."

MODULE
MANDATORY- GROUPS { pBri dgeExt CapG oup }
GROUP pBri dgeDevi ceGmr pG oup
DESCRI PTI ON

"This group is nandatory for devices supporting the GVRP
application, defined by | EEE 802. 1D Extended Filtering
Services."

GROUP pBri dgeDevi cePriorityG oup

DESCRI PTI ON
"This group is mandatory only for devices supporting
the priority forwardi ng operations defined by | EEE

802. 1D. "
GROUP pBri dgeDefaul t PriorityG oup
DESCRI PTI ON

"This group is mandatory only for devices supporting
the priority forwardi ng operations defined by the
ext ended bridge services with nedia types, such as
Et hernet, that do not support native User Priority."

GROUP pBri dgeRegenPri orityG oup
DESCRI PTI ON
"This group is nmandatory only for devices supporting
the priority forwardi ng operations defined by | EEE 802. 1D
and that have interface nmedia types that support
native User Priority, e.g., |EEE 802.5."

GROUP pBri dgePriorityG oup
DESCRI PTI ON
"This group is nmandatory only for devices supporting
the priority forwardi ng operations defined by | EEE 802. 1D. "

GROUP pBri dgeAccessPriorityG oup

DESCRI PTI ON
"This group is optional and is relevant only for devices
supporting the priority forwardi ng operati ons defined by
| EEE 802. 1D and that have interface media types that
support native Access Priority, e.g., |IEEE 802.5."

GROUP pBri dgePort Gar pG oup
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END

Levi

DESCRI PTI ON
"This group is nandatory for devices supporting any
of the GARP applications: e.g., GVRP, defined by the
extended filtering services of 802.1D;, or GVRP,
defined by 802.1Q (refer to the Q BRIDGE-M B for
conformance statenents for GVRP)."

GROUP pBri dgePort Gar pG oup2

DESCRI PTI ON
"This group is nmandatory for devices supporting the
GWRP application, as defined by | EEE 802. 1D Ext ended
Filtering Services."

GROUP pBri dgeHCPort Gr oup

DESCRI PTI ON
"Support for this group in a device is mandatory for those
bridge ports that map to network interfaces that have the
val ue of the correspondi ng i nstance of if Speed
greater than 650, 000,000 bits/second."

GROUP pBri dgePort Over f | owG oup

DESCRI PTI ON
"Support for this group in a device is mandatory for those
bridge ports that map to network interfaces that have the
val ue of the correspondi ng i nstance of if Speed
greater than 650, 000,000 bits/second."

OBJECT dot 1dPort Numirr af fi cCl asses
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT dot 1dTraffi cC ass
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT dot 1dRegenUserPriority
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

.. = { pBridgeCompliances 2 }
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5. Definitions for Virtual Bridge MB

Q BRIDGE-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

Count er 32, Count er 64, Unsigned32, TimeTicks, Integer32
FROM SNWVPv2- SM

RowsSt at us, Trut hVal ue, TEXTUAL- CONVENTI ON, MacAddress
FROM SNMPv2- TC

SnnpAdmi nStri ng
FROM SNVP- FRAMEWORK- M B

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

dot 1dBri dge, dot 1dBasePort Entry, dot ldBasePort
FROM BRI DGE- M B

Enabl edSt at us
FROM P- BRI DGE- M B

TimeFilter
FROM RMON2- M B;

qBri dgeM B MODULE- | DENTI TY
LAST- UPDATED "2006010900002"
ORGANI ZATI ON "I ETF Bri dge M B Wirki ng G oup”
CONTACT- | NFO
"Email: Bridge-mb@etf.org
ietfm bs@ps.ietf.org

Davi d Levi

Postal : Nortel Networks
4655 Great Anerica Parkway
Santa Cl ara, CA 95054

USA
Phone: +1 865 686 0432
Email: dl evi @ortel.com

Davi d Harrington
Postal : Effective Software

50 Hardi ng Rd.

Portsmout h, NH 03801

USA
Phone: +1 603 436 8634
Emai |l : ietfdbh@ontast. net
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Les Bel

Postal : Henel Henpstead, Herts. HP2 7YU
UK

Email : el bell @tl worl d. com

Andrew Smith

Postal : Beijing Harbour Networks
Jiuling Building
21 North Xi sanhuan Ave.
Bei jing, 100089

PRC
Fax: +1 415 345 1827
Enmai |l : ah_smth@cmorg

Paul Langille
Post al : Newbri dge Networks

5 Corporate Drive

Andover, MA 01810

USA
Phone: +1 978 691 4665
Emai | : | angill e@ewbri dge. com

Ani | Rijhsinghan
Postal : Accton Technol ogy Corporation
5 Mount Royal Ave
Mar | boro, MA 01752
USA
Phone:
Emai | : ani | @ccton. com

Keith McC oghrie
Postal: Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
Phone: +1 408 526 5260
Emai | : kzm@i sco. cont
DESCRI PTI ON
"The VLAN Bridge MB nodul e for managing Virtual Bridged
Local Area Networks, as defined by | EEE 802. 1Q 2003
i ncluding Restricted Vlan Registration defined by
| EEE 802. 1u-2001 and VIl an O assification defined by
| EEE 802. 1v-2001.

Copyright (C The Internet Society (2006). This version of
this MB nmodule is part of RFC 4363; See the RFC itself for
full legal notices.™

REVI SI ON *2006010900002"

Levi & Harrington St andards Track [ Page 43]



RFC 4363 Bri dge M B Ext ensi ons January 2006

DESCRI PTI ON
"Added VI an TEXTUAL- CONVENTI ONs,
dot 1qPort Restri ct edVl anRegi stration, dot1vProtocol subtree,
gBri dgeC assi fi cati onDevi ceG oup, qgBri dgePort Group2,
gBri dgeC assi fi cati onPort Group, and gBri dgeConpl i ance2
Clarified dotlgForwardAl |l StaticPorts,
gPor t Accept abl eFrameTypes, and qgBri dgeConpl i ance.
Depr ecat ed gBri dgePort Group and gBri dgeConpli ance. "

REVI SI ON "199908250000Z"
DESCRI PTI ON
"The VLAN Bridge MB nodul e for managing Virtual Bridged
Local Area Networks, as defined by | EEE 802. 1Q 1998
Initial version, published as RFC 2674."
::={ dot1ldBridge 7 }
gBri dgeM BObj ects OBJECT IDENTIFIER ::={ gBridgeMB 1 }

PortLi st ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Each octet within this value specifies a set of eight
ports, with the first octet specifying ports 1 through
8, the second octet specifying ports 9 through 16, etc.
Wthin each octet, the nobst significant bit represents
the | owest nunbered port, and the |east significant bit
represents the highest nunmbered port. Thus, each port
of the bridge is represented by a single bit within the
value of this object. |If that bit has a value of "I
then that port is included in the set of ports; the port
is not included if its bit has a value of "0 ."

SYNTAX OCTET STRI NG
VI anl ndex ::= TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"A val ue used to index per-VLAN tables: values of 0 and
4095 are not permtted. |If the value is between 1 and

4094 inclusive, it represents an | EEE 802.1Q VLAN-ID with
gl obal scope within a given bridged domain (see Vlanld
textual convention). |If the value is greater than 4095,
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then it represents a VLAN with scope local to the
particul ar agent, i.e., one without a global VLAN-ID
assigned to it. Such VLANs are outside the scope of

| EEE 802.1Q, but it is convenient to be able to manage them
in the same way using this MB."
SYNTAX Unsi gned32

VI anl d ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"The VLAN-1D that uniquely identifies a VLAN. This
is the 12-bit VLAN-1D used in the VLAN Tag header.
The range is defined by the REFERENCEd specification."

REFERENCE
"I EEE Std 802.1Q 2003 Edition, Virtual Bridged
Local Area Networks."

SYNTAX I nteger32 (1..4094)

VI anl dOr Any :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"The VLAN-1D that uniquely identifies a specific VLAN,
or any VLAN. The special value of 4095 is used to
indicate a wildcard, i.e., any VLAN. This can be used
in any situation where an object or table entry rmnust
refer either to a specific VLAN or to any VLAN.

Note that a MB object that is defined using this

TEXTUAL- CONVENTI ON shoul d clarify the nmeani ng of

"any VLAN (i.e., the special value 4095)."
SYNTAX Integer32 (1..4094 | 4095)

VI anl dOr None :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"The VLAN-1D that uniquely identifies a specific VLAN,
or no VLAN. The special value of zero is used to
indicate that no VLAN-ID is present or used. This can
be used in any situation where an object or a table entry
nust refer either to a specific VLAN, or to no VLAN.

Note that a M B object that is defined using this
TEXTUAL- CONVENTI ON shoul d clarify the meani ng of
"no VLAN (i.e., the special value 0)."

SYNTAX Integer32 (0 | 1..4094)

Levi & Harrington St andards Track [ Page 45]



RFC 4363 Bri dge M B Ext ensi ons January 2006

VI anl dOr AnyOr None @ : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"The VLAN-1D that uniquely identifies a specific VLAN,
any VLAN, or no VLAN. The special values 0 and 4095
have t he same neaning as described in the Vlanl dO Any
and VI anl dOr None TEXTUAL- CONVENTI ONs.

Note that a MB object that is defined using this
TEXTUAL- CONVENTI ON shoul d clarify the meani ng of
"any VLAN and 'no VLAN (i.e., the special values
0 and 4095)."

SYNTAX Integer32 (0 | 1..4094 | 4095)

dot 1gBase OBJECT IDENTIFIER ::= { gBridgeM BObjects 1}
dot 19Tp OBJECT I DENTIFIER ::= { gBridgeM BCbj ects 2 }
dot 1gqStati c OBJECT IDENTIFIER ::= { gBridgeM Bnjects 3 }
dot 1qVl an OBJECT IDENTIFIER ::= { gBridgeM Bnjects 4 }
dot 1vPr ot ocol OBJECT IDENTIFIER ::= { gBridgeM Bhjects 5 }

dot 1qVI anVer si onNunber OBJECT- TYPE
SYNTAX | NTEGER {
versionl(1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The version nunber of |EEE 802.1Q that this device
supports.”
REFERENCE
"| EEE 802.1Q D11 Section 12.10.1.1"
::={ dotlgBase 1 }

dot 1gMaxVl anl d OBJECT- TYPE
SYNTAX VI anl d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi mum | EEE 802. 1Q VLAN-ID that this device

Levi & Harrington St andards Track [ Page 46]



RFC 4363 Bri dge M B Ext ensi ons January 2006

supports.”
REFERENCE

"| EEE 802.1Q D11 Section 9.3.2.3"
::={ dotlgBase 2 }

dot 1qMaxSupport edVl ans OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The maxi mnum nunber of | EEE 802. 1Q VLANs that this
devi ce supports.”

REFERENCE
"| EEE 802.1Q D11 Section 12.10.1.1"

::={ dotlgBase 3}

dot 1gNunM ans OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current nunber of | EEE 802. 1Q VLANs that are
configured in this device."

REFERENCE
"| EEE 802.1Q D11 Section 12.7.1.1"

.. = { dotlgBase 4 }

dot 1qGvr pSt at us OBJECT- TYPE

SYNTAX Enabl edSt at us

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The adm nistrative status requested by managenent for
GVRP. The val ue enabl ed(1) indicates that GVRP shoul d
be enabl ed on this device, on all ports for which it has
not been specifically disabled. Wen disabled(2), GVRP
is disabled on all ports, and all GVRP packets will be
forwarded transparently. This object affects all GVRP
Applicant and Registrar state machines. A transition
fromdisabled(2) to enabled(1) will cause a reset of al
GVRP state machines on all ports.

The val ue of this object MIST be retained across
reinitializations of the managenent system"
DEFVAL { enabl ed }
::={ dotlgBase 5 }
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-- the dot1qTp subtree

dot 1qFdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gFdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains configuration and contro
i nformati on for each Filtering Database currently
operating on this device. Entries in this table appear
automatically when VLANs are assigned FDB IDs in the
dot 1gVl anCurrent Tabl e. "

.= { dotlqTp 1 }

dot 1qFdbEnt ry OBJECT- TYPE
SYNTAX Dot 1gFdbEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
“Informati on about a specific Filtering Database."
| NDEX { dot 1gFdbld }
::= { dotlgFdbTable 1 }

Dot 1gFdbEntry ::=
SEQUENCE {
dot 1qFdbl d
Unsi gned32,
dot 1qFdbDynam cCount
Count er 32

}

dot 1gFdbl d OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS not -accessible
STATUS current
DESCRI PTI ON
"The identity of this Filtering Database."
.. = { dotlgFdbEntry 1 }

dot 1qFdbDynam cCount OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The current nunber of dynamic entries in this
Filtering Database."

REFERENCE
"1 EEE 802.1Q D11 Section 12.7.1.1.3"

::= { dotlgFdbEntry 2 }

-- Miltiple Forwardi ng Dat abases for 802.1Q Transparent Devices
-- This table is an alternative to the dot 1dTpFdbTabl e,

-- previously defined for 802. 1D devices that only support a

-- singl e Forwarding Dat abase.

dot 1qTpFdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1qTpFdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains information about unicast entries
for which the device has forwarding and/or filtering
information. This information is used by the
transparent bridging function in determning howto
propagate a received franme."

REFERENCE
"| EEE 802.1Q D11 Section 12.7.7"

::={ dotlqgTp 2}

dot 1qTpFdbEnt ry OBJECT- TYPE

SYNTAX Dot 1qTpFdbEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about a specific unicast MAC address for
whi ch the device has sonme forwarding and/or filtering
i nformation."

I NDEX { dot1qgFdbld, dot1qTpFdbAddress }

.. = { dotlqTpFdbTable 1 }

Dot 1qTpFdbEntry :: =
SEQUENCE {

dot 1qTpFdbAddr ess
MacAddr ess,

dot 1qTpFdbPor t
I nt eger 32,

dot 1qTpFdbSt at us
| NTEGER
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dot 1qTpFdbAddr ess OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A uni cast MAC address for which the device has
forwarding and/or filtering information."
::={ dot1gTpFdbEntry 1 }

dot 1qTpFdbPort OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Either the value '0', or the port nunber of the port on
which a franme having a source address equal to the val ue
of the corresponding i nstance of dot 1qTpFdbAddress has
been seen. A value of "0’ indicates that the port
nunber has not been | earned but that the device does
have sonme forwarding/filtering information about this
address (e.g., in the dotlgStaticUnicastTable).
| mpl ementors are encouraged to assign the port value to
this object whenever it is |earned, even for addresses
for which the correspondi ng val ue of dot1lqTpFdbStatus is
not |earned(3)."

::={ dot1gTpFdbEntry 2 }

dot 1qTpFdbSt at us OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1),
i nvalid(2),
| ear ned(3),
sel f(4),
} ngnt (5)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The status of this entry. The meani ngs of the val ues
are:

other(1) - none of the following. This may include
the case where sone other MB object (not the
correspondi ng i nstance of dot1qTpFdbPort, nor an
entry in the dotlqStaticUni cast Table) is being
used to determine if and how franes addressed to
the val ue of the corresponding instance of
dot 1qTpFdbAddr ess are bei ng forwarded.

invalid(2) - this entry is no longer valid (e.g., it
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was | earned but has since aged out), but has not
yet been flushed fromthe table.

| earned(3) - the value of the corresponding instance
of dot1qTpFdbPort was | earned and is bei ng used.

sel f(4) - the value of the correspondi ng instance of
dot 1qTpFdbAddr ess represents one of the device's
addresses. The correspondi ng instance of
dot 1qTpFdbPort i ndi cates which of the device’'s
ports has this address.

mgnt (5) - the value of the correspondi ng instance of
dot 1qTpFdbAddress is al so the val ue of an
exi sting instance of dotlqStaticAddress."

.= { dot1lqTpFdbEntry 3 }

dot 1qTpG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1qTpG oupEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Atable containing filtering information for VLANs
configured into the bridge by (local or network)
managenment, or |earned dynamically, specifying the set of
ports to which franes received on a VLAN for this FDB
and containing a specific Group destination address are
all owed to be forwarded."

.= { dotlqTp 3}

dot 1qTpG oupEntry OBJECT- TYPE

SYNTAX Dot 1gTpG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Filtering information configured into the bridge by
managenment, or |earned dynamically, specifying the set of
ports to which frames received on a VLAN and cont ai ni ng
a specific Goup destination address are allowed to be
forwarded. The subset of these ports |earned dynamically
is also provided."

I NDEX { dot 1gVl anl ndex, dot 1gTpG oupAddress }

.= { dotlqTpG oupTable 1 }

Dot 1gTpG oupEntry :: =

Levi

SEQUENCE {
dot 1qTpG oupAddr ess
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MacAddr ess,

dot 1qTpG oupEgressPorts
Port Li st,

dot 1qTpG oupLear nt
Port Li st

}

dot 1gTpG oupAddr ess OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The destinati on G oup MAC address in a frane to which
this entry's filtering information applies."

::={ dotlqTpG oupEntry 1 }

dot 1qTpG oupEgressPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The conplete set of ports, in this VLAN, to which
franmes destined for this Group MAC address are currently
being explicitly forwarded. This does not include ports
for which this address is only inplicitly forwarded, in
the dot 1gForwar dAl | Ports list."

::={ dot1lqTpG oupEntry 2 }

dot 1qTpG oupLear nt OBJECT- TYPE

SYNTAX PortLi st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The subset of ports in dotlqTpG oupEgressPorts that
were | earned by GVRP or sone other dynam c mechanism in
this Filtering database.™

.= { dotlqTpG oupEntry 3 }

dot 1qFor war dAl | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gForwar dAl | Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing forwarding i nfornmation for each
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VLAN, specifying the set of ports to which forwarding of
all nmulticasts applies, configured statically by
managenment or dynami cally by GVRP. An entry appears in
this table for all VLANs that are currently
instantiated. "

REFERENCE
"| EEE 802.1Q D11 Section 12.7.2, 12.7.7"

::={ dotlqTp 4 }

dot 1qFor war dAl | Entry OBJECT- TYPE
SYNTAX Dot 1qFor war dAl | Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Forwardi ng information for a VLAN, specifying the set
of ports to which all multicasts should be forwarded,

configured statically by nanagement or dynam cally by
GVRP. "

| NDEX { dot 1gVl anl ndex }
.= { dotlgForwardAl |l Table 1 }

Dot 1qForwar dAl | Entry :: =
SEQUENCE {

dot 1qForwar dAl | Ports
PortLi st,

dot 1qForwar dAl | StaticPorts
PortLi st,

dot 1qFor war dAl | For bi ddenPort s
Port Li st

}

dot 1gFor war dAl | Ports OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The conplete set of ports in this VLAN to which all
mul ticast group-addressed frames are to be forwarded.
This includes ports for which this need has been
determ ned dynanically by GWRP, or configured statically
by managenent."”

::= { dotlgForwardAllEntry 1 }

dot 1gForwar dAl | St ati cPorts OBJECT- TYPE
SYNTAX PortLi st
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
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"The set of ports configured by managenent in this VLAN
to which all nulticast group-addressed franes are to be
forwarded. Ports entered in this list will also appear
in the conplete set shown by dot 1qForwardAl | Ports. This
value will be restored after the device is reset. This
only applies to ports that are nmenbers of the VLAN,
defined by dot1gVl anCurrent EgressPorts. A port may not
be added in this set if it is already a nenmber of the
set of ports in dotlgForwardAl | ForbiddenPorts. The
default value is a string of ones of appropriate |ength,
to indicate the standard behavi our of using basic
filtering services, i.e., forward all multicasts to al
ports.

The value of this object MJIST be retained across
reinitializations of the managenent system"”
::= { dot lgForwardAl Il Entry 2 }

dot 1qFor war dAl | For bi ddenPorts OBJECT- TYPE

SYNTAX Port Li st
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The set of ports configured by managenent in this VLAN
for which the Service Requirenent attribute Forward Al
Mul ticast Groups may not be dynamically registered by
GWRP. This value will be restored after the device is
reset. A port may not be added in this set if it is

al ready a menber of the set of ports in

dot 1qForwar dAl | StaticPorts. The default value is a
string of zeros of appropriate |ength.

The value of this object MJIST be retained across
reinitializations of the managenent system"”
::= { dot lgForwardAl Il Entry 3 }

dot 1qFor war dUnr egi st er edTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gForwar dUnr egi st eredEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing forwarding i nfornation for each
VLAN, specifying the set of ports to which forwarding of
mul ticast group-addressed franes for which no

nore specific forwarding information applies. This is
configured statically by nmanagenent and determ ned
dynam cally by GVRP. An entry appears in this table for
all VLANs that are currently instantiated."
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REFERENCE
"I EEE 802.1Q D11 Section 12.7.2, 12.7.7"
::={ dotlgTp 5}

dot 1qFor war dUnr egi st eredEntry OBJECT- TYPE

SYNTAX Dot 1gFor war dUnr egi st eredEntry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"Forwardi ng information for a VLAN, specifying the set
of ports to which all nulticasts for which there is no
nore specific forwarding information shall be forwarded.
This is configured statically by managenent or
dynam cally by GVRP."

I NDEX { dot 1gVl anl ndex }

:: = { dot 1gForwardUnregi steredTable 1 }

Dot 1qForwar dUnr egi steredEntry ::=
SEQUENCE {

dot 1qFor war duUnr egi st eredPort s
PortLi st,

dot 1qFor war dUnr egi st eredSt ati cPorts
Port Li st,

dot 1qFor war dUnr egi st er edFor bi ddenPort s
Port Li st

}

dot 1qFor war duUnr egi st eredPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The conplete set of ports in this VLAN to which
mul ticast group-addressed frames for which there is no
nore specific forwarding information will be forwarded.
This includes ports for which this need has been
determ ned dynanically by GVWRP, or configured statically
by managenent."

:: = { dot 1gForwardUnregi steredEntry 1 }

dot 1qFor war dUnr egi st eredSt ati cPorts OBJECT- TYPE

SYNTAX PortLi st
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The set of ports configured by managenent, in this
VLAN, to which rmulticast group-addressed franes for
which there is no nore specific forwardi ng i nformation
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are to be forwarded. Ports entered in this list wll

al so appear in the conplete set shown by

dot 1qFor war duUnr egi steredPorts. This value will be
restored after the device is reset. A port nmay not be
added in this set if it is already a nenber of the set
of ports in dotlgForwardUnregi st eredForbi ddenPorts. The
default value is a string of zeros of appropriate

l ength, although this has no effect with the default

val ue of dot 1qForwardAl | StaticPorts.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
.= { dot lgForwardUnregi steredEntry 2 }

dot 1gFor war dUnr egi st er edFor bi ddenPorts OBJECT- TYPE

SYNTAX Port Li st
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The set of ports configured by managenent in this VLAN
for which the Service Requirenent attribute Forward
Unregi stered Miulticast G oups may not be dynamically
regi stered by GVRP. This value will be restored after
the device is reset. A port may not be added in this
set if it is already a nenber of the set of ports in
dot 1qFor war dUnr egi steredStati cPorts. The default val ue
is a string of zeros of appropriate |ength.

The val ue of this object MIST be retained across

reinitializations of the managenent system"”
.= { dot 1lgForwardUnregi steredEntry 3 }

dot 1gqSt ati cUni cast Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gStati cUni castEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"Atable containing filtering information for Unicast
MAC addresses for each Filtering Database, configured
into the device by (local or network) managenent
specifying the set of ports to which franes received
fromspecific ports and containing specific unicast
destinati on addresses are allowed to be forwarded. A
val ue of zero in this table (as the port nunber from
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which frames with a specific destination address are
received) is used to specify all ports for which there
is no specific entry in this table for that particular
destinati on address. Entries are valid for unicast
addresses only."

REFERENCE
“| EEE 802.1Q D11 Section 12.7.7,
| SO | EC 15802-3 Section 7.9.1"

::={ dotlqgStatic 1 }

dot 1qSt ati cUni cast Entry OBJECT- TYPE

SYNTAX Dot 1gSt ati cUni castEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Filtering information configured into the device by
(local or network) managenent specifying the set of
ports to which franes received froma specific port and
containing a specific unicast destination address are
all owed to be forwarded."

| NDEX
dot 1qFdbl d,
dot 1qSt ati cUni cast Addr ess,
dot 1qSt ati cUni cast Recei vePort

::={ dotlgStaticUnicastTable 1 }

Dot 1qSt ati cUni castEntry ::=
SEQUENCE {

dot 1qSt ati cUni cast Addr ess
MacAddr ess,

dot 1qSt ati cUni cast Recei vePort
I nt eger 32,

dot 1qSt ati cUni cast Al | owedToGoTo
Port Li st,

dot 1qSt ati cUni cast St at us
| NTEGER

}

dot 1qSt ati cUni cast Address OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The destination MAC address in a frane to which this
entry’s filtering information applies. This object nust
take the value of a unicast address.”

;.= { dotlqgStaticUnicastEntry 1 }
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dot 1qSt ati cUni cast Recei vePort OBJECT- TYPE

SYNTAX I nt eger32 (0..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Either the value "0’ or the port nunber of the port

fromwhich a frame nust be received in order for this

entry’'s filtering information to apply. A value of zero

indicates that this entry applies on all ports of the

device for which there is no other applicable entry."
::={ dotlqgStaticUnicastEntry 2 }

dot 1qSt ati cUni cast Al | owedToGoTo OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The set of ports for which a frane with a specific
uni cast address will be flooded in the event that it
has not been learned. It also specifies the set of

ports on which a specific unicast address may be dynamically
| earned. The dot 1qTpFdbTable will have an equi val ent

entry with a dot1qTpFdbPort value of "0 wuntil this

address has been | earned, at which point it will be updated
with the port the address has been seen on. This only
applies to ports that are nmenbers of the VLAN, defined

by dot 1qVl anCurrent EgressPorts. The default val ue of

this object is a string of ones of appropriate |ength.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
REFERENCE
"1 EEE 802.1Q D11 Table 8-5, |1SO | EC 15802-3 Table 7-5"
::={ dotlqgStaticUnicastEntry 3 }

dot 1qSt ati cUni cast St at us OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1),
invalid(2),
per manent ( 3),
del et eOnReset (4),
del et eOnTi meout (5)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This object indicates the status of this entry.
other(1) - this entry is currently in use, but
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the conditions under which it will remain

so differ fromthe follow ng val ues.
invalid(2) - witing this value to the object

renoves the corresponding entry.
permanent (3) - this entry is currently in use

and will remain so after the next reset of
the bridge.

del eteOnReset(4) - this entry is currently in
use and will remain so until the next

reset of the bridge.
del et eOnTi meout (5) - this entry is currently in
use and will remain so until it is aged out.

The val ue of this object MJIST be retained across
reinitializations of the managenent system"
DEFVAL { permanent }
::={ dotlqgStaticUnicastEntry 4 }

dot 1qStati cMul ti cast Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gStaticMilticastEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Atable containing filtering information for Milticast
and Broadcast MAC addresses for each VLAN, configured
into the device by (local or network) managenent
specifying the set of ports to which franes received
fromspecific ports and containing specific Milticast
and Broadcast destination addresses are allowed to be
forwarded. A value of zero in this table (as the port
nunber fromwhich frames with a specific destination
address are received) is used to specify all ports for
which there is no specific entry in this table for that
particul ar destination address. Entries are valid for
Mul ticast and Broadcast addresses only."

REFERENCE
“| EEE 802.1Q D11 Section 12.7.7,
| SO | EC 15802-3 Section 7.9.1"

::={ dotlqgStatic 2 }

dot 1qSt ati cMul ti cast Entry OBJECT- TYPE

SYNTAX Dot 1gqStaticMulticastEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Filtering information configured into the device by
(local or network) managenent specifying the set of
ports to which franes received fromthis specific port
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for this VLAN and containing this Milticast or Broadcast
destinati on address are allowed to be forwarded."
| NDEX  {
dot 1gVl anl ndex,
dot 1qSt ati cMul ti cast Addr ess,
dot 1qStati cMul ti cast Recei vePort

}
.= { dotlgStaticMulticastTable 1 }

Dot 1qStaticMul ticastEntry ::=

SEQUENCE {
dot 1qSt ati cMul ti cast Addr ess
MacAddr ess,
dot 1qStati cMul ti cast Recei vePort
I nt eger 32,
dot 1qStati cMul ti cast Stati cEgressPorts
Port Li st,
dot 1qSt ati cMul ti cast For bi ddenEgr essPorts
PortLi st,
dot 1qStati cMul ti cast St at us
| NTEGER
}
dot 1qStati cMul ti cast Address OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The destination MAC address in a frane to which this

entry’s filtering information applies. This object nust

take the value of a Miulticast or Broadcast address."
.= { dotlgStaticMulticastEntry 1 }

dot 1qSt ati cMul ti cast Recei vePort OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Either the value '0' or the port nunber of the port

fromwhich a frame nust be received in order for this

entry’s filtering information to apply. A value of zero

indicates that this entry applies on all ports of the

device for which there is no other applicable entry."
.= { dotlgStaticMulticastEntry 2 }

dot 1qStati cMul ti cast St ati cEgressPorts OBJECT- TYPE

SYNTAX Port Li st
MAX- ACCESS read-wite
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STATUS current

DESCRI PTI ON
"The set of ports to which franmes received froma
specific port and destined for a specific Milticast or
Br oadcast MAC address nust be forwarded, regardless of
any dynamc information, e.g., fromGWRP. A port nmay not
be added in this set if it is already a nenber of the
set of ports in dotlqgStaticMilticastForbiddenEgressPorts.
The default value of this object is a string of ones of
appropriate | ength.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
.= { dotlgStaticMulticastEntry 3 }

dot 1qSt ati cMul ti cast For bi ddenEgr essPorts OBJECT- TYPE

SYNTAX Port Li st
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The set of ports to which franmes received froma
specific port and destined for a specific Milticast or

Br oadcast MAC address nust not be forwarded, regardless
of any dynamic information, e.g., fromGWRP. A port my
not be added in this set if it is already a nenber of the
set of ports in dotlqStaticMilticastStaticEgressPorts.
The default value of this object is a string of zeros of
appropriate | ength.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
.= { dotlgStaticMulticastEntry 4 }

dot 1qSt ati cMul ti cast St at us OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
i nvalid(2),
per manent ( 3),
del et eOnReset (4),
del et eOnTi meout ( 5)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"This object indicates the status of this entry.
other(1) - this entry is currently in use, but

the conditions under which it will remain
so differ fromthe follow ng val ues.
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invalid(2) - witing this value to the object
renoves the corresponding entry.
permanent (3) - this entry is currently in use

and will remain so after the next reset of
the bridge.

del eteOnReset (4) - this entry is currently in
use and will remain so until the next

reset of the bridge.
del et eOnTi meout (5) - this entry is currently in
use and will remain so until it is aged out.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
DEFVAL { pernmanent }
::={ dotlgStaticMulticastEntry 5 }

dot 1Vl anNurDel et es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of tines a VLAN entry has been deleted from
the dot1gVl anCurrent Table (for any reason). |If an entry
is deleted, then inserted, and then deleted, this
counter will be incremented by 2."

.= { dotlgVlan 1 }

dot 1qVI anCurr ent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1qVlI anCurrent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing current configuration information
for each VLAN currently configured into the device by
(local or network) managenent, or dynamically created
as a result of GVRP requests received."

::={ dotlgVlian 2 }

dot 1Vl anCurrent Entry OBJECT- TYPE

SYNTAX Dot 1gVl anCurrent Entry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Information for a VLAN configured into the device by
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(local or network) managenent, or dynamically created
as a result of GVRP requests received."

I NDEX  { dot 1gVl anTi neMar k, dot 1gVl anl ndex }

::={ dotlgVlanCurrentTable 1 }

Dot 1qVIl anCurrentEntry ::=
SEQUENCE {

dot 1qVI anTi nmeMar k
TimeFilter,

dot 1gVI anl ndex
VI anl ndex,

dot 1gVI anFdbl d
Unsi gned32,

dot 1gVl anCurr ent EgressPorts
PortLi st,

dot 1qVI anCur r ent Unt aggedPort s
Port Li st,

dot 1qVI anSt at us
| NTECER,

dot 1gVl anCr eati onTi ne
Ti meTi cks

}

dot 1gVI anTi meMar k OBJECT- TYPE

SYNTAX TimeFilter

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"ATimeFilter for this entry. See the TineFilter
textual convention to see how this works."

::={ dotlgVlanCurrentEntry 1 }

dot 1qVI anl ndex OBJECT- TYPE
SYNTAX VI anl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The VLAN-ID or other identifier referring to this VLAN. "
::= { dotlgVl anCurrentEntry 2 }

dot 1qVl anFdbl d OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Filtering Database used by this VLAN. This is one
of the dot1lgFdbld values in the dotlqgFdbTable. This
value is allocated automatically by the device whenever
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the VLAN is created: either dynanmically by GVRP, or by
managenment, in dotlgVlanStaticTable. Allocation of this
value follows the learning constraints defined for this
VLAN i n dot 1gLear ni ngConstrai ntsTabl e."

::= { dotlgVlanCurrentEntry 3 }

dot 1qVl anCurr ent Egr essPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The set of ports that are transmtting traffic for
this VLAN as either tagged or untagged franes."

REFERENCE
"| EEE 802.1Q D11 Section 12.10.2.1"

::={ dotlgVlanCurrentEntry 4 }

dot 1qVI anCur r ent Unt aggedPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The set of ports that are transmitting traffic for
this VLAN as untagged franmes."

REFERENCE
"| EEE 802.1Q D11 Section 12.10.2.1"

::={ dotlgVlanCurrentEntry 5 }

dot 1qVI anSt at us OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
per manent ( 2),
dynam cGvr p(3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the status of this entry.
other(1) - this entry is currently in use, but the
conditions under which it will remain so differ
fromthe foll owi ng val ues.
permanent (2) - this entry, corresponding to an entry
in dotlgVlanStaticTable, is currently in use and
will remain so after the next reset of the
device. The port lists for this entry include
ports fromthe equival ent dot1lqVl anStaticTabl e
entry and ports | earned dynanically.
dynam cGQvrp(3) - this entry is currently in use
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and will remain so until renoved by GYRP. There

is no static entry for this VLAN, and it will be

renoved when the |last port |eaves the VLAN "
::={ dotlgVlanCurrentEntry 6 }

dot 1qVl anCr eati onTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTime when this VLAN was created.”
::= { dotlgVlanCurrentEntry 7 }

dot 1qVl anSt ati cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1qVlI anStati cEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing static configuration information for
each VLAN configured into the device by (local or
networ k) managenent. All entries are permanent and wil |
be restored after the device is reset."

::={ dotlgMan 3}

dot 1gVl anSt ati cEntry OBJECT- TYPE

SYNTAX Dot 1qVl anSt ati cEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Static information for a VLAN configured into the
device by (local or network) managenent.”

I NDEX { dot 1gVl anl ndex }

.= { dotlgVlanStaticTable 1 }

Dot 1gVl anStati cEntry :: =
SEQUENCE {

dot 1qVI anSt at i cNane
SnnpAdmi nStri ng,

dot 1Vl anSt at i cEgressPorts
PortLi st,

dot 1gVl anFor bi ddenEgr essPort s
Port Li st,

dot 1qVl anSt at i cUnt aggedPort s
PortLi st,
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dot 1Vl anSt at i cRowSt at us
RowsSt at us

}

dot 1qVI anSt at i cNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..32))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An admini stratively assigned string, which may be used
to identify the VLAN. "

REFERENCE
"1 EEE 802.1Q D11 Section 12.10.2.1"

::={ dotlgVl anStaticEntry 1 }

dot 1qVl anSt at i cEgressPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The set of ports that are pernanently assigned to the
egress list for this VLAN by managenent. Changes to a
bit in this object affect the per-port, per-VLAN
Regi strar control for Registration Fixed for the
rel evant GVRP state machi ne on each port. A port may
not be added in this set if it is already a nenber of
the set of ports in dot1lgV anForbi ddenEgressPorts. The
default value of this object is a string of zeros of
appropriate length, indicating not fixed."

REFERENCE
"1 EEE 802.1Q D11 Section 12.7.7.3, 11.2.3.2.3"

::={ dotlgVl anStaticEntry 2 }

dot 1qVI anFor bi ddenEgr essPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The set of ports that are prohibited by nanagenent
frombeing included in the egress list for this VLAN
Changes to this object that cause a port to be included
or excluded affect the per-port, per-VLAN Registrar
control for Registration Forbidden for the rel evant GVRP
state nmachi ne on each port. A port may not be added in
this set if it is already a nmenber of the set of ports
in dot1lgVl anStati cEgressPorts. The default val ue of
this object is a string of zeros of appropriate |ength,
excluding all ports fromthe forbidden set."
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REFERENCE
"| EEE 802.1Q D11 Section 12.7.7.3, 11.2.3.2.3"
::={ dotlgVlanStaticEntry 3 }

dot 1qVl anSt at i cUnt aggedPorts OBJECT- TYPE

SYNTAX PortLi st
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The set of ports that should transmt egress packets
for this VLAN as untagged. The default value of this
object for the default VLAN (dotlgVlanindex = 1) is a string
of appropriate length including all ports. There is no
specified default for other VLANs. |f a device agent cannot
support the set of ports being set, then it will reject the
set operation with an error. For exanple, a
manager nmight attenpt to set nore than one VLAN to be untagged
on egress where the device does not support this | EEE 802.1Q
option."

REFERENCE
"| EEE 802.1Q D11 Section 12.10.2.1"

::={ dotlgVlanStaticEntry 4 }

dot 1Vl anSt at i cRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the status of this entry."”
::= { dotlgVlanStaticEntry 5 }

dot 1gNext Fr eeLocal VI anl ndex OBJECT- TYPE

SYNTAX I nteger 32 (0| 4096..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The next avail abl e val ue for dot1lgVl anl ndex of a | ocal
VLAN entry in dotlgVlanStaticTable. This will report

val ues >=4096 if a new Local VLAN may be created or else
the value 0 if this is not possible.

A row creation operation in this table for an entry with a | ocal

VI anl ndex value may fail if the current value of this object
is not used as the index. Even if the value read is used,
there is no guarantee that it will still be the valid index

when the create operation is attenpted; another manager may
have already got in during the intervening time interval.
In this case, dot1lgNextFreelLocal VI anl ndex should be re-read
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and the creation re-tried with the new val ue.
This value will automatically change when the current value is

used to create a new row. "
::={ dotlgVlian 4 }

dot 1qPort VI anTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gPort VI anEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing per-port control and status
i nformati on for VLAN configuration in the device."
::={ dotlgVlan 5 }

dot 1gPort MVl anEnt ry OBJECT- TYPE

SYNTAX Dot 1gPort VI anEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Information controlling VLAN configuration for a port
on the device. This is indexed by dotldBasePort."

AUGVENTS { dot 1dBasePortEntry }

::= { dotlgPortVl anTable 1 }

Dot 1gPortVl anEntry :: =
SEQUENCE {

dot 1qPvi d
VI anl ndex,

dot 1qPor t Accept abl eFr ameTypes
| NTECER,

dot 1qPort I ngressFiltering
Tr ut hVval ue,

dot 1qPort Gvr pSt at us
Enabl edSt at us,

dot 1qPort Gvr pFai | edRegi strati ons
Count er 32,

dot 1qPort Gvr pLast PduGri gi n
MacAddr ess,

dot 1gPort Restri ct edVl anRegi strati on
Tr ut hVal ue

}
dot 1gPvi d OBJECT- TYPE
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SYNTAX VI anl ndex

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The PVID, the VLAN-ID assigned to untagged frames or
Priority-Tagged franes received on this port.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”
REFERENCE
"| EEE 802.1Q D11 Section 12.10.1.1"
DEFVAL {1}
::= { dotlgPortVl anEntry 1 }

dot 1qPor t Accept abl eFr ameTypes OBJECT- TYPE
SYNTAX | NTEGER {
adm t Al (1),
adm t Onl yVI anTagged( 2)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"When this is admtOnlyVlanTagged(2), the device wll
di scard untagged franes or Priority-Tagged franes
received on this port. Wen admtAlIl (1), untagged
franes or Priority-Tagged franes received on this port
will be accepted and assigned to a VID based on the
PVID and VID Set for this port.

This control does not affect VLAN-independent Bridge
Protocol Data Unit (BPDU) franes, such as GVRP and
Spanni ng Tree Protocol (STP). It does affect VLAN
dependent BPDU frames, such as GVRP.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
REFERENCE
"I EEE 802.1Q@ D11 Section 12.10.1.3"
DEFVAL { admtAl }
::= { dotlgPortVl anEntry 2 }

dot 1qPort I ngressFilteri ng OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"When this is true(l), the device will discard i ncom ng
franmes for VLANs that do not include this Port inits

Levi & Harrington St andards Track [ Page 69]



RFC 4363 Bri dge M B Ext ensi ons January 2006

Menber set. \Wen false(2), the port will accept all
i ncom ng franes.

This control does not affect VLAN-independent BPDU
frames, such as GVRP and STP. It does affect VLAN
dependent BPDU frames, such as GVRP.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”
REFERENCE
"| EEE 802.1Q D11 Section 12.10.1.4"
DEFVAL { false }
.. = { dotlgPortVl anEntry 3 }

dot 1qPort Gvr pSt at us OBJECT- TYPE

SYNTAX Enabl edSt at us
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The state of GVRP operation on this port. The value
enabl ed(1) indicates that G/RP is enabled on this port,
as long as dotl1qGurpStatus is also enabled for this

devi ce. \Wen disabled(2) but dotlgGurpStatus is still
enabl ed for the device, G/RP is disabled on this port:
any GVRP packets received will be silently discarded, and
no GVRP registrations will be propagated from ot her
ports. This object affects all GVRP Applicant and

Regi strar state machines on this port. A transition
fromdisabled(2) to enabled(1) will cause a reset of all
GVRP state nmachines on this port.

The val ue of this object MJIST be retained across
reinitializations of the managenent system”
DEFVAL { enabl ed }
::= { dotlgPortVl anEntry 4 }

dot 1qPort Gvr pFai | edRegi strati ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of failed GVRP registrations, for any
reason, on this port."
::={ dotlgPortVl anEntry 5 }

dot 1qPort Gvr pLast PduGOri gi n OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The Source MAC Address of the | ast GVRP nessage
received on this port."

::= { dotlgPortVl anEntry 6 }

dot 1qPort Restri ct edVl anRegi strati on OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The state of Restricted VLAN Registration on this port.

If the value of this control is true(l), then creation

of a new dynamic VLAN entry is pernmitted only if there

is a Static VLAN Registration Entry for the VLAN concerned,
in which the Registrar Adm nistrative Control value for
this port is Normal Registration

The val ue of this object MIST be retained across

reinitializations of the managenent system"”
REFERENCE

"| EEE 802. 1u cl ause 11.2.3.2.3, 12.10.1.7."
DEFVAL { false }
::= { dotlgPortVl anEntry 7 }

dot 1qPort VI anSt ati sti csTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gPortWVl anStatisticsEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing per-port, per-VLAN statistics for

traffic received. Separate objects are provided for both the
nost-significant and | east-significant bits of statistics
counters for ports that are associated with this transparent
bridge. The nost-significant bit objects are only required on
hi gh-capacity interfaces, as defined in the conformance cl auses
for these objects. This mechanismis provided as a way to read
64-bit counters for agents that support only SNWPv1.

Note that the reporting of nobst-significant and | east-
significant counter bits separately runs the risk of m ssing
an overflow of the lower bits in the interval between sanpling.
The manager must be aware of this possibility, even within the
sanme varbindlist, when interpreting the results of a request or
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asynchronous notification."
::={ dotlgVl an 6 }

dot 1qPort VI anSt ati sti csEntry OBJECT- TYPE
SYNTAX Dot 1qPortVl anSt ati sticsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Traffic statistics for a VLAN on an interface."
I NDEX { dot1dBasePort, dot1gVl anl ndex }
::= { dotlgPortVlanStatisticsTable 1 }

Dot 1gPortVl anStati sticsEntry ::=
SEQUENCE {

dot 1qTpVI anPor t | nFr anes
Count er 32,

dot 1qTpVI anPor t Qut Fr anes
Counter 32,

dot 1qTpVI anPort | nDi scar ds
Count er 32,

dot 1qTpVI anPor t | nOver f | owFr anes
Count er 32,

dot 1qTpVI anPor t Qut Over f | owFr anes
Counter 32,

dot 1qTpVI anPort | nOver f| owDi scar ds
Count er 32

}

dot 1qTpVI anPor t | nFranes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of valid frames received by this port from
its segnent that were classified as belonging to this
VLAN. Note that a frame received on this port is
counted by this object if and only if it is for a
protocol being processed by the I ocal forwardi ng process
for this VLAN. This object includes received bridge
managenment frames classified as belonging to this VLAN
(e.g., GWRP, but not GVRP or STP."

REFERENCE
"| EEE 802.1Q D11 Section 12.6.1.1.3(a)"

::={ dotlgPortVlanStatisticsEntry 1 }

dot 1qTpVI anPor t Qut Frames OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The nunber of valid frames transnitted by this port to
its segnment fromthe local forwarding process for this
VLAN. This includes bridge managenent franes origi nated
by this device that are classified as belonging to this
VLAN (e.g., GVWRP, but not GVRP or STP)."

REFERENCE
"| EEE 802.1Q D11 Section 12.6.1.1.3(d)"

::= { dotlgPortVlanStatisticsEntry 2 }

dot 1qTpVI anPort | nDi scards OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of valid frames received by this port from
its segnent that were classified as belonging to this
VLAN and that were discarded due to VLAN-rel ated reasons.
Specifically, the I EEE 802.1Q counters for Discard
| nbound and Di scard on Ingress Filtering."

REFERENCE
"| EEE 802.1Q D11 Section 12.6.1.1.3"

;.= { dotlgPortVlanStatisticsEntry 3 }

dot 1gTpVI anPor t I nOver f | owFr ames OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of times the associ ated
dot 1gTpVlI anPor t | nFrames counter has overfl owed. "
REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"
::= { dotlgPortVlanStatisticsEntry 4 }

dot 1qTpVI anPor t Qut Over f | owFr anes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of tinmes the associ ated
dot 1qTpVI anPor t Qut Franes counter has overfl owed."
REFERENCE
"1 SO | EC 15802-3 Section 14.6.1.1.3"
::= { dotlgPortVlanStatisticsEntry 5 }

dot 1qTpVI anPort I nOver f| owDi scards OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of times the associated
dot 1qTpVI anPort | nDi scards counter has overfl owed. "
REFERENCE
"I SO | EC 15802-3 Section 14.6.1.1.3"
::={ dotlgPortVlanStatisticsEntry 6 }

dot 1qPort VI anHCSt ati sti csTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gPort WVl anHCSt ati sticsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing per-port, per-VLAN statistics for
traffic on high-capacity interfaces."”
.= { dotlgVlan 7 }

dot 1gPort VI anHCSt ati sti csEntry OBJECT- TYPE

SYNTAX Dot 1gPort VI anHCSt ati sti csEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Traffic statistics for a VLAN on a hi gh-capacity
interface."

I NDEX { dot1dBasePort, dot1gVl anl ndex }

::={ dotlgPortVl anHCSt ati sticsTable 1 }

Dot 1gPort VI anHCSt ati sticsEntry ::=
SEQUENCE {

dot 1qTpVI anPor t HCI nFr anes
Count er 64,

dot 1qTpVI anPor t HCQut Fr anes
Count er 64,

dot 1qTpVI anPor t HCI nDi scar ds
Count er 64

}

dot 1qTpVI anPor t HCI nFr anes OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of valid frames received by this port from
its segnent that were classified as belonging to this
VLAN. Note that a frame received on this port is
counted by this object if and only if it is for a
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protocol being processed by the | ocal forwardi ng process
for this VLAN. This object includes received bridge
managenent franmes cl assified as belonging to this VLAN
(e.g., GWRP, but not GVRP or STP)."

REFERENCE
"| EEE 802.1Q' D11 Section 12.6.1.1.3(a)"

::={ dotlgPortVlanHCStatisticsEntry 1 }

dot 1qTpVI anPor t HCOut Fr anes OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of valid frames transnitted by this port to
its segnent fromthe |ocal forwarding process for this
VLAN. This includes bridge managenent franes origi nated
by this device that are classified as belonging to this
VLAN (e.g., GVRP, but not GVRP or STP)."

REFERENCE
"I EEE 802.1Q D11 Section 12.6.1.1.3(d)"

::={ dotlgPortVl anHCStatisticsEntry 2 }

dot 1qTpVI anPor t HCI nDi scar ds OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of valid frames received by this port from
its segnent that were classified as belonging to this
VLAN and that were discarded due to VLAN-rel ated reasons.
Specifically, the I EEE 802.1Q counters for Discard
I nbound and Di scard on Ingress Filtering."

REFERENCE
"1 EEE 802.1Q D11 Section 12.6.1.1.3"

::={ dotlgPortVl anHCSt ati sticsEntry 3 }

dot 1qLear ni ngConstr ai nt sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1gLear ni ngConstrai ntseEntry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"A table containing | earning constraints for sets of
Shared and | ndependent VLANs."
REFERENCE
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"1 EEE 802.1Q D11 Section 12.10.3.1"
::={ dotlgVl an 8 }

dot 1qLear ni ngConstrai nt seEntry OBJECT- TYPE
SYNTAX Dot 1gLear ni ngConstrai nt sentry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A learning constraint defined for a VLAN."
I NDEX { dot1qgConstrai ntVl an, dot1qConstraintSet }
::= { dot lgLearnni ngConstraintsTable 1 }

Dot 1gLear ni ngConstrai ntsentry ::=
SEQUENCE {

dot 1qConstrai nt VI an
VI anl ndex,

dot 1qConst r ai nt Set
I nt eger 32,

dot 1qConstrai nt Type
| NTEGER

dot 1qConst r ai nt St at us
RowSt at us

}

dot 1qConstrai nt VI an OBJECT- TYPE
SYNTAX VI anl ndex
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

January 2006

"The index of the row in dotlgVlanCurrentTable for the

VLAN constrained by this entry."
::= { dot lgLearni ngConstrai ntsentry 1 }

dot 1qConstr ai nt Set OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The identity of the constraint set to which

dot 1qConstrai nt Vl an bel ongs. These val ues may be chosen

by the managenent station.”
.. = { dotlgLearningConstraintseEntry 2 }

dot 1qConstrai nt Type OBJECT- TYPE

SYNTAX | NTEGER {
i ndependent (1),
shar ed( 2)
Levi & Harrington St andards Track
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of constraint this entry defines.

i ndependent (1) - the VLAN, dot 1qConstrai ntVl an
uses a filtering database independent from al
other VLANs in the sane set, defined by
dot 1qConst rai nt Set .

shared(2) - the VLAN, dot1qConstraintVlan, shares
the sane filtering database as all other VLANs
in the same set, defined by dot1gConstraintSet."

::= { dotlgLearningConstraintseEntry 3 }

dot 1qConstrai nt St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this entry."
::= { dot lgLearni ngConstrai ntsentry 4 }

dot 1qConstr ai nt Set Def aul t OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The identity of the constraint set to which a VLAN
bel ongs, if there is not an explicit entry for that VLAN
i n dot 1qLear ni ngConstr ai nt sTabl e.

The val ue of this object MIST be retained across
reinitializations of the managenent system"”
::={ dotlgMan 9 }

dot 1qConstr ai nt TypeDef aul t OBJECT- TYPE
SYNTAX | NTEGER {
i ndependent (1),
shar ed(2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The type of constraint set to which a VLAN belongs, if
there is not an explicit entry for that VLAN in
dot 1qLear ni ngConstrai ntsTable. The types are as defined
for dot 1qConstr ai nt Type.

The val ue of this object MIST be retained across
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reinitializations of the managenent system"”
::={ dotlgVlan 10 }

dot 1vPr ot ocol GroupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1vPr ot ocol GroupEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains mappi ngs from Protocol
Tenplates to Protocol Group ldentifiers used for
Port - and- Prot ocol - based VLAN Cl assification."
REFERENCE
"1 EEE 802. 1v cl ause 8. 6. 4"
::= { dotlvProtocol 1}

dot 1vPr ot ocol GroupEnt ry OBJECT- TYPE
SYNTAX Dot 1vPr ot ocol GroupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A mapping froma Protocol Tenplate to a Protocol
Group ldentifier."
| NDEX { dot 1vProt ocol Tenpl at eFr aneType,
dot 1vPr ot ocol Tenpl at ePr ot ocol Val ue }
::= { dot 1lvProt ocol G oupTable 1 }

Dot 1vPr ot ocol GroupEntry ::=
SEQUENCE {

dot 1vPr ot ocol Tenpl at eFr ameType
| NTECER,

dot 1vPr ot ocol Tenpl at ePr ot ocol Val ue
OCTET STRI NG,

dot 1vPr ot ocol Groupl d
I nt eger 32,

dot 1vPr ot ocol Gr oupRowSt at us
RowsSt at us

}

dot 1vPr ot ocol Tenpl at eFr amreType OBJECT- TYPE
SYNTAX | NTEGER {
et hernet (1),
rfcl042 (2),
snap8021H ( 3),
snapQt her (4),
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[lcOher (5)
}
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The data-link encapsulation format or the
"detagged frane_type’ in a Protocol Tenplate."
REFERENCE
"| EEE 802. 1v cl ause 8.6.2"
::= { dot 1lvProtocol G oupEntry 1 }

dot 1vPr ot ocol Tenpl at ePr ot ocol Val ue OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (2 | 5))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The identification of the protocol above the data-link
layer in a Protocol Tenplate. Depending on the
frane type, the octet string will have one of the
foll owi ng val ues:

For "ethernet’, ’'rfcl042’ and ’'snap8021H ,
this is the 16-bit (2-octet) |IEEE 802.3 Type Field.
For 'snapQher’,
this is the 40-bit (5-octet) PID.
For "11cQher’,
this is the 2-octet | EEE 802.2 Link Service Access
Point (LSAP) pair: first octet for Destination Service
Access Point (DSAP) and second octet for Source Service
Access Point (SSAP)."
REFERENCE
"| EEE 802. 1v cl ause 8.6.2"
::={ dot 1lvProtocol G oupEntry 2 }

dot 1vPr ot ocol Groupl d OBJECT- TYPE

SYNTAX I nteger 32 (0..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Represents a group of protocols that are associated
toget her when assigning a VIDto a frame."

REFERENCE
"1 EEE 802. 1v cl ause 8.6.3, 12.10.2.1"

.= { dot 1lvProtocol G oupEntry 3 }

dot 1vPr ot ocol G oupRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON

"This object indicates the status of this entry."
::= { dot 1lvProtocol G oupEntry 4 }

dot 1vPr ot ocol Port Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1vProt ocol PortEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains VID sets used for
Port - and- Pr ot ocol - based VLAN Cl assification."”
REFERENCE
"| EEE 802. 1v cl ause 8. 4. 4"
::={ dotlvProtocol 2}

dot 1vPr ot ocol Port Entry OBJECT- TYPE

SYNTAX Dot 1vPr ot ocol Port Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"AVID set for a port."
| NDEX { dot 1dBasePort,

dot 1vPr ot ocol Port G oupl d }

.. = { dotlvProtocol PortTable 1 }

Dot 1vProt ocol PortEntry :: =
SEQUENCE {

dot 1vPr ot ocol Port G oupl d
I nt eger 32,

dot 1vPr ot ocol Port G- oupVi d
I nt eger 32,

dot 1vPr ot ocol Port RowSt at us
RowSt at us

}

dot 1vPr ot ocol Port G- oupl d OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Designates a group of protocols in the Protocol
Group Dat abase.™
REFERENCE
"| EEE 802. 1v cl ause 8.6.3, 12.10.1.2"
::={ dotlvProtocol PortEntry 1 }

dot 1vPr ot ocol Port G- oupVi d OBJECT- TYPE
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SYNTAX I nteger32 (1..4094)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The VID associated with a group of protocols for
each port."

REFERENCE
"I EEE 802. 1v cl ause 8.4.4, 12.10.1.2"

::={ dotlvProtocol PortEntry 2 }

dot 1vPr ot ocol Port RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the status of this entry."
::={ dotlvProtocol PortEntry 3 }

-- | EEE 802.1Q M B - Conformance Information

gBri dgeConf or mance OBJECT IDENTIFIER ::= { qBridgeMB 2 }
gBri dgeGroups OBJECT IDENTIFIER ::= { qBridgeConformance 1 }
gBri dgeConpl i ances OBJECT | DENTIFI ER ::= { qBridgeConformance 2 }

gBri dgeBaseG oup OBJECT- GROUP
OBJECTS {
dot 1qVI anVer si onNunber ,
dot 1gMaxVl anl d,
dot 1gMaxSupport edVl ans,
dot 1gNunMl ans,
dot 1qGvr pSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing device-level contro
and status information for the Virtual LAN bridge
services."

::={ gBridgeGoups 1}

gBri dgeFdbUni cast G oup OBJECT- GROUP
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OBJECTS {
dot 1qFdbDynani cCount ,
dot 1qTpFdbPort ,
dot 1qTpFdbSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information about all
uni cast addresses, |earned dynamically or statically
configured by managenent, in each Filtering Database."

::={ gBridgeGoups 2}

gBri dgeFdbMul ti cast G oup OBJECT- GROUP
OBJECTS {
dot 1qTpG oupEgressPort s,
dot 1qTpG oupLear nt

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information about all
mul ti cast addresses, |earned dynamically or statically
configured by managenent, in each Filtering Database."

::={ gBridgeGoups 3}

gBri dgeSer vi ceRequi renment sG oup OBJECT- GROUP
OBJECTS {
dot 1qFor war dAl | Ports,
dot 1qForwar dAl | St ati cPorts,
dot 1qFor war dAl | For bi ddenPort s,
dot 1qFor war dUnr egi st er edPort s,
dot 1qFor war dUnr egi st eredSt ati cPorts,
dot 1qFor war dUnr egi st er edFor bi ddenPort s

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information about
service requirenents, |earned dynamically or statically
configured by managenent, in each Filtering Database."

::={ gBridgeGoups 4 }

gBri dgeFdbSt ati cG oup OBJECT- GROUP
OBJECTS {
dot 1qSt ati cUni cast Al | owedToGoTo,
dot 1qSt ati cUni cast St at us,
dot 1qStati cMul ti cast Stati cEgressPorts,
dot 1qSt ati cMul ti cast For bi ddenEgr essPort s,
dot 1qSt ati cMul ti cast St at us
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STATUS current
DESCRI PTI ON

January 2006

“A collection of objects providing information about
uni cast and multicast addresses statically configured by
managenment, in each Filtering Database or VLAN. "

::={ gBridgeGoups 5 }

gBri dgeVl anG oup OBJECT- GROUP
OBJECTS {

dot 1gVl anNurDel et es,
dot 1gVI anFdbl d,
dot 1Vl anCurr ent Egr essPort s,
dot 1gVI anCur r ent Unt aggedPort s,
dot 1gVl anSt at us,
dot 1gVl anCr eati onTi ne

}
STATUS current
DESCRI PTI ON

"A collection of objects providing information about

all VLANs currently configured on this device."

::={ gBridgeG oups 6 }

gBri dgeVl anSt ati cG oup OBJECT- GROUP
OBJECTS {

dot 1gVl anSt at i cNane,
dot 1gVl anSt at i cEgressPort s,
dot 1gVl anFor bi ddenEgr essPort s,
dot 1gVl anSt at i cUnt aggedPort s,
dot 1qVI anSt at i cRowSt at us,
dot 1gNext Fr eeLocal VI anl ndex

}
STATUS current
DESCRI PTI ON

"A collection of objects providing informtion

VLANs statically configured by managenent.”
::={ gBridgeGoups 7 }

gBri dgePort G oup OBJECT- GROUP
OBJECTS {

dot 1qPvi d,
dot 1qPor t Accept abl eFr aneTypes,
dot 1qPort | ngressFiltering,
dot 1qPort Gvr pSt at us,
dot 1qPort Gvr pFai | edRegi strati ons,
dot 1qPort Gvr pLast PduOri gi n

}
STATUS depr ecat ed
DESCRI PTI ON
Levi & Harrington St andards Track
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"A collection of objects providing port-Ilevel VLAN
control and status information for all ports."
::={ gBridgeG oups 8 }

gBri dgeVl anSt ati sti csG oup OBJECT- GROUP
OBJECTS {
dot 1qTpVI anPor t | nFr anes,
dot 1gTpVI anPor t Qut Fr anes,
dot 1gTpVI anPor t | nDi scar ds

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per-port packet
statistics for all VLANs currently configured on this
device. "

::={ gBridgeGoups 9 }

gBri dgeVl anSt ati sticsOverfl owG oup OBJECT- GROUP
OBJECTS {
dot 1gTpVI anPor t I nOver f | owFr anes,
dot 1gTpVI anPor t Qut Over f | owFr anes,
dot 1qTpVI anPort | nOver fl owDi scar ds

}

STATUS current

DESCRI PTI ON
"A collection of objects providing overflow counters for
per-port packet statistics for all VLANs currently configured
on this device for high-capacity interfaces, defined as those
that have the value of the corresponding instance of
i f Speed greater than 650, 000,000 bits/second."

::={ qgBridgeGoups 10 }

gBri dgeVl anHCSt ati sti csG oup OBJECT- GROUP
OBJECTS {
dot 1qTpVI anPor t HCI nFr anes,
dot 1qTpVI anPor t HCQut Fr anes,
dot 1qTpVI anPor t HCI nDi scar ds

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per-port packet
statistics for all VLANs currently configured on this
device for high-capacity interfaces, defined as those
that have the value of the corresponding instance of
i f Speed greater than 650,000,000 bits/second."

::={ gBridgeGoups 11 }

gBri dgeLear ni ngConstrai nt sG oup OBJECT- GROUP
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OBJECTS {
dot 1qConst r ai nt Type,
dot 1qConst r ai nt St at us

}

STATUS current

DESCRI PTI ON
"A collection of objects defining the Filtering Database
constraints all VLANs have with each other."

::={ gBridgeGoups 12 }

gBri dgeLear ni ngConst r ai nt Def aul t G oup OBJECT- GROUP
OBJECTS {
dot 1qConst rai nt Set Def aul t,
dot 1qConst r ai nt TypeDef aul t

}

STATUS current

DESCRI PTI ON
"A collection of objects defining the default Filtering
Dat abase constraints for VLANs that have no specific
constraints defined."

::={ gBridgeGoups 13 }

gBri dgeC assi fi cati onDevi ceG oup OBJECT- GROUP
OBJECTS {
dot 1vPr ot ocol Groupl d,
dot 1vPr ot ocol Gr oupRowSt at us

}
STATUS current
DESCRI PTI ON
"VLAN classification information for the bridge."
::={ gBridgeGoups 14 }

gBri dged assi ficationPort G oup OBJECT- GROUP
OBJECTS {
dot 1vPr ot ocol Port G oupVi d,
dot 1vPr ot ocol Port Rowst at us

}
STATUS current
DESCRI PTI ON
"VLAN classification information for individual ports."
::={ gBridgeGoups 15 }

gBri dgePort Group2 OBJECT- GROUP
OBJECTS {
dot 1qPvi d,
dot 1qPor t Accept abl eFr aneTypes,
dot 1qPort I ngressFil tering,
dot 1qPort Gvr pSt at us,
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dot 1qPort Gvr pFai | edRegi strati ons,
dot 1qPort Gvr pLast PduOri gi n,
dot 1gPort Restri ct edVl anRegi strati on

}
STATUS current
DESCRI PTI ON
"A collection of objects providing port-Ilevel VLAN
control and status information for all ports."
::={ gBridgeG oups 16 }

gBri dgeConpl i ance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"The conpliance statenent for device support of Virtual
LAN Bri dge servi ces.

RFC2674 was sil ent about the expected persistence of the
read-write objects in this MB nodule. Applications MJST
NOT assune that the values of the read-wite objects are
persistent across reinitializations of the managenent
system and MUST NOT assune that the val ues are not
persistent across reinitializations of the managemnent
system"”

MODULE
MANDATCORY- GROUPS {
gBri dgeBaseG oup,
gBri dgeVl anG oup,
gBri dgeVl anSt ati cGr oup,
gBri dgePort G oup

}

GROUP gBri dgeFdbUni cast Gr oup

DESCRI PTI ON
"This group is nandatory for bridges that inplenent
802. 1Q transparent bridging."

GROUP gBri dgeFdbMul ti cast Group

DESCRI PTI ON
"This group is nandatory for bridges that inplenent
802. 1Q transparent bridging."

GROUP gBri dgeSer vi ceRequi r ement sG oup
DESCRI PTI ON

Levi & Harrington St andards Track [ Page 86]



RFC 4363 Bri dge M B Ext ensi ons January 2006

"This group is nandatory for bridges that inplenent
extended filtering services. All objects nmust be
read-write if extended-filtering services are

enabl ed. "
GROUP gBri dgeFdbSt ati cG oup
DESCRI PTI ON

"This group is optional."
GROUP gBri dgeVl anSt ati sti csG oup
DESCRI PTI ON

"This group is optional as there may be significant
i mpl enentati on cost associated with its support."”

GROUP gBridgeVl anSt ati sti csOverfl ow& oup

DESCRI PTI ON
"This group is optional as there may be significant
i npl enentati on cost associated with its support. It is nost
rel evant for high-capacity interfaces where the SNMP agent
supports only SNWPv1."

GROUP gBri dgeVl anHCSt ati sti csG oup

DESCRI PTI ON
"This group is optional as there may be significant
i mpl enentati on cost associated with its support. It is nost
rel evant for high-capacity interfaces."

GROUP gBri dgeLear ni ngConstr ai nt sG oup
DESCRI PTI ON
"This group is nandatory for devices inplenenting
bot h I ndependent VLAN Learning (IVL) and Shared
VLAN Learni ng (SVL) nodes of operation of the
filtering database, as defined by | EEE 802.1Q "

GROUP gBri dgeLear ni ngConst rai nt Def aul t G oup
DESCRI PTI ON
"This group is nandatory for devices inplenenting
bot h | ndependent VLAN Learning (IVL) and Shared
VLAN Learni ng (SVL) nodes of operation of the
filtering database, as defined by | EEE 802.1Q "

OBJECT dot 1qPor t Accept abl eFr aneTypes
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required as this is an optiona
capability in | EEE 802. 1Q "

OBJECT dot 1qPort I ngressFiltering
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M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is an optional
capability in | EEE 802. 1Q "

OBJECT dot 1qConst r ai nt Set Def aul t

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is an optional
capability in | EEE 802. 1Q "

OBJECT dot 1qConst r ai nt TypeDef aul t

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is an optional
capability in | EEE 802. 1Q "

::= { gBridgeConpliances 1 }

gBri dgeConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for device support of Virtual
LAN Bri dge services.

Thi s docunent clarifies the persistence requirenents for
the read-wite objects in this MB nodule. Al

i mpl enent ati ons clai mng conmpliance to gBridgeConpliance2
MJST retain the values of those read-wite objects that
specify this requirenment."

MODULE
MANDATCORY- GROUPS {
gBri dgeBaseG oup,
gBri dgeVl anG oup,
gBri dgeVl anSt ati cG oup,
gBri dgePort G oup2

GROUP gBri dgeFdbUni cast G oup

DESCRI PTI ON
"This group is nandatory for bridges that inplenent
802. 1Q transparent bridging."

GROUP gBri dgeFdbMul ti cast G oup

DESCRI PTI ON
"This group is mandatory for bridges that inplenent
802. 1Q transparent bridging."
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GROUP gBri dgeSer vi ceRequi rement sGr oup
DESCRI PTI ON
"This group is nandatory for bridges that inplenent
extended filtering services. Al objects nmust be
read-write if extended-filtering services are
enabl ed. "

GROUP gBri dgeFdbSt ati cG oup
DESCRI PTI ON
"This group is optional."

GROUP gBri dgeVl anStati sticsG oup

DESCRI PTI ON
"This group is optional as there nmay be significant
i mpl ement ati on cost associated with its support.”

GROUP gBridgeVl anSt ati sti csOverfl ow& oup

DESCRI PTI ON
"This group is optional as there nmay be significant
i mpl enentati on cost associated with its support. It is nost
rel evant for high-capacity interfaces where the SNW agent
supports only SNWPv1."

GROUP gBri dgeVl anHCSt ati sti csG oup

DESCRI PTI ON
"This group is optional as there nmay be significant
i mpl enentati on cost associated with its support. It is nost
rel evant for high-capacity interfaces."

GROUP gBri dgeLear ni ngConstrai nt sG oup
DESCRI PTI ON
"This group is nandatory for devices inplenmenting
bot h | ndependent VLAN Learning (IVL) and Shared
VLAN Learni ng (SVL) nodes of operation of the
filtering database, as defined by |IEEE 802.1Q "

GROUP gBri dgeLear ni ngConst rai nt Def aul t G oup
DESCRI PTI ON
"This group is nmandatory for devices inplementing
bot h I ndependent VLAN Learning (1VL) and Shared
VLAN Learni ng (SVL) nodes of operation of the
filtering database, as defined by | EEE 802.1Q "

GROUP gBri dgeCd assi fi cati onDevi ceG oup

DESCRI PTI ON
"This group is mandatory ONLY for devices inplementing
VLAN C assification as specified in | EEE 802. 1v. "
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Levi

GROUP gBri dged assi fi cati onPort G oup
DESCRI PTI ON
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"This group is nmandatory ONLY for devices inplenmenting
VLAN C assification as specified in | EEE 802. 1v."

OBJECT dot 1qPor t Accept abl eFr aneTypes

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is
capability in | EEE 802. 1Q "

OBJECT dot 1qPort I ngressFiltering

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is
capability in | EEE 802. 1Q "

OBJECT dot 1qConst r ai nt Set Def aul t

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is
capability in | EEE 802. 1Q "

OBJECT dot 1qConst r ai nt TypeDef aul t

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is
capability in | EEE 802. 1Q "

OBJECT dot 1vPr ot ocol Groupl d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is
capability in | EEE 802. 1v."

OBJECT dot 1vPr ot ocol Gr oupRowSt at us

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required as this is
capability in | EEE 802. 1v."

::= { gBridgeConpliances 2 }
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The authors wish to thank the nenbers of the Bridge Wrking G oup,
and David Harrington, Anders SW Christensen, Andrew Smith, Paul
Langille, Anil Rijhsinghani, and Keith MC oghrie in particular for
their conmrents and suggestions, which inproved this effort.

Editing for the final version was done by David Levi.

The new textual conventions related to VLAN-IDs were produced as a
result of a review of the use of VLAN-ID in several M B nodul es.
Further investigation found that VLAN-ID objects were defined in a
few other MB nodul es. The editor would like to thank all who
contributed to the discussion that resulted in these new textual
conventions. Specifically, Bert Wjnen, Les Bell, Andrew Snmith, M ke
Heard, Randy Presuhn, Dan Romascanu, Eduardo Cardona, Tom Petch,
Juer gen Schoenwael der, Richard Woundy, Tony Jeffree, and WIIliam
Murwi n.  We al so received input and feedback from | EEE confirm ng
that the values 0 and 4095 are not used for identifying a specific
VLAN-I D and so can be used to represent none or a wildcard (see
Appendi x A).

Security Consi derations

There are a nunber of nanagement objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
network operations. These tables and objects and their
sensitivity/vulnerability are described bel ow.

The foll owi ng tables and objects in the P-BRI DGE-M B can be

mani pul ated to interfere with the operation of priority classes.

This could, for example, be used to force a reinitialization of state
machi nes, thus causing network instability. Another possibility

woul d be for an attacker to override established policy on port
priorities, thus giving a user (or an attacker) unauthorized
preferential treatnent.

dot 1dTraf fi cCl assesEnabl ed
dot 1dGmr pSt at us

dot 1dPort PriorityTabl e

dot 1dUser Pri ori t yRegenTabl e
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dot 1dTraffi cCl assTabl e
dot 1dPort Gar pTabl e
dot 1dPort Ghr pTabl e

The foll owi ng tables and objects in the Q BRIDGE-M B coul d be

mani pul ated to interfere with the operation of virtual LANs. This
could, for exanple, be used to force a reinitialization of state
machi nes to cause network instability, or changing the forwardi ng and
filtering policies.

dot 1qGvr pSt at us

dot 1qFor war dAl | Tabl e

dot 1qSt ati cUni cast Tabl e

dot 1qStati cMul ti cast Tabl e

dot 1gVl anSt ati cTabl e

dot 1qPort VI anTabl e

dot 1qLear ni ngConstr ai nt sTabl e
dot 1vPr ot ocol GroupTabl e

dot 1vPr ot ocol Port Tabl e

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability.

The obj ects dot 1dDevi ceCapabilities and dot 1dPort CapabilitiesTable in
the P-BRIDGE-M B could be used by an attacker to determ ne which
attacks might be useful to attenpt against a given device.

The foll owing read-only tables and objects in the QBRI DGE-MB coul d
be used by an attacker to determ ne which attacks m ght be useful to
attenpt against a given device, could be used by an attacker to

det ect whether their attacks are being bl ocked or filtered, or could
be used to understand the | ogical topology of the network.

dot 1gMaxVl anl D

dot 1qMaxSupport edVl ans

dot 1gNunM ans

dot 1qFdbTabl e

dot 1qTpFdbTabl e

dot 1qTpG oupTabl e

dot 1gVl anCurr ent Tabl e

dot 1qPort VI anSt ati sti csTabl e
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SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |PSec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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Appendi x A.  Email from Tony Jeffrey from | EEE

----- Original Message-----

From Tony Jeffree [mailto:tony@ effree. co. uk]
Sent: Friday, 6th of June 2003 17:16

To: Wjnen, Bert (Bert) [mailto:bw jnen@ucent. coni
Subject: RE: VLAn ID

Bert et al -

We have concluded that the use of 4095 as a wildcard is acceptable

to 802.1, and we will make any necessary changes to 802.1Q in due
course to relax the current stated restriction. However, we need
to know whether that is all that needs to be done to 802.1Q - i.e.

is there any need to change our definitions of the managed objects
in the document (Cl ause 12) to reflect the interpretation of 4095
as a wildcard, or is this sinply an issue for the SNVP nachi nery
to handl e?

Regar ds,
Tony
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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