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1.

| ntroducti on

This meno defines how | abel -switching-controlled Frame-Rel ay

[ RFC3034] and ATM [ RFC3035] interfaces can be realized given the
interface stacking as defined in the MPLS-LSR-STD [ RFC3813] and

MPLS- TE- STD [ RFC3812] M Bs. This docunent al so contains a M B nodul e
that sparsely extends the MPLS-LSR-STD M B’ s npl sl nt erfaceConf Tabl e
in such a way as to identify which MPLS-type interfaces have LCATM
or LC-FR capabilities. Coments should be nade directly to the MPLS
mailing list at npls@u. net.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, reference

[ RFC2119].

Ter m nol ogy

Thi s docunent uses term nology fromthe docunent describing the MPLS
architecture [RFC3031], as well as from RFC 3035 and RFC 3034.
Specifically, the following terms will be used in this docunent.

C-FR RFC 3034 defines a | abel -switching-controlled Frame Rel ay
(LCG-FR) interface. Packets traversing such an interface carry
labels in the DLCl field

C- ATM RFC 3035 defines a | abel -switching-controlled ATM (LC ATM
interface as an ATMinterface controlled by the |abel sw tching
control conmponent. \When a packet traversing such an interface
is received, it is treated as a | abel ed packet. The packet’s
top label is inferred fromeither the contents of the Virtual
Channel ldentifier (VCl) field or the combi ned contents of the
Virtual Path Identifier (VPI) and VCI fields. Any two LDP
peers that are connected via an LCGATMinterface will use LDP
negoti ations to determ ne which of these cases is applicable to
that interface. Static configuration of |abels is also
possi bl e.

When LDP is used to distribute |abels for use on label-controlled
interfaces, label configuration information nay be available in the
MPLS- LDP- ATM STD-M B [ RFC3815] when LC-ATM interfaces are used, or

t he MPLS- LDP- FRAMVE- RELAY- STD-M B [ RFC3815] when LC-FR interfaces are
used.
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3.

The SNVP Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Interface Stacking of LG ATM

Since LC-ATM interfaces [RFC2863] can carry | abeled MPLS traffic,
they too are considered MPLS subinterfaces with ifType = npl s(166).
They differ slightly in their capability froma packet-oriented MPLS
interface in that they nmay carry ATM or Frane-Rel ay-encapsul at ed
traffic. It is thus beneficial to identify themas such. To do
this, two tables are defined that extend the MPLS-LSR-STD M B’ s

npl sinterfaceTabl e (see section 5 for LC-ATM or section 6 for LC-FR).

Structure of the MPLS-LC-ATM STD-M B Modul e

The MPLS-LC-ATM STD-M B nodul e is structured sinply as a table of
entries that sparsely extend those found in the interfaces table. 1In
particular, the entries in the npl sLcAtnttdl nterfaceConfTabl e extend
i nterfaces capabl e of supporting MPLS, as is defined in [ RFC3813], to
i nclude entries that also support LC-ATM (and their unique
attributes). Therefore, the nodul e can be visualized as foll ows.
Note that the ifTable comes from[RFC2863], the nplslnterfaceTable
from[RFC3813], and the npl sLcAt ntdl nterfaceConfTable fromthe

MPLS- LC- ATM STD- M B nodul e descri bed bel ow.

i f Tabl e npl sinterfaceTabl e npl sLcAt nf5t dl nt er f aceConf Tabl e
.2

.4 .4

O wWNBEF
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In the exanpl e shown above, five interfaces exist on the device in
guestion. O those interfaces, those with iflndex = .2 and .4 are of
i f Type = npl s(166) indicating that they are capable of MPLS. O
those two, the entry with index .4 is capable of MPLS LC ATM
operations.

Note that the |label partition nodel utilized by the authors of this
docunent reflects w despread i nplenmentation and is seen by the MPLS
wor ki ng group as sufficiently flexible to meet the operational needs,
even if it is nore restrictive than [RFC3035] allows. To this end,
we have limted the control and unlabeled VPI and VCI to single

val ues. Note that nplsLcAtntStdUnl abTraf Vci and npl sLcAt nSt dCtrl Vci
MUST not be equal; nor should nplsLcAtnBtdCirl Vpi or

npl sLcAt n5t dUnl abTr af Vpi be equal .

6. Structure of the MPLS-LC-FR-STD-M B Mdul e

The MPLS-LC-FR-STD-M B nodule is structured sinply as a table of
entries that sparsely extend those found in the interfaces table. 1In
particular, the entries in the nplsLcFrStdlnterfaceConfTabl e extend

i nterfaces capabl e of supporting MPLS, as is defined in [RFC3813], to
i nclude entries that also support LC Frame Relay (and their unique
attributes). Therefore, the nodul e can be visualized as foll ows.
Note that the ifTable comes from[RFC2863], the nplslnterfaceTable
from[RFC3813], and the npl sLcAt nStdl nterfaceConfTable fromthe

MPLS- LC- FR- STD- M B nodul e descri bed bel ow.

i f Tabl e npl sl nterfaceTabl e npl sLcFr St dl nt er f aceConf Tabl e
.2

.4 .4

ahrwWNBEF

In the exanpl e shown above, five interfaces exist on the device in
question. O those interfaces, those with iflndex = .2 and .4 are of
i f Type = npl s(166) indicating that they are capable of MPLS. O
those two, the entry with index .4 is capable of MPLS LC-Frane Rel ay
operations.

Note that even though the architecture as described in [ RFC3034]
calls for supporting m xed | abel ed and unl abeled traffic, this MB
does not support that, as this capability does not seemto be used
operationally. Note that the DLCI ranges represented by

npl sLcFrStdTrafficM nDici to npl sLcFrStdTraffi cMaxDl ci and

npl sLcFrStdCtrI M nDi ci to npl sLcFrStdCirl MaxDl ci MUST not overl ap.
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7.

MPLS Label -Controll ed ATM M B Definitions

The following MB nodul e inports from [ RFC2514],
[ RFC3813] .

MPLS-LC- ATM STD-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE
FROM SNWPv2- SM
MODULE- COMPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
RowSt at us, StorageType, TruthVal ue
FROM SNWPv2- TC
At nvpl denti fier
FROM ATM TC-M B
npl sStdM B, Ml sAt nVcl dentifier
FROM MPLS- TC- STD-M B
npl sl nt erfacel ndex
FROM MPLS-LSR- STD-M B

npl sLcAt n5t dM B MODULE- | DENTI TY

January 2006

[ RFC3811], and

LAST- UPDATED "200601120000Z" -- 12 January 2006
ORGANI ZATI ON "Mul ti protocol Label Switching (MPLS) Wbrking G oup”

CONTACT- | NFO
" Thomas D. Nadeau
Postal: Ci sco Systens, Inc.
250 Apollo Drive
Chel nsford, MA 01824
Tel : +1- 978- 244- 3051
Emai |l : tnadeau@i sco.com

Subr ahmanya Hegde
Postal: Ci sco Systems, Inc.
225 East Tazman Drive
Tel : +1-408- 525- 6562
Emai |l :  subrah@i sco.com

General coments should be sent to npl s@u. net

DESCRI PTI ON

"This M B nodul e contai ns managed object definitions for
MPLS Label -Controlled ATMinterfaces as defined in

[ RFC3035] .

Copyright (C The Internet Society (2006). This
version of this MB nodule is part of RFC 4368; see

the RFC itself for full legal notices."
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-- Revision history.
REVI SI ON
"200601120000Z" -- 12 January 2006
DESCRI PTI ON
"Initial revision, published as part of RFC 4368."
:={ nmplsStdM B 9 }

-- Top level conponents of this MB nodul e.
-- Tables, Scalars, Notifications, Confornance
npl sLcAt nSt dNoti ficati ons OBJECT IDENTIFIER ::= { nplsLcAtnStdMB 0 }

npl sLcAt nSt dCbj ect s OBJECT | DENTI FI ER ::

{ mpl sLcAtnStdM B 1 }

npl sLcAt nSt dConf or mance OBJECT IDENTIFIER ::= { nplsLcAtnStdMB 2 }

-- MPLS LC-ATM I nterface Configuration Table.
npl sLcAt nSt dl nt er f aceConf Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Ml sLcAt nstdl nterfaceConfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table specifies per-interface MPLS LC- ATM
capability and associated information. In particular,

this table sparsely extends the MPLS-LSR-STD-M B’ s
npl sl nt er f aceConf Tabl e. "
::={ nplsLcAtnStdCbj ects 1 }

npl sLcAt nSt dl nt er f aceConf Entry OBJECT- TYPE
SYNTAX Mol sLcAt nSt dI nt erfaceConfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created by an LSR for
every interface capabl e of supporting MPLS LC- ATM
Each entry in this table will exist only if a
corresponding entry in ifTable and nplslnterfaceConfTabl e
exists. |If the associated entries in ifTable and
npl sl nt erf aceConf Tabl e are del eted, the correspondi ng
entry in this table nust al so be deleted shortly
thereafter."

| NDEX { mpl sinterfacel ndex }
::= { nmplsLcAtnstdlnterfaceConfTable 1 }

Mol sLcAt nSt dl nt erfaceConfEntry :: = SEQUENCE {
npl sLcAt nSt dCt r | Vpi At mvpl dentifier,
npl sLcAt nStdCt r | Vei Mol sAt nivcl denti fi er,
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npl sLcAt nSt dUnl abTr af Vpi At mvpl dentifi er,
npl sLcAt n5t dUnl abTr af Vi Mpl sAt mivcl dentifier,
npl sLcAt nSt dVcMer ge Tr ut hVal ue,
npl sLcAt nicDi rect | yConnect ed Trut hVal ue,
npl sLcAt nLcAt nWPI At mvpl dentifier,
npl sLcAt nSt dI f Conf RowsSt at us Rowst at us,
npl sLcAt nt dI f Conf St or ageType St or ageType
}
npl sLcAt nStdCt r| Vpi OBJECT- TYPE
SYNTAX At mvpl dentifier
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the VPl value over which this
LSRis willing to accept control traffic on
this interface.”
.= { nplsLcAtnStdlnterfaceConfEntry 1 }
npl sLcAt nStdCt rl Vci OBJECT- TYPE
SYNTAX Mpl sAt mivcl dentifier
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the VC value over which this
LSRis willing to accept control traffic
on this interface."
::={ nplsLcAtnttdlnterfaceConfEntry 2 }
npl sLcAt nSt dUnl abTr af Vpi OBJECT- TYPE
SYNTAX At mvpl dentifier
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the VPl value over which this
LSRis willing to accept unl abeled traffic
on this interface."
::={ nmplsLcAtnstdlnterfaceConfEntry 3 }
npl sLcAt nSt dUnl abTr af Vci OBJECT- TYPE
SYNTAX Mol sAt mvcl denti fi er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the VC value over which this
LSRis willing to accept unl abeled traffic

on this interface.”
::={ nplsLcAtnBtdlnterfaceConfEntry 4 }
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npl sLcAt nSt dVcMer ge OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"If set to true(l), indicates that this interface

i s capabl e of ATM VC nerge; otherwi se, it MJST
be set to false(2)."

DEFVAL { false}

::={ nplsLcAtnttdlnterfaceConfEntry 5 }

npl sLcAt niveDi rect | yConnect ed OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This val ue indicates whether an LC-ATMis directly
or indirectly (by nmeans of a VP) connected. |If set to

true(l), indicates that this interface is directly
connected LC-ATM otherwi se, it MJST be set to
false(2). Note that although it can be intinmated
from RFC 3057 that multiple VPs may be used,
in practice only a single one is used, and therefore
the authors of this M B nodul e have chosen to nodel
it as such."

DEFVAL { true }

::= { nmplsLcAtnstdlnterfaceConfEntry 6 }

mpl sLcAt nLcAt nvPI OBJECT- TYPE
SYNTAX At mpl dentifier
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This is the VPl value used for indirectly
connected LC-ATM interfaces. For these
interfaces, the VPI field is not
available to MPLS, and the | abel MJST be
encoded entirely within the VCl field
(see [RFC3035]). If the interface is directly
connected, this value MJST be set to zero."

DEFVAL { 0 }
.= { nplsLcAtnBtdlnterfaceConfEntry 7 }

npl sLcAt nSt dl f Conf RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"This object is used to create and
delete entries in this table. Wen configuring
entries in this table, the correspondi ng
ifEntry and npl sinterfaceConfEntry
MJST exi st beforehand. |If a manager attenpts to
create an entry for a correspondi ng
npl si nterfaceConfEntry that does not support LC ATM
the agent MJST return an inconsistentValue error.
If this table is inplemented read-only, then the
agent must set this object to active(l) when this
row is made active. |If this table is inplenmented
witable, then an agent MJST not all ow nodification
to its objects once this value is set to active(l),
except to npl sLcAtnt dl f Conf Rowst at us and
npl sLcAt nSt dI f Conf St or ageType. "

::={ nplsLcAtnttdlnterfaceConfEntry 8 }

npl sLcAt nSt dI f Conf St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the value ’permanent(4)’
need not allow wite-access to any col ummar
objects in the row"

DEFVAL { nonVol atile }
::={ nplsLcAtnttdlnterfaceConfEntry 9 }

-- End of npl sLcAt nStdlnterfaceConfTabl e
-- Modul e conpli ance.

npl sLcAt n5t dConpl i ances
OBJECT | DENTI FIER ::= { npl sLcAt n5t dConf or mance 1 }

npl sLcAt nSt dG oups
OBJECT I DENTI FIER ::= { npl sLcAt nSt dConf or nance 2 }

-- Compliance requirement for full conpliance

npl sLcAt nSt dMbdul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS curr ent
DESCRI PTI ON
"Conpliance statenent for agents that provide
full support for MPLS-LC-ATM STD-M B.  Such
devi ces can be nonitored and al so be confi gured
using this MB nodule."
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MODULE -- this nodul e
MANDATORY- GROUPS {
npl sLcAt nSt dI f Gr oup

}
OBJECT npl sLcAt nSt dI f Conf RowsSt at us
SYNTAX RowSt atus { active(1l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is
not required."

::= { npl sLcAt nSt dConpliances 1 }
-- Compliance requirement for read-only inplenmentations.

npl sLcAt nSt dvbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS curr ent
DESCRI PTI ON
"Conpliance requirerment for inplenentations that only
provi de read-only support for MPLS-LC-ATM STD-M B.
Such devi ces can be nonitored but cannot be configured
using this M B nodul e.
MODULE -- this nodul e
MANDATCORY- GROUPS {
npl sLcAt nSt dI f G oup
}

-- npl sLcAt nt dl nt er f aceConf Tabl e

OBJECT npl sLcAt nSt dCt r | Vpi
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT npl sLcAt nSt dCt r | Vi
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sLcAt nSt dUnl abTr af Vpi
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT npl sLcAt nSt dUnl abTr af Vci
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M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sLcAt nSt dVeMer ge
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sLcAt nt dI f Conf RowSt at us
SYNTAX RowSt atus { active(l) }

M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sLcAt nvcDi rect | yConnect ed
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”

OBJECT npl sLcAt nLcAt nVPI
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sLcAt nSt dI f Conf St or ageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
::= { npl sLcAt nSt dConpl i ances 2 }

-- Units of confornmance.

npl sLcAt nSt dl f G oup OBJECT- GROUP
OBJECTS {

npl sLcAt nStdC r | Vpi
npl sLcAt nStdCt r | Vi,
npl sLcAt n5t dUnl abTr af Vpi ,
npl sLcAt nSt dUnl abTr af Vci
npl sLcAt nSt dVcMer ge,
npl sLcAt nicDi rect | yConnect ed,
npl sLcAt nLcAt nVPI ,
npl sLcAt nSt dl f Conf RowsSt at us,
npl sLcAt nSt dI f Conf St or ageType

}
STATUS current

DESCRI PTI ON
"Col | ection of objects needed for MPLS LC- ATM
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i nterface configuration.”
::= { nplsLcAtnStdG oups 1 }
END

8. MPLS Label -Controlled Frane Relay M B Definitions

The following MB nodul e inports from[RFC2115],

[ RFC3813] .

MPLS-LC-FR-STD-M B DEFINITIONS ::= BEG N
| MPORTS

nmp

Nadeau & Hegde

MODULE- | DENTI TY, OBJECT- TYPE
FROM SNWVPv2- SM
MODULE- COVMPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF
RowSt at us, StorageType
FROM SNMPv2- TC
npl sl nt erfacel ndex
FROM MPLS-LSR- STD-M B
DLCI
FROM FRAME- RELAY- DTE- M B
npl sSt dM B
FROM MPLS- TC- STD-M B

sLcFr St dM B MODULE- | DENTI TY

LAST- UPDATED "200601120000Z" -- 12 January 2006

January 2006

[ RFC3811], and

ORGANI ZATI ON "Mul ti prot ocol Label Switching (MPLS) Working G oup”

CONTACT- | NFO
" Thomas D. Nadeau
Ci sco Systens, Inc.
Emai |l : tnadeau@i sco.com

Subr ahmanya Hegde
Emai |l : subrah@i sco. com

General coments should be sent to npl s@u. net

DESCRI PTI ON

"This M B nodul e contai ns managed object definitions for
MPLS Label -Control | ed Frame-Rel ay interfaces as defined

in (RFC3034).

Copyright (C The Internet Society (2006).
version of this MB nodule is part of RFC 4368;
the RFC itself for full legal notices."
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-- Revision history.
REVI SI ON
"200601120000Z" -- 12 January 2006
DESCRI PTI ON
"Initial revision, published as part of RFC 4368."
c:={ nplsStdM B 10 }

-- Top level conponents of this MB nodul e.
-- Tables, Scalars, Notifications, Confornance

npl sLcFr St dNot i fi cati ons OBJECT | DENTI FI ER : :
npl sLcFr St dOoj ect s OBJECT | DENTI FI ER ::
npl sLcFr St dConf or mance OBJECT | DENTI FI ER ::

{ mpl sLcFrStdM B 0 }
{ mplsLcFrStdMB 1 }
{ mplsLcFrStdMB 2 }

-- MPLS LCG-FR Interface Configuration Table.
npl sLcFr St dl nt er f aceConf Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sLcFr StdlnterfaceConfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table specifies per-interface MPLS LC-FR
capability and associated information. In particular,

this table sparsely extends the MPLS-LSR-STD-M B’ s
npl sl nt erfaceConf Tabl e. "
::= { nplsLcFrStdnjects 1}

npl sLcFr St dl nt er f aceConf Entry OBJECT- TYPE
SYNTAX Mol sLcFr St dl nt er faceConf Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created by an LSR for
every interface capable of supporting MPLS LC FR

Each entry in this table will exist only if a
corresponding entry in ifTable and nplslnterfaceConfTabl e
exists. |If the associated entries in ifTable and

npl sl nterfaceConf Tabl e are del eted, the correspondi ng
entry in this table must al so be deleted shortly
thereafter."
| NDEX { mplsinterfacel ndex }
::={ nplsLcFrStdlnterfaceConfTable 1 }

Mol sLcFr Stdl nterfaceConf Entry :: = SEQUENCE {
npl sLcFrStdTraffi cM nDl ci DLCl,
npl sLcFr St dTr af fi cMaxDl ci DLCl,
npl sLcFr StdCtr1 M nDl ci DLCl,
npl sLcFr St dCtr | MaxDl ci DLCl,

npl sLcFr St dl nt er f aceConf RowSt at us Rowst at us,
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npl sLcFr St dl nt er f aceConf St or ageType St orageType

}
npl sLcFr StdTraffi cM nDl ci OBJECT- TYPE
SYNTAX DLCI
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the mnimum DLCI val ue over which this
LSRis willing to accept traffic on this
interface."”
.= { nplsLcFrStdlnterfaceConfEntry 1 }
npl sLcFr St dTraf fi cMaxDl ci OBJECT- TYPE
SYNTAX DLCI
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the max DLCI val ue over which this
LSRis willing to accept traffic on this
interface."
::={ nplsLcFrStdlnterfaceConfEntry 2 }
npl sLcFrStdCri M nDl ci OBJECT- TYPE
SYNTAX DLCI
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the mn DLClI value over which this
LSRis willing to accept control traffic
on this interface."
::={ mplsLcFrStdinterfaceConfEntry 3 }
npl sLcFr StdCtrl MaxDl ci OBJECT- TYPE
SYNTAX DLCI
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the max DLCI val ue over which this
LSRis willing to accept control traffic
on this interface."”
.= { nplsLcFrStdlnterfaceConfEntry 4 }
npl sLcFr St dl nt er f aceConf RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"This object is used to create and
delete entries in this table. Wen configuring
entries in this table, the corresponding ifEntry and
npl sl nt erfaceConf Entry MUST exi st beforehand. |If a nanager
attenpts to create an entry for a correspondi ng
npl si nterfaceConfEntry that does not support LC FR
the agent MJST return an inconsistentValue error.
If this table is inplenmented read-only, then the
agent nust set this object to active(1l) when this
rowis made active. |If this table is inplenmented
witable, then an agent MJST not all ow nodification
to its objects once this value is set to active(l),
except to npl sLcFr Stdl nt erfaceConf RowSt at us and
npl sLcFr St dl nt er f aceConf St or ageType. "

::={ nplsLcFrStdlnterfaceConfEntry 5 }

npl sLcFr St dl nt er f aceConf St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the value ’permanent(4)’
need not allow wite-access to any col umar
objects in the row"

DEFVAL { nonVol atile }
::={ nplsLcFrStdlnterfaceConfEntry 6 }

-- End of npl sLcFrStdlnterfaceConfTabl e
-- Modul e conpli ance.

npl sLcFr St dConpl i ances
OBJECT | DENTI FI ER : :

{ mpl sLcFr St dConf or mance 1 }

npl sLcFr St dGr oups
OBJECT | DENTI FI ER : :

{ mpl sLcFr St dConf or nance 2 }

-- Compliance requirement for full conpliance

npl sLcFr St dModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS curr ent
DESCRI PTI ON
"Conpliance statenent for agents that provide
full support for MPLS-LC- FR-STD-M B. Such
devi ces can be nonitored and al so be confi gured
using this MB nodule."
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MODULE -- this nodul e
MANDATORY- GROUPS {
npl sLcFr St dl f Group

}
OBJECT npl sLcFr St dl nt er f aceConf RowSt at us
SYNTAX RowSt atus { active(1l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is
not required."

;2= { npl sLcFrStdConpliances 1 }

-- Compliance requirement for read-only inplenentations.

npl sLcFr St dModul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirement for inplenentations that only
provi de read-only support for MPLS-LC-FR-STD-M B.
Such devi ces can be nonitored but cannot be configured
using this M B nodul e.

MODULE -- this nodul e
MANDATORY- GROUPS {
npl sLcFr St dl f G oup
}

-- npl sLcFr Stdl nt erfaceConf Tabl e

OBJECT npl sLcFr St dTraffi cM nDl ci
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sLcFr St dTr af fi cMaxDl ci
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sLcFrStdCtrl M nDl ci
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
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OBJECT npl sLcFr StdCtr| MaxDl ci
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT npl sLcFr St dl nt er f aceConf RowSt at us
SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sLcFr St dl nt er f aceConf St or ageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::= { nplsLcFrStdConpliances 2 }

-- Units of confornance.

npl sLcFr Stdl f Group OBJECT- GROUP
OBJECTS {

npl sLcFr StdTraffi cM nDl ci,
npl sLcFr St dTraf fi cMaxDl ci ,
npl sLcFrStdCirl M nDl ci
npl sLcFrStdCr | MaxDl ci
npl sLcFr St dl nt er f aceConf RowSt at us,
npl sLcFr St dl nt er f aceConf St or ageType

}
STATUS current
DESCRI PTI ON
"Col | ection of objects needed for MPLS LC-FR
i nterface configuration."”
::={ nplsLcFrStdGoups 1}

END
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10. Security Considerations

It is clear that these MB nodul es are potentially useful for

nmoni toring MPLS LSRs supporting LC-ATM and/or LC-FR  These M Bs can
al so be used for configuration of certain objects, and anything that
can be configured can be incorrectly configured, with potentially

di sastrous results.

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o] the Mol sLcAt nt dl nt er f aceConf Tabl e and
npl sLcFr St dl nt er f aceConf Tabl e col |l ectively contain objects that
may be used to provision MPLS LC or FR-enabl ed interfaces.
Unaut hori zed access to objects in these tables could result in
di sruption of traffic on the network. This is especially true
if traffic has been established over these interfaces. The use
of stronger nechani sns such as SNWMPv3 security shoul d be
consi dered where possible. Specifically, SNWv3 VACM and USM
MUST be used with any v3 agent that inplenents this MB nodul e.
Admi ni strators shoul d consi der whether read access to these
obj ects should be all owed, since read access may be undesirable
under certain circunstances.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

o] the Mol sLcAt nt dl nt erfaceConf Tabl e and
npl sLcFr St dl nt er f aceConf Tabl e col | ectively show the LC ATM
and/or LC-FR interfaces, their associated configurations, and
their linkages to other MPLS-rel ated configuration and/or
performance statistics. Administrators not wishing to revea
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11.

11.

11.

this informati on should consider these objects
sensitive/vul nerable and take precautions so they are not
reveal ed.

SNWP versions prior to SNVPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/ create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 franework (see [RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an

i nstance of this MB nodule, is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

As described in and as requested in the MPLS-TC- STD-M B [ RFC3811],
MPLS-rel ated standards track M B nodul es shoul d be rooted under the
npl sStdM B subtree. There are 2 MPLS M B nodul es contained in this
docunent; each of the follow ng "I ANA Considerations"” subsections
requested from I ANA a new assi gnnment under the nplsStdM B subtree.
New assi gnnents can only be nmade via a Standards Action as specified
in [ RFC2434].

1. | ANA Consi derations for MPLS-LC ATM STD-M B

The |1 ANA has assigned { nplsStdMB 9 } to the MPLS-LC- ATM STD-M B
nodul e specified in this docunent.

2. | ANA Considerations for MPLS-LCG-FR-STD-M B

The | ANA has assigned { nplsStdMB 10 } to the MPLS-LC FR-STD-M B
nodul e specified in this docunment.
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Intell ectual Property
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assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
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http://ww.ietf.org/ipr.
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