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Abst r act
Cryptographic public keys are frequently published, and their
authenticity is denmonstrated by certificates. A CERT resource record
(RR) is defined so that such certificates and related certificate

revocation lists can be stored in the Domai n Nane System (DNS).

Thi s docunent obsol et es RFC 2538.
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1

| ntroducti on

Public keys are frequently published in the formof a certificate,
and their authenticity is commonly denonstrated by certificates and
rel ated certificate revocation lists (CRLs). A certificate is a

bi ndi ng, through a cryptographic digital signature, of a public key,
a validity interval and/or conditions, and identity, authorization
or other information. A certificate revocation list is a list of
certificates that are revoked, and of incidental information, al
signed by the signer (issuer) of the revoked certificates. Exanples
are X. 509 certificates/CRLs in the X. 500 directory system or OpenPGP
certificates/revocations used by OCpenPGP software.

Section 2 specifies a CERT resource record (RR) for the storage of
certificates in the Domain Name System [1] [2].

Section 3 discusses appropriate owner nanmes for CERT RRs.

Sections 4, 7, and 8 cover perfornance, security, and | ANA
consi derations, respectively.

Section 9 explains the changes in this docunent conpared to RFC 2538.
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [3].

The CERT Resource Record

The CERT resource record (RR) has the structure given below. Its RR
type code is 37.

I S e I i S S e S S SR S

1111111111222222222233
01234567890123456789012345678901
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
| type | key tag |
T S T S S it i SR
| algorithm | /
R + certificate or CRL /
/ /

I

The type field is the certificate type as defined in Section 2.1
bel ow.

The key tag field is the 16-bit val ue conputed for the key enbedded
in the certificate, using the RRSIG Key Tag al gorithm described in
Appendi x B of [12]. This field is used as an efficiency neasure to
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pi ck which CERT RRs may be applicable to a particular key. The key
tag can be calculated for the key in question, and then only CERT RRs
with the sane key tag need to be examined. Note that two different
keys can have the sanme key tag. However, the key MJST be transformed
to the format it would have as the public key portion of a DNSKEY RR
before the key tag is conmputed. This is only possible if the key is
applicable to an algorithmand conplies to limts (such as key size)
defined for DNS security. If it is not, the algorithmfield MJST be
zero and the tag field is meani ngl ess and SHOULD be zero.

The algorithmfield has the sane neaning as the algorithmfield in
DNSKEY and RRSI G RRs [12], except that a zero algorithmfield

i ndicates that the algorithmis unknown to a secure DNS, which may
sinply be the result of the algorithm not having been standardized
for DNSSEC [ 11].

2.1. Certificate Type Val ues
The foll owi ng val ues are defined or reserved:

Val ue Menmonic Certificate Type

0 Reser ved
1 PKIX X. 509 as per PKIX
2  SPKI SPKI certificate
3 PGP penPGP packet
4 | PKI X The URL of an X 509 data object
5 1 SPKI The URL of an SPKI certificate
6 |PGP The fingerprint and URL of an OpenPGP packet
7 ACPKI X Attribute Certificate
8 IACPKIX The URL of an Attribute Certificate
9- 252 Avai |l abl e for | ANA assi gnnment
253 UR URI private
254 OD OD private
255 Reser ved
256- 65279 Avai l abl e for | ANA assi gnnent
65280- 65534 Experi nment a
65535 Reserved

These val ues represent the initial content of the | ANA registry; see
Section 8.

The PKI X type is reserved to indicate an X. 509 certificate conformng
to the profile defined by the I ETF PKI X working group [8]. The
certificate section will start with a one-octet unsigned O D |ength
and then an X. 500 O D indicating the nature of the reminder of the
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certificate section (see Section 2.3, below). (NOTE: X 509
certificates do not include their X 500 directory-type-designating
O D as a prefix.)

The SPKI and | SPKI types are reserved to indicate the SPK
certificate format [15], for use when the SPKI docunents are noved
fromexperinental status. The format for these two CERT RR types
will need to be specified |ater.

The PGP type indicates an OpenPGP packet as described in [5] and its
ext ensi ons and successors. This is used to transfer public key
material and revocation signatures. The data is binary and MUST NOT
be encoded into an ASCII arnor. An inplenentation SHOULD process
transferabl e public keys as described in Section 10.1 of [5], but it
MAY handl e additi onal OpenPGP packets.

The ACPKI X type indicates an Attribute Certificate format [9].

The I PKI X and | ACPKI X types indicate a URL that will serve the
content that would have been in the "certificate, CRL, or URL" field
of the corresponding type (PKI X or ACPKI X, respectively).

The 1 PGP type contains both an OpenPGP fingerprint for the key in
guestion, as well as a URL. The certificate portion of the | PG CERT
RR is defined as a one-octet fingerprint length, followed by the
OpenPGP fingerprint, followed by the URL. The OpenPGP fingerprint is
calcul ated as defined in RFC 2440 [5]. A zero-length fingerprint or
a zero-length URL are legal, and indicate URL-only | PGP data or
fingerprint-only | PGP data, respectively. A zero-length fingerprint
and a zero-length URL are neaningl ess and invalid.

The IPKI X, ISPKI, |IPGP, and | ACPKI X types are known as "indirect".
These types MJST be used when the content is too large to fit in the
CERT RR and MAY be used at the inplenenter’s discretion. They SHOULD
NOT be used where the DNS nessage is 512 octets or snaller and could
thus be expected to fit a UDP packet.

The URI private type indicates a certificate format defined by an
absolute URI. The certificate portion of the CERT RR MJST begin with

a null-termnated URI [10], and the data after the null is the
private format certificate itself. The URI SHOULD be such that a
retrieval fromit will lead to docunmentation on the format of the

certificate. Recognition of private certificate types need not be
based on URI equality but can use various forms of pattern matching
so that, for exanple, subtype or version information can al so be
encoded into the URI.
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2.

2.

The O D private type indicates a private format certificate specified
by an 1SO OD prefix. The certificate section will start with a
one-octet unsigned O D length and then a BER-encoded O D indicating
the nature of the remai nder of the certificate section. This can be
an X.509 certificate format or sone other format. X 509 certificates
that conformto the I ETF PKI X profile SHOULD be indicated by the PKIX
type, not the OD private type. Recognition of private certificate
types need not be based on O D equality but can use various forns of
pattern matching such as O D prefix.

2. Text Representation of CERT RRs

The RDATA portion of a CERT RR has the type field as an unsi gned
decimal integer or as a menonic synbol as listed in Section 2.1,
above.

The key tag field is represented as an unsi gned deci mal integer

The algorithmfield is represented as an unsi gned deci mal integer or
a menoni ¢ synbol as listed in [12].

The certificate/ CRL portion is represented in base 64 [16] and may be
di vided into any nunber of white-space-separated substrings, down to
single base-64 digits, which are concatenated to obtain the ful
signature. These substrings can span |ines using the standard

par ent hesi s.

Note that the certificate/ CRL portion may have internal sub-fields,
but these do not appear in the naster file representation. For
exanple, with type 254, there will be an A D size, an A D, and then
the certificate/ CRL proper. However, only a single |ogical base-64
string will appear in the text representation

3. X. 509 A Ds

O Ds have been defined in connection with the X 500 directory for
user certificates, certification authority certificates, revocations
of certification authority, and revocations of user certificates.
The following table lists the O Ds, their BER encoding, and their

| engt h-prefi xed hex format for use in CERT RRs:
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id-at-userCertificate
={ joint-iso-ccitt(2) ds(5) at(4) 36 }
== 0x 03 55 04 24
id-at-cACertificate
={ joint-iso-ccitt(2) ds(5) at(4) 37 }
== 0Ox 03 55 04 25
i d-at-authorityRevocati onLi st
={ joint-iso-ccitt(2) ds(5) at(4) 38 }
== 0Ox 03 55 04 26
id-at-certificateRevocationLi st
={ joint-iso-ccitt(2) ds(5) at(4) 39 }
== 0Ox 03 55 04 27

3. Appropriate Omer Nanes for CERT RRs

It is recoomended that certificate CERT RRs be stored under a dommin

nane related to their subject, i.e., the name of the entity intended
to control the private key corresponding to the public key being
certified. It is recommended that certificate revocation |ist CERT

RRs be stored under a dommin nane related to their issuer

Fol | owi ng some of the guidelines below nmay result in DNS names with
characters that require DNS quoting as per Section 5.1 of RFC 1035

[2].

The choi ce of nanme under which CERT RRs are stored is inmportant to
clients that perform CERT queries. 1In some situations, the clients
may not know all information about the CERT RR object it wi shes to
retrieve. For exanple, a client may not know the subject nane of an
X. 509 certificate, or the emai|l address of the owner of an OpenPGP
key. Further, the client nmight only know the hostnane of a service
that uses X 509 certificates or the Key ID of an OpenPGP key.

Therefore, two owner name guidelines are defined: content-based owner
nanes and purpose-based owner names. A content-based owner nane is
derived fromthe content of the CERT RR data; for exanple, the
Subject field in an X 509 certificate or the User IDfield in OpenPGP
keys. A purpose-based owner nane is a nane that a client retrieving
CERT RRs ought to know already; for exanple, the host name of an

X. 509 protected service or the Key ID of an QpenPGP key. The
cont ent - based and purpose-based owner name nmay be the sane; for
exanpl e, when a client |ooks up a key based on the From address of
an incomng email.

| mpl ement ati ons SHOULD use t he purpose-based owner nane guidelines
described in this document and MAY use CNAME RRs at content-based

owner names (or other nanmes), pointing to the purpose-based owner

name.
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Note that this section describes an application-based nmappi ng from
the nane space used in a certificate to the nanme space used by DNS
The DNS does not infer any relationship anmongst CERT resource records
based on simlarities or differences of the DNS owner name(s) of CERT
resource records. For exanple, if multiple | abels are used when
mappi ng froma CERT identifier to a domain nane, then care nust be
taken in understanding wildcard record synthesis.

3.1. Content-Based X 509 CERT RR Names

Sone X. 509 versions, such as the PKIX profile of X 509 [8], permt
nmul tiple names to be associated with subjects and issuers under
"Subj ect Alternative Name" and "lssuer Alternative Nane". For
exanpl e, the PKI X profile has such Alternate Names with an ASN. 1
specification as foll ows:

General Nane ::= CHO CE {
ot her Nane [ 0] Q her Nane,
rf c822Nane [ 1] | A5Stri ng,
dNSNare [ 2] | A5String,
x400Addr ess [ 3] ORAddr ess,
di r ect or yName [ 4] Nane,
edi Part yNane [ 5] EDI Part yNane,
uni for MResourcel dentifier [ 6] | A5String
i PAddr ess [ 7] OCTET STRI NG
regi steredl D [ 8] OBJECT | DENTI FI ER }
The recommended | ocations of CERT storage are as follows, in priority
order:
1. If a domain nanme is included in the identification in the
certificate or CRL, that ought to be used.
2. If a domain nanme is not included but an I P address is included,

then the translation of that |IP address into the appropriate
i nverse domai n nanme ought to be used.

3. If neither of the above is used, but a URI containing a domain
nane is present, that domain nane ought to be used.
4. If none of the above is included but a character string nanme is

i ncluded, then it ought to be treated as described bel ow for
OpenPGP nanes.

5. If none of the above apply, then the distinguished nane (DN)
ought to be nmapped into a donain nane as specified in [4].

Example 1: An X. 509v3 certificate is issued to /CN=John Doe / DC=Doe/
DC=coni DC=xy/ O=Doe | nc/ C=XY/ with Subject Alternative Names of (a)
string "John (the Man) Doe", (b) domain name john-doe.com and (c)
URI <https://ww. secure.john-doe.com 8080/>. The storage |ocations
recomended, in priority order, would be
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1. john-doe.com
2.  www. secure. john-doe.com and
3. Doe.com xy.

Example 2: An X.509v3 certificate is issued to /CN=Janes Hacker/
L=Basi ngst oke/ O=W dget Inc/C=GB/ with Subject Alternate names of (a)
domai n nane wi dget.foo.exanple, (b) IPv4 address 10.251.13.201, and
(c) string "Janmes Hacker <hacker @mil.w dget.foo.example>". The
storage |l ocations reconmended, in priority order, would be

1. widget.foo.exanple,
2. 201.13.251.10.in-addr.arpa, and
3. hacker.mail.w dget. foo. exanpl e.

3.2. Purpose-Based X 509 CERT RR Nanes

Due to the difficulty for clients that do not already possess a
certificate to reconstruct the content-based owner nane,

pur pose- based owner nanes are reconmended in this section
Recommendat i ons for purpose-based owner nanes vary per scenario. The
followi ng table summari zes t he purpose-based X 509 CERT RR owner name
guidelines for use with SIMMe [17], SSL/TLS [13], and |Psec [14]:

Scenario Owner nane

SIMME Certificate Standard transl ation of an RFC 2822 enmi
address. Example: An S/IM ME certificate for
"post mast er @xanpl e.org" will use a standard
host name translation of the owner nane,
"post mast er. exanpl e. or g".

TLS Certificate Host nane of the TLS server.

| Psec Certificate Host name of the | Psec machi ne and/or, for |Pv4
or | Pv6 addresses, the fully qualified domain
nane in the appropriate reverse domain

An alternate approach for IPsec is to store raw public keys [18].
3.3. Content-Based OpenPGP CERT RR Nanes

OpenPGP signed keys (certificates) use a general character string

User ID[5]. However, it is recomended by OpenPGP that such nanes

i nclude the RFC 2822 [7] enmil address of the party, as in "Leslie

Exanpl e <Leslie@ost.exanple>". |If such a format is used, the CERT
ought to be under the standard translation of the enmail address into
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a donmai n narme, which would be leslie.host.exanple in this case. |If
no RFC 2822 nane can be extracted fromthe string nane, no specific
domai n nane is recomended.

If a user has nore than one enmnil address, the CNAME type can be used
to reduce the amount of data stored in the DNS. For exanple:

$ORI G N exanpl e. org.

smth IN CERT PGP 0 0 <OpenPGP bi nary>
john.smith N CNAME smith

js N CNAME smith

3.4. Purpose-Based OpenPGP CERT RR Nanes

Applications that receive an OpenPGP packet containing encrypted or
signed data but do not know the emmil address of the sender will have
difficulties constructing the correct owner nane and cannot use the
content - based owner nane guidelines. However, these clients comonly
know t he key fingerprint or the Key ID. The key IDis found in
penPGP packets, and the key fingerprint is commonly found in
auxiliary data that may be available. 1In this case, use of an owner
nane identical to the key fingerprint and the key I D expressed in
hexadeci mal [16] is recomended. For exanpl e:

$ORI G N exanpl e. org.
0424DAEES81AOE3D119C6F835EDA21E94B565716F | N CERT PGP . ..
F835EDA21E94B565716F IN CERT PGP ..
B565716F IN CERT PGP ..

If the same key material is stored for several owner nanes, the use
of CNAME may hel p avoid data duplication. Note that CNAME is not

al ways applicable, because it maps one owner name to the other for
al | purposes, which nay be sub-optiml when two keys with the sane
Key I D are stored.

3.5. Oaner Nanes for IPKIX, ISPKI, IPGP, and |IACPKI X

These types are stored under the sane owner names, both purpose- and
content-based, as the PKI X, SPKI, PGP, and ACPKI X types.

Josef sson St andards Track [ Page 10]



RFC 4398 Storing Certificates in the DNS February 2006

4.

Per f or mance Consi der ati ons

The Donmai n Narme System (DNS) protocol was designed for snal

transfers, typically below 512 octets. Wile larger transfers wll
performcorrectly and work is underway to make | arger transfers nore
efficient, it is still advisable at this tine that every reasonabl e
effort be made to minimze the size of certificates stored within the
DNS. Steps that can be taken may include using the fewest possible
optional or extension fields and using short field values for
necessary variable-length fields.

The RDATA field in the DNS protocol may only hold data of size 65535
octets (64kb) or less. This neans that each CERT RR MJUST NOT contain
nore than 64kb of payl oad, even if the corresponding certificate or
certificate revocation list is larger. This docunent addresses this
by defining "indirect" data types for each normal type.

Depl oyi ng CERT RRs to support digitally signed emanil changes the
access patterns of DNS | ookups from per-donmain to per-user. |If
digitally signed email and a key/certificate | ookup based on CERT RRs
are deployed on a wide scale, this my lead to an increased DNS | oad,
with potential perfornmance and cache effectiveness consequences.

Vet her or not this load increase will be noticeable is not known.

Contri butors

The majority of this document is copied verbatimfrom RFC 2538, by
Donal d Eastl ake 3rd and O afur Gudnundsson
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7. Security Considerations

By definition, certificates contain their own authenticating
signatures. Thus, it is reasonable to store certificates in
non-secure DNS zones or to retrieve certificates fromDNS with DNS
security checking not inplenented or deferred for efficiency. The
results may be trusted if the certificate chain is verified back to a
known trusted key and this conforms with the user’s security policy.

Alternatively, if certificates are retrieved froma secure DNS zone
with DNS security checking enabled and are verified by DNS security,
the key within the retrieved certificate may be trusted w thout
verifying the certificate chain if this conforns with the user’s
security policy.

I f an organi zation chooses to issue certificates for its enpl oyees,
placing CERT RRs in the DNS by owner nane, and if DNSSEC (w th NSEC)
is inuse, it is possible for soneone to enunerate all enpl oyees of
the organi zation. This is usually not considered desirable, for the
same reason that enterprise phone listings are not often publicly
publ i shed and are even narked confi denti al

Using the URI type introduces another level of indirection that may
open a new vul nerability. One method of securing that indirection is
to include a hash of the certificate in the UR itself.

I f DNSSEC i s used, then the non-existence of a CERT RR and,
consequently, certificates or revocation |ists can be securely
asserted. Wthout DNSSEC, this is not possible.

8. | ANA Consi derations

The 1 ANA has created a new registry for CERT RR certificate types.
The initial contents of this registry is:

Deci mal Type Meani ng Ref erence
0 Reserved RFC 4398
1 PKI X X. 509 as per PKIX RFC 4398
2 SPKI SPKI certificate RFC 4398
3 PGP OpenPGP packet RFC 4398
4 | PKI X The URL of an X 509 data object RFC 4398
5 | SPKI The URL of an SPKI certificate RFC 4398
6 | PGP The fingerprint and URL RFC 4398

of an OpenPGP packet
7 ACPKI X  Attribute Certificate RFC 4398
8 | ACPKI X The URL of an Attribute RFC 4398
Certificate
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9- 252 Avai |l abl e for | ANA assi gnnment
by | ETF Standards action

253 URI URI private RFC 4398
254 AD QD private RFC 4398
255 Reser ved RFC 4398

256- 65279 Avai l abl e for | ANA assi gnnent

by | ETF Consensus

65280- 65534 Experi ment al RFC 4398
65535 Reserved RFC 4398

Certificate types 0x0000 through OxOOFF and OxFFOO through OxFFFF can
only be assigned by an | ETF standards action [6]. This docunent

assi gns 0x0001 t hrough 0x0008 and OxOOFD and OxOOFE. Certificate
types 0x0100 through OXFEFF are assigned through | ETF Consensus [ 6]
based on RFC docunentation of the certificate type. The availability
of private types under OxOOFD and OxO0OFE ought to satisfy nost
requirenments for proprietary or private types.

The CERT RR reuses the DNS Security Al gorithm Nunbers registry. In
particular, the CERT RR requires that algorithm nunber O remain
reserved, as described in Section 2. The ANA will reference the
CERT RR as a user of this registry and value 0, in particular

9. Changes since RFC 2538

1. Editorial changes to conformw th new docunent requirenents,
including splitting reference section into two parts and
updating the references to point at |atest versions, and to add
sone additional references.

2. | mprove term nol ogy. For exanple replace "PGP" with "QpenPGP"
to align with RFC 2440.
3. In Section 2.1, clarify that CpenPGP public key data are binary,

not the ASCI| arnored format, and reference 10.1 in RFC 2440 on
how to deal with OpenPGP keys, and acknow edge t hat
i mpl enent ati ons may handl e additi onal packet types.

4, Clarify that integers in the representation format are decinal.
5. Repl ace KEY/ SIG with DNSKEY/ RRSI G etc, to align with DNSSEChi s
term nol ogy. |Inprove reference for Key Tag Al gorithm

cal cul ati ons.

6. Add exanpl es that suggest use of CNAME to reduce bandw dth.

7. In Section 3, appended the | ast paragraphs that discuss
"cont ent -based" vs "purpose-based" owner nanes. Add Section 3.2
for purpose-based X 509 CERT owner nanes, and Section 3.4 for
pur pose- based OpenPGP CERT owner nanes.

8. Added size considerations.

9. The SPKI types has been reserved, until RFC 2692/2693 is noved
fromthe experinmental status.

10. Added indirect types IPKI X, [ISPKlI, |IPGP, and |IACPKI X.
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An | ANA registry of CERT type val ues was created
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Appendi x A, Copyi ng Conditions

Regardi ng the portion of this docunent that was witten by Sinon
Josefsson ("the author", for the remainder of this section), the

aut hor nakes no guarantees and is not responsible for any damage
resulting fromits use. The author grants irrevocable perm ssion to
anyone to use, nodify, and distribute it in any way that does not

di m ni sh the rights of anyone else to use, nodify, and distribute it,
provi ded that redistributed derivative works do not contain

m sl eadi ng aut hor or version information. Derivative works need not
be licensed under simlar termns.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,
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I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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