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Abst r act

This menmo describes TCP/IP field behavior in the context of header
conpressi on. Header conpression is possible because nost header
fields do not vary randomy from packet to packet. Many of the
fields exhibit static behavior or change in a nore or |ess

predi ctable way. Wen a header conpression schenme is designed, it is
of fundamental inportance to understand the behavior of the fields in
detail. An exanple of this analysis can be seen in RFC 3095. This
meno perforns a simlar role for the conpressi on of TCP/IP headers.
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1. Introduction

Thi s docunent describes the format of the TCP/IP header and the
header field behavior, i.e., howfields vary within a TCP flow. The
description is presented in the context of header conpression

Since the I P header does exhibit slightly different behavior from
that previously presented in RFC 3095 [31] for UDP and RTP, it is
al so included in this docunent.

Thi s docunment borrows much of the classification text from RFC 3095
[31], rather than inserting many references to that docunent.

According to the format presented in RFC 3095 [31], TCP/IP header
fields are classified and analyzed in two steps. First, we have a
general classification in Section 2, where the fields are classified
on the basis of stable know edge and assunptions. This genera
classification does not take into account the change characteristics
of changing fields, as those will vary nore or |ess depending on the
i mpl enentation and on the application used. Section 3 considers how
field values can be used to optinize short-lived flows. A nore
detail ed anal ysis of the change characteristics is then done in
Section 4. Finally, Section 5 summarizes with concl usions about how
the various header fields should be handl ed by the header conpression
schene to optim ze conpression

A general question raised by this analysis is: what 'baseline
definition of all possible TCP/IP inplementations is to be

consi dered? This review is based on an analysis of currently

depl oyed TCP i npl ementati ons supporting nechani sns standardi sed by
the | ETF.

The general requirenent for transparency is also interesting. A
nunber of recent proposals for extensions to TCP use sone of the
previously '"reserved’ bits in the TCP packet header. Therefore, a
"reserved’ bit cannot be taken to have a guaranteed zero value; it
may change. ldeally, this should be accomobdated by the conpression
profile.

A nunber of reserved bits are available for future expansion. A
treatment of field behavior cannot predict the future use of such
bits, but we expect that they will be used at sonme point. G ven
this, a conpression schene can optinise for the current situation but
shoul d be capabl e of supporting any arbitrary usage of the reserved
bits. However, it is inpossible to optimise for usage patterns that
have yet to be defi ned.
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2. General classification

The foll owing definitions (and sone text) are copied from RFC 3095
[31], Appendix A. Differences of IP field behavior between RFC 3095
[31] (i.e., IP/UDP/RTP behavior for audio and video applications) and
t his docunment have been identified.

For the followi ng, we define "session" as a TCP packet stream being
a series of packets with the sane | P addresses and port numbers. A
packet flow is defined by certain fields (see STATI C DEF, bel ow) and
may be considered a subset of a session. See [31] for a fuller

di scussi on of separation of sessions into streans of packets for
header conpression.

At a general level, the header fields are separated into 5 cl asses:

o | NFERRED
These fields contain values that can be inferred from other
val ues (for exanple, the size of the frame carrying the packet)
and thus do not have to be handled at all by the conpression
schene.

o STATIC
These fields are expected to be constant throughout the
lifetime of the packet stream Static information nust in some
way be communi cat ed once.

o STATI G DEF

STATI C fi el ds whose val ues define a packet stream They are in
general handl ed as STATIC.

o0 STATI G KNOMW

These STATIC fields are expected to have well-known val ues and
therefore do not need to be comunicated at all

o CHANG NG

These fields are expected to vary randomy within a limted
val ue set or range or in sonme other nmanner.
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In this section, each of the IP and TCP header fields is assigned to
one of these classes. For all fields except those classified as
CHANG NG, the nmotives for the classification are also stated. In
section 4, CHANG NG fields are further exam ned and classified on the
basi s of their expected change behavi or

2.1. | P Header Fields

2.1.1. |1Pv6 Header Fields

T S o m e e o +
| Field | Size (bits) | Cl ass

R LR S . S +
| Version | 4 | STATIC |
| DSCP* | 6 | ALTERNATI NG

| ECT flag* | 1 | CHANG NG

| CE flag* | 1 | CHANG NG

| Flow Label | 20 | STATI C DEF

| Payl oad Length | 16 | | NFERRED

| Next Header | 8 | STATI C

| Hop Limt | 8 | CHANG NG

| Source Address | 128 | STATI C- DEF

| Destination Address | 128 | STATI C- DEF
T S S +

* Differs fromRFC 3095 [31]. (The DSCP, ECT,
and CE flags were amal gamated into the Traffic
Class octet in RFC 3095).

Figure 1. |1Pv6 Header Fields
o Version

The version field states which IP version is used. Packets
with different values in this field nmust be handl ed by
different I P stacks. All packets of a packet stream nust
therefore be of the same I P version. Accordingly, the field is
classified as STATIC

o Fl ow Label

This field my be used to identify packets belonging to a
specific packet stream |If the field is not used, its value
shoul d be zero. Qherwi se, all packets belonging to the sane
stream must have the same value in this field, it being one of
the fields that define the stream The field is therefore

cl assified as STATI C DEF
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o Payload Length

I nformati on about packet |ength (and, consequently, payl oad
l ength) is expected to be provided by the Iink layer. The
field is therefore classified as | NFERRED

o Next Header

This field will usually have the same value in all packets of a
packet stream It encodes the type of the subsequent header
Only when extension headers are sometines absent will the field
change its value during the lifetinme of the stream The field
is therefore classified as STATIC. The classification of
STATIC is inherited from RFC 3095 [31]. However, note that the
next header field is actually determned by the type of the
foll owi ng header. Thus, it mght be nore appropriate to view
this as an inference, although this depends upon the specific

i npl enentati on of the conpression schene.

0 Source and Destination Addresses

These fields are part of the definition of a stream and
therefore must be constant for all packets in the stream The
fields are therefore classified as STATI C DEF

This mght be considered as a slightly sinplistic view In
this docunent, the | P addresses are associated with the
transport |ayer connection and assuned to be part of the
definition of a flow Myre conplex flow separation could, of
course, be considered (see also RFC 3095 [31] for nore

di scussion of this issue). Were tunneling is being perforned,
the use of the I P addresses in outer tunnel headers is also
assuned to be STATI C DEF

The total size of the fields in each class is as foll ows:

oo oo +
| dass | Size (octets)|
o e o o e o +
| | NFERRED | 2

| STATIC | 1.5

| STATIC DEF | 34.5

| STATI G KNOMN | 0

| CHANG NG | 2

o e o o e o +

Figure 2: Field sizes
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2.1.2. |Pv4 Header Fields

o e e e R oo +
| Field | Size (bits) | d ass
T S o m e e o +
| Version | 4 | STATI C |
| Header Length | 4 | STATI C- KNOMN |
| DScP* | 6 |  ALTERNATING |
| ECT flag* | 1 | CHANG NG

| CE flag* | 1 | CHANG NG

| Packet Length | 16 | | NFERRED

| ldentification | 16 | CHANG NG

| Reserved flag* | 1 | CHANG NG

| Don’t Fragnent flag*| 1 | CHANG NG

| More Fragnents flag | 1 | STATI C- KNOMN |
| Fragnment O fset | 13 | STATI C- KNO/N

| Tinme To Live | 8 | CHANG NG

| Protocol | 8 | STATI C

| Header Checksum | 16 | | NFERRED |
| Source Address | 32 | STATI C- DEF

| Destination Address | 32 | STATI C- DEF

o m e e e e aa o - Fom e e e e oo - oo o - +

* Differs from RFC 3095 [31]. (The DSCP, ECT
and CE flags were amal gamated into the TOS
octet in RFC 3095; the DF flag behavior is
considered later; the reserved field is
di scussed bel ow) .

Figure 3. |Pv4 Header Fields
o Version

The version field states which IP version is used. Packets
with different values in this field nmust be handl ed by
different I P stacks. All packets of a packet stream nust
therefore be of the same I P version. Accordingly, the field is
classified as STATIC

0 Header Length
As long as no options are present in the |IP header, the header
length is constant and well known. |If there are options, the

fields would be STATIC, but it is assuned here that there are
no options. The field is therefore classified as STATI C KNOAN
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o Packet Length

I nformati on about packet length is expected to be provided by
the link layer. The field is therefore classified as | NFERRED

o Flags

The Reserved flag nust be set to zero, as defined in RFC 791
[1]. In RFC 3095 [31] the field is therefore classified as
STATI C- KNOAN. However, it is expected that reserved fields may
be used at sone future point. It is undesirable to select an
encodi ng that woul d preclude the use of a conpression profile
for a future change in the use of reserved fields. For this
reason, the alternative encoding of CHANG NG i s used. (A
conpression profile can, of course, still optimse for the
current situation, where the field value is known to be 0).

The More Fragnments (MF) flag is expected to be zero because
fragnentation is, ideally, not expected. However, it is also
under st ood that some scenarios (for exanple, sonme tunnelling
architectures) do cause fragmentation. |In general, though
fragmentation is not expected to be common in the Internet due
to a conbination of initial MSS negotiation and subsequent use
of path-MIU di scovery. RFC 3095 [31] points out that, for RTP
only the first fragment will contain the transport |ayer

prot ocol header; subsequent fragnments woul d have to be
conpressed with a different profile. This is also obviously
the case for TCP. |If fragnentation were to occur, the first
fragment, by definition, would be relatively |arge, m nim zing
the header overhead. Subsequent fragnents woul d be conpressed
with another profile. It is therefore considered undesirable
to optimse for fragnmentation in perform ng header conpression
The More Fragnents flag is therefore classified as STATIC
KNOWN.

o Fragnent Ofset

Under the assunption that no fragmentation occurs, the fragment
offset is always zero. The field is therefore classified as
STATI C-KNOMN. Even if fragnentation were to be further

consi dered, only the first fragment would contain the TCP
header, and the fragnent offset of this packet would still be
zero.

o Protoco

This field will usually have the sane value in all packets of a
packet stream It encodes the type of the subsequent header
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Only where the sequence of headers changes (e.g., an extension
header is inserted or deleted or a tunnel header is added or
renoved) will the field change its value. The field is
therefore classified as STATIC. Wether such a change woul d
cause the sequence of packets to be treated as a new flow (for
header conpression) is an issue for profile design. ROHC
profiles must be able to cope with extension headers and
tunnelling, but the choice of strategy is outside the scope of
thi s docunent.

0 Header Checksum

The header checksum protects individual hops from processing a

corrupted header. When alnpost all | P header information is
conpressed away, there is no point in having this additiona
checksum Instead, it can be regenerated at the deconpressor

side. The field is therefore classified as | NFERRED

Note that the TCP checksum does not protect the whole TCP/IP
header, but only the TCP pseudo-header (and the payl oad).
Conpare this with ROHC [31], which uses a CRC to verify the
unconpressed header. G ven the need to validate the conplete
TCP/ 1 P header, the cost of conputing the TCP checksum over the
entire payl oad, and known weaknesses in the TCP checksum [ 37],
an additional check is necessary. Therefore, it is highly
desirabl e that sonme additional checksum (such as a CRC) will be
used to validate correct deconpression

0 Source and Destination Addresses
These fields are part of the definition of a stream and nust
thus be constant for all packets in the stream The fields are
therefore classified as STATI C- DEF

The total size of the fields in each class is as foll ows:

oo oo +
| dass | Size (octets)|
o e o o e o +
| | NFERRED | 4

| STATIC | 1.5

| STATIC DEF | 8

| STATI G KNOAN* | 2.25

| CHANG NG* | 4. 25 |
o e o o e o +

* Differs from RFC 3095 [ 31]

Figure 4. Field sizes
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2.2. TCP Header Fields

oo S oo +
| Field | Size (bits) | d ass
T S o m e e o +
| Source Port | 16 | STATI C- DEF

| Destination Port | 16 | STATI C- DEF

| Sequence Numnber | 32 | CHANG NG

| Acknow edgenent Num | 32 | CHANG NG |
| Data O f set | 4 | | NFERRED

| Reserved | 4 | CHANG NG

| COWR flag | 1 | CHANG NG

| ECE flag | 1 | CHANG NG

| URG flag | 1 | CHANG NG

| ACK flag | 1 | CHANG NG

| PSH flag | 1 | CHANG NG

| RST flag | 1 | CHANG NG

| SYN flag | 1 | CHANG NG

| FINflag | 1 | CHANG NG

| W ndow | 16 | CHANG NG |
| Checksum | 16 | CHANG NG |
| Urgent Pointer | 16 | CHANG NG

| Options | 0(-352) | CHANG NG |
T S S +

Figure 5: TCP header fields
0 Source and Destination ports

These fields are part of the definition of a stream and nust thus
be constant for all packets in the stream The fields are
therefore classified as STATI C- DEF

o Data Ofset

The nunber of 4 octet words in the TCP header, indicating the
start of the data. It is always a nultiple of 4 octets. It can
be re-constructed fromthe length of any options, and thus it is
not necessary to carry this explicitly. The field is therefore
cl assified as | NFERRED
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2.3. Sunmmary for |IP/TCP

Summarizing this for | P/TCP, one obtains the foll ow ng:

o m e e o o m e e o o m e e o +
| Class \ IP ver | IPv6 (octets) | IPv4 (octets)
o o o +
| | NFERRED | 2 + 4 bits | 4+ 4 bits |
| STATIC | 1+ 4 bits | 1+ 4 bits

| STATI C- DEF | 38 + 4 bits | 12

| STATI G- KNOM | - | 2 + 2 bits

| CHANG NG | 17 + 4 bits | 19 + 6 bits
o o o +
| Totals | 60 | 40
oo oo oo +

(Excl udes options, which are all classified as CHANG NG) .
Figure 6. Overall field sizes
3. Cassification of Replicable Header Fields

VWere nmultiple flows either overlap in time or occur sequentially
within a short space of tine, there can be a great deal of simlarity
in header field values. Such commnality of field values is
reflected in the conpression context. Thus, it should be possible to
utilise commonal ity between fields across different flows to inprove
the compression ratio. In order to do this, it is important to
understand the 'replicable characteristics of the various header
fields.

The key concept is that of "replication’: an existing context is used
as a baseline and replicated to initialise a new context. Those
fields that are the same are then automatically initialised in the
new context. Those that have changed will be updated or overwitten
with values fromthe initialisation packet that triggered the
replication. This section considers the compnality between fields
in different flows.

Not e, however, that replication is based on contexts (rather than on
just field values), so conpressor-created fields that are part of the
context may al so be included. These, of course, are dependent upon
the nature of the conpression protocol (ROHC profile) being applied.
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A brief analysis of the relationship of TCP/IP fields anbng

"replicabl e’ packet streams foll ows.

"NA

"Yes' :

TCP/ I P Field Behavi or
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The field need not be considered in the replication

process, as it
t herefore,

is inferred or
does not appear

known "a priori’
in the context).

(and,

The field cannot be replicated since its change pattern
bet ween two packet flows is uncorrel ated.

The field may be replicated.

the field value will
streans, only that

be the sane across

it mght be possible

replication to increase the conpression
encodi ng net hods can be used to inprove

ef ficiency.

Ver si on
Header
DSCP
ECT fl ag

CE fl ag

Packet Length

I dentification
Reserved fl ag

Don't Fragnent flag
More Fragnents flag
Fragment O f set
Time To Live

Pr ot oco

Header Checksum
Sour ce Address
Desti nati on Address

Length

Figure 7:

| Pv4 Header (Inner and/or CQuter)

Thi s does not guarantee that

two candi dat e

to exploit
ratio.

Specific

the conpression

| dass | Replicable

| STATIC | NA |

| STATI C-KNOMWN | NA |

| ALTERNATING | No (1) |

| CHANG NG | No (2)

| CHANG NG | No (2) |

| 1 NFERRED | NA

| CHANG NG | Yes (3)

| CHANG NG | No (4)

| CHANG NG | Yes (5)

| STATIC-KNOMWN | NA |

| STATIC-KNOMWN | NA |

| CHANG NG | Yes |

| STATIC | NA |

| 1| NFERRED | NA

| STATI C- DEF | Yes |

| STATI C- DEF | Yes |
| Pv4 header

(1) The DSCP is marked according to the application’s requirenents.
replicabl e connections belong to the

| f

sane diffserv class,
replicable.
any packet marker.
at different points in the network.

it can be assumed that

Thus,

then it

is likely that the DSCP wil |
The DSCP can be set not only by the sender

be
but by

a flow may have a nunber of DSCP val ues
header conpression

However ,
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operates on a point-to-point |link and so woul d expect to see a
relatively stable value. |If re-marking is being done based on
the state of a neter, then the value nmay change mid-fl ow.
Overall, though, we expect supporting replication of the DSCP to
be useful for header conpression

(2) It is not possible for the ECN bits to be replicated (note that
use of the ECN nonce scheme [19] is anticipated). However, it
seens likely that all TCP fl ows between ECN capabl e hosts will
use ECN, the use (or not) of ECN for flows between the sane end-
poi nts m ght be considered replicable. See also note (4).

(3) The replicable context for this field includes the IP-1D, NBQ
and RND flags (as described in ROHC RTP). This highlights that
the replication is of the context, rather than just the header
field values and, as such, needs to be considered based on the
exact nature of conpression applied to each field.

(4) Since the possible future behavior of the 'Reserved Flag’ cannot
be predicted, it is not considered as replicable. However, it
m ght be expected that the behavior of the reserved flag between
the sane end-points will be simlar. |In this case, any selection
of packet formats (for example) based on this behavior m ght
carry across to the new flow. In the case of packet formats,
this can probably be considered as a conpressor-1|ocal decision

(5) In theory, the DF bit may be replicable. However, this is not
guaranteed and, in practice, it is unlikely to be useful to do
this. Fromthe perspective of header conpression, having to
i ndi cate whether or not a 1-bit flag should be replicated or
specified explicitly is likely to require nore bits than sinply
conveying the value of the flag. W do not rule out DF
replication.
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3.2. | Pv6 Header (inner and/or outer)

o e e e e o oo T +
| Field | dass | Replicable |
o e e e e e Fom e e e oo - S +
| Version | STATIC | NA |
| Traffic O ass | CHANG NG | Yes (1) |
| ECT flag | CHANG NG | No (2) |
| CE flag | CHANG NG | No (2) |
| Flow Label | STATI C DEF | NA |
| Payl oad Length | | NFERRED | NA |
| Next Header | STATIC | NA |
| Hop Limt | CHANG NG | Yes |
| Source Address | STATI C- DEF | Yes |
| Destination Address | STATI C- DEF | Yes |
Tt Fom e e e e oo - Fomm e oo - +

(1) See comment about DSCP field for |Pv4, above.
(2) See comrent about ECT and CE flags for |Pv4, above.

Figure 8. [|Pv6 Header

3.3. TCP Header

o e e e e e e a oo Fom e e e oo oo - S +
| Field | dass | Replicable |
o e e e e i o oo Fom o +
| Source Port | STATI C- DEF | Yes (1) |
| Destination Port | STATI C DEF | Yes (1) |
| Sequence Number | CHANG NG | No (2) |
| Acknow edgenent Nunber| CHANG NG | No |
| Data O f set | | NFERRED | NA |
| Reserved Bits | CHANG NG | No (3) |
| Flags | | |
| R | CHANG NG | No (4) |
| ECE | CHANG NG | No (4) |
| URG | CHANG NG | No |
| ACK | CHANG NG | No |
| PSH | CHANG NG | No |
| RST | CHANG NG | No |
| SYN | CHANG NG | No |
| FIN | CHANG NG | No |
| W ndow | CHANG NG | Yes |
| Checksum | CHANG NG | No |
| Urgent Pointer | CHANG NG | Yes (5) |
o e e e e o oo T +

Figure 9: TCP Header
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(1) On the server side, the port nunber is likely to be a well-known
value. On the client side, the port nunber is generally selected
by the stack automatically. Wether the port nunber is
replicabl e depends upon how the stack chooses the port nunber.
VWi | st nost inplementations use a sinple schene that sequentially
pi cks the next avail able port nunber, it may not be desirable to
rely on this behavior

(2) Wth the recomendation (and expected depl oynment) of TCP Initia
Sequence Number randomi zation, defined in RFC 1948 [10], it wll
be i nmpossible to share the sequence nunmber. Thus, this field
wi Il not be regarded as replicable.

(3) See comrent (4) for the |IPv4 header, above.

(4) See comrent (2) on ECN flags for the |IPv4 header, above.

(5) The urgent pointer is very rarely used. This neans that, in
practice, the field my be considered replicable.

3.4. TCP Options

T oo S +
| Option | SYN-only (1) | Replicable
e . S TRy +
| End of Option List | No | No (2) |
| No- Operation | No | No (2) |
| Maxi mum Segnment Size | Yes | Yes

| Wndow Scal e | Yes | Yes |
| SACK-Permtted | Yes | Yes

| SACK | No | No

| Tinmestanp | No | No |
Foe e m e meeeieaaaaaea . . +

Figure 10. TCP Options

(1) This indicates whether the option only appears in SYN packets.
Options that are not *SYN-only’ may appear in any packet. Many
TCP options are used only in SYN packets. Sone options, such as
MBS, W ndow Scal e, and SACK-Permitted, will tend to have the sane
val ue anong replicabl e packet streans.

Thus, to support context sharing, the conpressor should naintain
such TCP options in the context (even though they only appear in
the SYN segnent).

(2) Since these options have fixed values, they could be regarded as
replicable. However, the only interesting thing to convey about
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these options is their presence. |If it is known that such an
option exists, its value is defined.

3.5. Summary of Replication

Fromt he above analysis, it can be seen that there are reasonabl e
grounds for exploiting redundancy between flows as well as between
packets within a flow Sinply consider the advantage of being able
to elide the source and destination addresses for a repeated
connection between two | Pv6 endpoints. There will also be a cost (in
terns of conplexity and robustness) for replicating contexts, and
this nust be considered when one deci des what constitutes an
appropriate sol ution.

Finally, note that the use of replication requires that the
conpressor have a suitable degree of confidence that the source data
is present and correct at the deconpressor. This may place sone
restrictions on which of the 'changing’ fields, in particular, can be
utilised during replication

4. Analysis of Change Patterns of Header Fields

To design suitable nechanisns for efficient conpression of all header

fields, their change patterns nmust be analyzed. For this reason, an

extended classification is done based on the general classification

in 2, considering the fields that were | abel ed CHANG NG i n t hat

cl assification.

The CHANG NG fields are separated into five different subcl asses:

o STATIC
These are fields that were classified as CHANG NG on a genera
basis, but that are classified as STATIC here due to certain
addi ti onal assunpti ons.

0 SEM STATIC
These fields are STATIC nost of the tinme. However, occasionally
the val ue changes but reverts to its original value after a known
nunber of packets.

0 RARELY- CHANG NG ( RC)

These are fields that change their val ues occasionally and then
keep their new val ues.
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0 ALTERNATI NG
These fields alternate between a small nunmber of different val ues.
o | RREGULAR

These, finally, are the fields for which no useful change pattern
can be identified.

To further expand the classification possibilities w thout increasing
conplexity, the classification can be done either according to the
val ues of the field and/or according to the values of the deltas for
the field.

When the classification is done, other details are also stated
regardi ng possi bl e additional know edge about the field val ues and/or
field deltas, according to the classification. For fields classified
as STATIC or SEM STATIC, the value of the field could be not only
STATIC but also well-KNOMN a priori (tw states for SEM STATIC
fields). For fields with non-irregular change behavior, it could be
known that changes are usually within a LIM TED range conpared to the
maxi mal change for the field. For other fields, the values are
conpl et el y UNKNOMN.

Figure 11 classifies all the CHANG NG fields on the basis of their

expected change patterns. (4) refers to IPv4 fields and (6) refers to
| Pv6.
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e S S S +
| Field | Value/Delta | d ass | Know edge |
| DSCP(4) / Tr.d ass(6) | Value | ALTERNATI NG | UNKNOWN |
o e e e e e e a oo - S S S +
| 1P ECT flag(4) | Val ue | RC | UNKNOWN |
e . . . +
| 1P CE flag(4) | Val ue | RC | UNKNOVWN |
T . . . +
| Sequential | Delta | STATIC | KNOMN |
I T T T +
| 1P 1d(4) Seqg. junp | Delta | RC | LIMTED |
I B B B +
| Random | Val ue | | RREGULAR | UNKNOWN |
T . . . +
| 1P DF flag(4) | Val ue | RC | UNKNOWN |
o e e e e e e a oo - S S S +
| 1P TTL(4) / Hop Lim(6) | Value | ALTERNATI NG | LIMTED |
S . . . +
| TCP Sequence Nunber | Delta | | RREGULAR | LIMTED |
T . . . +
| TCP Acknow edgement Nuni Delta | | RREGULAR | LIMTED |
o e e e e e e a oo - S S S +
| TCP Reserved | Val ue | RC | UNKNOVWN |
S . . . +
| TCP flags | | | |
| ECN fl ags | Val ue | | RREGULAR | UNKNOWN |
| CR fl ag | Val ue | | RREGULAR | UNKNOWN |
| ECE fl ag | Val ue | | RREGULAR | UNKNOWN |
| URG fl ag | Val ue | | RREGULAR | UNKNOWN |
| ACK fl ag | Val ue | SEM STATI C | KNOMN |
| PSH fl ag | Val ue | | RREGULAR | UNKNOWN |
| RST fl ag | Val ue | | RREGULAR | UNKNOWN |
| SYN fl ag | Val ue | SEM STATIC | KNOMN |
| FIN fl ag | Val ue | SEM STATIC | KNOWN |
o e e e e e e oo oo - S S S +
| TCP W ndow | Val ue | ALTERNATI NG | KNOMN |
T . . . +
| TCP Checksum | Val ue | | RREGULAR | UNKNOVWN |
o e e e a oo Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +
| TCP Urgent Pointer | Val ue | | RREGULAR | KNOMN |
o e e e e e e oo oo - S S S +
| TCP Options | Val ue | | RREGULAR | UNKNOWN |
e . . . +

Figure 11. dassification of CHANG NG Fi el ds
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The foll owi ng subsections discuss the various header fields in
detail. Note that Table 1 and the discussi on bel ow do not consi der
changes caused by | oss or reordering before the conpression point.

4.1. | P Header
4.1.1. |IP Traffic-Cass / Type-O-Service (TOS)

The Traffic-C ass (I Pv6) or Type-O-Service/DSCP (I Pv4) field mght
be expected to change during the lifetine of a packet stream This
anal ysis considers several RFCs that describe nodifications to the
original RFC 791 [1].

The TOS byte was initially described in RFC 791 [1] as 3 bits of
precedence followed by 3 bits of TOS and 2 reserved bits (defined to
be zero). RFC 1122 [21] extended this to specify 5 bits of TGS,

al t hough the meanings of the additional 2 bits were not defined. RFC
1349 [ 23] defined the 4th bit of TOS as 'minimze nonetary cost’.

The next significant change was in RFC 2474 [14] (obsol eting RFC 1349
[23]). RFC 2474 reworked the TOS octet as 6 bits of DSCP (DiffServ
Code Point) plus 2 unused bits. Mst recently, RFC 2780 [ 30]
identified the 2 reserved bits in the TOS or traffic class octet for
experinmental use with ECN

It is therefore proposed that the TGOS (or traffic class) octet be
classified as 6 bits for the DSCP and 2 additional bits. These 2
bits nay be expected to be zero or to contain ECN data. From a
future-proofing perspective, it is preferable to assune the use of
ECN, especially with respect to TCP

It is also considered inmportant that the profile work with | egacy
stacks, since these will be in existence for some considerable tine
to cone. For sinplicity, this will be considered as 6 bits of TOS
information and 2 bits of ECN data, so the fields are al ways

consi dered to be structured the same way.

The DSCP (as for TOS in ROHC RTP) is not expected to change
frequently (although it could change nmid-flow, for exanple, as a
result of a route change).

4.1.2. ECN Fl ags
Initially, we describe the ECN flags as specified in RFC 2481 [ 15]
and RFC 3168 [18]. Subsequently, a suggested update is described
that would alter the behavior of the flags.

In RFC 2481 [15] there are 2 separate flags, the ECT (ECN Capabl e
Transport) flag and the CE (Congestion Experienced) flag. The ECT
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flag, if negotiated by the TCP stack, will be "1' for all data

packets and 0" for all 'pure acknow edgenent’ packets. This neans
that the behavior of the ECT flag is |inked to behavior in the TCP
stack. \Whether this can be exploited for conmpression is not clear.

The CE flag is only used if ECT is set to '1'. It is set to '0 by
the sender and can be set to '1' by an ECN-capable router in the
network to indicate congestion. Thus the CE flag is expected to be
randomy set to '1 with a probability dependent on the congestion
state of the network and the position of the conpressor in the path.
Therefore, a conpressor |ocated close to the receiver in a congested
network will see the CE bit set frequently, but a conpressor |ocated
close to a sender will rarely, if ever, see the CE bit set to 'l

A recent experinmental proposal [19] suggests an alternative view of
these 2 bits. This considers the two bits together to have 4
possi bl e codepoi nts. Meanings are then assigned to the codepoints:

00 Not ECN capabl e

01 ECN capabl e, no congestion (known as ECT(0))
10 ECN capabl e, no congestion (known as ECT(1))
11 Congestion experienced

The use of 2 codepoints for signaling ECT allows the sender to detect
when a receiver is not reliably echoing congestion information.

For the purposes of conpression, this update nmeans that ECT(0) and
ECT(1) are equally likely (for an ECN capable flow) and that 11

will be seen relatively rarely. The probability of seeing a
congestion indication is discussed above in the description of the CE
flag.

It is suggested that, for the purposes of conpression, ECN with
nonces be assunmed as the baseline, although the conpression schene
must be able to conpress the original ECN schenme transparently.

4.1.3. 1P ldentification

The ldentification field (IP ID) of the |IPv4d header identifies which
fragments constitute a datagram when fragnented datagrans are
reassenbl ed. The | Pv4 specification does not specify exactly how
this field is to be assigned values, only that each packet shoul d get
an |P IDthat is unique for the source-destination pair and protoco
for the time during which the datagram (or any of its fragnents)
could be alive in the network. This nmeans that assignment of IP ID
val ues can be done in various ways, which we have separated into
three cl asses:
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o Sequential junp

This is the nost common assignnent policy in today’'s | P stacks. A
single 1P ID counter is used for all packet streanms. Wen the
sender i s running nore than one packet stream sinultaneously, the
IP ID can increase by nore than one between packets in a stream
The IP ID values will be much nore predictable and will require
fewer bits to transfer than random val ues, and the packet-to-
packet increment (determ ned by the number of active outgoing
packet streams and sending frequencies) will usually be limted.

o Random

Sone | P stacks assign IP ID values by using a pseudo-random nunber
generator. There is thus no correl ation between the |ID val ues of
subsequent datagrans. Therefore, there is no way to predict the
P ID value for the next datagram For header conpression
purposes, this neans that the IP ID field needs to be sent
unconpressed with each datagram resulting in two extra octets of

header. |P stacks in cellular ternminals that need opti num header
conpressi on efficiency should not use this IP ID assignment
pol i cy.

o Sequentia

Thi s assignnent policy keeps a separate counter for each outgoing
packet stream and thus the IP ID value will increment by one for
each packet in the stream except at wap around. Therefore, the
delta value of the field is constant and well known a priori.
Thi s assignnent policy is the nbst desirable for header
conpressi on purposes. However, its usage is not as comon as it
per haps shoul d be.

In order to avoid violating RFC 791 [1], packets sharing the sane
| P address pair and | P protocol nunber cannot use the same IP ID
val ues. Therefore, inplenentations of sequential policies nust
nake the | D nunber spaces disjoint for packet streans of the sane
| P protocol going between the sane pair of nodes. This can be
done in a nunber of ways, all of which introduce occasional junps
and thus make the policy less than perfectly sequential. For
header conpression purposes, less frequent junps are preferred.

Note that the IDis an I Pv4 nechanismand is therefore not a problem
for I1Pv6. For IPv4, the ID could be handled in three different ways.
First, we have the inefficient but reliable solution where the ID
field is sent as-is in all packets, increasing the conpressed headers
by two octets. This is the best way to handle the IDfield if the
sender uses random assignnent of the ID field. Second, there can be

West & McCann I nf or mati onal [ Page 21]



RFC 4413 TCP/ I P Field Behavi or March 2006

solutions with nore flexible mechanisns that require fewer bits for
the ID handling as | ong as sequential junp assignment is used. Such
solutions will probably require even nore bits if random assi gnnent
is used by the sender. Know edge about the sender’s assignment
policy could therefore be useful when choosing between the two
solutions above. Finally, even for |Pv4, header conpression could be
desi gned wi thout any additional information for the ID field included
in compressed headers. To use such schenes, it nust be known which
assignment policy for the IDfield is being used by the sender. That
m ght not be possible to know, which inplies that the applicability
of such solutions is very uncertain. However, designers of |Pv4
stacks for cellular term nals should use an assignment policy close
to sequenti al

Wth regard to TCP conpression, the behavior of the IPIDfield is
essentially the same. However, in RFC 3095 [31], the IPIDis
generally inferred fromthe RTP Sequence Number. There is no obvious
candidate in the TCP case for a field to offer this 'master sequence
nunber’ role.

Clearly, froma busy server, the observed behavior nay well be quite
erratic. This is a case where the ability to share the IP
conpressi on context between a number of flows (between the sane end-
points) could offer potential benefits. However, this would only
have any real inpact where there is a |large nunber of flows between
one nmachi ne and the server. |f context sharing is being considered,
then it is preferable to share the I P part of the context.

4.1.4. Don’t Fragment (DF) flag

Pat h- MTU di scovery (RFC 1191 for IPv4 [6] and RFC 1981 for |Pv6 [11])
is widely deployed for TCP, in contrast to little current use for UDP
packet streams. This enploys the DF flag value of "1' to detect the
need for fragnentation in the end-to-end path and to probe the

m ni mum MIU al ong the network path. End hosts using this technique
may be expected to send all packets with DF set to "1, although a
host nay end PMIU di scovery by clearing the DF bit to 0. Thus, for
conpressi on, we expect the field value to be stable.

4.1.5. |P Hop-Limt / Tine-To-Live (TTL)
The Hop-Limt (1Pv6) or Tinme-To-Live (I1Pv4) field is expected to be

constant during the lifetinme of a packet streamor to alternate
between a limted nunber of values due to route changes.
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4.2. TCP Header

Any di scussion of conpressability of TCP fields borrows heavily from
RFC 1144 [22]. However, the prem se of how the conpression is
performed is slightly different, and the protocol has evol ved
slightly in the intervening tine.

4.2.1. Sequence Number

Under st andi ng t he sequence and acknow edgenent nunber behavior is
essential for a TCP conpression schene.

At the sinplest |evel, the behavior of the sequence number can be
described relatively easily. However, there are a nunber of
conplicating factors that al so need to be consi dered.

For transferring in-sequence data packets, the sequence nunmber wl|

i ncrenent for each packet by between 0 and an upper limt defined by
the MSS (Maxi mum Segnent Size) and, if it is being used, by Path-MIU
di scovery.

There are common MSS val ues, but these can be quite variable and
unpredi ctabl e for any given flow Gven this variability and the
range of w ndow sizes, it is hard (conpared with the RTP case, for
exanple) to select a "one size fits all’ encoding for the sequence
nunber. (The same argunent applies equally to the acknow edgenent
nunber) .

Note that the increment of the sequence nunber in a packet is the
size of the data payl oad of that packet (including the SYN and FIN
flags). This is, of course, exactly the relationship that RFC 1144
[22] exploits to conpress the sequence nunber in the nost efficient
case. This technique may not be directly applicable to a robust
solution, but it may be a useful relationship to consider

However, at any point on the path (i.e., wherever a conpressor m ght
be depl oyed), the sequence nunber can be anywhere within a range
defined by the TCP window. This is a conbination of a nunber of

val ues (buffer space at the sender; advertised buffer size at the
recei ver; and TCP congestion control algorithms). M ssing packets or
retransm ssi ons can cause the TCP sequence nunber to fluctuate within
the limts of this w ndow.

It is desirable to be able to predict the sequence nunber with sone
regularity. However, this also appears to be difficult to do. For

exanpl e, during bulk data transfer, the sequence nunber will tend to
go up by 1 MSS per packet (assum ng no packet |oss). Higher |ayer
val ues have been seen to have an inpact as well, where sequence
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nunber behavi or has been observed with an 8 kbyte repeating pattern
-- 5 segnments of 1460 bytes foll owed by 1 segrment of 892 bytes. The
i mpl enentati on of TCP and t he managenent of buffers within a protoco
stack can affect the behavior of the sequence nunber.

It may be possible to track the TCP wi ndow by the conpressor,
allowing it to bound the size of these junps.

For interactive flows (for exanple, telnet), the sequence nunber will
change by small, irregular anbunts. |In this case, the Nagle
algorithm[3] commonly applies, coal escing small packets where
possible in order to reduce the basic header overhead. This may al so
nean that predictable changes in the sequence nunber are less likely
to occur. The Nagle algorithmis an optimsation and is not required
to be used (applications can disable its use). However, it is turned
on by default in all comon TCP inpl erent ati ons.

Note al so that the SYN and FIN flags (which have to be acknow edged)
each consune 1 byte of sequence space.

4.2.2. Acknow edgenent Number

Much of the information about the sequence numnber applies equally to
the acknow edgerment nunber. However, there are sone inportant
di f f erences.

For bulk data transfers, there will tend to be 1 acknow edgenent for
every 2 data segnments. The algorithmis specified in RFC 2581 [16].
An ACK need not always be sent inmmedi ately on receipt of a data
segnent, but it nmust be sent within 500nms and shoul d be generated for
at |least every second full-size segnent (MSS) of received data. It
may be seen fromthis that the delta for the acknow edgenment nunber
is roughly twice that of the sequence nunber. This is not always the
case, and the discussion about sequence nunber irregularity should be
appl i ed.

As an aside, a common inplenentation bug is 'stretch ACKs' [33]
(acknow edgenents may be generated | ess frequently than every two
full-size data segnents). This pattern can also occur follow ng | oss
on the return path.

Si nce the acknow edgenent nunber is cunul ative, dropped packets in
the forward path will result in the acknow edgenent nunber renaining
constant for a time in the reverse direction. Retransm ssion of a
dropped segrment can then cause a substantial junmp in the

acknow edgenment nunber. These junps in acknow edgenent nunber are
bounded by the TCP wi ndow, just as for the junps in sequence nunber.
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4.

4.

2.

2.

In

the acknow edgenment case, information about the advertised

recei ved wi ndow gi ves a bound to the size of any ACK junp.

3.

Reserved

This field is reserved, and it therefore m ght be expected to be
zero. This can no |onger be assunmed, due to future-proofing. It is
only a matter of time before a suggestion for using the flag i s nade.

4.

Fl ags
ECN-E (Explicit Congestion Notification)

"1l to echo CE bit in IP header. It will be set in severa
consecutive headers (until 'acknowl edged’ by CAR). |f ECN nonces
are used, then there will be a 'nonce-sum (NS) bit in the flags,
as well. Again, transparency of the reserved bits is crucial for
future-proofing this conpression schene. From an

ef ficiency/conpression standpoint, the NS bit will either be
unused (always '0’) or randomy changing. The nonce sumis the
1-bit sum of the ECT codepoints, as described in [19].

CWR (Congesti on W ndow Reduced)

1" to signal congestion wi ndow reduced on ECN. It will generally
be set in individual packets. The flag will be set once per |o0ss

event. Thus, the probability of its being set is proportional to

the degree of congestion in the network, but it is less likely to

be set than the CE fl ag.

ECE (Echo Congestion Experience)

If *congestion experienced is signaled in a received |P header
this is echoed through the ECE bit in segments sent by the

recei ver until acknow edged by seeing the CWR bit set. Cearly,
in periods of high congestion and/or long RTT, this flag will
frequently be set to 'l

Duri ng connection open (SYN and SYN ACK packets), the ECN bits
have speci al neani ng:

* CVAR and ECN-E are both set with SYNto indicate desire to use
ECN
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*CWR only is set in SYNNACK, to agree to ECN
(The difference in bit-patterns for the negotiation is such that
it will work with broken stacks that reflect the val ue of
reserved bits).
o URG (Urgent Flag)

1" to indicate urgent data (which is unlikely with any flag ot her
than ACK).

0 ACK (Acknow edgenent)
1" for all except the initial ’'SYN packet.
o PSH (Push Function Field)
General ly accepted to be randomy "0 or '1'. However, it may be
bi ased nore to one value than the other (this is largely caused by
the inplenentation of the stack).
0 RST (Reset Connection)
"1 to reset a connection (unlikely with any flag other than ACK).
0 SYN (Synchroni ze Sequence Nunber)
1" for the SYN SYN-ACK, only at the start of a connection
o FIN (End of Data: FINi shed)

1" to indicate 'no nore data’ (unlikely with any flag other than

ACK) .
4.2.5. Checksum

Carried as the end-to-end check for the TCP data. See RFC 1144 [22]
for a discussion of why this should be carried. A header conpression
schene should not rely upon the TCP checksum for robustness, though
and shoul d apply appropriate error-detection mechanisns of its own.
The TCP checksum has to be considered to be randomy changi ng.

4.2.6. Wndow

This may oscillate randomy between 0 and the receiver’s window linit
(for the connection).
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In practice, the window will either not change or alternate between a
relatively small nunber of values. Particularly when the wi ndow is
closing (its value is getting smaller), the change in wi ndow is
likely to be related to the segnent size, but it is not clear that
this necessarily offers any conpressi on advantage. Wen the w ndow
is opening, the effect of 'Silly-Wndow Syndrone’ avoi dance shoul d be
renmenbered. This prevents the wi ndow from opening by snall anounts
that woul d encourage the sender to clock out small segnents.

VWhen t hi nki ng about what fields nmight change in a sequence of TCP
segnents, one should note that the receiver can generate ’'w ndow
update’ segnments in which only the wi ndow adverti sement changes.

4.2.7. Urgent Pointer

From a conpression point of view, the Urgent Pointer is interesting
because it offers an exanmple where 'semantically identical
conpression is not the sane as 'bitwise identical’. This is because
the value of the Urgent Pointer is only valid if the URGflag is set.

However, the TCP checksum nust be passed transparently, in order to
maintain its end-to-end integrity checking property. Since the TCP
checksumincludes the Urgent Pointer in its coverage, this enforces
bitw se transparency of the Urgent Pointer. Thus, the issue of
"semantic’ vs. 'bhitwise' identity is presented as a note: the Urgent
Poi nter nmust be conpressed in a way that preserves its val ue.

If the URGflag is set, then the Urgent Pointer indicates the end of
the urgent data and thus can point anywhere in the window. It nmay be
set (and changi ng) over several segnents. Note that urgent data is
rarely used, since it is not a particularly clean way of nanagi ng

out - of - band dat a.

4.3. Options

Options occupy space at the end of the TCP header. Al options are

i ncluded in the checksum An option may begin on any byte boundary.
The TCP header nust be padded with zeros to nmake the header length a
multiple of 32 bits.

Optional header fields are identified by an option kind field.
Options 0 and 1 are exactly one octet, which is their kind field.
Al'l other options have their one-octet kind field, followed by a
one-octet length field, followed by I ength-2 octets of option data.
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4.3.1. Options Overview

The | ANA provides the authoritative list of TCP options. Figure 12
describes the current allocations at the tine of publication. Any
new opti on woul d have a ’'kind value assigned by ANA. The list is
avai l able at [20]. Where applicable, the associated RFC is al so
cited.

S oo e oo S S +
| Ki nd| Lengt h | Meani ng | RFC | Use |
| | octets | | | |
R o e m e e e e e e e e e e e e e e e m o Fomm e m e +---- - +
| O | - | End of Option List | RFC 793 | *

| 1| - | No- Operation | RFC 793 | *

| 2| 4 | Maxi num Segnent Size | RFC 793 | *

| 3| 3 | Wsopt - W ndow Scal e | RFC 1323 | *

| 4| 2 | SACK Permtted | RFC 2018 | *

| 5] N | SACK | RFC 2018 | *

| 6 | 6 | Echo (obsol eted by option 8) | RFC 1072 |

| 7 | 6 | Echo Reply (obsoleted by option 8) | RFC 1072 |

| 8] 10 | TSopt - Time Stamp Option | RFC 1323 | *

| 9 | 2 | Partial Order Connection Permitted | RFC 1693 |

| 10 | 3 | Partial Order Service Profile | RFC 1693 |

| 11 | 6 | CC | RFC 1644 |

| 12 | 6 | CC. NEW | RFC 1644 |

| 13 | 6 | CC. ECHO | RFC 1644 |

| 14 | 3 | Al'ternate Checksum Request | RFC 1146 |

| 15 | N | Alternate Checksum Data | RFC 1146 |

| 16 | | Skeeter | |

| 17 | | Bubba | |

| 18 | 3 | Trailer Checksum Option | |

| 19 | 18 | MD5 Signature Option | RFC 2385 |

| 20 | | SCPS Capabilities | | |
| 21 | | Sel ective Negative Acks | |

| 22 | | Record Boundari es | |

| 23 | | Corruption experienced | |

| 24 | | SNAP | | |
| 25 | | Unassigned (rel eased 12/18/00) | |

| 26 | | TCP Conpression Filter | |

Fom e m oo - o m e e e e e e e e e e e e e e e e o Fomm oo - Fo-m - - +

Figure 12. Common TCP Options

The 'use’ colum is marked with '*' to indicate options that are nost
likely to be seen in TCP flows. Also note that RFC 1072 [4] has been
obsol eted by RFC 1323 [7], although the original bit usage is defined
only in RFC 1072.
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4.3.2. Option Field Behavior

General |y speaking, all option fields have been classified as
changing. This section describes the behavior of each option
referenced within an RFC, listed by ’"kind indicator.

0: End of Option List

This option code indicates the end of the option list. This

m ght not coincide with the end of the TCP header according to
the Data Ofset field. This is used at the end of all options,
not at the end of each option, and it need only be used if the
end of the options would not otherw se coincide with the end of
the TCP header. Defined in RFC 793 [2].

There is no data associated with this option, so a conpression
schenme must sinply be able to encode its presence. However,
note that since this option marks the end of the list and the
TCP options are 4-octet aligned, there may be octets of paddi ng
(defined to be '0" in [2]) after this option

1: No-Qperation

This option code nay be used between options, for exanple, to
align the begi nning of a subsequent option on a word boundary.
There is no guarantee that senders will use this option, so
recei vers nust be prepared to process options even if they do
not begin on a word boundary RFC 793 [2]. There is no data
associated with this option, so a conpression scheme nust
sinmply be able to encode its presence. This may be done by
noting that the option sinply nmaintains a certain alignnent and
that conpression need only convey this alignment. 1In this way,
paddi ng can just be renoved.

2: Maxi num Segnent Size

If this option is present, then it conmunicates the maxi mum
segnent size that nmay be used to send a packet to this end-
host. This field nust only be sent in the initial connection
request (i.e., in segnents with the SYN control bit set). |If
this option is not used, any segnent size is allowed RFC 793

[2].

This option is very conmon. The segnment size is a 16-bit
gquantity. Theoretically, this could take any val ue; however
there are a nunmber of values that are common. For exanpl e,
1460 bytes is very common for TCP/IPv4 over Ethernet (though
with the increased preval ence of tunnels, for exanple, smaller
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val ues such as 1400 have becone nore popular). 536 bytes is the
default MSS value. This nmay allow for conmon val ues to be
encoded nore efficiently.

3: Wndow Scal e Option (Wsopt)

This option may be sent in a SYN segnent by the TCP end- host

(1) to indicate that the sending TCP end-host is prepared to
perform both send and recei ve wi ndow scal i ng, and

(2) to communi cate a scale factor to be applied to its receive
wi ndow.

The scale factor is encoded |ogarithmcally as a power of 2
(presumably to be inmplenented by binary shifts). Note that the
wi ndow in the SYN segnent itself is never scaled (RFC 1072
[4]). This option may be sent in an initial segment (i.e., in
a segment with the SYN bit on and the ACK bit off). It may

al so be sent in later segnents, but only if a Wndow Scal e
option was received in the initial segnent. A Wndow Scal e
option in a segnent without a SYN bit should be ignored. The
Wndow field in a SYN segnent itself is never scaled (RFC 1323

[71)-

The use of wi ndow scaling does not affect the encoding of any
other field during the lifetinme of the flow Only the encoding
of the wi ndow scaling option itself is inmportant. The w ndow
scal e nust be between 0 and 14 (inclusive). GCenerally, snaller
val ues woul d be expected (a wi ndow scale of 14 allows for a
1Ghyte wi ndow, which is extremely |arge).

4: SACK-Permtted

This option may be sent in a SYN by a TCP that has been
extended to receive (and presumably to process) the SACK option
once the connection has opened RFC 2018 [12]. There is no data
inthis option all that is required is for the presence of the
option to be encoded.

5: SACK

This option is to be used to convey extended acknow edgnent

i nformati on over an established connection. Specifically, it
is to be sent by a data receiver to informthe data transmtter
of non-contiguous bl ocks of data that have been received and
gqueued. The data receiver awaits the receipt of data in |later
retransm ssions to fill the gaps in sequence space between
these blocks. At that time, the data receiver acknow edges the
data, normally by advancing the left w ndow edge in the
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Acknowl edgrment Nunber field of the TCP header. It is inportant

to understand that the SACK option will not change the meaning
of the Acknowl edgnent Nunber field, whose value will stil
specify the left window edge, i.e., one byte beyond the | ast

sequence nunber of fully received data (RFC 2018 [12]).

| f SACK has been negotiated (through an exchange of SACK-
Permtted options), then this option may occur when dropped
segnents are noticed by the receiver. Because this identifies
ranges of bl ocks within the receiver’s window, it can be viewed
as a base value with a nunber of offsets. The base value (left
edge of the first block) can be viewed as offset fromthe TCP
acknow edgenent nunber. There can be up to 4 SACK blocks in a
single option. SACK blocks may occur in a nunber of segments
(if there is nmore out-of-order data 'on the wire’), and this
will typically extend the size of or add to the existing

bl ocks.

Al ternative proposals such as DSACK RFC 2883 [17] do not
fundanental | y change the behavi or of the SACK bl ock, fromthe
poi nt of view of the information contained within it.

6: Echo

This option carries information that the receiving TCP may send
back in a subsequent TCP Echo Reply option (see below). A TCP
may send the TCP Echo option in any segnent, but only if a TCP
Echo option was received in a SYN segnment for the connection.
VWen the TCP echo option is used for RIT nmeasurement, it wll
be included in data segnents, and the four information bytes
will define the tine at which the data segnent was transnitted
in any format convenient to the sender (see RFC 1072 [4]).

The Echo option is generally not used in practice -- it is
obsol eted by the Timestanp option. However, for transparency
it is desirable that a conpression schene be able to transport
it. (However, there is no benefit in attenpting any treatnent
nore sophisticated than viewing it as a generic ’'option’).

7: Echo Reply

A TCP that receives a TCP Echo option containing four

infornmation bytes will return these sanme bytes in a TCP Echo
Reply option. This TCP Echo Reply option nust be returned in
the next segment (e.g., an ACK segnent) that is sent. |If nore

than one Echo option is received before a reply segment is
sent, the TCP nust choose only one of the options to echo,
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ignoring the others; specifically, it must choose the newest
segment with the ol dest sequence number (see RFC 1072 [4]).

The Echo Reply option is generally not used in practice -- it
is obsoleted by the Tinmestanmp option. However, for
transparency it is desirable that a conpression schene be able
to transport it. (However, there is no benefit in attenpting
any nore sophisticated treatnent than viewing it as a generic
"option’).

8: Ti mest anps

This option carries two four-byte tinestanp fields. The

Ti mestanp Value field (TSval) contains the current value of the
timestanp clock of the TCP sending the option. The Tinmestanp
Echo Reply field (TSecr) is only valid if the ACK bit is set in
the TCP header; if it is valid, it echoes a tinmestanp val ue
that was sent by the renmbte TCP in the TSval field of a

Ti mestanps option. Wen TSecr is not valid, its value nust be
zero. The TSecr value will generally be fromthe nost recent

Ti mestanp option that was received; however, there are
exceptions that are explained below. A TCP may send the

Ti mestanps option (TSopt) in an initial segnent (i.e., a
segnent containing a SYN bit and no ACK bit), and it may send a
TSopt in other segnents only if it received a TSopt in the
initial segnment for the connection (see RFC 1323 [7]).

Ti mestanps are quite commonly used. |[|f timestanp options are
exchanged in the connection set-up phase, then they are
expected to appear on all subsequent segments. [If this
exchange does not happen, then they will not appear for the
remai nder of the flow

Because the value being carried is a timestanp, it is |ogica
to expect that the entire value need not be carried. There is
no obvi ous pattern of increments that m ght be expected,
however .

An inportant reason for using the tinmestanp option is to allow
det ection of sequence space wrap-around (Protection Agai nst

W apped Sequence-nunber, or PAWS, see RFC 1323 [7]). It is not
expected that this is a serious concern on the |inks on which
TCP header conpression would be deployed, but it is inportant
that the integrity of this option be naintained. This issue is
di scussed in, for exanple, RFC 3150 [32]. However, the
proposed Eifel algorithm][35] makes use of timestanps, so it is
currently recomended that tinmestanps be used for cellular-type
links [34].
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Wth regard to conpression, note that the range of resol utions
for the tinmestanmp suggested in RFC 1323 [7] is quite wide (1ns
to 1s per 'tick’). This (along with the perhaps wi de variation
in RTT) makes it hard to select a set of encodings that will be
optimal in all cases.

9: Partial Order Connection (POC) pernmitted

This option represents a sinple indicator conmuni cated between
the two peer transport entities to establish the operation of
the POC protocol. See RFC 1693 [9].

The Partial Order Connection option sees little (or no) use in
the current Internet, so the only requirenment is that the
header conpression schene be able to encode it.

10: PQC service profile

This option serves to communi cate the informati on necessary to
carry out the job of the protocol -- the type of information
that is typically found in the header of a TCP segnent. The
Partial Order Connection option sees little (or no) use in the
current Internet, so the only requirement is that the header
conpressi on schene be able to encode it.

11: Connecti on Count (CC)

This option is part of the inplenentation of TCP Accel erated
Open (TAO that effectively bypasses the TCP Three- Wy
Handshake (3WHS). TAO introduces a 32-bit incarnation nunber,
called a "connection count” (CC), that is carried in a TCP
option in each segnment. A distinct CC value is assigned to
each direction of an open connection. The inplenmentation
assigns nmonotonically increasing CC values to successive
connections that it opens actively or passively (see RFC 1644
[8]). This option sees little (or no) use in the current
Internet, so the only requirenent is that the header
conpressi on schenme be able to encode it.

12: CC. NEW

Correctness of the TAO nechanismrequires that clients generate
nonot oni cal ly i ncreasing CC val ues for successive connection
initiations. Receiving a CC. NEW causes the server to
invalidate its cache entry and to do a 3WHS. See RFC 1644 [8].
This option sees little (or no) use in the current Internet, so
the only requirenent is that the header conpression scheme be
able to encode it.

West & McCann I nf or mati onal [ Page 33]



RFC 4413 TCP/ I P Field Behavi or March 2006

13: CC. ECHO

When a server host sends a segnment, it echoes the connection
count fromthe initial in a CC ECHO option, which is used by
the client host to validate the segment (see RFC 1644 [8]).
This option sees little (or no) use in the current Internet, so
the only requirenent is that the header conpression schenme be
able to encode it.

14: Alternate Checksum Request

This option may be sent in a SYN segnent by a TCP to indicate
that the TCP is prepared to both generate and receive checksuns
based on an alternate algorithm During comunication, the

al ternate checksum repl aces the regular TCP checksumin the
checksum field of the TCP header. Should the alternate
checksumrequire nore than 2 octets to transmt, either the
checksum may be noved into a TCP Alternate Checksum Data Option
and the checksumfield of the TCP header be sent as zero, or
the data may be split between the header field and the option
Al ternate checksuns are conputed over the sane data as the
regul ar TCP checksum see RFC 1146 [5].

This option sees little (or no) use in the current Internet, so
the only requirenent is that the header conpression schenme be
able to encode it. It would only occur in connection set-up
(SYN) packets. Even if this option were used, it would not

af fect the handling of the checksum since this should be
carried transparently in any case.

15: Alternate Checksum Dat a

This field is used only when the alternate checksumthat is
negotiated is longer than 16 bits. These checksuns will not
fit in the checksumfield of the TCP header and thus at | east
part of them nust be put in an option. Wether the checksumis
split between the checksumfield in the TCP header and the
option or the entire checksumis placed in the option is
deterni ned on a checksum by-checksum basis. The length of this
option will depend on the choice of alternate checksum
algorithmfor this connection; see RFC 1146 [5].

If an alternative checksum was negotiated in the connection
set-up, then this option nmay appear on all subsequent packets
(if needed to carry the checksumdata). However, this option
is in practice never seen, so the only requirenment is that the
header conpression schene be able to encode it.
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16 - 18:
These non-RFC option types are not considered in this docunent.
19: MD5 Di gest

Every segnment sent on a TCP connection to be protected agai nst
spoofing will contain the 16-byte MD5 di gest produced by
applying the M5 algorithmto a concatenated bl ock of data
[13].

Upon receiving a signed segnent, the receiver nmust validate it
by calculating its own digest fromthe sane data (using its own
key) and conparing the two digests. A failing comparison nust
result in the segment’s being dropped and nust not produce any
response back to the sender. Logging the failure is probably
advi sabl e.

Unli ke other TCP extensions (e.g., the Wndow Scal e option
[7]), the absence of the option in the SYN-ACK segment nust not
cause the sender to disable its sending of signatures. This
negotiation is typically done to prevent some TCP

i mpl enent ati ons from nm sbehavi ng upon receiving options in non-
SYN segnents. This is not a problemfor this option, since the

SYN- ACK sent during connection negotiation will not be signed
and will thus be ignored. The connection will never be made,
and non- SYN segnents with options will never be sent. Mre

i mportantly, the sending of signhatures nust be under the

conpl ete control of the application, not at the nercy of a
renote host not understanding the option. M5 digest

i nformati on should, |ike any cryptographically secure data, be
i nconpressible. Therefore the conpression schene nmust sinply
transparently carry this option, if it occurs.

20 - 26;

Thse non- RFC option types are not considered in this docunent.
This only nmeans that their behavior is not described in detail
as a conpression scheme is not expected to be optimnised for
these options. However, any unrecogni sed option nust be
carried by a TCP conpression schene transparently, in order to
work efficiently in the presence of new or rare options.

The above |ist covers options known at the tine of witing. O her
options are expected to be defined. It is inmportant that any future
options can be handl ed by a header conpression schene. The
processi ng of as-yet undefined options cannot be optim sed but, at
the very | east, unknown options should be carried transparently.
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The current nodel for TCP options is that an option is negotiated in
the SYN exchange and used thereafter, if the negotiation succeeds.
This |l eads to sone assunptions about the presence of options (being
only on packets with the SYN flag set, or appearing on every packet,
for exanple). Where such assunptions hold true, it may be possible
to optimse conpression of options slightly. However, it is seen as
undesirable to be so constrained, as there is no guarantee that
option handling and negotiation will remain the same in the future.
Al so note that a conpressor may not process the SYN packets of a flow
and cannot, therefore, be assuned to know which options have been
negot i at ed.

5. O her Qoservations
5.1. Inplicit Acknow edgenents

There may be a small nunber of cues for "inplicit acknow edgenents’
ina TCP flow. Even if the conpressor only sees the data transfer
direction, for exanple, seeing a packet without the SYN flag set
implies that the SYN packet has been received.

There is a clear requirenment for the depl oynent of conpression to be
topol ogi cal ly i ndependent. This nmeans that it is not actually
possible to be sure that seeing a data packet at the conpressor
guarantees that the SYN packet has been correctly received by the
deconpressor (as the SYN packet may have taken an alternative path).

However, there may be other such cues, which may be used in certain
ci rcunstances to inprove conpression efficiency.

5.2. Shared Data

It can be seen that there are two distinct deploynents (i) where the
forward (data) and reverse (ACK) path are both carried over a common
link, and (ii) where the forward (data) and reverse (ACK) path are
carried over different paths, with a specific |ink carrying packets
corresponding to only one direction of comrunication

In the former case, a conpressor and deconpressor could be col ocated.
It may then be possible for the conpressor and deconpressor at each
end of the link to exchange information. This could |lead to possible
optim zati ons.

For exanpl e, acknow edgenment nunbers are generally taken fromthe
sequence nunbers in the opposite direction. Since an acknow edgenent
cannot be generated for a packet that has not passed across the |ink,
this offers an efficient way of encodi ng acknow edgenents.
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5.3. TCP Header Over head

For a TCP bulk data-transfer, the overhead of the TCP header does not
forma large proportion of the data packet (e.g., < 3% for a 1460
octet packet), particularly conpared to the typical RTP voice case.
Spectral efficiency is clearly an inportant goal. However,
extracting every last bit of conpression gain offers only margina
benefit at a considerable cost in conplexity. This trade-off, of
efficiency and conplexity, nmust be addressed in the design of a TCP
conpression profile.

However, in the acknow edgenent direction (i.e., for 'pure

acknow edgenment headers), the overhead could be said to be infinite
(since there is no data being carried). This is why optimzations
for the acknow edgenent path nay be consi dered useful .

There are a nunber of schenmes for manipul ati ng TCP acknow edgenent s
to reduce the ACK bandwi dth. Many of these are docunented in [33]
and [32]. Most of these schenes are entirely conpatible wth header
conpressi on, wthout requiring any particular support. Wile it is
not expected that a conpression schene will be optimsed for
experimental options, it is useful to consider these when devel opi ng
header conpression schenes, and vice versa. A header conpression
schene nust be able to support any option (including ones as yet
undefi ned).

5.4. Field Independence and Packet Behavi or

It should be apparent that direct conparisons with the highly

' packet’ -based view of RTP conpression are hard. RTP header fields
tend to change regul arly per-packet, and many fields (IPv4 IP ID, RTP
sequence nunber, and RTP timestanp, for exanple) typically change in
a dependent nanner. However, TCP fields, such as sequence numnber
tend to change nore unpredictably, partly because of the influence of
external factors (size of TCP wi ndows, application behavior, etc.).
Al so, the field values tend to change i ndependently. Overall, this
nmakes conpressi on nore chall enging and nakes it harder to select a
set of encodings that can successfully trade off efficiency and
robust ness.

5.5. Short-Lived Fl ows

It is hard to see what can be done to i nprove performance for a
singl e, unpredictable, short-lived connection. However, there are
conmonly cases where there will be nmultiple TCP connections between
the sane pair of hosts. As a particular exanple, consider web
browsing (this is nore the case with HITP/1.0 [25] than with HITP/ 1.1
[26]).
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When a connection closes, either it is the |last connection between
that pair of hosts or it is likely that another connection wll open

within a relatively short space of tine. |In this case, the IP header
part of the context (i.e., those fields characterised in Section 2.1)
wi Il probably be alnpst identical. Certain aspects of the TCP
context may al so be simlar.

Support for context replication is discussed in nore detail in
Section 3. Overall, support for sub-context sharing or initializing

one context from another offers useful optimzations for a sequence
of short-1lived connections.

Note that, although TCP is connection oriented, it is hard for a
conpressor to tell whether a TCP flow has finished. For exanple,
even in the "bi-directional’ link case, seeing a FIN and the ACK of
the FIN at the conpressor/deconpressor does not nean that the FIN
cannot be retransmtted. Thus, it may be nore useful to think about
initializing a new context froman existing one, rather than re-using
an existing one.

As nentioned previously in Section 4.1.3, the | P header can clearly
be shared between any transport-|layer flows between the sanme two
end-points. There may be linmted scope for initialisation of a new
TCP header from an existing one. The port nunbers are the nost

obvi ous starting point.

5.6. Master Sequence Number

As pointed out earlier, in Section 4.1.3, there is no obvious
candidate for a 'nmaster sequence nunber’ in TCP. Moreover, it is
noted that such a naster sequence nunber is only required to allow a
deconpressor to acknow edge packets in bi-directional node. It can
al so be seen that such a sequence nunber would not be required for
every packet .

Wil e the sequence nunber only needs to be 'sparse’, it is clear that
there is a requirenment for an explicitly added sequence nunber.

There are no obvi ous ways to guarantee the unique identity of a
packet other than by addi ng such a sequence nunber (sequence and
acknow edgenment nunbers can both remain the sane, for exanple).

5.7. Size Constraint for TCP Options

As can be seen fromthe above analysis, nost TCP options, such as

MBS, WBopt, or SACK-Permtted, nay appear only on a SYN segment.
Every inplementation should (and we expect that most will) ignore
unknown options on SYN segnents. TCP options will be sent on non-SYN
segnents only when an exchange of options on the SYN segnents has
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i ndi cated that both sides understand the extension. Oher TCP
options, such as MD5 Digest or Tinestanp, also tend to be sent when
the connection is initiated (i.e., in the SYN packet).

The total header size is also an issue. The TCP header specifies
where segnent data starts with a 4-bit field that gives the tota
size of the header (including options) in 32-bit words. This neans
that the total size of the header plus option nmust be | ess than or
equal to 60 bytes. This |eaves 40 bytes for options.

6. Security Considerations

Since this docunent only describes TCP field behavior, it raises no
direct security concerns.

This memp is intended to be used to aid the conpression of TCP/IP
headers. \Were authentication nechani sns such as | Psec AH [24] are
used, it is inportant that conpression be transparent. \Were
encryption methods such as | Psec ESP [27] are used, the TCP fields
may not be visible, preventing conpression.
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