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Abst r act
Mobil e | Pv4 (RFC 3344) uses the hone agent (HA) to anchor sessions of
a roam ng nobile node (MN). This docunent proposes a nessagi ng
mechani sm for dynam ¢ home agent assignnent and HA redirection. The

goal is to provide a mechanismto assign an optinmal HA for a Mbile
| P session while allowing any suitable nmethod for HA sel ection.
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1

| ntroducti on

Thi s docunent adds to the Mobile IP protocol [1], by proposing a
nmessagi ng nechani sm for dynam c hone agent assignnent and hone agent
redirection during initial registration. The goal is to assign an
optimal HA for a Mbile I P session. The nobile node MJST use the
Net wor k Access ldentifier (NAlI) extension [2] when requesting a
dynam cal | y assi gned HA

The MN requests a dynanically assigned HA by setting the HA field in
the initial Registration Request to ALL-ZERO ONE- ADDR (defined in
Section 2). |If the request is accepted, the HA sends a successfu

Regi stration Reply containing the HA s own address. The requested HA
can suggest an alternate HA and if so, the Registration Reply is
rejected with a new error code REDI RECT-HA- REQ and the alternate HA
address is specified in a new extension (Redirected HA Extension).

Thi s docunent al so defines a new Requested HA Extension for use in
Regi stration Requests when the HA field is set to ALL-ZERO ONE- ADDR
The Requested HA address is a hint to the network about the MN' s
preferred HA.

The nmessagi ng nechanismis defined in this document so that the MN
can request and receive a dynam c HA address in Mbile | P nessages.
However, the nechani sm by which the network selects an HA for
assignment to the MN is outside the scope of this docunent. For
exanpl e, the selection may be nmade by any network node that receives
the Registration Request (or information about the Registration
Request), such as a Foreign Agent, AAA server, or hone agent. The
node that selects the HA may sel ect one based on a nunber of
criteria, including but not Iimted to HA | oad-bal anci ng,
geographi cal proximty, admnistrative policy, etc.

Requi renent s Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [6].

The Mobile-I1P-related term nol ogy described in RFC 3344 [1] is used
in this document. 1In addition, the followi ng terns are used:

ALL- ZERO- ONE- ADDR: | P address 0.0.0.0 or 255.255.255.255. An
address of 255.255.255.255 indicates a preference
for an HA in the honme domain. An address of
0.0.0.0 indicates no preference for honme vs.

vi sited domain.
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Destination | P address of hone agent that the
Regi strati on Request is sent to. Mist be a
uni cast | P address. This address can be
obt ai ned as described in Section 6.

Note that this specification defines a new
"Request ed HA Extension" in Section 3.4, which
is different fromthe term "Requested HA".

The HA that accepts an MN' s Regi strati on Request
and returns a successful Registration Reply.

If the registration is rejected with error code
REDI RECT- HA- REQ, the HA being referred to is
specified in a new extension (Redirected HA

Ext ensi on) .

Aut henti cation, Authorization, and Accounting
Server.

Domai n Name System

Dynam ¢ Host Configuration Protocol

Mobi |l e node as defined in Mbile IPv4 [1].
Home agent as defined in Mbile IPv4 [1].
Foreign Agent as defined in Mbile IPv4 [1].
Car e- of Address.

Co-1 ocat ed Care-of Address.

Mobi | e node’ s hone address.

Net wor k Access ldentifier [2].

Source | P address of the packet.
Destination | P address of the packet.

Regi strati on Request.

St andards Track

March 2006
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3.

3.

3.

Pr obl em St at enent

The Mobile I Pv4 NAI Extension for IPv4 [2] introduced the concept of
identifying an MN by the NAl and enabling dynam c hone address
assignment. Wen the honme address is dynamically assigned, it is
desirable to discover the hone agent dynamically or informthe M
about an optimal HA to use for a nultitude of reasons, such as:

- If the distance between the visited network and the home network of
the mobile node is large, the signaling delay for these
registrations may be long. In such a case, the MN will be anchored
to its distant honme agent, resulting in tunneled traffic traveling
a long di stance between home agent and the nobil e node. Wen a
Mobile IP session initiates, if the nobile node can be assigned a
home agent that is close to the nobile node it can drastically
reduce the | atency between the home agent and nobil e node.

- In a large-scale Mbile I P deploynment, it is cunbersone to
provision MNs with nultiple HA addresses.

- It is desirable to achieve sone form of |oad bal anci ng bet ween
multiple HAs in the network. Dynanmi c HA assignnent and/or HA
redirection lets the network select the optinmal HA from anong a set
of HAs and thus achi eve | oad bal anci ng anong a group of HAs.

- Local administrative policies.
1. Scope

Thi s specification does not address the problemof distributing a
security association between the MN and HA, and it can either be
statically preconfigured or dynam cally distributed using other
mechani sns [7].

The docunent introduces the ternms Requested/ Assi gned/ Redirected HA
(Section 6). The discovery of candi date HA addresses for insertion
into the Redirected HA Extension can be acconplished through various
neans that are network and/or depl oynent specific and hence are
out si de the scope of this specification

The MN MAY request dynam c HA assignment when it is not aware of any
HA address and even when it is aware of at | east one HA address.

2. Dynami c Hone Agent Discovery in Mbile |IPv4
Mobile I Pv4 [1] specifies the mechani smfor discovering the nobile

node’ s home agent using subnet-directed broadcast |IP address in the
honme agent field of the Registration Request. This nechani smwas
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desi gned for nobile nodes with a static hone address and subnet
prefix, anchored on fixed hone network. However, using subnet-
directed broadcast as the destination |IP address of the Registration
Request, it is unlikely that the Registration Request will reach the
hone subnet because routers will drop these packets by default. See
CERT Advi sory CA-1998-01 Snurf | P Denial -of-Service Attacks [3].

3.3. NAl Usage and Dynam ¢ HA Assi gnnent

The Mobile I Pv4 NAI Extension for IPv4 [2] introduced the concept of
identifying an MN by the NAl and enabling dynam c hone address
assignment. This docunent requires that while using dynam c HA

assi gnment, MN MJST use the NAI and obtain a hone address. M\ can
still suggest a static hone address in the Registrati on Request, but
nmust take the address in the Registration Reply as the hone address
for the session. This is conpatible with the procedures docunented
in the NAl specification [2].

3.4. Dynam c HA Extension
The Dynani c HA Extension, shown in Figure 1, contains the address of

the HA. This is a generic extension and can be used in Registration
Request and Reply nessages. It is a skippable extension

+ Ow

7 89 1
R S

+
|

HA- Addr ess |
B S i T T i S S S S e S S i i i i

Figure 1: The Dynanic HA Address Extension

Type DYNAM C- HA- ADDRESS (ski ppable) 139 is the type,
whi ch specifies the dynanm ¢ HA address.
Subt ype Defines the use of this extension as:
subtype 1 = Requested HA Extension
2 = Redirected HA Extension

Length I ndi cates the I ength of the extension not
i ncluding the type, subtype, and length fields.
Length is always 4 bytes.

HA- Addr ess Address of the home agent.
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3.4.1. Requested HA Extension
The Requested HA Extension is a Dynanic HA Extension of subtype 1

The MN may include the Requested HA Extension in the Registration
Request as a hint to the network where it w shes to be anchored.

Thi s extension contains the address of the HA. A valid unicast |IP
address MJST be used as HA address in this extension

In absence of an FA, the Registration Request is forwarded to this
HA. In presence of an FA, the FA MUST forward the Regi stration
Request to the HA address in this extension.

3.4.2. Redirected HA Extension
The Redirected HA Extension is a Dynam ¢ HA Extension of subtype 2.

The Redirected HA Extension contains the address of the HA where the
MN shoul d attenpt the next registration. The HA receiving a

Regi strati on Request can suggest an alternate HA and, if so, the
Registration Reply is sent with a new error code REDI RECT- HA- REQ and
the alternate HA address is specified in this extension

The Redirected HA Extensi on MJST be included in Registration Reply
when the reply code i s REDI RECT- HA- REQ

4. Messagi ng Mechani smfor Dynam c¢ HA Assi gnnent/ Redirection

This specification presents two alternatives for hone agent
assi gnment :

(a) Dynamic HA assignment (described in Section 4.1) and
(b) HA redirection (described in Section 4.2).

4.1. Messaging for Dynam ¢ HA Assi gnnent

The foll owi ng sequence of events occurs when the MN requests dynanic
horme agent assignment:

1. The MN sets the Home Agent address field in the Registration
Request to ALL-ZERO-ONE-ADDR. If the MNis aware of a desired HA
address, it can add that address in the Requested HA Extension in
the Registration Request. |If the HA does not support the
Request ed HA Extension, see step 2 bel ow
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2. This step is applicable, inlieu of step 1, for an MNthat is
aware of the HA address and desires dynam c HA assignment. Al so,
the MN follows this (when aware of a HA address) when it
di scovers a legacy FAin the path or if the known HA does not
support the Requested HA Extension (see Section 10).

The MN sets the Hone Agent address field in the Registration
Request to the HA address (instead of setting it to ALL-ZERO
ONE- ADDR). The MN al so adds the sane HA address in the Requested
HA Extension in the Registrati on Request.

3. The MN (if using co-located CoA and registering directly with the
HA) or the FA (if the MNis registering via the FA) sends the
Regi stration Request to the "Requested HA". |f the Requested HA
Extension is present, Requested HA is specified in the "HA
Address" of this extension.

Per Section 10, in case of a legacy FA, |egacy FA forwards the
Regi stration Request to the address in the HA field of the
request (thus, MN uses step 2 above in case of |egacy FA instead
of step 1).

4. The "Requested HA" is the hone agent that processes the
Regi stration Request in accordance with Mbile IPv4 [1] and as
per the specification in this docunent. It creates nobility
bi nding for a successful Registration Request. It also sends a
Regi stration Reply to the M\

5. The MN obtains an "Assigned HA" address fromthe HA field in the
successful Registration Reply and uses it for the remai nder of
the session. (Note that the "Assigned HA" will be the sane as
the "Requested HA".)

6. Subsequent Registration Request nessages for renewal are sent to
the Assigned HA

Section 5.3.1 describes the Assigned HA in detail. Sone ideas on how
to select the Requested HA are briefly covered in Section 6.

4.1.1. Exanple with Message Fl ow Di agram

Detail ed explanation of this alternative is best described with the
hel p of a nessage fl ow di agram and descri ption.

Fi gure 2 shows one specific exanple of a nobile node using an

FA-1 ocat ed Care-of Address (FA CoA) and FA understands the Requested
HA Extension per this specification.
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O her scenarios such as when the nmobil e node uses a co-located care
of address and presence of a |l egacy HA or FA are not described bel ow,
but the behavior is simlar

1

MN FA Request ed/ Assi gned HA
| 1 | |
| =---mmm- - >| 2 |
| | ----mmmmme - >|
| | |
| | |
| | 3 |
| 4 | <----mmmmmmeee- |
| <----mmm-e--- | |
| | |
| | 5 |
| =-mmmmm e >|
|

Figure 2: Exanpl e Message Fl ow for Dynam ¢ HA Assi gnnent

The MN sets the Home Agent address field in the Registration
Request to ALL-ZERO- ONE- ADDR. Since the MNis using FA CoA in
this exanple, it sends the Registration Request to the FA. The
Regi stration Request is formatted as foll ows:

| Src IP=|] Dest IP = | M HoA | HA Address = | CoA =
| MN | FA | | ALL- ZERO ONE- ADDR | FA CoA

If the MNis aware of a desired HA address, it can add that
address in the Requested HA Extension in Registration Request as
a hint. That extension is not shown above.

The FA sends the Registration Request to the Requested HA. If
the Requested HA Extension is present, Requested HA is the HA
address in this extension. |If the Requested HA Extension is not
present, the FA deternines the Requested HA through neans outside
the scope of this specification. The Registration Request is
formatted as foll ows:

| Src IP=|] Dest IP = | M HoA | HA Address = | CoA =
| FA | Request ed HA| | ALL-ZERO ONE- ADDR | FA CoA
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(I'f MN includes the Requested HA Extension, the FA copies that
extension. The FA then forwards the Registration Request, al ong
with the Requested HA Extension, to the HA address specified in
Request ed HA Extension.)

3. The HA processes the Registrati on Request in accordance wth
Mobile IPv4 [1] and the messaging defined in this docunent. The
HA creates nmobility binding for successful request and becones
the Assigned HA. The HA then sends a Registration Reply to the
FA, which is formatted as fol |l ows:

o m e o e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Src IP=|] Dest IP = | M HoA | HA Address = | CoA =

| Assi gned| Src IP of | | Assi gned HA | FA CoA/ |
| HA | the RRQ | | | |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e m e me e = +

| Src IP=| Dest IP = | M HoA | HA Address = | CoA =
| FA | N | | Assi gned HA | FA CoA/ |

5. The MN obtains the Assigned HA address fromthe HA field in the
successful Registration Reply and uses it for the remai nder of
the session. The MN sends subsequent Re-Registration or
De- Regi stration Requests for the remai nder session directly to
the Assigned HA. The Hone Agent address field in this
Regi stration Request is set to ALL-ZERO-ONE-ADDR. Note that the
Assigned HA is the sane as the Requested HA

4.2. Messaging for HA Redirection

This section describes the events that occur when the Requested
HA does not accept the Registrati on Request and redirects the
nobi |l e node to another HA (aka Redirected HA) instead. This
behavior is not exhibited by a | egacy HA and so is not referred

in the description below. |In presence of a | egacy FA, please
refer to Section 4.1 for the specific field in the Registration
Request .

1. The MN sets the Home Agent address field in the Registration
Request to ALL- ZERO ONE- ADDR
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2. The MN (if using co-located CoA and registering directly with the
HA) or FA (if the MNis registering via the FA) sends the
Regi stration Request to the "Requested HA". If the MNis aware
of an HA address, it can add that address in the Requested HA
Extension in the Registration Request.

3. Wien the HA receives the Registration Request, if the HA field is
set to ALL-ZERO ONE- ADDR, the HA nmay reject the request with
Reply code REDI RECT- HA- REQ and suggest an alternate HA

The HA may reject the request for a nunmber of reasons, which are
out side the scope of this specification. |If the HA rejects the
Request, the HA field in the Reply is set to this HA's address.
The I P address of the HA that is the target of the redirection is
specified in Redirected HA Extension. The presence of this
extension is mandatory when the reply code is set to REDI RECT-
HA-REQ HA sends the Reply to the FA/ MN

4. FA sends the Reply to the MN

5. If the error code is set to REDI RECT-HA- REQ the M obtains the
HA address from Redi rected HA Extension. The MN then sends a
Regi stration Request to Redirected HA. The MN may choose to add
Requested HA Extension in this new Registration Request. |If a
registration | oop occurs (the case when the Redirected HA is an
HA that had already directed the MN to register el sewhere), then
the MN stops sending any further Registration Request and
provides an indication that the | oop event was detected. The
nunber of consecutive Redirected HAs renenbered by the MN for
| oop detection is an inplenentation paraneter.
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4.2.1. Exanple with Message Fl ow Di agram

Figure 3 shows one specific exanple of a nobile node using FA-located
Care-of Address, where the FAis not a | egacy FA.

MN FA Request ed HA Redi rect ed HA
| 1 | | |
| === - - >| 2 | |
| | ----mmmme - >| |
| | | |
| | | |
| | 3 | |
| 4 | <---mmmmeie--- | |
| <-----mm----- | | |
| | | |
| | 5 | |
I >|
|

Fi gure 3: Exanple Message Flow for HA Redirection

1. The MN sets the Home Agent address field in the Registration
Request to ALL-ZERO- ONE- ADDR. Since the MNis using FA CoA in
this exanple, it sends the Registration Request to the FA. The
Regi stration Request is formatted as foll ows:

| Src IP=|] Dest IP = | M HoA | HA Address = | CoA =
| MN | FA | | ALL- ZERO ONE- ADDR | FA CoA |

If the MNis aware of an HA address, it can add that address in
the Requested HA Extension in the Registrati on Request as a hint.
That extension is not shown above.

2. The FA sends the Registration Request to the Requested HA. |[f
Requested HA Extension is present, Requested HA is the HA address
in this extension. |f the Requested HA Extension is not present,
the FA determines the Requested HA through means outside the
scope of this specification. The Registration Request is
formatted as foll ows:

| Src IP=|] Dest IP = | M HoA | HA Address = | CoA = |
| FA | Request ed HA| | ALL-ZERO- ONE- ADDR | FA CoA |
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3. The HA processes the Registrati on Request in accordance with
Mobile IPv4 [1] and the messaging defined in this specification.
If the registration is successful, but |ocal
configuration/adm nistrative policy, etc., directs the HA to
refer the MN to another HA, the HA rejects the request with error
code REDI RECT-HA-REQ The HA fills in the address of the
Redirected HA in the Redirected HA Extension. The HA then sends
Regi stration Reply reject to the FA which is formatted as

fol | ows:

o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e em o +
| Src IP=| Dest IP = | M HoA | HA Address = | CoA = |
| | Src IP of | | HA | FA CoA |
| HA | the RRQ | | | |
e e +
| Redirected HA Extension |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e em o +

g +
| Src IP=|] Dest IP = | M HoA | HA Address = | CoA = |
| FA | %\ | | HA | FA CoA/ |
o m e o e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Redirected HA Extension |
g +

5. If the MN can authenticate the Reply, the MN extracts the HA
address fromthe Redirected HA Extension. The MN then sends a
Regi stration Request to the Redirected HA, unless it has already
received a redirection response fromthat HA whil e processing the
Regi stration Request. The MN may choose to add Requested HA
Extension in this new Regi strati on Request.
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5. Mbility Agent Considerations

The foll owi ng sections describe the behavi or of each nobility agent
in detail.

5.1. Mbbil e Node Considerations

The nobil e node MJUST use the NAl extension for honme address

assi gnment when using the nmessagi ng nechanismin this docunent.
Since MN uses the NAlI extension, the Home Address field is set to
0.0.0.0.

Wi | e dynamic HA assignment is in progress and the MN has not
successfully anchored at a hone agent, the MN MJUST set the Hone Agent
field in the Registrati on Request to an ALL- ZERO ONE- ADDR, which is
ei t her 255.255.255.255 or 0.0.0.0.

The Regi stration Request MJST be protected by a valid authenticator
as specified in Mbile I1Pv4 [1] or Mbile |IPv4d Chall enge/ Response
Extensions [5]. Configuring security associations is depl oynent
speci fic and hence outside the scope of this specification. The
security associ ations between an MN and an individual HA may al so be
dynam cal |y derived during the dynam ¢ HA assi gnnent, based on a
shared secret between MN and AAA infrastructure [7].

The nobil e node MJUST maintain the remaining Mbile I P session with
the Assigned HA

As nentioned in the Security Considerations (Section 9), there is a
possibility of nore than one HA creating a nmobility binding entry for
a given M\, if a rogue node in the mddle captures the Registration
Request and forwards it to other home agents. The MN can nitigate
such condition by using a short lifetine (e.g., 5 seconds) in the
Regi stration Request with the Home Agent field set to ALL-ZERO ONE-
ADDR

The foll owi ng sections describe MN behavior in FA CoA node and co-
| ocat ed CoA node.

5.1.1. M Using FA CoA

When a nobile node initiates a Mobile | P session requesting dynamc
HA assignment, it MJST set the hone agent address field in the

Regi stration Request to ALL-ZERO ONE- ADDR. The destination IP
address of the Registration Request is the FA. The FA will determn ne
the Requested HA and forward the Registration Request to the
Requested HA. Registrati on Request processing takes place on the
Requested HA as per the specification in this docunent.
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The Regi stration Request MJST be appropriately authenticated for the
HA to validate the Request.

If a successful Registration Reply is received, the MN obtains the
Assigned HA fromthe HA field of Reply. The Assigned HA address will
be the sanme as the Requested HA Extension, if it was included in the
Regi strati on Request by the M\

If a Registration Reply is received with code REDI RECT-HA-REQ the MN
MJST aut henticate the Reply based on HA address in HA field of Reply
and attenpt Registration with the HA address specified in the

Redi rected HA Extension. The MN MJUST put the Redirected HA address
as the Requested HA Extension of the new Registration Request.

In some cases, for the first Registrati on Request the MN may want to
hint to the network to be anchored at a specific HA. The MN SHOULD
put that address in the HA address of the Requested HA Extension.

5.1.2. M Using Co-Located CoA

An MN in co-located CoA node requesting dynam ¢ HA assi gnment MJST
set the home agent address field in the Registration Request to ALL-
ZERO- ONE- ADDR.  The destination | P address of the Registration
Request is the Requested HA. Sonme ideas on how to sel ect a Requested
HA are briefly covered in Section 6.

If a successful Reply is received, the MN obtains the Assigned HA
address fromthe successful Registration Reply. The Assigned HA will
be the same as Requested HA to which the Registrati on Request was
sent. The MN MUST cache the Assigned HA address for the | ength of
the Mobile IP session. The nobile node then MJUST use this previously
cached Assigned HA address as the honme agent address in subsequent
Re- Regi stration and De-Regi strati on Request(s). This will make sure
that for the duration of the Mobile IP session, the nobile node wll
al ways be anchored to the assigned home agent with which it was
initially registered.

If a Registration Reply is received with code REDI RECT-HA-REQ the MN
MUST aut henticate the Reply based on HA address in HA field of Reply
and attenpt Registration with the HA address specified in the

Redi rected HA Extension. The MN MUST put the Redirected HA in the
Request ed HA Extensi on of the new Registration Request.

In sone cases, for the first Registration Request MN may want to hint

to the network to be anchored at a specific HA and the MN SHOULD put
that address in the HA address of the Requested HA Extension.
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Wi | e requesting dynam ¢ HA assignnent and registering directly with
an HA, the Requested HA Extension MJST be included and MJST contain
the address of the HA to which the Registration Request is sent.
When using co-located CoA but registering via a | egacy FA, the HA
field in the Registrati on Request nmay be set to Requested HA

If the Registration Request contains the Requested HA Extension, the
HA address in that extension MJST natch the destination |IP of the
Request .

5.1.3. Refreshing Assigned HA Address on Mbil e Node

When the Mbile IP session term nates, the nobile node MAY cl ear the
Assi gned HA address cached as the hone agent address. |t MAY request
a new HA address for the new Mbile I P session by not including the
Requested HA Extension. The advantage of this approach is that the
nobi |l e node will be always anchored to an opti mal honme agent from
where it initiated the Mbile |IP session

Alternately, the MN nmay save the Assigned HA address and use it in
the Requested HA Extension along with ALL- ZERO ONE- ADDR HA address in
Regi stration Request for a new Mbile IP session.

5.2. Foreign Agent Considerations

When the nobile node is using an FA CoA, it always registers via the
FA. Wen the MNis using a co-located CoA, it may register through
an FA or it may register directly with an HA, unless the Rbit is set
in the FA's agent advertisement, in which case it always registers

t hrough the FA

When the FA receives a Registration Request with HA address field set
to ALL-ZERO ONE- ADDR that doesn’t contain the Requested HA Extension
the FA obtains the Requested HA address to forward the Registration
Request using nmeans outside the scope of this specification. Sone

i deas on how to select a Requested HA are briefly covered in Section
6.

If the FA cannot obtain the Requested HA to which to forward a
Regi stration Request fromthe MN, it MJST reject request with error
code NONZERO HA- REQD

If the MN has included the Requested HA Extension, the FA MJST
forward the Registration Request to the address in this extension
If the HA address in this extension is not a routabl e unicast
address, the FA MJST reject the request with error code NONZERO HA-
REQD.
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If the Registration Request contains the Requested HA Extension, the
FA uses that address as the destination for the relayed Registration
Request .

Backwar d-conmpatibility issues related to the mobility agents are
addressed in Section 10.

5.3. Home Agent Considerations

A home agent can process an inconing Registration Request in one of
the follow ng two ways:

1. The MN or FA sends the Registration Request to the Requested HA
The term Requested HA has neaning in the context of a
Regi strati on Request nessage. Wen the Requested HA successfully
processes the Registration Request and creates a binding and
sends a Reply with its address, it beconmes the Assigned HA. The
term Assigned HA is neaningful in the context of a Registration
Reply nessage.

2. A home agent receiving a Registration Request with HA field set
to ALL-ZERO ONE- ADDR MAY reject the request even if successfully
aut henti cated and suggest an alternate HA address in Reply. In
such a case, the HA puts its own address in HA field of Reply and
sets the Reply code to REDI RECT- HA- REQ and adds the Redirected HA
Ext ensi on.

If the Registration Request contains the Requested HA Extension, the
HA address in that extension nmust match the destination IP of the
Request. If it does not match, the Requested HA MJUST reject the
Regi stration Request with error code 136.

5.3.1. Assigned Hone Agent Considerations

The HA that processes the incom ng Registration Request fully in
accordance with Mbile IPv4 [1] and this specification becones the
Assi gned HA. The Registration Request term nates at the Assigned HA

The Assigned HA creates one mobility binding per MN and sends the
Regi stration Reply to the MN by copying its address in the Home Agent
field and as the source |IP address of the Reply.

The foll owing table sunmarizes the behavior of the Assigned HA, based

on the value of the destination |IP address and Home Agent field of
the Registration Request.
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Dest | P Addr HA field Processi ng at Assigned HA

Uni cast non-uni cast Mdbile IPv4 [1]: There is no change
in handling for this case from

(Must be Mobile IPv4. It is nentioned here

equal to the for reference only.

HA recei ving HA denies the registration with

the RRQ error code 136 and sets HA field to

its own IP address in the reply as
per Section 3.8.3.2 in [1].

ALL- ZERO- New Behavi or: Accept the RRQ as per

ONE- ADDR this specification. Authenticate
the RRQ and create nmobility binding
if the HAis acting as Assigned HA
Set HA field to its own | P address
in the Registration Reply.

R

New Behavior: |If authentication is
successful, reject RRQw th a new
error code REDI RECT-HA-REQ HA
puts its address in HA address
field of Reject. HA suggests an
alternate HA to use in the new
Redi rect ed HA Ext ensi on

Table 1: Registration Request Handling at Assigned HA

As per the nessagi ng proposed here, the nobile node (or the foreign
agent) sends the Registration Request to the Requested HA address,
which is a unicast address. Therefore, this docunment does not

speci fy any new behavior for the case where the HA recei ves a subnet
directed broadcast Regi stration Request as specified in Section
3.8.2.1 of the Mobile IPv4 specification [1]. Although the Hone
Agent field in the Registration Request is not a unicast address, the
destination I P address is a unicast address. This avoids the problem
associ ated with subnet-directed broadcast destination |IP address that
may result in nultiple HAs responding. Thus, there is no need to
deny the registration as stated in Mbile IPv4 [1] Section 3.8.3.2.

When the destination |IP address is a unicast address and the Hone
Agent field is ALL-ZERO ONE- ADDR, the HA accepts/denies registration
and sets the HA field to its own IP address in the reply (i.e., the
registration is not rejected with error code 136).
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The HA can reject the request with the error code REDI RECT- HA- REQ and
suggest an alternate HA. This redirection can be used for |oad

bal anci ng, geographi cal proximty based on Care-of Address, or other
reasons. The HA puts its own address in the HA field of the

Regi stration Reply message and puts the address of the redirected HA
in the Redirected HA Extension. |If the HA accepts the Request, it
sets the HA field in the Registration Reply to its own address.

The Requested HA always perforns standard validity checks on the
Regi stration Request. |If there is any error, the Registration
Request is rejected with error codes specified in Mbile IPv4 [1].

6. Requested Honme Agent Sel ection

When dynam ¢ HA assignment is requested, the MN (or FA in the case of
registration via FA) sends the Registrati on Request to the Requested

HA. This address MJST be a unicast |IP address. [If the M\ has

i ncl uded a Requested HA Extension in the Registrati on Request, the HA
address in this extension is the Requested HA

Sone exanpl es of nethods by which the MN or the FA may sel ect the
Requested HA are briefly described bel ow

DHCP

The MN performs DHCP to obtain an |IP address on the visited
network. The Requested HA is learned fromthe DHCP Mbile | P Hone
Agent Option 68 [4]. The M sends the Registrati on Request
directly to this HA and receives the Assigned HA to be used for
the remai nder of the Mobile | P session

AAA:

MN performs chall enge/response [5] with the FA. The FA retrieves

the Requested HA fromthe AAA server and forwards the Registration
Request directly to this HA. The Assigned HA sends a Registration
Reply to the FA, which relays it to the M\. M\ uses the Assigned

HA for the remainder of the Mdbile IP session

DNS:

In this case, the hostnane of the HA is configured on the MN or
obt ai ned by sone other neans, e.g., using a service |ocation
protocol. The M perforns DNS | ookup on the HA hostname. The DNS
infrastructure provides a resource record with information to
identify the optimal HA to the MN. The MN sends a Regi stration
Request directly to the HA and receives the Assigned HA to be used
for the remainder of the Mobile IP session
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7.

Static configuration

The HA address is statically configured on the MN. The M sends
the Registration Request to the configured address. The Requested
HA may then redirect the MNto a Redirected HA

Error Val ues

Each entry in the following table contains the name and value for the
error code to be returned in a Registration Reply. It also includes
the section in which the error code is first nentioned in this
docunent .

Error Nane Val ue Section Description

NONZERO- HA- REQD 90 5.2 Non-zero HA address required
in Registration Request.

REDI RECT- HA- REQ 143 5.3 Re-register with redirected HA

| ANA Consi der ati ons

The code val ue NONZERO-HA-REQD is a Mobile I P response code [1] taken
fromthe range of values associated with rejection by the foreign
agent (i.e., value in the range 64-127).

The code val ue REDI RECT-HA-REQ is a Mbile I P response code [1] taken
fromthe range of values associated with rejection by the hone agent
(i.e., value in the range 128-192).

The Dynamic HA Extension is assigned fromthe range of val ues
associ ated with skippabl e extensions at the hone agent (i.e., value
in the range 128-255).

| ANA has recorded the values as defined in Sections 7 and 3. 4.
Security Considerations

Thi s specification assunes that a security configuration has been
preconfigured between the MN and the HA or is configured along with
the initial Registration Request/Registration Reply as per [7].

There is a possibility of nore than one HA creating a nobility

bi nding entry for a given M\, if a man in the mddle captures the
Regi stration Request with the HA field set to ALL-ZERO ONE- ADDR and
forwards it to other HAs. This scenario assunes that the rogue node
can find out the addresses of the HAs that are able to authenticate
the Registration Request. It also assumes that the rogue node has
the capability to store, duplicate, and send packets to the other HAs
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10.

within the [imted tine of the replay window. O herw se, these HAs
will reject the Registration Requests anyway. In addition, this type
of attack is only possible when the Requested HA Extension is not
included in the registration nmessage. The nobile node can mnim ze
the duration of this condition by using a short lifetime (e.g., 5
seconds) in the Registration Request.

Thi s specification does not change the security nodel established in
Mobile IPv4 [1]. Mobile nodes are often connected to the network via
wi rel ess links, which may be nore prone to passive eavesdroppi ng or
replay attacks. Such an attack mght |lead to bogus registrations or
redirection of traffic or denial of service.

As per the nessaging in this docunment, the Assigned Horme Agent will
process the incom ng Registration Request as per Mbile IPv4 [1].
Hence the Assigned Honme Agent will have the sane security concerns as
those of the home agent in Mbile IPv4 [1]. They are addressed in
Section 5, "Security Considerations", of Mbile IPv4 [1].

The Regi stration Request and Regi stration Reply nessages are
protected by a valid authenticator as specified in Mbile IPv4d [1].
Configuring security associations is a depl oyment-specific issue and
is covered by other Mbile I P specifications. There can be many ways
of configuring security associations, but this specification does not
requi re any specific way.

An exanple is where the security association between an MN and an

i ndi vi dual HA (Requested or Assigned) is dynamically derived during
the registration process based on a shared secret between MN and AAA
infrastructure, as defined in [7]. The Registration Request is
protected with M\- AAA Aut henti cation Extension, and Registration
Reply is protected with M\-HA Aut henticati on Extension. Because the
security association is shared between MN and AAA, any dynamically
assigned HA in the local domain can proxy authenticate the M using
AAA as per [7].

The Assigned Honme Agent authenticates each Registration Request from
the nobile node as specified in Mbile IPv4d [1] and/or RFC 3012. The
IMN al so authenticates the Registration Reply fromthe Assigned HA
thus, the existing trust nodel in Mbile IPv4 [1] is maintained.

Backwar d- Conpati bility Considerations

In this section, we exam ne concerns that may arise when using this
specification in a mxed environment where sone nodes inplenment the
specification and others do not. |In each of the exanples bel ow, we
consi der the case where one node is a "l egacy" node, which does not
i npl enent the specification in the context of other nodes that do.
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Legacy Honme Agent:

Legacy home agents may reject the Registration Request with error
code 136 because the Hone Agent field is not a unicast address.
However, some | egacy HA inplenmentations may coi ncidentally process
the Registration Request in accordance with this docunent, when the
HA field in Registration Request is set to ALL-ZERO ONE- ADDR

Legacy Forei gn Agent:

Legacy foreign agents may forward a Registrati on Request wi th hone
agent field set to ALL-ZERO ONE- ADDR by setting the destination IP
address to ALL-ZERO ONE-ADDR. This will result in the packet being
dropped or incidentally handled by a next-hop HA, adjacent to the FA
The MN may not be aware of the dropped Regi stration Request and may
probably retry registration, thereby increasing the delay in

regi stration.

To reduce the delay in registration, the MN should take the follow ng
st eps:

1. The MN should send the Registration Request as specified in this
specification. In other words, the MN should set the Hone Agent
field in the Registration Request to ALL-ZERO ONE- ADDR and al so
add the Requested HA Extension.

2. If the MN does not receive a Registration Reply within sone tine
and/ or after sending a few Registration Requests, it can assune
that the Registration Request(s) has been dropped, either by a

| egacy FA or an incorrect HA. In addition, if the registration
is denied with error code 70 (poorly fornmed Request), the MN can
assune that the | egacy FA cannot process this nessage. In either

case, the MN should fall back to a recovery mechanism The MN
shoul d quickly send a new Regi strati on Request as nentioned in
Section 4.1 step 2. This step will ensure that a | egacy FA will
forward the Registration Request to the hone agent thereby naking
dynam ¢ HA assi gnnent possi bl e.

Legacy Mobil e Node:
An MN that sends a Registration Request to an FA that can do dynam c
HA assi gnment, but does not set the HA field to ALL- ZERO ONE- ADDR

will continue to be registered with its statically configured HA
exactly according to RFC 3344.
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