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Abst r act
Thi s docunent describes the format of a set of control nessages used
in ICWv6 (Internet Control Message Protocol). [ICMPv6 is the

Internet Control Message Protocol for Internet Protocol version 6
(1 Pv6).
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1. Introduction

The Internet Protocol version 6 (IPv6) uses the Internet Contro
Message Protocol (I1CWMP) as defined for I1Pv4 [RFC-792], with a nunber
of changes. The resulting protocol is called |CvWv6 and has an | Pv6
Next Header val ue of 58.

Thi s docunent describes the format of a set of control nessages used
in ICWv6. It does not describe the procedures for using these
nessages to achieve functions |like Path MIU di scovery; these
procedures are described in other docunments (e.g., [PMIU]). O her
docunents may al so introduce additional |CMPv6 message types, such as
Nei ghbor Di scovery nessages [|Pv6-DlI SC], subject to the general rules
for 1CVMPv6 nessages given in Section 2 of this docunent.

Term nol ogy defined in the | Pv6 specification [IPv6] and the | Pv6

Routi ng and Addressing specification [IPv6-ADDR] applies to this
docunment as wel|l.
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Thi s docunent obsol etes RFC 2463 [ RFC-2463] and updates RFC 2780
[ RFC-2780] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

2. 1CVWPv6 (I CWP for |Pv6)

|CVMPV6 is used by I Pv6 nodes to report errors encountered in
processi ng packets, and to performother internet-Iayer functions,
such as diagnostics (ICMPv6 "ping"). I1CWMPv6 is an integral part of
| Pv6, and the base protocol (all the nessages and behavi or required
by this specification) MJUST be fully inplenmented by every |Pv6 node.

2.1. Message Ceneral Fornat

Every | CMPv6 nessage is preceded by an | Pv6 header and zero or nore
| Pv6 extension headers. The |ICWMPv6 header is identified by a Next
Header value of 58 in the imedi ately preceding header. (This is
different fromthe value used to identify ICMP for |Pv4.)

The |1 CVPv6 nessages have the foll ow ng general format:

0 1 2 3
01234567890123456789012345678901
R ok e i e eE ok ok

Type | Code | Checksum

I

B s i S i I i S S S i i

I I

+ Message Body +

I I
The type field indicates the type of the message. |Its value

determ nes the format of the remaining data.

The code field depends on the nessage type. It is used to create an
additional level of message granularity.

The checksumfield is used to detect data corruption in the | CMPv6
nmessage and parts of the |Pv6 header

| CMPv6 nessages are grouped into two classes: error nessages and

i nformati onal nmessages. Error nessages are identified as such by a
zero in the high-order bit of their nmessage Type field values. Thus,
error messages have nessage types fromO to 127; infornmationa
nmessages have message types from 128 to 255.
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Thi s docunent defines the nessage formats for the follow ng | CMPv6
nmessages:

| CMPv6 error nmessages:

1 Destinati on Unreachabl e (see Section 3.1)
2 Packet Too Big (see Section 3.2)
3 Ti me Exceeded (see Section 3.3)
4 Par armet er Probl em (see Section 3.4)

100 Private experimentation
101 Private experinentation

127 Reserved for expansion of |CVMPv6 error nessages
| CMPv6 informational nessages:

128 Echo Request (see Section 4.1)
129 Echo Reply (see Section 4.2)

200 Private experinentation
201 Private experinmentation

255 Reserved for expansion of |ICWPv6 informational nessages

Type val ues 100, 101, 200, and 201 are reserved for private
experimentation. They are not intended for general use. It is
expected that multiple concurrent experinents will be done with the
same type values. Any w de-scal e and/or uncontrolled usage should
obtain real allocations as defined in Section 6.

Type val ues 127 and 255 are reserved for future expansi on of the type
value range if there is a shortage in the future. The details of
this are left for future work. One possible way of doing this that
woul d not cause any problens with current inplenentations is that if
the type equals 127 or 255, the code field should be used for the new
assignment. Existing inplenentations would ignore the new
assignnents as specified in Section 2.4, (b). The new nessages using
these expanded type val ues could assign fields in the nmessage body
for its code val ues.

Sections 3 and 4 describe the nessage fornmats for the | CMPv6 error

nessage types 1 through 4 and informational nessage types 128 and
129.
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Inclusion of, at |least, the start of the invoking packet is intended
to allow the originator of a packet that has resulted in an | CMPv6
error message to identify the upper-layer protocol and process that
sent the packet.

2.2. Message Source Address Determ nation

A node that originates an | CMPv6 nessage has to deternine both the
Source and Destination | Pv6 Addresses in the | Pv6 header before

cal cul ating the checksum |If the node has nore than one unicast
address, it MJST choose the Source Address of the nessage as foll ows:

(a) If the nmessage is a response to a nessage sent to one of the
node’ s uni cast addresses, the Source Address of the reply MJST be
that sanme address.

(b) If the message is a response to a nessage sent to any other
address, such as

- a nmulticast group address,
- an anycast address inplenmented by the node, or
- a unicast address that does not belong to the node

the Source Address of the | CMPv6 packet MJST be a uni cast address
bel ongi ng to the node. The address SHOULD be chosen according to
the rules that would be used to select the source address for any
ot her packet originated by the node, given the destination address
of the packet. However, it MAY be selected in an alternative way
if this would lead to a nmore informative choice of address
reachable fromthe destination of the | CMPv6 packet.

2.3. Message Checksum Cal cul ation

The checksumis the 16-bit one’s conpl ement of the one’s conpl enent
sum of the entire | CMPv6 nessage, starting with the | CMPv6 nessage
type field, and prepended with a "pseudo-header" of |Pv6 header
fields, as specified in [IPv6, Section 8.1]. The Next Header val ue
used in the pseudo-header is 58. (The inclusion of a pseudo-header
in the |CMPv6 checksumis a change from | Pv4; see [IPv6] for the
rati onale for this change.)

For conputing the checksum the checksumfield is first set to zero
2.4. Message Processing Rul es

| mpl ement ati ons MUST observe the follow ng rul es when processing
| CMPv6 nessages (from [ RFC-1122]):
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(a)

(b)

()

(d)

(e)

Cont a,

If an I CVPv6 error nessage of unknown type is received at its

destination, it MJST be passed to the upper-Ilayer process that
originated the packet that caused the error, where this can be
identified (see Section 2.4, (d)).

If an I CVPv6 i nformati onal nessage of unknown type is received,
it MJUST be silently discarded.

Every | CVPv6 error message (type < 128) MJIST include as much of
the 1 Pv6 of fendi ng (invoking) packet (the packet that caused the
error) as possible w thout making the error nessage packet exceed
the mnimumI|Pve MIU [IPv6].

In cases where the internet-layer protocol is required to pass an
| CMPV6 error nessage to the upper-layer process, the upper-I|ayer
protocol type is extracted fromthe original packet (contained in
the body of the I CMPv6 error nessage) and used to sel ect the
appropriate upper-layer process to handle the error

In cases where it is not possible to retrieve the upper-|ayer
protocol type fromthe | CMPv6 nessage, the | CMPv6 nessage is
silently dropped after any |Pv6-1ayer processing. One exanple of
such a case is an | CMPv6 nessage with an unusually | arge anopunt

of extension headers that does not have the upper-layer protoco
type due to truncation of the original packet to nmeet the nminimum
IPv6 MITU [IPv6] limt. Another exanple is an | CMPv6 nessage with
an ESP extension header for which it is not possible to decrypt
the original packet due to either truncation or the
unavailability of the state necessary to decrypt the packet.

An | CWMPv6 error nessage MUST NOT be originated as a result of
receiving the foll ow ng:

(e.1) An ICWPV6 error nessage.
(e.2) An ICWPv6 redirect nessage [|Pv6-Dl SC|.

(e.3) A packet destined to an IPv6 nulticast address. (There are
two exceptions to this rule: (1) the Packet Too Big Message
(Section 3.2) to allow Path MIU di scovery to work for |Pv6
mul ticast, and (2) the Parameter Probl em Message, Code 2
(Section 3.4) reporting an unrecogni zed | Pv6 option (see
Section 4.2 of [IPv6]) that has the Option Type highest-
order two bits set to 10).

(e.4) A packet sent as a link-layer nmulticast (the exceptions
frome.3 apply to this case, too).
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()

(e.5) A packet sent as a |link-layer broadcast (the exceptions
frome.3 apply to this case, too).

(e.6) A packet whose source address does not uniquely identify a
single node -- e.g., the IPv6 Unspecified Address, an |Pv6
nmul ticast address, or an address known by the | CMP nessage
originator to be an | Pv6 anycast address.

Finally, in order to limt the bandw dth and forwarding costs
incurred by originating | CMPv6 error messages, an |Pv6 node MJST
l[imt the rate of ICMPv6 error nessages it originates. This
situation may occur when a source sending a stream of erroneous
packets fails to heed the resulting |CMPv6 error nessages.

Rate-limting of forwarded | CMP nessages is out of scope of this
speci fication.

A recommended net hod for inplenenting the rate-limting function
is a token bucket, limting the average rate of transmission to
N, where N can be either packets/second or a fraction of the
attached link's bandwi dth, but allowing up to B error nessages to
be transmitted in a burst, as long as the long-term average is
not exceeded.

Rate-limting nmechani sns that cannot cope with bursty traffic
(e.g., traceroute) are not recomrended; for exanple, a sinple
timer-based i nplementation, allowi ng an error nmessage every T
mlliseconds (even with | ow values for T), is not reasonable.

The rate-limting paraneters SHOULD be configurable. 1In the case
of a token-bucket inplenentation, the best defaults depend on
where the inplenmentation is expected to be deployed (e.g., a

hi gh-end router vs. an enbedded host). For exanple, in a
smal |/ m d-si ze device, the possible defaults could be B=10,
N=10/ s.

NOTE: THE RESTRI CTI ONS UNDER (e) AND (f) ABOVE TAKE PRECEDENCE OVER
ANY REQUI REMENT ELSEWHERE I N TH S DOCUMENT FOR ORI G NATI NG | CvP ERROR
ESSAGES.

The foll owi ng sections describe the message formats for the above
| CMPv6 nessages.

Cont a,
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3. I1Cwv6 Error Messages
3.1. Destination Unreachabl e Message

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i

| Type | Code | Checksum

R Rt i i i i e T I I S S S R i e S R e e i s o
| Unused |
B s i S i I i S S S i i
| As much of invoking packet

+ as possible without the | CMPv6 packet +
| exceeding the mnimm I Pve MU [ | Pv6]

| Pv6 Fi el ds:
Desti nati on Address

Copied fromthe Source Address field of the invoking

packet .
| CMPv6 Fi el ds:
Type 1
Code 0 - No route to destination
1 - Communi cation with destination
adm ni stratively prohibited
2 - Beyond scope of source address
3 - Address unreachabl e
4 - Port unreachabl e
5 - Source address failed ingress/egress policy
6 - Reject route to destination
Unused This field is unused for all code val ues.
It nust be initialized to zero by the originator
and ignored by the receiver.
Descri ption

A Destination Unreachabl e nessage SHOULD be generated by a router, or
by the IPv6 layer in the originating node, in response to a packet
that cannot be delivered to its destination address for reasons other
than congestion. (An |ICVWv6 nessage MUST NOT be generated if a
packet is dropped due to congestion.)

If the reason for the failure to deliver is lack of a matching entry
in the forwarding node’s routing table, the Code field is set to O.
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(This error can occur only in nodes that do not hold a "default
route” in their routing tables.)

If the reason for the failure to deliver is admnistrative
prohibition (e.g., a "firewall filter"), the Code field is set to 1

If the reason for the failure to deliver is that the destination is
beyond the scope of the source address, the Code field is set to 2.
This condition can occur only when the scope of the source address is
smal l er than the scope of the destination address (e.g., when a
packet has a |ink-local source address and a gl obal -scope destination
address) and the packet cannot be delivered to the destination

wi t hout | eaving the scope of the source address.

If the reason for the failure to deliver cannot be mapped to any of
ot her codes, the Code field is set to 3. Exanple of such cases are
an inability to resolve the I Pv6 destination address into a

corresponding |link address, or a |ink-specific problemof sone sort.

One specific case in which a Destination Unreachabl e nmessage is sent
with a code 3 is in response to a packet received by a router froma
poi nt-to-point link, destined to an address within a subnet assigned
to that same link (other than one of the receiving router’s own
addresses). |In such a case, the packet MJST NOT be forwarded back
onto the arrival link

A destination node SHOULD origi nate a Destinati on Unreachabl e nessage
with Code 4 in response to a packet for which the transport protoco
(e.g., UDP) has no listener, if that transport protocol has no
alternative means to informthe sender

If the reason for the failure to deliver is that the packet with this
source address is not allowed due to ingress or egress filtering
policies, the Code field is set to 5.

If the reason for the failure to deliver is that the route to the
destination is a reject route, the Code field is set to 6. This may
occur if the router has been configured to reject all the traffic for
a specific prefix.

Codes 5 and 6 are nore infornative subsets of code 1
For security reasons, it is recommended that inplenmentations SHOULD

al |l ow sendi ng of | CVWP destination unreachabl e nessages to be
di sabl ed, preferably on a per-interface basis.
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Upper Layer Notification

A node receiving the |CMPv6 Destinati on Unreachabl e message MJUST
notify the upper-layer process if the rel evant process can be
identified (see Section 2.4, (d)).

3.2. Packet Too Bi g Message

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Code | Checksum

T e L i i e e ks S SR SR
| MruU |
T Lk R e T e i ik i Sl TR R o
| As much of invoking packet

+ as possible without the | CMPv6 packet +
| exceeding the minimum I Pv6e MU [ Pv6]

| Pv6 Fi el ds:
Desti nati on Address

Copied fromthe Source Address field of the invoking

packet .
| CMPv6 Fi el ds:
Type 2
Code Set to 0 (zero) by the originator and ignored by the
receiver.
Mru The Maxi mum Transni ssion Unit of the next-hop |ink.
Descri ption

A Packet Too Big MJST be sent by a router in response to a packet
that it cannot forward because the packet is larger than the Mru of
the outgoing link. The information in this message is used as part
of the Path MIU Di scovery process [PMIU].

Oiginating a Packet Too Bi g Message nmakes an exception to one of the
rules as to when to originate an | CMPv6 error nessage. Unlike other
nessages, it is sent in response to a packet received with an | Pv6
mul ticast destination address, or with a link-layer nulticast or

i nk-1ayer broadcast address.
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Upper Layer Notification

An incom ng Packet Too Big nessage MJST be passed to the upper-|ayer
process if the relevant process can be identified (see Section 2.4,

(d)).
3.3. Tinme Exceeded Message

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Code | Checksum

T e L i i e e ks S SR SR
| Unused |
T Lk R e T e i ik i Sl TR R o
| As much of invoking packet

+ as possible without the | CMPv6 packet +
| exceeding the minimum I Pv6e MU [ Pv6]

| Pv6 Fi el ds:

Destinati on Address
Copied fromthe Source Address field of the invoking

packet .
| CMPv6 Fi el ds:
Type 3
Code O - Hop limt exceeded in transit
1 - Fragnment reassenbly tinme exceeded
Unused This field is unused for all code val ues.

It nust be initialized to zero by the originator
and ignored by the receiver.

Descri ption

If a router receives a packet with a Hop Limt of zero, or if a
router decrements a packet’s Hop Limit to zero, it MJIST discard the
packet and originate an | CVWPv6 Ti ne Exceeded nmessage with Code 0 to
the source of the packet. This indicates either a routing |oop or
too small an initial Hop Limt val ue.

An | CWPv6 Ti me Exceeded nessage with Code 1 is used to report
fragment reassenbly timeout, as specified in [IPv6, Section 4.5].
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Upper Layer Notification

An incoming Time Exceeded nessage MUST be passed to the upper-I|ayer
process if the relevant process can be identified (see Section 2.4,

(d)).
3.4. Paraneter Problem Message

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Code | Checksum

T e L i i e e ks S SR SR
| Poi nt er |
T Lk R e T e i ik i Sl TR R o
| As much of invoking packet

+ as possible without the | CMPv6 packet +
| exceeding the minimum I Pv6e MU [ Pv6]

| Pv6 Fi el ds:
Desti nati on Address

Copied fromthe Source Address field of the invoking

packet .
| CVPv6 Fi el ds:
Type 4
Code 0 - Erroneous header field encountered
1 - Unrecogni zed Next Header type encountered
2 - Unrecogni zed | Pv6 option encountered
Poi nt er Identifies the octet offset within the
i nvoki ng packet where the error was detected.
The pointer will point beyond the end of the | CVPv6
packet if the field in error is beyond what can fit
in the maxi mum si ze of an | CMPv6 error nessage.
Descri ption

If an I Pv6 node processing a packet finds a problemwith a field in
the 1 Pv6 header or extension headers such that it cannot conplete
processi ng the packet, it MJST discard the packet and SHOULD
originate an | CVMPv6 Paraneter Probl em nessage to the packet’s source
i ndicating the type and | ocati on of the problem
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Codes 1 and 2 are nore informative subsets of Code O.

The pointer identifies the octet of the original packet’s header
where the error was detected. For exanple, an I CMPv6 nmessage with a
Type field of 4, Code field of 1, and Pointer field of 40 would

i ndicate that the | Pv6 extension header follow ng the | Pv6 header of
the original packet holds an unrecogni zed Next Header field val ue.

Upper Layer Notification

A node receiving this I CVWPv6 nessage MJST notify the upper-I|ayer
process if the relevant process can be identified (see Section 2.4,

(d)).
4. 1CWPv6 | nformational Messages

4.1. Echo Request Message

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Code | Checksum

B s i S i I i S S S i i
| [ dentifier | Sequence Nunber |
i i s e e S e T S h ik i SR SR e S
| Data ...

ot -+ -

| Pv6 Fi el ds:
Desti nati on Address
Any | egal |Pv6 address.

| CMPv6 Fi el ds:

Type 128
Code 0
I dentifier An identifier to aid in matching Echo Replies

to this Echo Request. May be zero.
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Sequence Number

A sequence nunber to aid in matching Echo Replies
to this Echo Request. May be zero.

Dat a Zero or nore octets of arbitrary data
Descri ption

Every node MJST i nmpl enent an | CVMPv6 Echo responder function that
recei ves Echo Requests and origi nates correspondi ng Echo Replies. A
node SHOULD al so i nplenment an application-layer interface for
originating Echo Requests and receiving Echo Replies, for diagnostic
pur poses.

Upper Layer Notification

Echo Request nessages MAY be passed to processes receiving | CWP
messages.

4.2. Echo Reply Message

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S

| Type | Code | Checksum
Lk e i e o e i S SR R R S
| I dentifier | Sequence Number |
B s i S i I i S S S i i
| Data ...

T

| Pv6 Fi el ds:
Destinati on Address

Copied fromthe Source Address field of the invoking
Echo Request packet.

| CVPv6 Fi el ds:

Type 129
Code 0
I dentifier The identifier fromthe invoking Echo Request nessage.
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Sequence Number

The sequence number fromthe invoking Echo Request
nmessage.

Dat a The data fromthe invoki ng Echo Request nessage
Descri ption

Every node MJST i nmpl enent an | CVMPv6 Echo responder function that
recei ves Echo Requests and origi nates correspondi ng Echo Replies. A
node SHOULD al so i nplenment an application-layer interface for
originating Echo Requests and receiving Echo Replies, for diagnostic
pur poses.

The source address of an Echo Reply sent in response to a unicast
Echo Request nessage MJST be the sane as the destination address of
that Echo Request nessage.

An Echo Reply SHOULD be sent in response to an Echo Request nessage
sent to an I Pv6 nulticast or anycast address. |In this case, the
source address of the reply MJST be a unicast address belonging to
the interface on which the Echo Request nessage was received.

The data received in the | CVMPv6 Echo Request nessage MUST be returned
entirely and unnodified in the | CVWPv6 Echo Reply nessage.

Upper Layer Notification

Echo Reply nmessages MJUST be passed to the process that originated an
Echo Request nessage. An Echo Reply nmessage MAY be passed to
processes that did not originate the Echo Request message.

Note that there is no limtation on the anbunt of data that can be
put in Echo Request and Echo Reply Messages.

5. Security Considerations

5.1. Authentication and Confidentiality of |ICVMP Messages
| CVMP protocol packet exchanges can be authenticated using the IP
Aut henti cation Header [IPv6-AUTH or |IP Encapsul ating Security
Payl oad Header [IPv6-ESP]. Confidentiality for the | CVMP protoco
packet exchanges can be achi eved using the | P Encapsul ating Security
Payl oad Header [|Pv6-ESP].

[ SEC- ARCH] describes the IPsec handling of ICMP traffic in detail
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5.2. | CWP Attacks

| CMP nessages may be subject to various attacks. A conplete
di scussion can be found in the IP Security Architecture [IPv6-SA]. A
brief discussion of these attacks and their prevention foll ows:

1. 1 CVWP nessages may be subject to actions intended to cause the
receiver to believe the nessage cane froma different source from
that of the message originator. The protection against this
attack can be achi eved by applying the 1 Pv6 Authentication
mechani sm [ |1 Pv6- AUTH to the | CVP nessage.

2. | CWP nessages nmay be subject to actions intended to cause the
nessage or the reply to it to go to a destination different from
that of the nmessage originator’s intention. The protection
agai nst this attack can be achi eved by using the Authentication
Header [1Pv6-AUTH] or the Encapsul ating Security Payl oad Header
[IPv6-ESP]. The Authentication Header provides the protection
agai nst change for the source and the destination address of the
| P packet. The Encapsul ating Security Payl oad Header does not
provide this protection, but the | CMP checksum cal cul ati on
i ncl udes the source and the destination addresses, and the
Encapsul ating Security Payl oad Header protects the checksum
Therefore, the conbination of I CMP checksum and the Encapsul ati ng
Security Payl oad Header provides protection against this attack.
The protection provided by the Encapsul ati ng Security Payl oad
Header will not be as strong as the protection provided by the
Aut hent i cati on Header.

3. I CWP nessages nmay be subject to changes in the nmessage fields, or
payl oad. The authentication [|Pv6-AUTH or encryption [|Pv6-ESP]
of the | CMP nessage protects agai nst such actions.

4. | CVWP nmessages may be used to attenpt denial-of-service attacks by
sendi ng back to back erroneous |IP packets. An inplenmentation that
correctly foll owed Section 2.4, paragraph (f), of this
specification, would be protected by the ICVWP error rate linting
mechani sm

5. The exception nunmber 2 of rule e.3 in Section 2.4 gives a
mal i ci ous node the opportunity to cause a denial -of-service attack
to a nulticast source. A malicious node can send a multicast
packet with an unknown destination option nmarked as nandatory,
with the I Pv6 source address of a valid multicast source. A large
nunber of destination nodes will send an | CMP Paraneter Problem
Message to the nulticast source, causing a denial-of-service
attack. The way nulticast traffic is forwarded by the multicast
routers requires that the nalicious node be part of the correct
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nmul ticast path, i.e., near to the multicast source. This attack
can only be avoided by securing the nulticast traffic. The
mul ti cast source should be careful while sending multicast traffic
with the destination options narked as mandatory, because they can
cause a denial -of-service attack to thenselves if the destination
option is unknown to a | arge nunber of destinations.

As the | CMP nessages are passed to the upper-layer processes, it
is possible to performattacks on the upper |ayer protocols (e.g.
TCP) with ICVWP [TCP-attack]. It is recomended that the upper

| ayers perform sonme formof validation of |ICVP nessages (using the
i nformati on contained in the payl oad of the | CMP nessage) before
acting upon them The actual validation checks are specific to
the upper layers and are out of the scope of this specification
Protecting the upper layer with | Psec mitigates these attacks.

| CMP error nessages signal network error conditions that were
encountered while processing an internet datagram Dependi ng on
the particular scenario, the error conditions being reported m ght
or might not get solved in the near term Therefore, reaction to
| CMP error nessages may depend not only on the error type and code
but also on other factors, such as the tine at which the error
nmessages are received, previous know edge of the network error
conditions being reported, and know edge of the network scenario
in which the receiving host is operating.

6. | ANA Consi derati ons

6. 1.

Procedure for New | CMPV6 Type and Code Val ue Assignnents

The 1 Pv6 | CVMP header defined in this docunent contains the follow ng
fields that carry val ues assigned from | ANA- managed nane spaces: Type
and Code. Code field values are defined relative to a specific Type

va

Val
fo

1

Cont a,

ue.

ues for the IPv6 I CMP Type fields are all ocated using the
| owi ng procedure:

The |1 ANA should all ocate and pernmanently regi ster new | CVMPv6 type
codes from | ETF RFC publication. This is for all RFC types,

i ncludi ng standards track, informational, and experinental status,
that originate fromthe | ETF and have been approved by the | ESG
for publication.

| ETF wor ki ng groups with working group consensus and area director
approval can request reclaimble | CMPV6 type code assignments from
the 1ANA. The IANA will tag the values as "reclainable in
future".
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The "reclaimable in the future" tag will be renmobved when an RFC is
publ i shed that docunments the protocol as defined in 1. This wll
make t he assi gnnent pernmanent and update the reference on the | ANA
web pages.

At the point where the |CMPv6 type val ues are 85% assi gned, the
|ETF will review the assignnments tagged "reclainmable in the
future" and informthe | ANA whi ch ones shoul d be reclai med and
reassi gned.

3. Requests for new | CMPv6 type val ue assignnents from outside the
| ETF are only made t hrough the publication of an | ETF docunent,
per 1 above. Note also that docunents published as "RFC Editor
contributions" [RFC-3978] are not considered | ETF docunents.

The assi gnment of new Code val ues for the Type values defined in this

docunent require standards action or | ESG approval. The policy for

assi gni ng Code values for new I Pv6 | CMP Types not defined in this
docunent shoul d be defined in the docunent defining the new Type
val ues.

6.2. Assignnents for This Docunent

The foll owi ng has updat ed assignnents | ocated at:
http://ww. i ana. org/ assi gnnent s/ i cnpv6- par aneters

The |1 ANA has reassigned |CMPv6 type 1 "Destination Unreachabl e" code
2, which was unassigned in [ RFC 2463], to:

2 - Beyond scope of source address

The | ANA has assigned the foll owi ng two new codes val ues for | CVMPv6
type 1 "Destination Unreachabl e":

5 - Source address failed ingress/egress policy
6 - Reject route to destination

The | ANA has assigned the foll ow ng new type val ues:

100 Private experimentation
101 Private experinentation

127 Reserved for expansion of |CVMPv6 error nessages

200 Private experinmentation
201 Private experinmentation
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Appendi x A - Changes since RFC 2463

The foll owi ng changes were made from RFC 2463:

Edited the Abstract to nmake it a little npre el aborate.

Corrected typos in Section 2.4, where references to sub-bullet e.2
wer e supposed to be references to e. 3.

Renpved the Ti ner-based and t he Bandw dt h- based nmet hods fromthe
exanple rate-limting mechanismfor |ICVP error messages. Added
Token-bucket based net hod.

Added specification that all |1CVMP error nessages shall have exactly
32 bits of type-specific data, so that receivers can reliably find
the enbedded i nvoki ng packet even when they don’t recognize the

| CVMP nmessage Type.

In the description of Destination Unreachabl e nessages, Code 3,
added rul e prohibiting forwardi ng of packets back onto point-to-
poi nt links fromwhich they were received, if their destination
addresses belong to the link itself ("anti-ping-ponging" rule).

Added description of Tinme Exceeded Code 1 (fragnent reassenbly
timeout).

Added "beyond scope of source address", "source address failed

i ngress/egress policy", and "reject route to destination" messages
to the famly of "unreachabl e destination" type |CVP error nessages
(Section 3.1).

Reserved some | CVP type val ues for experinmentation

Added a NOTE in Section 2.4 that specifies | COVWP nessage processing
rul es precedence.

Added | CVP REDI RECT to the list in Section 2.4, (e) of cases in
which I CVP error nessages are not to be generated.

Made m nor editorial changes in Section 2.3 on checksum
cal culation, and in Section 5.2.

Clarified in Section 4.2, regarding the Echo Reply Message; the
source address of an Echo Reply to an anycast Echo Request shoul d
be a unicast address, as in the case of multicast.
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- Revised the Security Considerations section. Added the use of the
Encapsul ating Security Payl oad Header for authentication. Changed
the requirenent of an option of "not allow ng unauthenticated | CVP
messages" to MAY from SHOULD

- Added a new attack in the list of possible ICMP attacks in Section
5.2.

- Separated References into Normative and |Informative.

- Added reference to RFC 2780 "I ANA Al |l ocati on Gui delines For Val ues
In the Internet Protocol and Rel ated Headers”. Al so added a note
that this docunent updates RFC 2780.

- Added a procedure for new | CMPv6 Type and Code val ue assignments in
the | ANA Consi derations section.

- Replaced word "send" with "originate" to make it clear that |CW
packets being forwarded are out of scope of this specification

- Changed the ESP and AH references to the updated ESP and AH
docurnent s.

- Added reference to the updated | Psec Security Architecture
document .

- Added a SHOULD requirement for allow ng the sending of |CW
destinati on unreachabl e messages to be di sabl ed.

- Sinplified the source address sel ection of the | CMPv6 packet.
- Reorgani zed the CGeneral Message Format (Section 2.1).

- Renoved the general packet format from Section 2.1. It refers to
Sections 3 and 4 for packet formats now.

- Added text about attacks to the transport protocols that could
potentially be caused by | CW
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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