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Abst r act
Thi s docunent describes the protocol elenents, along with their
semanti cs and encodi ngs, of the Lightweight Directory Access Protocol
(LDAP). LDAP provides access to distributed directory services that
act in accordance with X 500 data and service nodels. These protocol
el ements are based on those described in the X 500 Directory Access
Pr ot ocol (DAP).
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1. Introduction

The Directory is "a collection of open systens cooperating to provide
directory services" [X.500]. A directory user, which nmay be a human
or other entity, accesses the Directory through a client (or
Directory User Agent (DUA)). The client, on behalf of the directory
user, interacts with one or nore servers (or Directory System Agents
(DSA)). dients interact with servers using a directory access

pr ot ocol

Thi s docunent details the protocol elenments of the Lightweight
Directory Access Protocol (LDAP), along with their semantics.
Fol | owi ng the description of protocol elenents, it describes the way
in which the protocol elenments are encoded and transferred.

1.1. Relationship to Oher LDAP Specifications

This docunent is an integral part of the LDAP Technical Specification
[ RFC4510], which obsol etes the previously defined LDAP technica
specification, RFC 3377, inits entirety.

Thi s docunent, together with [ RFC4510], [RFC4513], and [ RFC4512],
obsol etes RFC 2251 in its entirety. Section 3.3 is obsol eted by

[ RFC4510]. Sections 4.2.1 (portions) and 4.2.2 are obsol eted by

[ RFC4513]. Sections 3.2, 3.4, 4.1.3 (last paragraph), 4.1.4, 4.1.5,
4.1.5.1, 4.1.9 (last paragraph), 5.1, 6.1, and 6.2 (last paragraph)
are obsol eted by [ RFC4512]. The remai nder of RFC 2251 is obsol eted
by this document. Appendix C. 1 sunmarizes substantive changes in the
remai nder .

Thi s docunment obsol etes RFC 2830, Sections 2 and 4. The remai nder of
RFC 2830 is obsoleted by [ RFC4513]. Appendix C. 2 sunmarizes
substantive changes to the renmi ning sections.
Thi s docunent al so obsoletes RFC 3771 in entirety.

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', and "MAY" in this docunent are
to be interpreted as described in [ RFC2119].
Character nanes in this docunent use the notation for code points and

nanes fromthe Unicode Standard [Unicode]. For exanple, the letter
"a" may be represented as either <U+0061> or <LATIN SMALL LETTER A>.
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Note: a glossary of terns used in Unicode can be found in [d ossary].
I nformati on on the Unicode character encoding nodel can be found in
[ Char Model .

The term "transport connection” refers to the underlying transport
services used to carry the protocol exchange, as well as associations
est abl i shed by these services.

The term"TLS layer" refers to Transport Layer Security (TLS)
services used in providing security services, as well as associations
est abl i shed by these services.

The term "SASL | ayer" refers to Sinply Authentication and Security
Layer (SASL) services used in providing security services, as well as
associ ati ons established by these services.

The term "LDAP nmessage | ayer"” refers to the LDAP Message Protoco
Data Unit (PDU) services used in providing directory services, as
wel | as associations established by these services.

The term "LDAP session" refers to comnbi ned services (transport
connection, TLS layer, SASL |ayer, LDAP nmessage |layer) and their
associ ati ons.

See the table in Section 5 for an illustration of these four terns.
3. Protocol Mode

The general nodel adopted by this protocol is one of clients
perform ng protocol operations against servers. In this nodel, a
client transmts a protocol request describing the operation to be
performed to a server. The server is then responsible for performng
the necessary operation(s) in the Directory. Upon conpletion of an
operation, the server typically returns a response containi ng
appropriate data to the requesting client.

Prot ocol operations are generally independent of one another. Each
operation is processed as an atomic action, leaving the directory in
a consistent state.

Al t hough servers are required to return responses whenever such
responses are defined in the protocol, there is no requirenent for
synchronous behavior on the part of either clients or servers.
Requests and responses for nultiple operations generally nmay be
exchanged between a client and server in any order. |f required,
synchronous behavior may be controlled by client applications.
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The core protocol operations defined in this docunent can be napped
to a subset of the X 500 (1993) Directory Abstract Service [X 511].
However, there is not a one-to-one mappi ng between LDAP operations
and X. 500 Directory Access Protocol (DAP) operations. Server

i mpl enentations acting as a gateway to X 500 directories nmay need to
make nultiple DAP requests to service a single LDAP request.

3.1. Operation and LDAP Message Layer Rel ationship

Prot ocol operations are exchanged at the LDAP nessage |ayer. \Wen
the transport connection is closed, any unconpl eted operations at the
LDAP nessage | ayer are abandoned (when possible) or are conpl eted

wi t hout transm ssion of the response (when abandoning themis not
possi ble). Also, when the transport connection is closed, the client
MUST NOT assune that any unconpl et ed update operations have succeeded
or failed.

4. Elenments of Protocol

The protocol is described using Abstract Syntax Notation One
([ASN.1]) and is transferred using a subset of ASN. 1 Basic Encoding
Rules ([BER]). Section 5 specifies how the protocol elements are
encoded and transferred.

In order to support future extensions to this protocol, extensibility
is inmplied where it is allowed per ASN. 1 (i.e., sequence, set,

choi ce, and enunerated types are extensible). |In addition, ellipses
(...) have been supplied in ASN. 1 types that are explicitly

ext ensi bl e as discussed in [ RFC4520]. Because of the inplied
extensibility, clients and servers MJST (unl ess ot herw se specified)

i gnore trailing SEQUENCE conponents whose tags they do not recognize.

Changes to the protocol other than through the extension mechani sns
described here require a different version number. A client

i ndicates the version it is using as part of the Bi ndRequest,
described in Section 4.2. |If a client has not sent a Bind, the
server MJST assune the client is using version 3 or later.

Clients may attenpt to deternine the protocol versions a server
supports by reading the ’supportedLDAPVersion’ attribute fromthe
root DSE (DSA-Specific Entry) [RFC4512].

4.1. Common El enents
This section describes the LDAPMessage envel ope Protocol Data Unit

(PDU) format, as well as data type definitions, which are used in the
pr ot ocol operations.
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4.

1.

1. Message Envel ope

For the purposes of protocol exchanges, all protocol operations are
encapsul ated in a conmon envel ope, the LDAPMessage, which is defined
as follows:

LDAPMessage :: = SEQUENCE {

messagel D Messagel D

pr ot ocol Op CHO CE {
bi ndRequest Bi ndRequest ,
bi ndResponse Bi ndResponse,
unbi ndRequest Unbi ndRequest ,
sear chRequest Sear chRequest ,
searchResEntry SearchResul tEntry,
sear chResDone Sear chResul t Done
sear chResRef Sear chResul t Ref er ence
nodi f yRequest Modi f yRequest ,
nodi f yResponse Modi f yResponse
addRequest AddRequest ,
addResponse AddResponse,
del Request Del Request ,
del Response Del Response,
nodDNRequest Modi f yDNRequest ,
nodDNResponse Modi f yDNResponse
conpar eRequest Conpar eRequest ,
conpar eResponse Conpar eResponse,
abandonRequest AbandonRequest ,
ext endedReq Ext endedRequest ,
ext endedResp Ext endedResponse,

i nt er nedi at eResponse | nternedi at eResponse },

controls [0] Controls OPTIONAL }
Messagel D :: = INTEGER (0 .. naxlnt)
maxl nt | NTEGER ::= 2147483647 -- (2""31 - 1) --

The ASN. 1 type Controls is defined in Section 4.1.11

The function of the LDAPMessage is to provide an envel ope contai ni ng
common fields required in all protocol exchanges. At this tine, the
only conmmon fields are the nessagel D and the controls.

If the server receives an LDAPMessage fromthe client in which the
LDAPMessage SEQUENCE tag cannot be recogni zed, the messagel D cannot
be parsed, the tag of the protocol O is not recogni zed as a request,
or the encoding structures or |lengths of data fields are found to be
incorrect, then the server SHOULD return the Notice of Disconnection

Ser mer shei m St andards Track [ Page 6]



RFC 4511 LDAPv3 June 2006

described in Section 4.4.1, with the resultCode set to protocol Error
and MUST i mmedi ately terminate the LDAP session as described in
Section 5. 3.

In other cases where the client or server cannot parse an LDAP PDU
it SHOULD abruptly termnate the LDAP session (Section 5.3) where
further comunication (including providing notice) would be
perni ci ous. Qherw se, server inplenentations MIST return an
appropriate response to the request, with the resultCode set to

pr ot ocol Error.

4.1.1.1. MessagelD

Al'l LDAPMessage envel opes encapsul ating responses contain the
nmessagel D val ue of the correspondi ng request LDAPMessage.

The nessagel D of a request MJST have a non-zero value different from
the nessagel D of any other request in progress in the sane LDAP
session. The zero value is reserved for the unsolicited notification
nmessage.

Typical clients increment a counter for each request.

A client MJUST NOT send a request with the sane nessagel D as an
earlier request in the sane LDAP session unless it can be determ ned
that the server is no longer servicing the earlier request (e.g.
after the final response is received, or a subsequent Bind
conpletes). Oherw se, the behavior is undefined. For this purpose,
note that Abandon and successfully abandoned operations do not send
responses.

4.1.2. String Types

The LDAPString is a notational convenience to indicate that, although
strings of LDAPString type encode as ASN.1 OCTET STRI NG types, the
[1S01L0646] character set (a superset of [Unicode]) is used, encoded
following the UTF-8 [ RFC3629] algorithm Note that Unicode
characters W0000 t hrough WO007F are the sane as ASCI| O through 127,
respectively, and have the same single octet UTF-8 encoding. O her
Uni code characters have a nultiple octet UTF-8 encoding.

LDAPString ::= OCTET STRING -- UTF-8 encoded,
-- [1S010646] characters

The LDAPO D is a notational convenience to indicate that the

permtted value of this string is a (UTF-8 encoded) dotted-deci ma
representati on of an OBJECT | DENTIFI ER. Al though an LDAPAD is
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encoded as an OCTET STRING values are limted to the definition of
<nunericoi d> given in Section 1.4 of [RFC4512].

LDAPO D ::= OCTET STRING -- Constrained to <nunericoi d>
-- [RFC4512]

For exanpl e,
1.3.6.1.4.1.1466.1.2.3
4.1.3. Distinguished Nane and Rel ative Di stingui shed Nane

An LDAPDN is defined to be the representation of a D stingui shed Nane
(DN) after encoding according to the specification in [ RFC4514].

LDAPDN : : = LDAPStri ng
-- Constrained to <distingui shedNanme> [ RFC4514]

A Rel ativeLDAPDN is defined to be the representation of a Relative
Di stingui shed Name (RDN) after encoding according to the
specification in [ RFC4514].

Rel ati veLDAPDN : : = LDAPStri ng
-- Constrained to <nanme-conponent > [ RFC4514]

4.1.4. Attribute Descriptions

The definition and encoding rules for attribute descriptions are
defined in Section 2.5 of [RFC4512]. Briefly, an attribute
description is an attribute type and zero or nore options.

AttributeDescription ::= LDAPString

-- Constrained to <attributedescription>
-- [RFC4512]

4.1.5. Attribute Val ue

A field of type AttributeValue is an OCTET STRI NG cont ai ni ng an
encoded attribute value. The attribute value is encoded according to
the LDAP-specific encoding definition of its correspondi ng syntax.
The LDAP-specific encoding definitions for different syntaxes and

attribute types may be found in other docunents and in particular
[ RFC4517] .

AttributeValue ::= OCTET STRI NG
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Note that there is no defined limt on the size of this encoding;
thus, protocol values may include nulti-negabyte attribute val ues
(e.g., photographs).

Attribute values may be defined that have arbitrary and non-printable
syntax. | nplenentations MJUST NOT display or attenpt to decode an
attribute value if its syntax is not known. The inplenentation nay
attenpt to discover the subschema of the source entry and to retrieve
the descriptions of "attributeTypes’ fromit [RFC4512].

Clients MIST only send attribute values in a request that are valid
according to the syntax defined for the attributes.

4.1.6. Attribute Value Assertion

The AttributeVal ueAssertion (AVA) type definitionis simlar to the
one in the X.500 Directory standards. It contains an attribute
description and a matching rule ([ RFC4512], Section 4.1.3) assertion
val ue suitable for that type. Elenents of this type are typically
used to assert that the value in assertionValue matches a value of an
attribute.

AttributeVal ueAssertion ::= SEQUENCE ({
attribut eDesc AttributeDescription
assertionVal ue AssertionVal ue }

AssertionValue ::= OCTET STRI NG

The syntax of the AssertionVal ue depends on the context of the LDAP
operation being perfornmed. For exanple, the syntax of the EQUALITY
matching rule for an attribute is used when perform ng a Conpare
operation. Oten this is the same syntax used for val ues of the
attribute type, but in sone cases the assertion syntax differs from
the val ue syntax. See objectldentiferFirstConponentMatch in

[ RFC4517] for an exanpl e.

4.1.7. Attribute and Partial Attribute
Attributes and partial attributes consist of an attribute description

and attribute values. A Partial Attribute allows zero values, while
Attribute requires at |east one val ue.

Partial Attribute ::= SEQUENCE {
type AttributeDescription
val s SET OF val ue Attri buteVal ue }
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Attribute ::= Partial Attri bute(WTH COMPONENTS {

val's (SIZE(1..MAX))})

No two of the attribute values may be equival ent as described by
Section 2.2 of [RFC4512]. The set of attribute values is unordered.
| mpl enent ati ons MUST NOT rely upon the ordering being repeatable.

4.1.8.

Mat ching rules are defined in Section 4.1.3 of [RFC4512].

rule is identif
ei t her

[ RFC4512], e.g.

Mat chi ngRul el d :: =

4.1.9.

The LDAPResul t

its <nunericoid> or

Mat ching Rul e ldentifier

ied in the protoco
one of
, ' casel gnoreMatch’ or

LDAPSt ri ng

Result Message

is the construct used in this protoco
success or failure indications fromservers to clients.

A mat chi ng

by the printable representation of
its short nanme descriptors
'2.5.13. 2

to return
To vari ous

requests, servers will return responses containing the elements found

in LDAPResult to indicate the final status of the protocol operation

request.

LDAPResul t ::= SEQUENCE ({
resul t Code ENUMERATED {
success (0),
oper ati onsError (1),
pr ot ocol Error (2),
ti meLi m t Exceeded (3),
si zeLi m t Exceeded (4),
conpar eFal se (95),
conpar eTr ue (6),
aut hivet hodNot Support ed (7),
st ronger Aut hRequi r ed (8),
-- 9 reserved --

referral (10),
admi nLi m t Exceeded (11),
unavai |l abl eCritical Extensi on (12),
confidentialityRequired (13),
sasl| Bi ndl nProgr ess (14),
noSuchAttri bute (16),
undefi nedAttri but eType (17),
i nappropri at eMat chi ng (18),
constraintViolation (19),
attri but eOrVal ueEkxi sts (20),
i nval i dAttri but eSynt ax (21),

Ser ner shei m
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-- 22-31 unused --

noSuchObj ect (32),
al i asProbl em (33),
i nval i dDNSynt ax (34),

-- 35 reserved for undefined isLeaf

al i asDer ef erenci ngProbl em (36),
-- 37-47 unused --
i nappropri at eAut hentication (48),
i nval i dCredenti al s (49),
i nsufficientAccessRi ghts (50),
busy (51),
unavai l abl e (52),
unwi | I i ngToPer form (53),
| oopDet ect (54),
-- 55-63 unused --
nam ngVi ol ati on (64),
obj ect Cl assVi ol ati on (65),
not Al | ownedOnNonLeaf (66),
not Al | owedOnRDN (67),
ent ryAl readyExi sts (68),
obj ect Cl assMbdsPr ohi bi t ed (69),

-- 70 reserved for CLDAP --

June 2006

Ser ner shei m

af fectsMul ti pl eDSAs (71),
-- 72-79 unused --
ot her (80),
co. 3,
mat chedDN LDAPDN,
di agnosti cMessage LDAPStri ng,
referral [3] Referral OPTIONAL }

The resul t Code enuneration is extensible as defined in Section 3.8 of
[ RFC4520]. The meanings of the listed result codes are given in
Appendi x A. If a server detects multiple errors for an operation
only one result code is returned. The server should return the
result code that best indicates the nature of the error encountered.
Servers may return substituted result codes to prevent unauthorized
di scl osures.

The di agnosti cMessage field of this construct may, at the server’s
option, be used to return a string containing a textual, hunman-
readabl e di agnostic nessage (term nal control and page formatting
characters should be avoided). As this diagnostic nessage is not
st andardi zed, inplenentations MUST NOT rely on the val ues returned.
Di agnosti ¢ nmessages typically supplenent the resultCode with
additional information. |If the server chooses not to return a
textual diagnostic, the diagnosticMessage field MIST be enpty.
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For certain result codes (typically, but not restricted to

noSuchQbj ect, aliasProblem invali dDNSyntax, and

al i asDer ef erenci ngProbl em), the matchedDN field is set (subject to
access controls) to the name of the last entry (object or alias) used
in finding the target (or base) object. This will be a truncated
formof the provided nane or, if an alias was dereferenced while
attenpting to locate the entry, of the resulting nane. O herwi se

the matchedDN field is enpty.

4.1.10. Referra

The referral result code indicates that the contacted server cannot
or will not performthe operation and that one or nore other servers
may be able to. Reasons for this include:

- The target entry of the request is not held locally, but the server
has know edge of its possible existence el sewhere.

- The operation is restricted on this server -- perhaps due to a
read-only copy of an entry to be nodified.

The referral field is present in an LDAPResult if the resultCode is
set to referral, and it is absent with all other result codes. It
contains one or nore references to one or nobre servers or Services
that may be accessed via LDAP or other protocols. Referrals can be
returned in response to any operation request (except Unbind and
Abandon, which do not have responses). At |east one URI MJIST be
present in the Referral

During a Search operation, after the baseCbhject is |ocated, and
entries are being evaluated, the referral is not returned. |nstead,
continuation references, described in Section 4.5.3, are returned
when ot her servers would need to be contacted to conplete the

operation.
Referral ::= SEQUENCE SIZE (1..MAX) OF uri UR
URI ::= LDAPString -- limted to characters pernitted in

-- URI's

If the client wishes to progress the operation, it contacts one of
the supported services found in the referral. If nultiple URIs are
present, the client assunmes that any supported URI nmay be used to
progress the operation.

Clients that follow referrals MIST ensure that they do not | oop

bet ween servers. They MUST NOT repeatedly contact the sane server
for the same request with the sane paraneters. Sone clients use a
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counter that is increnmented each tinme referral handling occurs for an
operation, and these kinds of clients MIUST be able to handle at | east
ten nested referrals while progressing the operation

A URl for a server inplenenting LDAP and accessible via TCP/IP (v4 or
v6) [RFC793][RFC791] is witten as an LDAP URL according to
[ RFC4516] .

Referral values that are LDAP URLs foll ow t hese rul es:

- If an alias was dereferenced, the <dn> part of the LDAP URL MJST be
present, with the new target object nane.

- It is RECOVWENDED t hat the <dn> part be present to avoid anbiguity.

- If the <dn> part is present, the client uses this nane in its next
request to progress the operation, and if it is not present the
client uses the same nane as in the original request.

- Sone servers (e.g., participating in distributed indexing) may
provide a different filter in a URL of a referral for a Search
operation.

- If the <filter> part of the LDAP URL is present, the client uses
this filter inits next request to progress this Search, and if it
is not present the client uses the same filter as it used for that
Sear ch.

- For Search, it is RECOMMENDED that the <scope> part be present to
avoi d anbiguity.

- If the <scope> part is mssing, the scope of the original Search is
used by the client to progress the operation

- O her aspects of the new request may be the sane as or different
fromthe request that generated the referral

O her kinds of URIs may be returned. The syntax and semantics of
such URIs is left to future specifications. Cients nmay ignore UR'S
that they do not support.

UTF- 8 encoded characters appearing in the string representation of a
DN, search filter, or other fields of the referral value nay not be
legal for URIs (e.g., spaces) and MJIST be escaped using the % net hod
in [ RFC3986] .
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4.1.11. Controls

Controls provi de a mechani sm whereby the senmantics and argunents of
exi sting LDAP operations nmay be extended. One or nore controls nay
be attached to a single LDAP nessage. A control only affects the
semantics of the nessage it is attached to.

Controls sent by clients are termed 'request controls’, and those
sent by servers are termed 'response controls’.

Controls ::= SEQUENCE OF control Control

Control ::= SEQUENCE {
control Type LDAPQO D,
criticality BOOLEAN DEFAULT FALSE,
cont r ol Val ue OCTET STRI NG OPTI ONAL }

The control Type field is the dotted-decimal representation of an
OBJECT | DENTI FI ER that uniquely identifies the control. This

provi des unambi guous nam ng of controls. Oten, response control(s)
solicited by a request control share control Type values with the
request control.

The criticality field only has nmeaning in controls attached to

request nessages (except Unbi ndRequest). For controls attached to
response nessages and the Unbi ndRequest, the criticality field SHOULD
be FALSE, and MJST be ignored by the receiving protocol peer. A
value of TRUE indicates that it is unacceptable to performthe
operation w thout applying the semantics of the control.

Specifically, the criticality field is applied as follows:

- If the server does not recogni ze the control type, determ nes that
it is not appropriate for the operation, or is otherwise unwilling
to performthe operation with the control, and if the criticality
field is TRUE, the server MJUST NOT performthe operation, and for
operations that have a response nmessage, it MJST return with the
resul t Code set to unavail abl eCriti cal Extension.

- If the server does not recogni ze the control type, determ nes that
it is not appropriate for the operation, or is otherwise unwilling
to performthe operation with the control, and if the criticality
field is FALSE, the server MJST ignore the control.

- Regardless of criticality, if a control is applied to an

operation, it is applied consistently and inpartially to the
entire operation.
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The control Value nay contain information associated with the

control Type. |Its format is defined by the specification of the
control. |Inplenentations MJST be prepared to handle arbitrary
contents of the control Value octet string, including zero bytes. It
is absent only if there is no value information that is associated
with a control of its type. Wen a controlValue is defined in terns
of ASN. 1, and BER-encoded according to Section 5.1, it also follows
the extensibility rules in Section 4.

Servers list the control Type of request controls they recognize in
the " supportedControl’ attribute in the root DSE (Section 5.1 of
[ RFC4512]) .

Control s SHOULD NOT be conbi ned unl ess the semantics of the

conbi nati on has been specified. The semantics of contro
conbinations, if specified, are generally found in the contro
specification nost recently published. Wen a conbination of
controls is encountered whose semantics are invalid, not specified
(or not known), the nessage is considered not well-forned; thus, the
operation fails with protocolError. Controls with a criticality of
FALSE may be ignored in order to arrive at a valid conbination

Addi tional ly, unless order-dependent senmantics are given in a
specification, the order of a conbination of controls in the SEQUENCE
is ignored. Were the order is to be ignored but cannot be ignored
by the server, the nessage is considered not well-formed, and the
operation fails with protocol Error. Again, controls with a
criticality of FALSE may be ignored in order to arrive at a valid
conbi nat i on.

Thi s docunent does not specify any controls. Controls may be
specified in other docunents. Docunents detailing control extensions
are to provide for each control
- the OBJECT | DENTI FI ER assigned to the control
- direction as to what value the sender should provide for the
criticality field (note: the semantics of the criticality field are
defi ned above shoul d not be altered by the control’s
speci fication),

- whether the control Value field is present, and if so, the format of
its contents,

- the semantics of the control, and

- optionally, semantics regarding the conbination of the control wth
ot her controls.

Ser mer shei m St andards Track [ Page 15]



RFC 4511 LDAPv3 June 2006

4.2. Bind Operation

The function of the Bind operation is to allow authentication

i nformati on to be exchanged between the client and server. The Bind
operation should be thought of as the "authenticate" operation
Qperational, authentication, and security-related semantics of this
operation are given in [ RFC4513].

The Bind request is defined as follows:

Bi ndRequest ::= [ APPLI CATI ON 0] SEQUENCE ({

version INTEGER (1 .. 127),

name LDAPDN,

aut henti cation Aut hent i cati onChoi ce }
Aut hent i cati onChoi ce ::= CHO CE {

sinple [0] OCTET STRI NG

-- 1 and 2 reserved
sasl [3] Sasl Credenti al s,
}

Sasl Credentials ::= SEQUENCE {

mechani sm LDAPSt ri ng,

credential s OCTET STRI NG OPTI ONAL }

Fi el ds of the Bi ndRequest are:

- version: A version nunber indicating the version of the protocol to
be used at the LDAP nessage |ayer. This document describes version
3 of the protocol. There is no version negotiation. The client
sets this field to the version it desires. |f the server does not
support the specified version, it MJST respond with a Bi ndResponse
where the resultCode is set to protocol Error

- nane: |If not enpty, the nane of the Directory object that the
client wishes to bind as. This field nay take on a null value (a
zero-length string) for the purposes of anonynous binds ([ RFC4513],
Section 5.1) or when using SASL [ RFC4422] authentication
([ RFC4513], Section 5.2). \Were the server attenpts to |ocate the
naned object, it SHALL NOT perform alias dereferencing.

- authentication: Information used in authentication. This type is
extensi ble as defined in Section 3.7 of [RFC4520]. Servers that do
not support a choice supplied by a client return a Bi ndResponse
with the resultCode set to aut hMet hodNot Support ed.
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Textual passwords (consisting of a character sequence with a known
character set and encoding) transferred to the server using the

si mpl e Aut henti cati onChoi ce SHALL be transferred as UTF-8 [ RFC3629]
encoded [Unicode]. Prior to transfer, clients SHOULD prepare text
passwords as "query" strings by applying the SASLprep [ RFC4013]
profile of the stringprep [ RFC3454] al gorithm Passwords

consi sting of other data (such as random octets) MJST NOT be
altered. The determination of whether a password is textual is a
local client matter.

4.2.1. Processing of the Bind Request

Bef ore processing a Bi ndRequest, all unconpl eted operati ons MJST

ei ther conplete or be abandoned. The server may either wait for the
unconpl et ed operations to conplete, or abandon them The server then
proceeds to authenticate the client in either a single-step or
multi-step Bind process. Each step requires the server to return a
Bi ndResponse to indicate the status of authentication

After sending a BindRequest, clients MJUST NOT send further LDAP PDUs
until receiving the BindResponse. Sinmilarly, servers SHOULD NOT
process or respond to requests received while processing a

Bi ndRequest .

If the client did not bind before sending a request and receives an
operationsError to that request, it may then send a Bi ndRequest. |If
this also fails or the client chooses not to bind on the existing
LDAP session, it may term nate the LDAP session, re-establish it, and
begin again by first sending a BindRequest. This will aid in
interoperating with servers inplenenting other versions of LDAP

Clients may send nultiple Bind requests to change the authentication
and/ or security associations or to conplete a nulti-stage Bind
process. Authentication fromearlier binds is subsequently ignored.

For sonme SASL authentication mechanisns, it nay be necessary for the
client to invoke the BindRequest nultiple times ([ RFC4513], Section
5.2). dients MIUST NOT invoke operations between two Bind requests
made as part of a nulti-stage Bind.

A client may abort a SASL bind negotiation by sending a Bi ndRequest

with a different value in the nechanismfield of SaslCredentials, or
an Aut henti cati onChoi ce ot her than sasl.
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If the client sends a Bi ndRequest with the sasl nmechanismfield as an
enpty string, the server MUST return a Bi ndResponse with the
resul t Code set to aut hMet hodNot Supported. This will allow the client
to abort a negotiation if it wishes to try again with the sane SASL
mechani sm

4.2.2. Bind Response
The Bind response is defined as foll ows.

Bi ndResponse ::= [ APPLI CATI ON 1] SEQUENCE ({
COVPONENTS OF LDAPResul t,
server Sasl Cr eds [7] OCTET STRI NG OPTI ONAL }

Bi ndResponse consists sinply of an indication fromthe server of the
status of the client’s request for authentication.

A successful Bind operation is indicated by a Bi ndResponse with a
resul t Code set to success. Qherw se, an appropriate result code is
set in the BindResponse. For Bi ndResponse, the protocol Error result
code may be used to indicate that the version nunber supplied by the
client is unsupported.

If the client receives a Bi ndResponse where the resultCode is set to
protocol Error, it is to assune that the server does not support this
version of LDAP. While the client may be able proceed with another
version of this protocol (which nmay or may not require closing and
re-establishing the transport connection), how to proceed wth

anot her version of this protocol is beyond the scope of this
docunent. Cients that are unable or unwilling to proceed SHOULD
term nate the LDAP session

The serverSasl Creds field is used as part of a SASL-defined bind
mechanismto allow the client to authenticate the server to which it
is conmuni cating, or to perform "chall enge-response” authentication
If the client bound with the sinple choice, or the SASL nmechani sm
does not require the server to return information to the client, then
this field SHALL NOT be included in the Bi ndResponse.

4.3. Unbind Operation
The function of the Unbind operation is to term nate an LDAP session
The Unbi nd operation is not the antithesis of the Bind operation as

the nane inplies. The nanming of these operations are historical
The Unbi nd operation should be thought of as the "quit" operation
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The Unbi nd operation is defined as foll ows:
Unbi ndRequest ::= [ APPLI CATI ON 2] NULL
The client, upon transm ssion of the Unbi ndRequest, and the server,
upon recei pt of the UnbindRequest, are to gracefully termnate the
LDAP session as described in Section 5.3. Unconpl eted operations are
handl ed as specified in Section 3. 1.
4.4. Unsolicited Notification

An unsolicited notification is an LDAPMessage sent fromthe server to
the client that is not in response to any LDAPMessage received by the

server. It is used to signal an extraordinary condition in the
server or in the LDAP session between the client and the server. The
notification is of an advisory nature, and the server will not expect

any response to be returned fromthe client.

The unsolicited notification is structured as an LDAPMessage in which
the nmessagel D is zero and protocol Op is set to the extendedResp

choi ce using the ExtendedResponse type (See Section 4.12). The
responseNane field of the ExtendedResponse al ways contains an LDAPO D
that is unique for this notification

One unsolicited notification (Notice of Disconnection) is defined in
this docunment. The specification of an unsolicited notification
consi sts of:

- the OBJECT | DENTIFIER assigned to the notification (to be specified
in the responseNane,

- the format of the contents of the responseValue (if any),
- the circumstances which will cause the notification to be sent, and
- the semantics of the nessage.

4.4.1. Notice of Disconnection
This notification may be used by the server to advise the client that
the server is about to termnate the LDAP session on its own
initiative. This notification is intended to assist clients in
di stingui shing between an exceptional server condition and a
transient network failure. Note that this notification is not a

response to an Unbind requested by the client. Unconpleted
operations are handl ed as specified in Section 3. 1.
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The responseNane is 1.3.6.1.4.1.1466. 20036, the responseVal ue field
is absent, and the resultCode is used to indicate the reason for the
di sconnection. Wen the stronger Aut hRequired resultCode is returned
with this message, it indicates that the server has detected that an
establ i shed security association between the client and server has
unexpectedly failed or been conprom sed.

Upon transm ssion of the Notice of Disconnection, the server
gracefully term nates the LDAP session as described in Section 5.3.

4.5. Search Operation
The Search operation is used to request a server to return, subject
to access controls and other restrictions, a set of entries matching
a conplex search criterion. This can be used to read attributes from
a single entry, fromentries inmredi ately subordinate to a particul ar
entry, or froma whole subtree of entries.

4.5.1. Search Request

The Search request is defined as foll ows:

Sear chRequest ::= [ APPLI CATI ON 3] SEQUENCE ({
basehj ect L DAPDN,
scope ENUMERATED ({
basebj ect (0),
si ngl eLevel (1),
whol eSubt r ee (2),
e ),
deref Al i ases ENUMERATED ({
never Der ef Al i ases (0),
der ef | nSear chi ng (1),
der ef Fi ndi ngBasebj (2),
der ef Al ways (3) 1},
sizeLimt INTEGER (0 .. maxint),
timeLimt I NTEGER (O .. rmaxlnt),
typesOnly BOOLEAN
filter Filter,
attributes AttributeSel ection }
AttributeSel ection ::= SEQUENCE OF sel ector LDAPStri ng

-- The LDAPString is constrained to
-- <attributeSelector> in Section 4.5.1.8

Filter ::= CHO CE {
and [0] SET SIZE (1..MAX) OF filter Filter,
or [1] SET SIZE (1..MAX) OF filter Filter,
not [2] Filter,
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equal i tyMat ch [3] AttributeVal ueAssertion

substrings [4] SubstringFilter
greaterOrEqual [5] AttributeVal ueAssertion
| essOr Equal [6] AttributeVal ueAssertion
pr esent [7] AttributeDescription
appr oxMat ch [8] AttributeVal ueAssertion
ext ensi bl eMatch [9] WMat chi ngRul eAssertion
}
SubstringFilter ::= SEQUENCE {
type AttributeDescription
substrings SEQUENCE SI ZE (1..MAX) OF substring CHO CE {
initial [0] AssertionValue, -- can occur at npbst once
any [1] AssertionVal ue,
final [2] AssertionValue } -- can occur at npst once
}
Mat chi ngRul eAssertion ::= SEQUENCE {
mat chi ngRul e [1] Matchi ngRul el d OPTI ONAL
type [2] AttributeDescription OPTI ONAL
mat chVal ue [3] AssertionVal ue,

dnAttri but es [ 4] BOOLEAN DEFAULT FALSE }

Note that an X. 500 "list"-like operation can be enul ated by the
client requesting a singlelLevel Search operation with a filter
checking for the presence of the 'objectCl ass’ attribute, and that an
X. 500 "read"-1ike operation can be emul ated by a baseObject Search
operation with the same filter. A server that provides a gateway to
X.500 is not required to use the Read or List operations, although it
may choose to do so, and if it does, it nust provide the sane
semantics as the X 500 Search operation

4.5.1.1. SearchRequest. basej ect

The nane of the base object entry (or possibly the root) relative to
which the Search is to be perforned.

4.5.1.2. SearchRequest. scope

Speci fies the scope of the Search to be perforned. The semantics (as
described in [ X 511]) of the defined values of this field are:

baseCbj ect: The scope is constrained to the entry naned by
basebj ect .

singl eLevel : The scope is constrained to the i nmedi ate
subordi nates of the entry named by basebject.
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whol eSubtree: The scope is constrained to the entry naned by
baseCbj ect and to all its subordi nates.

4.5.1.3. SearchRequest. derefAli ases

An indicator as to whether or not alias entries (as defined in
[ RFC4512]) are to be dereferenced during stages of the Search

operation.

The act of dereferencing an alias includes recursively dereferencing
aliases that refer to aliases.

Servers MJST detect |ooping while dereferencing aliases in order to
prevent deni al -of-service attacks of this nature.

The semantics of the defined values of this field are:

never Deref Al i ases: Do not dereference aliases in searching or in
| ocating the base object of the Search

der ef | nSear chi ng: Wil e searchi ng subordi nates of the base object,
dereference any alias within the search scope. Dereferenced
obj ects becone the vertices of further search scopes where the

Search operation is also applied. |If the search scope is
whol eSubtree, the Search continues in the subtree(s) of any
dereferenced object. |If the search scope is singlelLevel, the

search is applied to any dereferenced objects and is not applied
to their subordinates. Servers SHOULD elimnate duplicate entries
that arise due to alias dereferencing while searching.

der ef Fi ndi ngBase(bj: Dereference aliases in |ocating the base
obj ect of the Search, but not when searching subordinates of the
base obj ect.

der ef Al ways: Dereference aliases both in searching and in |ocating
the base object of the Search

4.5.1.4. SearchRequest.sizelLimt

Asize limt that restricts the maxi mum nunber of entries to be
returned as a result of the Search. A value of zero in this field

i ndicates that no client-requested size limt restrictions are in
effect for the Search. Servers may al so enforce a maxi num nunber of
entries to return.
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4.5.1.5. SearchRequest.tinmeLimt

Atime limt that restricts the maximumtine (in seconds) allowed for
a Search. A value of zero in this field indicates that no client-
requested time limt restrictions are in effect for the Search
Servers may al so enforce a maximumtinme limt for the Search

4.5.1.6. SearchRequest.typesOnly

An indicator as to whether Search results are to contain both
attribute descriptions and values, or just attribute descriptions.
Setting this field to TRUE causes only attribute descriptions (and
not values) to be returned. Setting this field to FALSE causes both
attribute descriptions and values to be returned.

4.5.1.7. SearchRequest.filter

A filter that defines the conditions that nust be fulfilled in order
for the Search to match a given entry.

The "and’, 'or’, and 'not’ choices can be used to form conbinations
of filters. At least one filter el enment MJUST be present in an ’'and
or 'or’ choice. The others match against individual attribute val ues
of entries in the scope of the Search. (Inplenentor’s note: the
"not’ filter is an exanple of a tagged choice in an inplicitly-tagged
nodule. In BERthis is treated as if the tag were explicit.)

A server MJST evaluate filters according to the three-val ued | ogic of
[ X.511] (1993), Clause 7.8.1. In sunmary, a filter is evaluated to
"TRUE"', "FALSE", or "Undefined". |If the filter evaluates to TRUE for
a particular entry, then the attributes of that entry are returned as
part of the Search result (subject to any applicable access contro
restrictions). |If the filter evaluates to FALSE or Undefined, then
the entry is ignored for the Search

A filter of the "and" choice is TRUE if all the filters in the SET OF
evaluate to TRUE, FALSE if at least one filter is FALSE, and
Undefined otherwise. A filter of the "or" choice is FALSE if all the
filters in the SET OF evaluate to FALSE, TRUE if at |east one filter
is TRUE, and Undefined otherwise. A filter of the '"not’ choice is
TRUE if the filter being negated is FALSE, FALSE if it is TRUE, and
Undefined if it is Undefined.

Afilter itemevaluates to Undefi ned when the server woul d not be

able to deterni ne whether the assertion value matches an entry.
Exanpl es i ncl ude:
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- An attribute description in an equalityMatch, substrings,
greaterOrEqual , | essOrEqual, approxMatch, or extensibleMatch filter
is not recognized by the server.

- The attribute type does not define the appropriate matching rule.

- A MatchingRuleld in the extensibleMatch is not recogni zed by the
server or is not valid for the attribute type.

- The type of filtering requested is not inplenented.
- The assertion value is invalid.

For exanple, if a server did not recognize the attribute type
shoeSi ze, the filters (shoeSize=*), (shoeSize=12), (shoeSize>=12),
and (shoeSi ze<=12) woul d each eval uate to Undefi ned.

Servers MJST NOT return errors if attribute descriptions or matching
rule ids are not recogni zed, assertion values are invalid, or the
assertion syntax is not supported. Mrre details of filter processing
are given in Cause 7.8 of [X 511].

4.5.1.7.1. SearchRequest.filter.equalityMatch
The matching rule for an equalityMatch filter is defined by the
EQUALI TY matching rule for the attribute type or subtype. The filter
is TRUE when the EQUALITY rule returns TRUE as applied to the
attribute or subtype and the asserted val ue.

4.5.1.7.2. SearchRequest.filter.substrings

There SHALL be at npbst one 'initial’ and at nost one 'final’ in the
"substrings’ of a SubstringFilter. |If "initial’ is present, it SHALL
be the first element of ’'substrings’. |If 'final’ is present, it

SHALL be the | ast element of ’substrings’.

The matching rule for an AssertionValue in a substrings filter item
is defined by the SUBSTR matching rule for the attribute type or
subtype. The filter is TRUE when the SUBSTR rule returns TRUE as
applied to the attribute or subtype and the asserted val ue.

Note that the AssertionValue in a substrings filter itemconforns to
the assertion syntax of the EQUALITY nmatching rule for the attribute
type rather than to the assertion syntax of the SUBSTR matching rule
for the attribute type. Conceptually, the entire SubstringFilter is
converted into an assertion value of the substrings matching rule
prior to applying the rule.
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4.5.1.7.3. SearchRequest.filter.greaterO Equa

The matching rule for a greaterOrEqual filter is defined by the
ORDERI NG matching rule for the attribute type or subtype. The filter
is TRUE when the ORDERING rul e returns FALSE as applied to the
attribute or subtype and the asserted val ue.

4.5.1.7.4. SearchRequest.filter.|lessO Equa

The matching rules for a lessOrEqual filter are defined by the
ORDERI NG and EQUALITY matching rules for the attribute type or
subtype. The filter is TRUE when either the ORDERI NG or EQUALI TY
rule returns TRUE as applied to the attribute or subtype and the
asserted val ue.

4.5.1.7.5. SearchRequest.filter.present

A present filter is TRUE when there is an attribute or subtype of the
specified attribute description present in an entry, FALSE when no
attribute or subtype of the specified attribute description is
present in an entry, and Undefined ot herw se.

4.5.1.7.6. SearchRequest.filter.approxhMatch

An approxMatch filter is TRUE when there is a value of the attribute
type or subtype for which sonme |ocally-defined approxi mate matchi ng
algorithm (e.g., spelling variations, phonetic match, etc.) returns
TRUE. If a value matches for equality, it also satisfies an

approxi mate match. |f approximate matching is not supported for the
attribute, this filter itemshould be treated as an equalityMatch.

4.5.1.7.7. SearchRequest.filter.extensibleMtch

The fields of the extensibleMatch filter item are eval uated as
foll ows:

- If the matchingRule field is absent, the type field MJST be
present, and an equality match is performed for that type.

- If the type field is absent and the matchingRule is present, the
mat chVal ue i s conpared against all attributes in an entry that
support that matchi ngRul e.

- If the type field is present and the matchingRule is present, the

mat chVal ue i s conpared against the specified attribute type and its
subt ypes.
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- If the dnAttributes field is set to TRUE, the match is additionally
applied against all the AttributeVal ueAssertions in an entry’'s
di stingui shed name, and it evaluates to TRUE if there is at |east
one attribute or subtype in the distinguished name for which the
filter itemevaluates to TRUE. The dnAttributes field is present
to alleviate the need for nmultiple versions of generic natching
rul es (such as word matching), where one applies to entries and
another applies to entries and DN attributes as well.

The mat chi ngRul e used for eval uation determ nes the syntax for the
assertion value. Once the matchingRule and attribute(s) have been
determned, the filter itemevaluates to TRUE if it matches at |east
one attribute type or subtype in the entry, FALSE if it does not
match any attribute type or subtype in the entry, and Undefined if
the mat chingRul e i s not recogni zed, the matchingRule is unsuitable
for use with the specified type, or the assertionValue is invalid.

4.5.1.8. SearchRequest.attributes

A selection list of the attributes to be returned fromeach entry
that matches the search filter. Attributes that are subtypes of
listed attributes are inplicitly included. LDAPString values of this
field are constrained to the foll owi ng Augnent ed Backus- Naur Form
(ABNF) [ RFC4234]:

attributeSel ector = attributedescription / selectorspecia

sel ectorspecial = noattrs / alluserattrs

noattrs = 9%31.2E.31 ; "1.1"

al luserattrs = %2A ; asterisk ("*")

The <attributedescription> production is defined in Section 2.5 of
[ RFC4512] .

There are three special cases that nay appear in the attributes
sel ection list:

1. An enpty list with no attributes requests the return of al
user attributes.

2. Alist containing "*" (with zero or nore attribute

descriptions) requests the return of all user attributes in
addition to other listed (operational) attributes.
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3. Alist containing only the O D "1.1" indicates that no
attributes are to be returned. If "1.1" is provided with other
attributeSel ector values, the "1.1" attributeSelector is
ignored. This O D was chosen because it does not (and can not)
correspond to any attribute in use.

Client inplenentors should note that even if all user attributes are
requested, sone attributes and/or attribute values of the entry may
not be included in Search results due to access controls or other
restrictions. Furthernore, servers will not return operationa
attributes, such as objectC asses or attributeTypes, unless they are
listed by name. Qperational attributes are described in [ RFC4512].

Attributes are returned at nost once in an entry. |If an attribute
description is naned nore than once in the list, the subsequent nanes
are ignored. |If an attribute description in the list is not

recogni zed, it is ignored by the server.
4.5.2. Search Result
The results of the Search operation are returned as zero or nore

SearchResul t Entry and/ or SearchResul t Ref erence nmessages, foll owed by
a single SearchResul t Done nmessage.

SearchResul tEntry ::= [ APPLI CATI ON 4] SEQUENCE {
obj ect Nane L DAPDN,
attributes Partial AttributelList }
Partial AttributelList ::= SEQUENCE OF

partial Attribute Partial Attribute

Sear chResul t Ref erence ::= [ APPLI CATI ON 19] SEQUENCE
SIZE (1..MAX) OF uri UR

Sear chResul t Done ::= [ APPLI CATI ON 5] LDAPResult

Each SearchResultEntry represents an entry found during the Search
Each SearchResul t Ref erence represents an area not yet explored during
the Search. The SearchResultEntry and SearchResul t Ref erence nmessages
may come in any order. Followi ng all the SearchResult Reference and
SearchResul tEntry responses, the server returns a SearchResul t Done
response, which contains an indication of success or details any
errors that have occurred

Each entry returned in a SearchResultEntry will contain al

appropriate attributes as specified in the attributes field of the
Search Request, subject to access control and other adm nistrative
policy. Note that the Partial AttributeList nay hold zero el enents.
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Thi s may happen when none of the attributes of an entry were
requested or could be returned. Note also that the partial Attribute
val s set may hold zero elements. This may happen when typesOnly is
requested, access controls prevent the return of val ues, or other
reasons.

Sone attributes may be constructed by the server and appear in a
SearchResul tEntry attribute list, although they are not stored
attributes of an entry. dients SHOULD NOT assune that al
attributes can be nodified, even if this is permtted by access
control

If the server’s schena defines short nanmes [ RFC4512] for an attribute
type, then the server SHOULD use one of those nanmes in attribute
descriptions for that attribute type (in preference to using the
<nunericoi d> [ RFC4512] format of the attribute type's object
identifier). The server SHOULD NOT use the short nane if that nane
is known by the server to be anmbiguous, or if it is otherwise likely
to cause interoperability problens.

4.5.3. Continuation References in the Search Result

If the server was able to locate the entry referred to by the
baseCbj ect but was unable or unwilling to search one or nore non-

| ocal entries, the server nay return one or nore

Sear chResul t Ref erence nessages, each containing a reference to

anot her set of servers for continuing the operation. A server MJST
NOT return any SearchResult Reference messages if it has not |ocated
the baseObj ect and thus has not searched any entries. In this case,
it would return a SearchResul t Done containing either a referral or
noSuchChj ect result code (depending on the server’s know edge of the
entry named in the base(bject).

If a server holds a copy or partial copy of the subordinate nam ng
context (Section 5 of [RFC4512]), it may use the search filter to
det erm ne whether or not to return a SearchResul t Ref erence response.
O herwi se, SearchResul t Ref erence responses are al ways returned when
in scope.

The SearchResultReference is of the same data type as the Referral
If the client wishes to progress the Search, it issues a new Search
operation for each SearchResultReference that is returned. |If

multiple URIs are present, the client assunes that any supported UR
may be used to progress the operation
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Clients that follow search continuation references MIUST ensure that
they do not | oop between servers. They MJST NOT repeatedly contact
the sane server for the sane request with the sanme paraneters. Sone
clients use a counter that is incremented each tine search result

ref erence handling occurs for an operation, and these kinds of
clients MJUST be able to handle at | east ten nested referrals while
progressing the operation

Not e that the Abandon operation described in Section 4.11 applies
only to a particular operation sent at the LDAP nmessage | ayer between
a client and server. The client nust individually abandon subsequent
Search operations it w shes to.

A URI for a server inplenenting LDAP and accessible via TCP/IP (v4 or
v6) [RFC793][RFC791] is witten as an LDAP URL according to
[ RFC4516] .

Sear chResul t Ref erence val ues that are LDAP URLs foll ow t hese rul es:

- The <dn> part of the LDAP URL MJST be present, with the new target
obj ect name. The client uses this name when follow ng the
ref erence.

- Sone servers (e.g., participating in distributed indexing) may
provide a different filter in the LDAP URL.

- If the <filter> part of the LDAP URL is present, the client uses
this filter in its next request to progress this Search, and if it
is not present the client uses the same filter as it used for that
Sear ch.

- If the originating search scope was singlelLevel, the <scope> part
of the LDAP URL will be "base".

- It is RECOVMENDED t hat the <scope> part be present to avoid
anmbiguity. In the absence of a <scope> part, the scope of the
original Search request is assuned.

- O her aspects of the new Search request may be the sanme as or
different fromthe Search request that generated the
Sear chResul t Ref er ence.

- The nane of an unexplored subtree in a SearchResul t Ref erence need
not be subordinate to the base object.

O her kinds of URIs nay be returned. The syntax and semantics of

such URIs is left to future specifications. Cdients nmay ignore UR'S
that they do not support.
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UTF- 8-encoded characters appearing in the string representation of a
DN, search filter, or other fields of the referral value nmay not be
legal for URIs (e.g., spaces) and MJIST be escaped using the % net hod
in [ RFC3986] .

4.5.3.1. Exanples

For exanpl e, suppose the contacted server (hosta) holds the entry
<DC=Exanpl e, DC=NET> and the entry <CN=Manager, DC=Exanpl e, DC=NET>. It
knows that both LDAP servers (hostb) and (hostc) hold

<QU=Peopl e, DC=Exanpl e, DC=NET> (one is the master and the other server
a shadow), and that LDAP-capable server (hostd) holds the subtree
<OU=Rol es, DC=Exanpl e, DC=NET>. |f a whol eSubtree Search of

<DC=Exanpl e, DC=NET> is requested to the contacted server, it my
return the follow ng:

SearchResul tEntry for DC=Exanpl e, DC=NET
SearchResul tEntry for CN=Manager, DC=Exanpl e, DC=NET
Sear chResul t Ref erence {

| dap: // host b/ OQU=Peopl e, DC=Exanpl e, DC=NET??sub

| dap: // host ¢/ QU=Peopl e, DC=Exanpl e, DC=NET??sub }
Sear chResul t Ref erence {

| dap: // host d/ QU=Rol es, DC=Exanpl e, DC=NET??sub }
Sear chResul t Done (success)

Client inplementors should note that when follow ng a

Sear chResul t Ref erence, additional SearchResult Reference may be
generated. Continuing the exanple, if the client contacted the
server (hostb) and issued the Search request for the subtree
<QU=Peopl e, DC=Exanpl e, DC=NET>, the server m ght respond as foll ows:

SearchResul tEntry for OU=Peopl e, DC=Exanpl e, DC=NET
Sear chResul t Ref erence {

| dap: // host e/ QU=Manager s, OU=Peopl e, DC=Exanpl e, DC=NET??sub }
Sear chResul t Ref erence {

| dap: // host f/ QU=Consul t ant s, OU=Peopl e, DC=Exanpl e, DC=NET??sub }
Sear chResul t Done (success)

Similarly, if a singlelLevel Search of <DC=Exanpl e, DC=NET> is
requested to the contacted server, it may return the foll ow ng:

SearchResul tEntry for CN=Manager, DC=Exanpl e, DC=NET
Sear chResul t Ref erence {

| dap: // host b/ QU=Peopl e, DC=Exanpl e, DC=NET??base

| dap: // host ¢/ QU=Peopl e, DC=Exanpl e, DC=NET??base }
Sear chResul t Ref erence {

| dap: // host d/ OQU=Rol es, DC=Exanpl e, DC=NET??base }
Sear chResul t Done (success)
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If the contacted server does not hold the base object for the Search
but has know edge of its possible location, then it nay return a
referral to the client. |In this case, if the client requests a
subtree Search of <DC=Exanpl e, DCORG> to hosta, the server returns a
Sear chResul t Done containing a referral

Sear chResul t Done (referral) {
| dap: // host g/ DC=Exanpl e, DC=ORG??sub }

4.6. Mdify Operation
The Modify operation allows a client to request that a nodification

of an entry be perforned on its behalf by a server. The Mdify
Request is defined as follows:

Modi f yRequest ::= [ APPLI CATI ON 6] SEQUENCE {
obj ect L DAPDN,
changes SEQUENCE OF change SEQUENCE ({
operation ENUMERATED ({
add (0),
delete (1),
repl ace (2),

modification  Partial Attribute } }
Fiel ds of the Mdify Request are:

- object: The value of this field contains the name of the entry to
be nodified. The server SHALL NOT perform any alias dereferencing
in determ ning the object to be nodified.

- changes: A list of nodifications to be perfornmed on the entry. The
entire list of nodifications MJST be performed in the order they
are listed as a single atom c operation. While individua
nodi fications may violate certain aspects of the directory schema
(such as the object class definition and Directory Information Tree
(DIT) content rule), the resulting entry after the entire list of
nodi fications is performed MUST conformto the requirements of the
directory nodel and controlling schema [ RFC4512].

- operation: Used to specify the type of nodification being
perfornmed. Each operation type acts on the follow ng
nodi fication. The values of this field have the follow ng
semantics, respectively:

add: add values listed to the nodification attri bute,
creating the attribute if necessary.
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del ete: delete values listed fromthe nodification attribute.
If no values are listed, or if all current values of the
attribute are listed, the entire attribute is renpved.

repl ace: replace all existing values of the nodification
attribute with the new values listed, creating the attribute
if it did not already exist. A replace with no value wll
delete the entire attribute if it exists, and it is ignored
if the attribute does not exist.

- nodification: A Partial Attribute (which may have an enpty SET
of vals) used to hold the attribute type or attribute type and
val ues bei ng nodified.

Upon recei pt of a Mddify Request, the server attenpts to performthe
necessary nodifications to the DIT and returns the result in a Mdify
Response, defined as foll ows:

Modi f yResponse ::= [ APPLI CATI ON 7] LDAPResult

The server will return to the client a single Mdify Response

i ndicating either the successful conpletion of the DIT nodification
or the reason that the nodification failed. Due to the requirenent
for atomcity in applying the list of nodifications in the Mdify
Request, the client may expect that no nodifications of the DIT have
been performed if the Mdify Response received indicates any sort of
error, and that all requested nodifications have been performed if
the Modify Response indicates successful completion of the Mdify
operation. \Wether or not the nodification was applied cannot be
determ ned by the client if the Mdify Response was not received
(e.g., the LDAP session was term nated or the Mdify operation was
abandoned) .

Servers MJST ensure that entries conformto user and system schenma
rul es or other data nodel constraints. The Mdify operation cannot
be used to renpbve froman entry any of its distinguished val ues,
i.e., those values which formthe entry’'s relative distinguished
name. An attenpt to do so will result in the server returning the
not Al | owedOnRDN result code. The Modify DN operation described in
Section 4.9 is used to rename an entry.

For attribute types that specify no equality matching, the rules in
Section 2.5.1 of [RFC4512] are foll owed.

Note that due to the sinplifications nmade in LDAP, there is not a

di rect mapping of the changes in an LDAP MdifyRequest onto the
changes of a DAP MdifyEntry operation, and different inplenentations
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of LDAP-DAP gateways nmay use different nmeans of representing the
change. |f successful, the final effect of the operations on the
entry MJST be identical

4.7. Add Qperation

The Add operation allows a client to request the addition of an entry
into the Directory. The Add Request is defined as follows:

AddRequest ::= [ APPLI CATI ON 8] SEQUENCE {

entry LDAPDN,

attributes Attributelist }
AttributeList ::= SEQUENCE OF attribute Attribute

Fiel ds of the Add Request are:

- entry: the nane of the entry to be added. The server SHALL NOT
dereference any aliases in locating the entry to be added.

- attributes: the list of attributes that, along with those fromthe
RDN, nake up the content of the entry being added. dients MAY or
MAY NOT include the RDN attribute(s) in this list. Cients MJST
NOT supply NO USER- MODI FI CATI ON attri butes such as the
createTi nestanp or creatorsNane attributes, since the server
mai nt ai ns these automatically.

Servers MJST ensure that entries conformto user and system schenma
rul es or other data nodel constraints. For attribute types that
specify no equality matching, the rules in Section 2.5.1 of [RFC4512]
are followed (this applies to the naning attribute in addition to any
mul ti-val ued attributes being added).

The entry named in the entry field of the AddRequest MJST NOT exi st
for the AddRequest to succeed. The inmedi ate superior (parent) of an
object or alias entry to be added MJST exist. For exanple, if the
client attenpted to add <CN=JS, DC=Exanpl e, DC=NET>, the
<DC=Exanpl e, DC=NET> entry did not exist, and the <DC=NET> entry did
exist, then the server would return the noSuchQbject result code with
the mat chedDN fiel d contai ni ng <DC=NET>.

Upon recei pt of an Add Request, a server will attenpt to add the
requested entry. The result of the Add attenpt will be returned to
the client in the Add Response, defined as follows:

AddResponse ::= [ APPLI CATI ON 9] LDAPResul t
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A response of success indicates that the new entry has been added to
the Directory.

4.8. Delete Operation

The Del ete operation allows a client to request the renoval of an
entry fromthe Directory. The Del ete Request is defined as follows:

Del Request ::= [ APPLI CATI ON 10] LDAPDN

The Del ete Request consists of the name of the entry to be del eted.
The server SHALL NOT dereference aliases while resolving the nane of
the target entry to be renoved.

Only leaf entries (those with no subordinate entries) can be del eted
with this operation.

Upon receipt of a Delete Request, a server will attenpt to perform
the entry renoval requested and return the result in the Delete
Response defined as foll ows:

Del Response ::= [ APPLI CATI ON 11] LDAPResult
4.9. Mdify DN Operation
The Modify DN operation allows a client to change the Relative
Di stingui shed Nane (RDN) of an entry in the Directory and/or to nove

a subtree of entries to a new location in the Directory. The Mdify
DN Request is defined as foll ows:

Modi f yDNRequest ::= [ APPLI CATI ON 12] SEQUENCE {
entry L DAPDN,
new dn Rel at i veLDAPDN,
del et eol drdn BOOLEAN,
newSuper i or [0] LDAPDN OPTI ONAL }

Fields of the Mddify DN Request are:

- entry: the nane of the entry to be changed. This entry may or may
not have subordinate entries.

- newdn: the new RDN of the entry. The value of the old RDN is
suppl i ed when noving the entry to a new superior w thout changing
its RDN. Attribute values of the new RDN not matchi ng any
attribute value of the entry are added to the entry, and an
appropriate error is returned if this fails.
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- del eteoldrdn: a boolean field that controls whether the old RDN
attribute values are to be retained as attributes of the entry or
deleted fromthe entry.

- newSuperior: if present, this is the nane of an existing object
entry that becones the i medi ate superior (parent) of the
existing entry.

The server SHALL NOT dereference any aliases in locating the objects
naned in entry or newSuperior

Upon recei pt of a MdifyDNRequest, a server will attenpt to perform
the name change and return the result in the Mddify DN Response,
defined as foll ows:

Modi f yDNResponse :: = [ APPLI CATI ON 13] LDAPResult

For exanple, if the entry naned in the entry field was <cn=John
Smith,c=US> the newdn field was <cn=John Cougar Smith>, and the
newSuperior field was absent, then this operation would attenpt to
rename the entry as <cn=John Cougar Snmith,c=US>. If there was
already an entry with that name, the operation would fail with the
entryAl readyExi sts result code.

Servers MJST ensure that entries conformto user and system schena
rules or other data nodel constraints. For attribute types that
specify no equality matching, the rules in Section 2.5.1 of [RFC4512]
are followed (this pertains to newdn and del et eol drdn).

The obj ect named in newSuperior MJST exist. For exanple, if the
client attenpted to add <CN=JS, DC=Exanpl e, DC=NET>, the
<DC=Exanpl e, DC=NET> entry did not exist, and the <DC=NET> entry did
exist, then the server would return the noSuchQbject result code with
the mat chedDN fiel d contai ni ng <DC=NET>.

If the deleteoldrdn field is TRUE, the attribute values formng the
old RDN (but not the new RDN) are deleted fromthe entry. |If the

del eteoldrdn field is FALSE, the attribute values formng the old RDN
will be retained as non-di stinguished attribute values of the entry.

Note that X 500 restricts the Mddi fyDN operation to affect only

entries that are contained within a single server. |f the LDAP
server is mapped onto DAP, then this restriction will apply, and the
af fectsMul ti pl eDSAs result code will be returned if this error
occurred. In general, clients MJST NOT expect to be able to perform

arbitrary novenents of entries and subtrees between servers or
bet ween nam ng contexts.
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4.10. Conpare Qperation

The Conpare operation allows a client to conpare an assertion val ue
with the values of a particular attribute in a particular entry in
the Directory. The Compare Request is defined as foll ows:

Conpar eRequest ::= [ APPLI CATI ON 14] SEQUENCE {
entry L DAPDN,
ava AttributeVal ueAssertion }

=

el ds of the Conpare Request are:

- entry: the nane of the entry to be conpared. The server SHALL NOT
dereference any aliases in locating the entry to be conpared.

- ava: holds the attribute value assertion to be conpared.

Upon recei pt of a Conpare Request, a server will attenpt to perform
the requested conparison and return the result in the Conpare
Response, defined as foll ows:

Conpar eResponse ::= [ APPLI CATI ON 15] LDAPResult

The resultCode is set to conpareTrue, conpareFal se, or an appropriate
error. conpareTrue indicates that the assertion value in the ava
field matches a value of the attribute or subtype according to the
attribute’s EQUALITY matching rule. conpareFal se indicates that the
assertion value in the ava field and the values of the attribute or
subtype did not match. Qher result codes indicate either that the
result of the conparison was Undefined (Section 4.5.1.7), or that
sone error occurred

Note that some directory systenms may establish access controls that
permt the values of certain attributes (such as userPassword) to be
conpared but not interrogated by other neans.

4.11. Abandon Qperation

The function of the Abandon operation is to allow a client to request
that the server abandon an unconpl eted operation. The Abandon
Request is defined as follows:

AbandonRequest ::= [ APPLI CATI ON 16] Messagel D
The Messagel D is that of an operation that was requested earlier at
this LDAP nmessage | ayer. The Abandon request itself has its own

Messagel D. This is distinct fromthe Messagel D of the earlier
oper ation bei ng abandoned.
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There is no response defined in the Abandon operation. Upon receipt
of an AbandonRequest, the server MAY abandon the operation identified
by the MessagelD. Since the client cannot tell the difference

bet ween a successfully abandoned operation and an unconpl et ed
operation, the application of the Abandon operation is limted to
uses where the client does not require an indication of its outcone.

Abandon, Bind, Unbind, and StartTLS operations cannot be abandoned.

In the event that a server receives an Abandon Request on a Search
operation in the mdst of transmtting responses to the Search, that
server MJST cease transmtting entry responses to the abandoned
request imediately, and it MJUST NOT send the SearchResult Done.
course, the server MJST ensure that only properly encoded LDAPMessage
PDUs are transmitted.

The ability to abandon other (particularly update) operations is at
the discretion of the server.

Clients should not send Abandon requests for the sane operation
multiple times, and they MJST al so be prepared to receive results
from operations they have abandoned (since these m ght have been in
transit when the Abandon was requested or m ght not be able to be
abandoned) .

Servers MJST di scard Abandon requests for nmessagel Ds they do not
recogni ze, for operations that cannot be abandoned, and for
operations that have al ready been abandoned.

4.12. Extended Qperation

The Extended operation allows additional operations to be defined for
services not already available in the protocol; for exanple, to Add
operations to install transport |layer security (see Section 4.14).

The Extended operation allows clients to make requests and receive
responses with predefined syntaxes and semantics. These nay be
defined in RFCs or be private to particular inplenmentations.

Each Extended operation consists of an Extended request and an
Ext ended response.

Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE {
request Nanme [ 0] LDAPQ D,
request Val ue [1] OCTET STRI NG OPTI ONAL }

Ser mer shei m St andards Track [ Page 37]



RFC 4511 LDAPv3 June 2006

The requestNanme is a dotted-deci nmal representation of the unique
OBJECT | DENTI FI ER corresponding to the request. The requestValue is
information in a formdefined by that request, encapsul ated inside an
OCTET STRI NG

The server will respond to this with an LDAPMessage contai ni ng an
Ext endedResponse.

Ext endedResponse ::= [ APPLI CATI ON 24] SEQUENCE ({
COVPONENTS OF LDAPResul t,
r esponseNane [10] LDAPO D OPTI ONAL

responseVal ue [11] OCTET STRI NG OPTI ONAL }

The responseNane field, when present, contains an LDAPO D that is

uni que for this extended operation or response. This field is
optional (even when the extension specification defines an LDAPO D
for use inthis field). The field will be absent whenever the server
is unable or unwilling to determ ne the appropriate LDAPO D to
return, for instance, when the request Nane cannot be parsed or its
val ue i s not recogni zed.

VWere the request Nane i s not recogni zed, the server returns
protocol Error. (The server may return protocol Error in other cases.)

The request Val ue and responseVal ue fields contain informtion
associated with the operation. The format of these fields is defined
by the specification of the Extended operation. |nplenmentations MJST
be prepared to handle arbitrary contents of these fields, including
zero bytes. Values that are defined in terns of ASN.1 and BER-
encoded according to Section 5.1 also follow the extensibility rules
in Section 4.

Servers list the request Name of Extended Requests they recognize in
the ' supportedExtension’ attribute in the root DSE (Section 5.1 of
[ RFC4512]) .

Ext ended operations may be specified in other docunents. The
speci fication of an Extended operation consists of:

- the OBJECT | DENTIFI ER assigned to the request Nane,
- the OBJECT IDENTIFIER (if any) assigned to the responseNane (note

that the sane OBJECT | DENTI FI ER nay be used for both the
request Nane and responseNane),
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- the format of the contents of the requestValue and responseVal ue
(if any), and

- the semantics of the operation.
4.13. Internedi at eResponse Message

Wil e the Search operation provides a nmechanismto return nultiple
response nmessages for a single Search request, other operations, by
nature, do not provide for multiple response nmessages.

The | nt ernedi at eResponse nessage provi des a general mechani smfor
defini ng single-request/multiple-response operations in LDAP. This
nessage is intended to be used in conjunction with the Extended
operation to define new single-request/multiple-response operations
or in conjunction with a control when extendi ng existing LDAP
operations in a way that requires themto return Internedi ate
response infornmation.

It is intended that the definitions and descriptions of Extended
operations and controls that nmake use of the |nternmedi at eResponse
nmessage will define the circunstances when an I nternmedi at eResponse
nmessage can be sent by a server and the associ ated neani ng of an

I nt er medi at eResponse nessage sent in a particular circunstance.

I nt er nedi at eResponse ::= [ APPLI CATI ON 25] SEQUENCE {
responseNane [0] LDAPO D OPTI ONAL
responseVal ue [1] OCTET STRI NG OPTI ONAL }

I nt er nedi at eResponse nessages SHALL NOT be returned to the client
unl ess the client issues a request that specifically solicits their
return. This docunment defines two forms of solicitation: Extended
operation and request control. |Internedi ateResponse nessages are
specified in docunents describing the manner in which they are
solicited (i.e., in the Extended operation or request contro
specification that uses then). These specifications include:

- the OBJECT IDENTIFIER (if any) assigned to the responseNane,

- the format of the contents of the responseValue (if any), and

- the semantics associated with the Internedi at eResponse nessage.
Extensions that allow the return of nultiple types of

I nt er medi at eResponse nessages SHALL identify those types using unique
responseNane val ues (note that one of these may specify no val ue).
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Sections 4.13.1 and 4.13.2 describe additional requirenents on the

i ncl usi on of responseNane and responseVal ue in Internedi at eResponse
nmessages.

4.13.1. Usage with LDAP Ext endedRequest and ExtendedResponse

A single-request/nmultiple-response operation nmay be defined using a
si ngl e Ext endedRequest nessage to solicit zero or nore

I nt er medi at eResponse nessages of one or nore kinds, followed by an
Ext endedResponse nmessage.

4.13.2. Usage with LDAP Request Controls

A control’s semantics may include the return of zero or nore

I nt er medi at eResponse nessages prior to returning the final result
code for the operation. One or nore kinds of Internedi ateResponse
nmessages may be sent in response to a request control

Al'l I nternedi at eResponse nessages associ ated with request controls
SHALL include a responseNane. This requirenent ensures that the

client can correctly identify the source of Internedi at eResponse
nmessages when:

- two or nore controls using |Internedi at eResponse nessages are
included in a request for any LDAP operation or

- one or nore controls using |Internmedi at eResponse nessages are
included in a request with an LDAP Ext ended operation that uses
I nt er nedi at eResponse nessages.

4.14. StartTLS Qperation

The Start Transport Layer Security (StartTLS) operation’s purpose is
toinitiate installation of a TLS |layer. The StartTLS operation is
defined using the Extended operation nmechani sm described in Section
4.12.

4.14.1. StartTLS Request

A client requests TLS establishment by transmitting a StartTLS
request nmessage to the server. The StartTLS request is defined in
terns of an ExtendedRequest. The requestNane is
"1.3.6.1.4.1.1466. 20037", and the requestValue field is always
absent .
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The client MJUST NOT send any LDAP PDUs at this LDAP nessage | ayer
following this request until it receives a StartTLS Extended response
and, in the case of a successful response, conpletes TLS
negoti ati ons.

Det ect ed sequencing problens (particularly those detailed in Section
3.1.1 of [RFC4513]) result in the resultCode being set to
operationsError.

If the server does not support TLS (whether by design or by current
configuration), it returns with the resultCode set to protocol Error
as described in Section 4.12.

4.14.2. StartTLS Response

When a StartTLS request is received, servers supporting the operation
MJST return a StartTLS response message to the requestor. The
responseNane is "1.3.6.1.4.1.1466. 20037" when provi ded (see Section
4.12). The responseVal ue is always absent.

If the server is willing and able to negotiate TLS, it returns the
Start TLS response with the resultCode set to success. Upon client
recei pt of a successful StartTLS response, protocol peers may
conmence with TLS negotiation as discussed in Section 3 of [ RFC4513].

If the server is otherwise unwilling or unable to performthis
operation, the server is to return an appropriate result code

i ndicating the nature of the problem For exanple, if the TLS
subsystemis not presently available, the server may indicate this by
returning with the resultCode set to unavailable. |In cases where a
non- success result code is returned, the LDAP session is |left wthout
a TLS | ayer.

4.14.3. Renoval of the TLS Layer

Either the client or server MAY renove the TLS | ayer and | eave the
LDAP nessage | ayer intact by sending and receiving a TLS cl osure
alert.

The initiating protocol peer sends the TLS closure alert and MJUST
wait until it receives a TLS closure alert fromthe other peer before
sendi ng further LDAP PDUs.

When a protocol peer receives the initial TLS closure alert, it may
choose to allow the LDAP nessage layer to remain intact. |In this
case, it MJUST immedi ately transmt a TLS closure alert. Follow ng
this, it MAY send and receive LDAP PDUs.
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5.

5.

Protocol peers MAY terminate the LDAP session after sending or
receiving a TLS closure alert.

Prot ocol Encodi ng, Connection, and Transfer

This protocol is designed to run over connection-oriented, reliable
transports, where the data streamis divided into octets (8-bit
units), with each octet and each bit being significant.

One underlying service, LDAP over TCP, is defined in Section 5.2.
This service is generally applicable to applications providing or
consum ng X. 500-based directory services on the Internet. This
specification was generally witten with the TCP mapping in mnd
Speci fications detailing other mappi ngs may encounter various
obst acl es.

| mpl ement ati ons of LDAP over TCP MJST inpl ement the nmapping as
described in Section 5. 2.

This table illustrates the relationship anong the different |ayers
i nvol ved in an exchange between two protocol peers:

o e e e e e e +
| LDAP nessage | ayer
R R + > LDAP PDUs
R R T + < data
| SASL | ayer |
R + > SASL-protected data
Fo oo + < data
| TLS | ayer |
Application +----------omonmonnnoo- + > TLS-protected data
------------ Fo-mmmeeeeeeee---------+ < data
Transport | transport connection
o m e e e a e oo +

1. Protocol Encoding

The protocol elenments of LDAP SHALL be encoded for exchange using the
Basi ¢ Encoding Rules [BER] of [ASN. 1] with the follow ng
restrictions:

- Only the definite formof |ength encoding is used.

- OCTET STRI NG values are encoded in the primtive formonly.

- If the value of a BOOLEAN type is true, the encoding of the value
octet is set to hex "FF".
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- If avalue of atype is its default value, it is absent. Only sone
BOCOLEAN and | NTEGER types have default values in this protoco
definition.

These restrictions are meant to ease the overhead of encodi ng and
decoding certain el enents in BER

These restrictions do not apply to ASN. 1 types encapsul ated insi de of
OCTET STRI NG val ues, such as attribute val ues, unless otherw se
st at ed.

5.2. Transm ssion Control Protocol (TCP)

The encoded LDAPMessage PDUs are nmapped directly onto the TCP

[ RFC793] bytestream using the BER-based encodi ng described in Section
5.1. It is recommended that server inplenentations running over the
TCP provide a protocol listener on the Internet Assigned Nunbers
Authority (1 ANA)-assigned LDAP port, 389 [PortReg]. Servers may
instead provide a |istener on a different port nunber. dients MJST
support contacting servers on any valid TCP port.

5.3. Termnation of the LDAP session

Term nation of the LDAP session is typically initiated by the client
sendi ng an Unbi ndRequest (Section 4.3), or by the server sending a
Noti ce of Disconnection (Section 4.4.1). |In these cases, each
protocol peer gracefully term nates the LDAP session by ceasing
exchanges at the LDAP nessage | ayer, tearing down any SASL | ayer,
tearing down any TLS | ayer, and closing the transport connection

A protocol peer nay determine that the continuation of any

comuni cation woul d be pernicious, and in this case, it may abruptly
term nate the session by ceasing comruni cati on and cl osing the
transport connection

In either case, when the LDAP session is term nated, unconpleted
operations are handl ed as specified in Section 3. 1.

6. Security Considerations
This version of the protocol provides facilities for sinple
aut hentication using a cleartext password, as well as any SASL
[ RFC4422] nechanism Installing SASL and/or TLS | ayers can provide
integrity and other data security services.

It is also permitted that the server can return its credentials to
the client, if it chooses to do so.
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Use of cleartext password is strongly discouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the password to unauthorized parties.

Servers are encouraged to prevent directory nodifications by clients
that have aut henticated anonynously [ RFC4513].

Security considerations for authentication nethods, SASL mechani sns,
and TLS are described in [ RFC4513].

Not e that SASL aut hentication exchanges do not provide data
confidentiality or integrity protection for the version or nane
fields of the BindRequest or the resultCode, diagnosticMssage, or
referral fields of the BindResponse, nor for any information
contained in controls attached to Bind requests or responses. Thus,

i nformati on contained in these fields SHOULD NOT be relied on unless
it is otherwise protected (such as by establishing protections at the
transport |ayer).

| npl enentors should note that various security factors (including

aut hentication and authorization information and data security
services) may change during the course of the LDAP session or even
during the performance of a particular operation. For instance,
credentials could expire, authorization identities or access controls
coul d change, or the underlying security layer(s) could be replaced
or termnated. |nplenentations should be robust in the handling of
changi ng security factors.

In some cases, it may be appropriate to continue the operation even
in light of security factor changes. For instance, it may be
appropriate to continue an Abandon operation regardl ess of the
change, or to continue an operation when the change upgraded (or

mai nt ai ned) the security factor. |In other cases, it may be
appropriate to fail or alter the processing of the operation. For
instance, if confidential protections were renmpoved, it would be
appropriate either to fail a request to return sensitive data or
mnimally, to exclude the return of sensitive data.

| mpl ement ati ons that cache attributes and entries obtained via LDAP
MJST ensure that access controls are maintained if that information
is to be provided to nultiple clients, since servers may have access
control policies that prevent the return of entries or attributes in
Search results except to particular authenticated clients. For
exanpl e, caches could serve result information only to the client
whose request caused it to be in the cache.
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Servers may return referrals or Search result references that
redirect clients to peer servers. It is possible for a rogue
application to inject such referrals into the data streamin an
attenpt to redirect a client to a rogue server. Cients are advised
to be aware of this and possibly reject referrals when
confidentiality neasures are not in place. Cients are advised to
reject referrals fromthe StartTLS operation

The mat chedDN and di agnosti cMessage fields, as well as somne
resul t Code values (e.g., attributeO Val uekxi sts and

entryAl readyExi sts), could disclose the presence or absence of
specific data in the directory that is subject to access and ot her
adm nistrative controls. Server inplenentations should restrict
access to protected information equally under both normal and error
condi tions.

Prot ocol peers MJUST be prepared to handle invalid and arbitrary-

| ength protocol encodings. Invalid protocol encodings include: BER
encodi ng exceptions, format string and UTF-8 encodi ng excepti ons,
overfl ow exceptions, integer value exceptions, and binary node on/off
flag exceptions. The LDAPv3 PROTOS [ PROTOS- LDAP] test suite provides
excel | ent exampl es of these exceptions and test cases used to

di scover fl aws.

In the event that a protocol peer senses an attack that in its nature
coul d cause damage due to further communication at any layer in the
LDAP session, the protocol peer should abruptly term nate the LDAP
session as described in Section 5. 3.
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Appendi x A.  LDAP Result Codes

This normative appendi x details additional considerations regarding
LDAP result codes and provides a brief, general description of each
LDAP result code enunerated in Section 4.1.9.

Addi tional result codes MAY be defined for use with extensions
[ RFC4520]. dient inplenentations SHALL treat any result code that
they do not recognize as an unknown error condition

The descriptions provided here do not fully account for result code
substitutions used to prevent unauthorized disclosures (such as
substitution of noSuchObject for insufficientAccessRights, or

i nval i dCredentials for insufficientAccessRights).

A.1l. Non-Error Result Codes

These result codes (called "non-error” result codes) do not indicate
an error condition:

success (0),

conpar eFal se (5),

conpar eTrue (6),
referral (10), and

sasl| Bi ndl nProgress (14).

The success, conpareTrue, and conpareFal se result codes indicate
successful conpletion (and, hence, are referred to as "successful"
result codes).

The referral and sasl Bi ndl nProgress result codes indicate the client
needs to take additional action to conplete the operation

A. 2. Result Codes
Exi sting LDAP result codes are described as foll ows:
success (0)
I ndi cates the successful conpletion of an operation. Note:

this code is not used with the Conpare operation. See
conpar eFal se (5) and conpareTrue (6).
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I ndi cates that the operation is not properly sequenced with
relation to other operations (of sane or different type).

For exanple, this code is returned if the client attenpts to
Start TLS [ RFC4346] while there are ot her unconpl eted operations

or if a TLS | ayer was already install ed.

protocol Error (2)

| ndi cates the server received data that is not well-forned

For Bind operation only, this code is also used to indicate
that the server does not support the requested protoco

ver si on.

For Extended operations only, this code is also used to
i ndicate that the server does not support (by design or

configuration) the Extended operation associated with
request Nane.

For request operations specifying multiple controls,
be used to indicate that the server cannot ignore the
of the controls as specified, or that the combination
specified controls is invalid or unspecified.

timeLi mt Exceeded (3)
Indicates that the tine linmt specified by the client
exceeded before the operation could be conpl et ed.

si zeLi m t Exceeded (4)
Indicates that the size |limt specified by the client
exceeded before the operation could be conpl et ed.

conpar eFal se (5)
I ndi cates that the Conpare operation has successfully
conpl eted and the assertion has evaluated to FALSE or
Undef i ned.

conpar eTrue (6)
I ndi cates that the Conpare operation has successfully
conpl eted and the assertion has evaluated to TRUE

aut hiet hodNot Supported (7)

t he

this may

or der
of the

was

was

I ndi cates that the authentication nmethod or nechanismis not

support ed.
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st ronger Aut hRequi red (8)
I ndi cates the server requires strong(er) authentication in
order to conplete the operation

VWhen used with the Notice of Di sconnection operation, this
code indicates that the server has detected that an
establ i shed security association between the client and
server has unexpectedly failed or been conprom sed.

referral (10)
Indicates that a referral needs to be chased to conplete the
operation (see Section 4.1.10).

admi nLi m t Exceeded (11)
I ndi cates that an admnistrative |imt has been exceeded.

unavai l abl eCritical Extension (12)
Indicates a critical control is unrecognized (see Section
4.1.11).

confidentialityRequired (13)
Indicates that data confidentiality protections are required.

sasl| Bi ndl nProgress (14)
I ndi cates the server requires the client to send a new bi nd
request, with the sane SASL nechanism to continue the
aut henti cation process (see Section 4.2).

noSuchAttri bute (16)
I ndi cates that the naned entry does not contain the specified
attribute or attribute val ue

undefi nedAttri but eType (17)
I ndicates that a request field contains an unrecogni zed
attribute description

i nappropri ateMat ching (18)

I ndi cates that an attenpt was nmade (e.g., in an assertion) to
use a matching rule not defined for the attribute type
concer ned.

constraintViolation (19)
Indicates that the client supplied an attribute val ue that
does not conformto the constraints placed upon it by the
dat a nodel

For exanple, this code is returned when nmultiple values are
supplied to an attribute that has a SI NGLE- VALUE constraint.
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attribut eOrVal uekxi sts (20)
I ndicates that the client supplied an attribute or value to
be added to an entry, but the attribute or val ue al ready
exi sts.

i nval i dAttri buteSyntax (21)
Indicates that a purported attribute val ue does not conform
to the syntax of the attribute.

noSuchQhj ect (32)
I ndi cates that the object does not exist in the DIT.

al i asProbl em (33)
I ndi cates that an alias problem has occurred. For exanpl e,
the code nmay used to indicate an alias has been dereferenced
that nanmes no obj ect.

i nval i dDNSynt ax (34)
I ndi cates that an LDAPDN or Rel ati veLDAPDN field (e.g., search
base, target entry, MdifyDN newdn, etc.) of a request does
not conformto the required syntax or contains attribute
val ues that do not conformto the syntax of the attribute's

type.

al i asDer ef er enci ngPr obl em (36)
I ndi cates that a problem occurred while dereferencing an
alias. Typically, an alias was encountered in a situation
where it was not allowed or where access was deni ed.

i nappropri at eAut henti cati on (48)
I ndi cates the server requires the client that had attenpted
to bind anonynously or without supplying credentials to
provi de sone form of credential s.

i nval i dCredentials (49)
I ndi cates that the provided credentials (e.g., the user’s nane
and password) are invalid.

i nsufficientAccessRi ghts (50)
I ndi cates that the client does not have sufficient access
rights to performthe operation

busy (51)

I ndi cates that the server is too busy to service the
operation.
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unavail abl e (52)
I ndi cates that the server is shutting down or a subsystem
necessary to conplete the operation is offline.

unwi | I i ngToPerform (53)
I ndicates that the server is unwilling to performthe
operation.

| oopDet ect (54)
I ndi cates that the server has detected an internal |oop (e.g.
whi | e dereferencing aliases or chaining an operation).

nam ngVi ol ati on (64)
Indicates that the entry’s nane violates naning restrictions.

obj ect C assVi ol ati on (65)
Indicates that the entry violates object class restrictions.

not Al | ownedOnNonLeaf (66)
I ndicates that the operation is inappropriately acting upon a
non-| eaf entry.

not Al | owedOnRDN ( 67)
I ndicates that the operation is inappropriately attenpting to
renove a value that forns the entry’'s relative distinguished
nane.

ent ryAl readyExi sts (68)
I ndi cates that the request cannot be fulfilled (added, noved,
or renaned) as the target entry already exists.

obj ect Cl assMbdsPr ohi bited (69)
I ndicates that an attenpt to nodify the object class(es) of
an entry’'s 'objectCl ass’ attribute is prohibited.

For exanple, this code is returned when a client attenpts to
nodi fy the structural object class of an entry.

af fectsMul ti pl eDSAs (71)
I ndi cates that the operation cannot be perforned as it would
affect nultiple servers (DSAs).

ot her (80)
I ndi cates the server has encountered an internal error
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Appendi x B. Conplete ASN. 1 Definition
Thi s appendi x is normative.
Li ght wei ght - Di rect ory- Access-Protocol -V3 {1 3 6 1 1 18}

-- Copyright (C The Internet Society (2006). This version of
-- this ASN. 1 nodule is part of RFC 4511; see the RFC itself

-- for full legal notices.
DEFI NI TI ONS
| MPLICI T TAGS
EXTENSI BI LI TY | MPLIED :: =
BEG N
LDAPMessage :: = SEQUENCE ({
messagel D Messagel D,
pr ot ocol Op CHO CE {
bi ndRequest Bi ndRequest ,
bi ndResponse Bi ndResponse,
unbi ndRequest Unbi ndRequest ,
sear chRequest Sear chRequest ,
sear chResEntry SearchResul tEntry,
sear chResDone Sear chResul t Done,
sear chResRef Sear chResul t Ref er ence,
nodi f yRequest Modi f yRequest ,
nodi f yResponse Modi f yResponse,
addRequest AddRequest ,
addResponse AddResponse,
del Request Del Request ,
del Response Del Response,
nodDNRequest Modi f yDNRequest ,
nodDNResponse Modi f yDNResponse,
conpar eRequest Conpar eRequest ,
conpar eResponse Conpar eResponse,
abandonRequest AbandonRequest ,
ext endedReq Ext endedRequest,
ext endedResp Ext endedResponse,
i nt er nedi at eResponse | nternedi at eResponse },
controls [0] Controls OPTI ONAL }
Messagel D ::= INTEGER (0 .. naxlnt)
maxl nt | NTEGER ::= 2147483647 -- (2""31 - 1) --
LDAPString ::= OCTET STRING -- UTF-8 encoded,

-- [1SOL0646] characters
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LDAPAO D ::= OCTET STRING -- Constrained to <numeri coi d>
-- [ RFC4512]
LDAPDN :: = LDAPString -- Constrained to <distingui shedNane>
-- [ RFC4514]
Rel ati veLDAPDN :: = LDAPString -- Constrai ned to <name-conmponent >
-- [ RFCA514]
AttributeDescription ::= LDAPStri ng
-- Constrained to <attributedescription>
-- [RFC4512]
AttributeValue ::= OCTET STRI NG
AttributeVal ueAssertion ::= SEQUENCE ({
attri but eDesc AttributeDescription,
assertionValue AssertionVal ue }
AssertionValue ::= OCTET STRI NG
Partial Attribute ::= SEQUENCE {
type AttributeDescription,
val s SET OF val ue Attri buteVval ue }
Attribute ::= Partial Attribute(WTH COMPONENTS {
val's (SIZE(1..MAX))})
Mat chi ngRul el d ::= LDAPString
LDAPResul t ::= SEQUENCE ({
resul t Code ENUMERATED {
success (0),
oper ati onsError (1),
pr ot ocol Error (2),
ti meLi m t Exceeded (3),
si zeLi m t Exceeded (4),
conpar eFal se (95),
conpar eTr ue (6),
aut hivet hodNot Support ed (7),
st ronger Aut hRequi r ed (8),
-- 9 reserved --
referral (10),
admi nLi m t Exceeded (11),
unavai |l abl eCritical Extensi on (12),
confidentialityRequired (13),
sasl| Bi ndl nProgr ess (14),
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noSuchAttri bute (16),
undefi nedAttri but eType (17),
i nappropri at eMat chi ng (18),
constraintViolation (19),
attribut eOrVal ueEkxi sts (20),
i nval i dAttri but eSynt ax (21),
-- 22-31 unused --
noSuchhj ect (32),
al i asProbl em (33),
i nval i dDNSynt ax (34),

-- 35 reserved for undefined isLeaf --
al i asDer ef erenci ngProbl em (36),

-- 37-47 unused --
i nappropri at eAut hentication (48),

i nval i dCredential s (49),
i nsufficientAccessRights (50),
busy (51),
unavai l abl e (52),
unwi | I i ngToPer form (53),
| oopDet ect (54),
-- 55-63 unused --
nam ngVi ol ati on (64),
obj ect Cl assVi ol ati on (65),
not Al | ownedOnNonLeaf (66),
not Al | owedOnRDN (67),
ent ryAl readyExi sts (68),

obj ect Cl assMbdsPr ohi bi t ed (69),
-- 70 reserved for CLDAP --

af fect sMul ti pl eDSAs (71),
-- 72-79 unused --
ot her (80),
co. 3,
mat chedDN LDAPDN,
di agnosti cMessage LDAPStri ng,
referral [3] Referral OPTIONAL }
Referral ::= SEQUENCE SIZE (1..MAX) OF uri URl
URI ::= LDAPString -- limted to characters permitted in
-- URI's
Controls ::= SEQUENCE OF control Control
Control ::= SEQUENCE {
control Type LDAPQO D,
criticality BOOLEAN DEFAULT FALSE,
cont r ol Val ue OCTET STRI NG OPTI ONAL }
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Bi ndRequest
ver sion
name
aut henti cati on

LDAPv3

: 1= [ APPLI CATI ON 0] SEQUENCE {

I NTEGER (1 ..
LDAPDN,
Aut hent i cati onChoi ce }

127),

Aut henti cati onChoice ::= CHO CE {
sinmpl e [0] OCTET STRI NG
-- 1 and 2 reserved
sasl [3] Sasl Credenti al s,
}
Sasl Credential s ::= SEQUENCE {
nmechani sm LDAPSt ri ng,

credentials

Bi ndResponse :

OCTET STRI NG OPTI ONAL }

: = [ APPLI CATI ON 1] SEQUENCE {

COVPONENTS OF LDAPResul t,

server Sasl| Cr eds

[7] OCTET STRI NG OPTI ONAL }

Unbi ndRequest = [ APPLI CATI ON 2] NULL
Sear chRequest = [ APPLI CATI ON 3] SEQUENCE {
base(bj ect L DAPDN,
scope ENUMERATED ({
base(bj ect (0),
si ngl eLevel (1),
whol eSubt r ee (2),
deref Al i ases ENUMERATED {
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBasebj (2),
der ef Al ways (3) 1},
sizeLimt INTEGER (0 .. maxlint),
timeLimt I NTEGER (O .. rmaxlnt),
typesOnly BOOLEAN,
filter Filter,

attributes

AttributeSelection ::=

SEQUENCE OF sel ector

AttributeSel ection }

LDAPSt ri ng

-- The LDAPString is constrained to
-- <attributeSelector>in Section 4.5.1.8

Filter ::= CHO CE {
and [ 0]
or [ 1]
not [ 2]
equal i tyMat ch [ 3]

Serner sheim
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Filter,

SET SIZE (1..MAX) OF filter
SET SIZE (1..MAX) OF filter
Filter,

Attri but eVal ueAsserti on,
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substrings [4] SubstringFilter,
greaterOrEqual [5] AttributeVal ueAssertion,
| essOr Equal [6] AttributeVal ueAsserti on,
pr esent [7] AttributeDescription,
appr oxMat ch [8] AttributeVal ueAsserti on,
ext ensi bl eMatch [9] WMat chi ngRul eAsserti on,
}
SubstringFilter ::= SEQUENCE {
type AttributeDescription,
substrings SEQUENCE SI ZE (1..MAX) OF substring CHO CE {
initial [0] AssertionValue, -- can occur at nost once
any [1] AssertionVal ue,
final [2] AssertionValue } -- can occur at nobst once
}
Mat chi ngRul eAssertion ::= SEQUENCE {
mat chi ngRul e [1] Mat chi ngRul el d OPTI ONAL,
type [2] AttributeDescription OPTI ONAL,
mat chVal ue [3] AssertionVal ue,
dnAttributes [ 4] BOOLEAN DEFAULT FALSE }
SearchResul tEntry ::= [ APPLI CATI ON 4] SEQUENCE {
obj ect Nane L DAPDN,
attributes Partial AttributelList }
Partial AttributeList ::= SEQUENCE OF
partial Attribute Partial Attribute
Sear chResul t Ref erence ::= [ APPLI CATI ON 19] SEQUENCE
SIZE (1..MAX) OF uri URI
Sear chResul t Done ::= [ APPLI CATI ON 5] LDAPResul t
Modi f yRequest ::= [ APPLI CATI ON 6] SEQUENCE {
obj ect L DAPDN,
changes SEQUENCE OF change SEQUENCE ({
operation ENUMERATED {
add (0),
delete (1),
repl ace (2),
modification  Partial Attribute } }
Modi f yResponse ::= [ APPLI CATI ON 7] LDAPResul t
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AddRequest ::= [ APPLI CATI ON 8] SEQUENCE ({
entry L DAPDN,
attributes Attributelist }
AttributeList ::= SEQUENCE OF attribute Attribute
AddResponse ::= [ APPLI CATI ON 9] LDAPResul t
Del Request ::= [ APPLI CATI ON 10] LDAPDN
Del Response ::= [ APPLI CATI ON 11] LDAPResul t
Modi f yDNRequest ::= [ APPLI CATI ON 12] SEQUENCE {
entry L DAPDN,
new dn Rel at i veLDAPDN,
del et eol drdn BOOLEAN,
newSuper i or [0] LDAPDN OPTI ONAL }
Modi f yDNResponse :: = [ APPLI CATI ON 13] LDAPResult
Conpar eRequest ::= [ APPLI CATI ON 14] SEQUENCE {
entry LDAPDN,
ava AttributeVal ueAssertion }
Conpar eResponse ::= [ APPLI CATI ON 15] LDAPResult
AbandonRequest ::= [ APPLI CATI ON 16] Messagel D
Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE {
request Nane [ 0] LDAPQA D,
request Val ue [1] OCTET STRI NG OPTI ONAL }
Ext endedResponse ::= [ APPLI CATI ON 24] SEQUENCE ({
COVPONENTS OF LDAPResul t,
r esponseNane [ 10] LDAPO D OPTI ONAL,
responseVal ue [11] OCTET STRI NG OPTI ONAL }
I nt er nedi at eResponse ::= [ APPLI CATI ON 25] SEQUENCE {
responseNane [0] LDAPO D OPTI ONAL,

responseVal ue [1] OCTET STRI NG OPTI ONAL }

END
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Appendi x C. Changes
Thi s appendi x i s non-nornmative.

Thi s appendi x summari zes substantive changes made to RFC 2251, RFC
2830, and RFC 3771.

C.1. Changes Made to RFC 2251

This section summari zes the substantive changes nade to Sections 1
2, 3.1, and 4, and the remainder of RFC 2251. Readers should
consult [RFC4512] and [ RFC4513] for summari es of changes to ot her
sections.

C.1.1. Section 1 (Status of this Menp)

- Renoved I ESG note. Post publication of RFC 2251, mandatory LDAP
aut henti cati on nechani sns have been standardi zed which are
sufficient to renmove this note. See [RFC4513] for authentication
nmechani sns.

C.1.2. Section 3.1 (Protocol Mdel) and others

- Renoved notes giving history between LDAP v1, v2, and v3. |Instead,
added sufficient |anguage so that this docunent can stand on its
own.

C.1.3. Section 4 (El enents of Protocol)

- Clarified where the extensibility features of ASN.1 apply to the
protocol. This change affected various ASN. 1 types by the
inclusion of ellipses (...) to certain elenents.

- Removed the requirenment that servers that inplenment version 3 or
| ater MJST provide the ’supportedLDAPVersion’ attribute. This
statenment provided no interoperability advantages.

C.1.4. Section 4.1.1 (Message Envel ope)
- There was a mandatory requirenent for the server to return a
Noti ce of Di sconnection and drop the transport connecti on when a
PDU is malforned in a certain way. This has been updated such that
the server SHOULD return the Notice of Disconnection, and it MJST
term nate the LDAP Session
C 1.5 Section 4.1.1.1 (Message |D)

- Required that the nessagel D of requests MJST be non-zero as the
zero is reserved for Notice of Disconnection

Ser mer shei m St andards Track [ Page 60]



RFC 4511 LDAPv3 June 2006

- Specified when it is and isn’t appropriate to return an already
used messagel D. RFC 2251 accidentally inposed synchronous server
behavior in its wording of this.

C.1.6. Section 4.1.2 (String Types)
- Stated that LDAPO D is constrained to <nunericoid> from|[RFC4512].
C.1.7. Section 4.1.5.1 (Binary Option) and others

- Renoved the Binary Option fromthe specification. There are
nunerous interoperability problens associated with this nmethod of
alternate attribute type encoding. Wrk to specify a suitable
repl acement is ongoi ng.

C.1.8. Section 4.1.8 (Attribute)

- Conbined the definitions of Partial Attribute and Attribute here,
and defined Attribute in terns of Partial Attribute.

C.1.9. Section 4.1.10 (Result Message)

- Renaned "errorMessage" to "diagnosti cMessage” as it is allowed to
be sent for non-error results.

- Moved sone | anguage into Appendix A, and referred the reader there.

- Al owed matchedDN to be present for other result codes than those
listed in RFC 2251.

- Renaned the code "strongAut hRequired" to "stronger Aut hRequired" to
clarify that this code may often be returned to indicate that a
stronger authentication is needed to performa given operation

C.1.10. Section 4.1.11 (Referral)

- Defined referrals in terms of URIs rather than URLs.

- Renoved the requirement that all referral URIs MJST be equally
capabl e of progressing the operation. The statenent was ambi guous
and provided no instructions on howto carry it out.

- Added the requirenment that clients MJST NOT | oop between servers.

- Carified the instructions for using LDAPURLs in referrals, and in
doi ng so added a recommendation that the scope part be present.

- Renoved inperatives which required clients to use URLs in specific
ways to progress an operation. These did nothing for
i nteroperability.
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C.1.11. Section 4.1.12 (Controls)

Speci fied how control values defined in terns of ASN.1 are to be
encoded.

Noted that the criticality field is only applied to request
nessages (except Unbi ndRequest), and nust be i gnored when present
on response nessages and Unbi ndRequest.

Specified that non-critical controls nmay be ignored at the
server’s discretion. There was confusion in the original wording
which | ed some to believe that recognized controls may not be
ignored as long as they were associated with a proper request.
Added | anguage regardi ng conbi nati ons of controls and the ordering
of controls on a nessage.

Speci fied that when the semantics of the conbination of controls
i s undefined or unknown, it results in a protocol Error

Changed "The server MJST be prepared" to "Inplenmentations MJST be
prepared" in paragraph 8 to reflect that both client and server

i npl enentati ons nust be able to handle this (as both parse
controls).

C.1.12. Section 4.2 (Bind Operation)

Mandat ed that servers return protocol Error when the version is not
support ed.

Di sambi guat ed behavi or when the sinple authentication is used, the
nane is enpty, and the password i s non-enpty.

Requi red servers to not dereference aliases for Bind. This was
added for consistency with other operations and to hel p ensure
dat a consi stency.

Required that textual passwords be transferred as UTF-8 encoded
Uni code, and added recomrendations on string preparation. This was
to help ensure interoperability of passwords being sent from
different clients.

C.1.13. Section 4.2.1 (Sequencing of the Bi nd Request)

This section was |l argely reorgani zed for readability, and | anguage
was added to clarify the authentication state of failed and
abandoned Bi nd operati ons.

Renoved: "If a SASL transfer encryption or integrity mechani sm has
been negoti ated, that mechani sm does not support the changi ng of
credentials fromone identity to another, then the client MJST

i nstead establish a new connection."

If there are dependenci es between nultiple negotiations of a
particul ar SASL nechani sm the technical specification for that
SASL mechani sm details how applications are to deal with them
LDAP shoul d not require any special handling.

Dr opped MUST inperative in paragraph 3 to align with [ RFC2119].
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- Mandated that clients not send non-Bind operations while a Bind is
in progress, and suggested that servers not process themif they
are received. This is needed to ensure proper sequencing of the
Bind in relationship to other operations.

C.1.14. Section 4.2.3 (Bind Response)

- Moved nost error-related text to Appendix A and added text
regarding certain errors used in conjunction with the Bind
operation.

- Prohibited the server from specifying server Sasl Creds when not
appropri ate.

C.1.15. Section 4.3 (Unbind Operation)

- Specified that both peers are to cease transnission and term nate
the LDAP session for the Unbind operation

C.1.16. Section 4.4 (Unsolicited Notification)

- Added instructions for future specifications of Unsolicited
Noti ficati ons.

C.1.17. Section 4.5.1 (Search Request)

- SearchRequest attributes is now defined as an AttributeSel ection
type rather than AttributeDescriptionList, and an ABNF is
provi ded.

- SearchRequest attributes may contain duplicate attribute
descriptions. This was previously prohibited. Now servers are
instructed to ignore subsequent nanes when they are duplicated.
This was relaxed in order to allow different short nanmes and al so
O Ds to be requested for an attribute.

- The present search filter now eval uates to Undefi ned when the
specified attribute is not known to the server. It used to
eval uate to FALSE, which caused behavior inconsistent with what
nost woul d expect, especially when the 'not’ operator was used.

- The Filter choice SubstringFilter substrings type is now defined
with a | ower bound of 1.

- The SubstringFilter substrings "initial, 'any', and 'final’ types
are now AssertionVal ue rather than LDAPString. Al so, added
i nperatives stating that "initial’ (if present) nust be listed
first, and 'final’ (if present) nust be listed | ast.

- Disanbi guated the semantics of the deref Aliases choices. There was
guestion as to whether dereflnSearching applied to the base object
in a whol eSubtree Search

- Added instructions for equalityMatch, substrings, greaterO Equal
| essOr Equal , and approxMat ch.
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C.1.18. Section 4.5.2 (Search Result)

- Recommended that servers not use attribute short names when it
knows they are ambi guous or may cause interoperability problens.
- Renoved all nention of ExtendedResponse due to | ack of
i mpl enent ati on.

C. 1.19. Section 4.5.3 (Continuation References in the Search Result)
- Made changes simlar to those made to Section 4.1.11
C.1.20. Section 4.5.3.1 (Exanple)
- Fixed exanples to adhere to changes nade to Section 4.5. 3.
C.1.21. Section 4.6 (Mdify Operation)

- Repl aced AttributeTypeAndVal ues with Attribute as they are
equi val ent .

- Specified the types of nodification changes that m ght
tenmporarily violate schena. Some readers were under the inpression
that any tenporary schema viol ati on was al | owed.

C.1.22. Section 4.7 (Add Operation)

- Aligned Add operation with X.511 in that the attributes of the RDN
are used in conjunction with the listed attributes to create the
entry. Previously, Add required that the distinguished val ues be
present in the listed attributes.

- Renoved requirenent that the objectC ass attribute MJST be
specified as some DSE types do not require this attribute.

I nst ead, generic wording was added, requiring the added entry to
adhere to the data nodel

- Renoved recomendati on regardi ng pl acenment of objects. This is
covered in the data nodel docunent.

C.1.23. Section 4.9 (Mdify DN Operation)

- Required servers to not dereference aliases for Mdify DN. This
was added for consistency with other operations and to hel p ensure
dat a consi stency.

- Allow Modify DN to fail when novi ng between nam ng contexts.

- Specified what happens when the attributes of the newdn are not
present on the entry.
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C.1.24. Section 4.10 (Conpare QOperation)

- Specified that conpareFal se neans that the Conpare took place and
the result is false. There was confusion that |ed people to
bel i eve that an Undefined match resulted in conpareFal se.

- Required servers to not dereference aliases for Conpare. This was
added for consistency with other operations and to help ensure
dat a consi stency.

C.1.25. Section 4.11 (Abandon Operation)

- Expl ai ned that since Abandon returns no response, clients should
not use it if they need to know the outcone.
- Specified that Abandon and Unbi nd cannot be abandoned.

C.1.26. Section 4.12 (Extended Operati on)

- Specified how val ues of Extended operations defined in terns of
ASN. 1 are to be encoded.

- Added instructions on what Extended operation specifications
consi st of.

- Added a recommendation that servers advertise supported Extended
operations.

C.1.27. Section 5.2 (Transfer Protocols)

- Moved referral-specific instructions into referral-related
secti ons.

C.1.28. Section 7 (Security Considerations)

- Reworded notes regarding SASL not protecting certain aspects of
the LDAP Bi nd nmessages.

- Noted that Servers are encouraged to prevent directory
nodi fications by clients that have authenticated anonynously
[ RFC4513] .

- Added a note regarding the possibility of changes to security
factors (authentication, authorization, and data confidentiality).

- Warned against following referrals that may have been injected in
the data stream

- Noted that servers should protect information equally, whether in
an error condition or not, and nentioned mat chedDN
di agnosti cMessage, and result Codes specifically.

- Added a note regarding mal forned and | ong encodi ngs.
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C.1.29. Appendix A (Conplete ASN. 1 Definition)

- Added "EXTENSI BI LI TY | MPLIED" to ASN. 1 definition
- Renoved AttributeType. It is not used.

C. 2. Changes Made to RFC 2830

Thi s section summari zes the substantive changes nade to Sections of
RFC 2830. Readers should consult [RFC4513] for sunmaries of changes
to ot her sections.

C.2.1. Section 2.3 (Response other than "success")

- Renoved wording indicating that referrals can be returned from
Start TLS

- Renoved requirenent that only a narrow set of result codes can be
returned. Sone result codes are required in certain scenarios, but
any other may be returned if appropriate.

- Renoved requirenent that the ExtendedResponse.responseName MJST be
present. There are circunstances where this is inpossible, and
requiring this is at odds with | anguage in Section 4.12.

C.2.1. Section 4 (Cosing a TLS Connecti on)

- Reworded nost of this section to align with definitions of the
LDAP protocol |ayers.

- Renoved instructions on abrupt closure as this is covered in other
areas of the docunent (specifically, Section 5.3)

C.3. Changes Made to RFC 3771
- Rewote to fit into this docunment. In general, semantics were
preserved. Supporting and background | anguage seen as redundant
due to its presence in this document was omitted.
- Specified that Internediate responses to a request may be of

di fferent types, and one of the response types may be specified to
have no response val ue.
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