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Abst r act

Thi s docunent describes authentication nmethods and security
mechani sns of the Li ghtweight Directory Access Protocol (LDAP). This
docunent details establishment of Transport Layer Security (TLS)
using the StartTLS operation.

Thi s docunent details the sinple Bind authentication nethod including
anonynous, unaut henticated, and nane/ password nechani sns and t he

Si npl e Authentication and Security Layer (SASL) Bind authentication
met hod i ncl udi ng the EXTERNAL mechani sm

Thi s docunent di scusses various authentication and authorization
states through which a session to an LDAP server nmamy pass and the
actions that trigger these state changes.

Thi s docunent, together with other documents in the LDAP Technica

Specification (see Section 1 of the specification’s road map),
obsol etes RFC 2251, RFC 2829, and RFC 2830.
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1

| ntroducti on

The Lightwei ght Directory Access Protocol (LDAP) [RFC4510] is a

power ful protocol for accessing directories. It offers means of
searching, retrieving, and mani pul ating directory content and ways to
access a rich set of security functions.

It is vital that these security functions be interoperable anong al
LDAP clients and servers on the Internet; therefore there has to be a
m ni mum subset of security functions that is conmon to al

i mpl enent ati ons that clai mLDAP conformance.

Basic threats to an LDAP directory service include (but are not
limted to):

(1) Unauthorized access to directory data via data-retrieva
operations.

(2) Unauthorized access to directory data by nonitoring access of
ot hers.

(3) Unauthorized access to reusable client authentication information
by monitoring access of others.

(4) Unauthorized nodification of directory data.
(5) Unaut horized nodification of configuration information.

(6) Denial of Service: Use of resources (conmonly in excess) in a
manner intended to deny service to others.

(7) Spoofing: Tricking a user or client into believing that
i nformati on came fromthe directory when in fact it did not,
either by nmodifying data in transit or misdirecting the client’s
transport connection. Tricking a user or client into sending
privileged information to a hostile entity that appears to be the
directory server but is not. Tricking a directory server into
believing that information came froma particular client when in
fact it came froma hostile entity.

(8) Hijacking: An attacker seizes control of an established protoco
sessi on.

Threats (1), (4), (5), (6), (7), and (8) are active attacks. Threats
(2) and (3) are passive attacks.

Harri son St andards Track [ Page 4]



RFC 4513 LDAP Aut henti cati on Met hods June 2006

Threats (1), (4), (5), and (6) are due to hostile clients. Threats
(2), (3), (7), and (8) are due to hostile agents on the path between
client and server or hostile agents posing as a server, e.g., IP
spoofi ng.

LDAP offers the foll owi ng security mechani sms:

(1) Authentication by neans of the Bind operation. The Bind
operation provides a sinple nethod that supports anonynous,
unaut henti cat ed, and nane/ password mechani snms, and the Sinple
Aut hentication and Security Layer (SASL) nethod, which supports a
wi de variety of authentication nmechanisns.

(2) Mechanisns to support vendor-specific access control facilities
(LDAP does not offer a standard access control facility).

(3) Data integrity service by neans of security layers in Transport
Layer Security (TLS) or SASL nmechani sns.

(4) Data confidentiality service by neans of security layers in TLS
or SASL mechani sms.

(5) Server resource usage limtation by nmeans of adm nistrative
limts configured on the server.

(6) Server authentication by nmeans of the TLS protocol or SASL
nmechani sns.

LDAP may al so be protected by nmeans outside the LDAP protocol, e.qg.
with I[P | ayer security [RFC4301].

Experi ence has shown that sinply allow ng inplenentations to pick and
choose the security nechanisns that will be inplenmented is not a
strategy that leads to interoperability. In the absence of mandates,
clients will continue to be witten that do not support any security
function supported by the server, or worse, they will only support
nmechani sns that provide i nadequate security for nost circunstances.

It is desirable to allow clients to authenticate using a variety of
mechani sns i ncl udi ng nechani sns where identities are represented as
di stingui shed names [ X. 501] [ RFC4512], in string form[RFC4514], or as
used in different systens (e.g., sinple user nanes [ RFC4013]).
Because sone authentication nechanisns transmt credentials in plain
text form and/or do not provide data security services and/or are
subj ect to passive attacks, it is necessary to ensure secure
interoperability by identifying a mandatory-to-inpl enent nechani sm
for establishing transport-|layer security services.
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1

1

2.

The set of security mechani sns provided in LDAP and described in this
document is intended to meet the security needs for a wi de range of
depl oynment scenarios and still provide a high degree of

i nteroperability anong various LDAP inplenentations and depl oynents.

Rel ati onship to O her Docunents

This docunent is an integral part of the LDAP Technical Specification
[ RFC4510] .

Thi s docunent, together with [ RFC4510], [RFC4511], and [ RFC4512],
obsol etes RFC 2251 in its entirety. Sections 4.2.1 (portions) and
4.2.2 of RFC 2251 are obsoleted by this docunment. Appendix B.1
summari zes the substantive changes made to RFC 2251 by this document.

Thi s docunent obsoletes RFC 2829 in its entirety. Appendix B.2
summari zes the substantive changes nade to RFC 2829 by this document.

Sections 2 and 4 of RFC 2830 are obsol eted by [ RFC4511]. The
remai nder of RFC 2830 is obsol eted by this document. Appendix B.3
sunmari zes the substantive changes made to RFC 2830 by this document.

Conventi ons

The key words "MJST", "MJST NOT", "SHALL", "SHOULD', "SHOULD NOT",
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in RFC 2119 [ RFC2119].

The term "user" represents any human or application entity that is
accessing the directory using a directory client. A directory client
(or client) is also known as a directory user agent (DUA).

The term "transport connection" refers to the underlying transport
services used to carry the protocol exchange, as well as associations
est abl i shed by these services.

The term"TLS layer" refers to TLS services used in providing
security services, as well as associations established by these
servi ces.

The term "SASL | ayer” refers to SASL services used in providing
security services, as well as associations established by these
servi ces.

The term "LDAP nessage |l ayer" refers to the LDAP Message (PDU)
services used in providing directory services, as well as
associ ati ons established by these services.
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The term "LDAP session" refers to conbined services (transport
connection, TLS layer, SASL |ayer, LDAP nessage |ayer) and their
associ ati ons.

In general, security terns in this docunent are used consistently
with the definitions provided in [RFC2828]. In addition, severa
terns and concepts relating to security, authentication, and

aut hori zation are presented in Appendix A of this docunent. While
the formal definition of these terns and concepts is outside the
scope of this docunment, an understanding of themis prerequisite to
under st andi ng much of the material in this docunent. Readers who are
unfam liar with security-related concepts are encouraged to review
Appendi x A before readi ng the remai nder of this docunent.

2. Inplenmentation Requirements

LDAP server inplenmentati ons MJIST support the anonynpus authentication
mechani sm of the sinple Bind nmethod (Section 5.1.1).

LDAP i npl enent ati ons that support any authentication nmechani sm ot her
than the anonynmous aut henticati on mechani sm of the sinple Bind nethod
MUST support the name/ password authentication mechani smof the sinple
Bi nd nethod (Section 5.1.3) and MJST be capabl e of protecting this
nane/ password aut hentication using TLS as established by the StartTLS
operation (Section 3).

| npl enent ati ons SHOULD di sal |l ow t he use of the nane/password

aut henti cati on nechani sm by default when suitable data security
services are not in place, and they MAY provide other suitable data
security services for use with this authentication nechani sm

| mpl ement ati ons MAY support additional authentication mechanismns.
Sone of these mechani sms are di scussed bel ow.

LDAP server inplenmentati ons SHOULD support client assertion of
aut horization identity via the SASL EXTERNAL nmechani sm (Secti on
5.2.3).

LDAP server inplenmentations that support no authentication mechani sm
ot her than the anonynous nechani sm of the sinple bind nethod SHOULD
support use of TLS as established by the StartTLS operation (Section
3). (Other servers MJST support TLS per the second paragraph of this
section.)
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| mpl enent ati ons supporting TLS MJUST support the

TLS_RSA W TH 3DES_EDE_CBC_SHA ci phersuite and SHOULD support the
TLS _DHE DSS W TH 3DES_EDE_CBC_SHA ci phersuite. Support for the
latter ciphersuite is reconmended to encourage interoperability with
i mpl enentati ons conformng to earlier LDAP StartTLS specifications.

3. StartTLS Qperation

The Start Transport Layer Security (StartTLS) operation defined in
Section 4.14 of [RFC4511] provides the ability to establish TLS
[ RFC4346] in an LDAP session

The goal s of using the TLS protocol with LDAP are to ensure data
confidentiality and integrity, and to optionally provide for

aut hentication. TLS expressly provides these capabilities, although
the authentication services of TLS are available to LDAP only in
conbi nati on with the SASL EXTERNAL aut hentication nmethod (see Section
5.2.3), and then only if the SASL EXTERNAL i npl enentati on chooses to
make use of the TLS credentials.

3.1. TLS Establishnent Procedures

This section describes the overall procedures clients and servers
nust follow for TLS establishment. These procedures take into

consi deration various aspects of the TLS layer including discovery of
resultant security |level and assertion of the client’s authorization
identity.

3.1.1. StartTLS Request Sequenci ng

A client may send the StartTLS extended request at any tine after
establishing an LDAP session, except:

- when TLS is currently established on the session,

- when a nulti-stage SASL negotiation is in progress on the
session, or

- when there are outstanding responses for operation requests
previously issued on the session

As described in [ RFC4511], Section 4.14.1, a (detected) violation of
any of these requirenents results in a return of the operationsError
resul t Code

Client inplenenters should ensure that they strictly follow these

operation sequencing requirenents to prevent interoperability issues.
Oper ational experience has shown that violating these requirenents
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causes interoperability issues because there are race conditions that
prevent servers from detecting sonme violations of these requirenents
due to factors such as server hardware speed and network | atencies.

There is no general requirenent that the client have or have not
al ready performed a Bind operation (Section 5) before sending a
Start TLS operation request; however, where a client intends to
performboth a Bind operation and a StartTLS operation, it SHOULD
first performthe StartTLS operation so that the Bind request and
response nessages are protected by the data security services
established by the StartTLS operati on.

3.1.2. dient Certificate

I f an LDAP server requests or denmands that a client provide a user
certificate during TLS negotiation and the client does not present a
sui tabl e user certificate (e.g., one that can be validated), the
server may use a local security policy to determ ne whether to
successfully conplete TLS negotiation

If a client that has provided a suitable certificate subsequently
performs a Bind operation using the SASL EXTERNAL aut hentication
mechani sm (Section 5.2.3), information in the certificate may be used
by the server to identify and authenticate the client.

3.1.3. Server ldentity Check

In order to prevent man-in-the-mddl e attacks, the client MJST verify
the server’s identity (as presented in the server’s Certificate
nessage). |In this section, the client’s understandi ng of the
server’'s identity (typically the identity used to establish the
transport connection) is called the "reference identity".

The client determines the type (e.g., DNS name or |P address) of the
reference identity and performs a conparison between the reference
identity and each subject AltNane val ue of the correspondi ng type
until a match is produced. Once a match is produced, the server’'s
identity has been verified, and the server identity check is
conplete. Different subjectAltNane types are natched in different
ways. Sections 3.1.3.1 - 3.1.3.3 explain how to conpare val ues of
various subject Al t Name types.

The client may map the reference identity to a different type prior
to performng a conparison. Mappings nmay be perforned for al
avai | abl e subj ect Alt Nane types to which the reference identity can be
mapped; however, the reference identity should only be mapped to
types for which the mapping is either inherently secure (e.g.
extracting the DNS nane froma URI to conpare with a subject Al tNane
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of type dNSNanme) or for which the mapping is perforned in a secure
manner (e.g., using DNSSEC, or using user- or admin-configured host-
t o- addr ess/ addr ess-t 0- host | ookup tabl es).

The server’s identity may al so be verified by conparing the reference
identity to the Conrmon Narme (CN) [ RFC4519] value in the leaf Relative
Di stingui shed Name (RDN) of the subjectNane field of the server’s
certificate. This conparison is perfornmed using the rules for

conpari son of DNS names in Section 3.1.3.1, below, with the exception
that no wildcard matching is allowed. Al though the use of the Conmon
Nane value is existing practice, it is deprecated, and Certification
Aut horities are encouraged to provide subject Al tNane val ues i nstead.
Note that the TLS inplenentation may represent DNs in certificates
according to X. 500 or other conventions. For exanple, sone X 500

i mpl enentations order the RDNs in a DN using a left-to-right (nost
significant to |l east significant) convention instead of LDAP s
right-to-left convention

If the server identity check fails, user-oriented clients SHOULD
either notify the user (clients may give the user the opportunity to
continue with the LDAP session in this case) or close the transport
connection and indicate that the server’'s identity is suspect.

Aut omat ed clients SHOULD cl ose the transport connection and then
return or log an error indicating that the server’'s identity is
suspect or bot h.

Beyond the server identity check described in this section, clients
shoul d be prepared to do further checking to ensure that the server
is authorized to provide the service it is requested to provide. The
client nmay need to make use of local policy information in nmaking
this determ nation.

3.1.3.1. Comparison of DNS Nanes

If the reference identity is an internationalized domai n name,
conform ng inplenentations MJST convert it to the ASCII Conpatible
Encoding (ACE) format as specified in Section 4 of RFC 3490 [ RFC3490]
bef ore conparison with subjectAl tNanme val ues of type dNSNane.
Specifically, conform ng inplenentati ons MUST performthe conversion
operation specified in Section 4 of RFC 3490 as foll ows:

* in step 1, the domain nanme SHALL be considered a "stored

string";
in step 3, set the flag called "UseSTD3ASCI | Rul es"”;
in step 4, process each | abel with the "ToASCI|" operation; and

* in step 5, change all |abel separators to W002E (full stop).
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After performing the "to-ASClI1" conversion, the DNS | abel s and nanes

MUST be conpared for equality according to the rules specified in
Section 3 of RFC3490.

The '** (ASCIl 42) wildcard character is allowed in subjectAl tNane
val ues of type dNSNane, and then only as the |eft-nost (I east
significant) DNS | abel in that value. This wldcard nmatches any

| eft-nbst DNS | abel in the server nane. That is, the subject

*. exanpl e.com mat ches the server names a.exanple.com and

b. exanpl e. com but does not match exanpl e.com or a.b.exanple.com

3.1.3.2. Conparison of |P Addresses

When the reference identity is an | P address, the identity MJST be
converted to the "network byte order" octet string representation

[ RFC791] [ RFC2460]. For 1P Version 4, as specified in RFC 791, the
octet string will contain exactly four octets. For IP Version 6, as
specified in RFC 2460, the octet string will contain exactly sixteen
octets. This octet string is then conpared agai nst subject Al t Nane
val ues of type i PAddress. A match occurs if the reference identity
octet string and value octet strings are identical

3.1.3.3. Conparison of Oher subjectName Types

Client inplenentations MAY support matchi ng agai nst subject Al t Nane
val ues of other types as described in other docunents.

3.1.4. Discovery of Resultant Security Leve

After a TLS layer is established in an LDAP session, both parties are
to each independently deci de whether or not to continue based on

| ocal policy and the security level achieved. |If either party

deci des that the security level is inadequate for it to continue, it
SHOULD renove the TLS layer i mediately after the TLS (re)negotiation
has compl eted (see [RFC4511], Section 4.14.3, and Section 3.2 bel ow).
| mpl enent ati ons nay reeval uate the security level at any tinme and,
upon finding it inadequate, should renmove the TLS | ayer.

3.1.5. Refresh of Server Capabilities Information

After a TLS layer is established in an LDAP session, the client
SHOULD di scard or refresh all information about the server that it
obtained prior to the initiation of the TLS negotiation and that it
did not obtain through secure nechanisns. This protects against
man-i n-the-middl e attacks that nay have altered any server
capabilities information retrieved prior to TLS layer installation.
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The server nmay advertise different capabilities after installing a
TLS layer. In particular, the value of 'supportedSASLMechani sns’ nay
be different after a TLS | ayer has been installed (specifically, the
EXTERNAL and PLAIN [ PLAIN] mechanisnms are likely to be listed only
after a TLS | ayer has been installed).

3.2. Effect of TLS on Authorization State

The establishment, change, and/or closure of TLS may cause the
aut hori zation state to nove to a new state. This is discussed
further in Section 4.

3.3. TLS Ciphersuites

Several issues should be considered when selecting TLS ci phersuites
that are appropriate for use in a given circunstance. These issues
i ncl ude the foll ow ng:

- The ciphersuite’'s ability to provide adequate confidentiality
protection for passwords and other data sent over the transport
connection. dient and server inplementers should recognize
that some TLS ciphersuites provide no confidentiality
protection, while other ciphersuites that do provide
confidentiality protection may be vul nerable to being cracked
using brute force nethods, especially in |light of ever-

i ncreasi ng CPU speeds that reduce the tinme needed to
successful ly mount such attacks.

- Client and server inplenenters should carefully consider the
val ue of the password or data being protected versus the |eve
of confidentiality protection provided by the ciphersuite to
ensure that the level of protection afforded by the ciphersuite
i s appropriate.

- The ciphersuite’s vulnerability (or lack thereof) to man-in-the-
m ddl e attacks. Ciphersuites vulnerable to nan-in-the-mddle
attacks SHOULD NOT be used to protect passwords or sensitive
data, unless the network configuration is such that the danger
of a man-in-the-nmiddle attack is negligible.

- After a TLS negotiation (either initial or subsequent) is
conpl eted, both protocol peers should independently verify that
the security services provided by the negotiated ciphersuite are
adequate for the intended use of the LDAP session. |If they are
not, the TLS | ayer shoul d be cl osed.
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4.

Aut hori zation State

Every LDAP session has an associ ated authorization state. This state
is conprised of nunerous factors such as what (if any) authentication
state has been established, howit was established, and what security
services are in place. Sone factors may be determ ned and/ or

af fected by protocol events (e.g., Bind, StartTLS, or TLS closure),
and sone factors may be determnined by external events (e.g., tine of
day or server |oad).

VWiile it is often convenient to view authorization state in
sinmplistic terns (as we often do in this technical specification)
such as "an anonynous state", it is noted that authorization systens
in LDAP i npl enentati ons conmonly invol ve nmany factors that
interrelate in conpl ex manners.

Aut hori zation in LDAP is a local matter. One of the key factors in
maki ng aut hori zation decisions is authorization identity. The Bind
operation (defined in Section 4.2 of [RFC4511] and di scussed further
in Section 5 below) allows information to be exchanged between the
client and server to establish an authorization identity for the LDAP
session. The Bind operation may al so be used to nove the LDAP
session to an anonynous authorization state (see Section 5.1.1).

Upon initial establishment of the LDAP session, the session has an
anonynous aut horization identity. Anmong other things this inplies
that the client need not send a Bi ndRequest in the first PDU of the
LDAP nessage layer. The client may send any operation request prior
to performng a Bind operation, and the server MJST treat it as if it
had been perforned after an anonynous Bind operation (Section 5.1.1).

Upon recei pt of a Bind request, the server inmredi ately noves the
session to an anonymous aut horization state. |If the Bind request is
successful, the session is noved to the requested authentication
state with its associated authorization state. Oherw se, the
session renmmi ns in an anonynous state.

It is noted that other events both internal and external to LDAP may
result in the authentication and authorization states being noved to
an anonynmous one. For instance, the establishnent, change, or

cl osure of data security services may result in a nove to an
anonynous state, or the user’s credential information (e.g.
certificate) may have expired. The former is an exanple of an event
internal to LDAP, whereas the latter is an exanple of an event
external to LDAP

Harri son St andards Track [ Page 13]



RFC 4513 LDAP Aut henti cati on Met hods June 2006

5. Bind Operation

The Bind operation ([RFC4511], Section 4.2) allows authentication
informati on to be exchanged between the client and server to
establish a new authorization state.

The Bind request typically specifies the desired authentication
identity. Sone Bind nechanisns also allowthe client to specify the
aut hori zation identity. |If the authorization identity is not
specified, the server derives it fromthe authentication identity in
an inpl ementation-specific manner.

If the authorization identity is specified, the server MJST verify
that the client’s authentication identity is pernmitted to assune
(e.g., proxy for) the asserted authorization identity. The server
MJST reject the Bind operation with an invalidCredentials resultCode
in the Bind response if the client is not so authorized.

5.1. Sinple Authentication Mthod

The sinple authentication method of the Bind Operation provides three
aut henti cati on nmechani sms:

- An anonynous aut henticati on nechanism (Section 5.1.1).
- An unaut henticated authentication nechani sm (Section 5.1.2).

- A nane/ password aut henticati on nechani smusing credentials
consisting of a name (in the formof an LDAP distingui shed nane
[ RFC4514]) and a password (Section 5.1.3).

5.1.1. Anonynous Authentication Mechani smof Sinple Bind

An LDAP client may use the anonynous authenticati on mechani sm of the
sinmple Bind nmethod to explicitly establish an anonynobus authori zation
state by sending a Bind request with a nane value of zero | ength and

speci fying the sinple authentication choice containing a password
val ue of zero |ength.

5.1.2. Unauthenticated Authentication Mechani smof Sinple Bind

An LDAP client may use the unauthenticated authentication nechani sm
of the sinple Bind nmethod to establish an anonynous authori zation
state by sending a Bind request with a name val ue (a distingui shed
name in LDAP string form [RFC4514] of non-zero | ength) and specifying
the sinple authentication choice containing a password val ue of zero
| engt h.
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The di stingui shed nanme val ue provided by the client is intended to be
used for trace (e.g., logging) purposes only. The value is not to be
aut henticated or otherw se validated (including verification that the
DN refers to an existing directory object). The value is not to be
used (directly or indirectly) for authorization purposes.

Unaut henti cated Bi nd operati ons can have significant security issues
(see Section 6.3.1). |In particular, users intending to perform
Nane/ Passwor d Aut hentication may inadvertently provide an enpty
password and thus cause poorly inplenented clients to request
Unaut henti cated access. Cients SHOULD be inplemented to require
user sel ection of the Unauthenticated Authentication Mechani sm by
neans ot her than user input of an enpty password. dients SHOULD
di sall ow an enpty password input to a Nane/ Password Aut hentication
user interface. Additionally, Servers SHOULD by default fai

Unaut henti cated Bind requests with a resultCode of

unwi | | i ngToPer form

5.1.3. Nanme/ Password Aut hentication Mechani smof Sinple Bind

An LDAP client may use the nane/ password authenticati on mechani sm of
the sinple Bind nethod to establish an authenticated authorization
state by sending a Bind request with a name val ue (a distingui shed
nane in LDAP string form|[RFC4514] of non-zero | ength) and specifying
the sinple authentication choice containing an OCTET STRI NG password
val ue of non-zero |ength.

Servers that map the DN sent in the Bind request to a directory entry
with an associ ated set of one or nore passwords used with this
mechani smwi || conmpare the presented password to that set of
passwords. The presented password is considered valid if it matches
any menber of this set.

A resul t Code of invalidDNSyntax indicates that the DN sent in the
nane value is syntactically invalid. A resultCode of

i nval idCredentials indicates that the DNis syntactically correct but
not valid for purposes of authentication, that the password is not
valid for the DN, or that the server otherw se considers the
credentials invalid. A resultCode of success indicates that the
credentials are valid and that the server is willing to provide
service to the entity these credentials identify.

Server behavior is undefined for Bind requests specifying the

name/ password aut henticati on mechanismwi th a zero-length nane val ue
and a password val ue of non-zero |ength.
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The nane/ password aut henticati on nmechani sm of the sinple Bind nethod
is not suitable for authentication in environments without
confidentiality protection.

5.2. SASL Aut hentication Mthod

The sasl authentication nethod of the Bind Operation provides
facilities for using any SASL mechani smincludi ng authentication
mechani sns and ot her services (e.g., data security services).

5.2.1. SASL Protocol Profile

LDAP al | ows aut hentication via any SASL nechani sm [ RFC4422]. As LDAP
i ncl udes native anonynous and name/ password (plain text)

aut henti cati on nethods, the ANONYMOUS [ RFC4505] and PLAI N [ PLAI N
SASL mechani sms are typically not used with LDAP

Each protocol that utilizes SASL services is required to supply
certain information profiling the way they are exposed through the
protocol ([RFC4422], Section 4). This section explains how each of
these profiling requirenments is nmet by LDAP

5.2.1.1. SASL Service Nane for LDAP

The SASL service nane for LDAP is "ldap", which has been registered
with the 1 ANA as a SASL service nane.

5.2.1.2. SASL Authentication Initiation and Protocol Exchange

SASL authentication is initiated via a Bi ndRequest nessage
([ RFC4511], Section 4.2) with the follow ng paraneters:

- The version is 3.

- The AuthenticationChoice is sasl.

- The mechani sm el emrent of the Sasl Credential s sequence contains
the val ue of the desired SASL mechani sm

- The optional credentials field of the Sasl Credentials sequence
MAY be used to provide an initial client response for mechani sns
that are defined to have the client send data first (see
[ RFC4422], Sections 3 and 5).

In general, a SASL authentication protocol exchange consists of a
series of server challenges and client responses, the contents of

whi ch are specific to and defined by the SASL nmechanism Thus, for
sone SASL aut hentication mechanisms, it may be necessary for the
client to respond to one or nore server chall enges by sending

Bi ndRequest messages nultiple times. A challenge is indicated by the
server sending a Bi ndResponse nessage with the resultCode set to
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sasl Bi ndl nProgress. This indicates that the server requires the
client to send a new Bi ndRequest nessage with the same SASL mechani sm
to continue the authentication process.

To the LDAP nessage | ayer, these chall enges and responses are opaque
bi nary tokens of arbitrary length. LDAP servers use the

serverSasl Creds field (an OCTET STRING in a Bi ndResponse nessage to
transmt each challenge. LDAP clients use the credentials field (an
OCTET STRING in the Sasl Credentials sequence of a Bi ndRequest
nmessage to transmt each response. Note that unlike sone Internet
protocol s where SASL is used, LDAP is not text based and does not
Base64-transformthese chall enge and response val ues.

Clients sending a Bi ndRequest nessage with the sasl choice sel ected
SHOULD send a zero-length value in the name field. Servers receiving
a Bi ndRequest message with the sasl choice selected SHALL ignore any
value in the nanme field.

A client may abort a SASL Bind negotiation by sending a Bi ndRequest
nessage with a different value in the mechanismfield of
Sasl Credentials or with an Authenti cationChoice other than sasl.

If the client sends a Bi ndRequest with the sasl mechanismfield as an
enpty string, the server MUST return a Bi ndResponse with a resultCode
of aut hMet hodNot Supported. This will allowthe client to abort a
negotiation if it wishes to try again with the same SASL nechani sm

The server indicates conpletion of the SASL chal | enge-response
exchange by responding with a Bi ndResponse in which the resultCode
val ue i s not sasl Bi ndl nProgress.

The serverSasl Creds field in the Bi ndResponse can be used to include
an optional challenge with a success notification for nechani sns that
are defined to have the server send additional data along with the

i ndi cati on of successful conpletion

5.2.1.3. Optional Fields

As di scussed above, LDAP provides an optional field for carrying an
initial response in the message initiating the SASL exchange and
provides an optional field for carrying additional data in the
nessage indicating the outcone of the authentication exchange. As
the nmechani smspecific content in these fields nmay be zero | ength,
SASL requires protocol specifications to detail how an enpty field is
di stingui shed froman absent field.
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Zero-length initial response data is distinguished fromno initia
response data in the initiating nmessage, a Bi ndRequest PDU, by the
presence of the Sasl Credentials.credentials OCTET STRING (of |ength
zero) in that PDU. If the client does not intend to send an initia
response with the BindRequest initiating the SASL exchange, it MJST
omt the Sasl Credentials.credentials OCTET STRI NG (rather than

i nclude an zero-length OCTET STRI NG .

Zero-length additional data is distinguished fromno additiona
response data in the outcone nessage, a Bi ndResponse PDU, by the
presence of the serverSasl Creds OCTET STRING (of length zero) in that
PDU. If a server does not intend to send additional data in the

Bi ndResponse nessage i ndi cating outconme of the exchange, the server
SHALL omit the serverSasl Creds OCTET STRING (rather than including a
zero-l ength OCTET STRI NG .

5.2.1.4. COctet Wiere Negotiated Security Layers Take Effect

SASL | ayers take effect following the transm ssion by the server and
reception by the client of the final Bi ndResponse in the SASL
exchange with a resultCode of success.

Once a SASL | ayer providing data integrity or confidentiality
services takes effect, the layer remains in effect until a new | ayer
isinstalled (i.e., at the first octet followi ng the fina

Bi ndResponse of the Bind operation that caused the new | ayer to take
effect). Thus, an established SASL | ayer is not affected by a failed
or non- SASL Bi nd.

5.2.1.5. Determ nation of Supported SASL Mechani snms
Clients may determ ne the SASL mechani snms a server supports by

readi ng the ' supportedSASLMechani sns’ attribute fromthe root DSE
(DSA- Speci fic Entry) ([RFC4512], Section 5.1). The values of this

attribute, if any, list the nechanisns the server supports in the
current LDAP session state. LDAP servers SHOULD allow all clients --
even those with an anonynous authorization -- to retrieve the

' support edSASLMechani sns’ attribute of the root DSE both before and
after the SASL authenticati on exchange. The purpose of the latter is
to allow the client to detect possible downgrade attacks (see Section
6.4 and [ RFC4422], Section 6.1.2).

Because SASL nechani sns provide critical security functions, clients
and servers should be configurable to specify what nechanisns are
acceptabl e and all ow only those mechani snms to be used. Both clients
and servers nust confirmthat the negotiated security |evel neets
their requirenents before proceeding to use the session
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5.2.1.6. Rules for Using SASL Layers

Upon installing a SASL | ayer, the client SHOULD discard or refresh
all information about the server that it obtained prior to the
initiation of the SASL negotiation and that it did not obtain through
secure mechani sns.

If a lower-level security layer (such as TLS) is installed, any SASL
| ayer SHALL be | ayered on top of such security layers regardl ess of
the order of their negotiation. 1In all other respects, the SASL

| ayer and other security layers act independently, e.g., if both a
TLS layer and a SASL |ayer are in effect, then renpoving the TLS | ayer
does not affect the continuing service of the SASL | ayer.

5.2.1.7. Support for Miltiple Authentications

LDAP supports multiple SASL authentications as defined in [ RFC4422],
Section 4.

5.2.1.8. SASL Authorization ldentities

Sone SASL nechanisns allow clients to request a desired authorization
identity for the LDAP session ([ RFC4422], Section 3.4). The decision
to allow or disallowthe current authentication identity to have
access to the requested authorization identity is a matter of |oca
policy. The authorization identity is a string of UTF-8 [ RFC3629]
encoded [ Uni code] characters corresponding to the foll ow ng Augnented
Backus- Naur Form ( ABNF) [RFC4234] grammar:

aut hzld = dnAut hzld / uAuthzld

; distingui shed-name-based authz id
dnAut hzld = "dn:" distingui shedName

; unspecified authorization id, UTF-8 encoded
uAut hzld = "u:" userid
userid = *UTF8 ; syntax unspecified

where the distingui shedNane rule is defined in Section 3 of [RFC4514]
and the UTF8 rule is defined in Section 1.4 of [RFC4512].

The dnAuthzld choice is used to assert authorization identities in
the formof a distinguished name to be matched in accordance with the
di sti ngui shedNaneMat ch matching rule ([ RFC4517], Section 4.2.15).
There is no requirement that the asserted distingui shedName val ue be
that of an entry in the directory.
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The uAuthzld choice allows clients to assert an authorization
identity that is not in distinguished nane form The format of
userid is defined only as a sequence of UTF-8 [ RFC3629] encoded

[ Uni code] characters, and any further interpretation is a |loca
matter. For exanple, the userid could identify a user of a specific
directory service, be a login name, or be an email address. A

uAut hzl d SHOULD NOT be assuned to be globally unique. To conpare
uAut hzl d val ues, each uAuthzld val ue MJUST be prepared as a "query"
string ([ RFC3454], Section 7) using the SASLprep [ RFC4013] al gorithm
and then the two val ues are conpared octet-w se.

The above grammar is extensible. The authzld production may be
extended to support additional forns of identities. Each formis

di stingui shed by its unique prefix (see Section 3.12 of [ RFC4520] for
regi stration requirenents).

5.2.2. SASL Semantics w thin LDAP

| mpl enenters nust take care to maintain the semantics of SASL
speci fications when handling data that has different semantics in the
LDAP pr ot ocol

For exanple, the SASL DI GEST- MD5 aut henti cati on mechani sm

[ DI GEST-MD5] utilizes an authentication identity and a realmthat are
syntactically sinple strings and senantically sinple usernane

[ RFC4013] and real mvalues. These values are not LDAP DNs, and there
is no requirenent that they be represented or treated as such

5.2.3. SASL EXTERNAL Aut hentication Mechani sm

A client can use the SASL EXTERNAL ([ RFC4422], Appendix A) nmechani sm
to request the LDAP server to authenticate and establish a resulting
aut horization identity using security credentials exchanged by a

| ower security layer (such as by TLS authentication). |If the
client’s authentication credentials have not been established at a

| ower security layer, the SASL EXTERNAL Bind MJST fail with a
resul t Code of inappropriateAuthentication. Although this situation
has the effect of |eaving the LDAP session in an anonynous state
(Section 4), the state of any installed security layer is unaffected.

A client may either request that its authorization identity be
automatically derived fromits authentication credentials exchanged
at a lower security layer, or it may explicitly provide a desired
aut horization identity. The former is known as an inplicit
assertion, and the latter as an explicit assertion
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5.2.3.1. Inmplicit Assertion

An inmplicit authorization identity assertion is performed by invoking
a Bind request of the SASL form usi ng the EXTERNAL nechani sm name
that does not include the optional credentials field (found within
the Sasl Credentials sequence in the BindRequest). The server wll
derive the client’s authorization identity fromthe authentication
identity supplied by a security layer (e.g., a public key certificate
used during TLS layer installation) according to |ocal policy. The
under | yi ng mechani cs of how this is acconplished are inplenmentation
specific.

5.2.3.2. Explicit Assertion

An explicit authorization identity assertion is performed by invoking
a Bind request of the SASL form usi ng the EXTERNAL nechani sm name
that includes the credentials field (found within the Sasl Credential s
sequence in the BindRequest). The value of the credentials field (an
OCTET STRING is the asserted authorization identity and MJST be
constructed as docunented in Section 5.2.1.8.

6. Security Considerations

Security issues are discussed throughout this docunent. The
unsurprising conclusion is that security is an integral and necessary
part of LDAP. This section discusses a nunber of LDAP-rel ated
security considerations.

6.1. Ceneral LDAP Security Considerations

LDAP itself provides no security or protection from accessing or
updating the directory by neans other than through the LDAP protocol
e.g., frominspection of server database files by database

adm ni strators.

Sensitive data may be carried in al nobst any LDAP nessage, and its

di scl osure may be subject to privacy |laws or other |egal regulation
in many countries. Inplenmenters should take appropriate neasures to
protect sensitive data from disclosure to unauthorized entities.

A session on which the client has not established data integrity and
privacy services (e.g., via StartTLS, |Psec, or a suitable SASL
nmechani sn) is subject to man-in-the-mddle attacks to view and nodify
information in transit. dient and server inplenmenters SHOULD t ake
neasures to protect sensitive data in the LDAP session fromthese
attacks by using data protection services as discussed in this
docunent. Cients and servers should provide the ability to be
configured to require these protections. A resultCode of
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confidentialityRequired indicates that the server requires
establ i shnent of (stronger) data confidentiality protection in order
to performthe requested operation

Access control should al ways be applied when readi ng sensitive
i nformati on or updating directory infornmation.

Various security factors, including authentication and authorization
i nformati on and data security services nmay change during the course
of the LDAP session, or even during the performance of a particul ar
operation. |Inplenentations should be robust in the handling of
changi ng security factors.

6.2. StartTLS Security Considerations

Al security gained via use of the StartTLS operation is gai ned by
the use of TLS itself. The StartTLS operation, on its own, does not
provi de any additional security.

The | evel of security provided through the use of TLS depends
directly on both the quality of the TLS inplenentation used and the
style of usage of that inplementation. Additionally, a man-in-the-
m ddl e attacker can renove the StartTLS ext ended operation fromthe
"supportedExtension’ attribute of the root DSE. Both parties SHOULD
i ndependent|ly ascertain and consent to the security |evel achieved
once TLS is established and before begi nning use of the TLS-
protected session. For exanple, the security level of the TLS | ayer
m ght have been negoti ated down to plaintext.

Clients MJUST either warn the user when the security |evel achieved
does not provide an acceptable | evel of data confidentiality and/or
data integrity protection, or be configurable to refuse to proceed
wi t hout an acceptable |evel of security.

As stated in Section 3.1.2, a server may use a |local security policy
to determ ne whether to successfully conplete TLS negotiation
Information in the user’s certificate that is originated or verified
by the certification authority should be used by the policy
admi ni strator when configuring the identification and authorization
pol i cy.

Server inplenenters SHOULD al | ow server adnministrators to el ect

whet her and when data confidentiality and integrity are required, as
wel | as elect whether authentication of the client during the TLS
handshake is required.

| mpl ementers shoul d be aware of and understand TLS security
consi derations as discussed in the TLS specification [ RFC4346].

Harri son St andards Track [ Page 22]



RFC 4513 LDAP Aut henti cati on Met hods June 2006

6.3. Bind Operation Security Considerations

Thi s section discusses several security considerations relevant to
LDAP aut hentication via the Bind operation.

6.3.1. Unauthenticated Mechani sm Security Considerations

Operational experience shows that clients can (and frequently do)

m suse the unaut henticated authenticati on mechani smof the sinple

Bi nd nethod (see Section 5.1.2). For exanple, a client program m ght
make a decision to grant access to non-directory information on the
basi s of successfully conpleting a Bind operation. LDAP server

i npl enentations may return a success response to an unaut henti cated
Bind request. This may erroneously |eave the client with the

i mpression that the server has successfully authenticated the
identity represented by the distinguished nane when in reality, an
anonynmous aut horization state has been established. dients that use
the results froma sinple Bind operation to nake authorization
deci si ons shoul d actively detect unauthenticated Bind requests (by
verifying that the supplied password is not enpty) and react
appropriately.

6.3.2. Nanme/Password Mechani sm Security Considerations

The nane/ password aut henti cati on nmechani sm of the sinple Bind nethod
di scl oses the password to the server, which is an inherent security
ri sk. There are other mechani sms, such as SASL DI GEST- MD5

[ DI GEST- MD5], that do not disclose the password to the server.

6.3.3. Password-Rel ated Security Considerations

LDAP allows multi-val ued password attributes. 1In systens where
entries are expected to have one and only one password,
admi ni strative controls should be provided to enforce this behavior

The use of clear text passwords and ot her unprotected authentication
credentials is strongly discouraged over open networks when the
underlying transport service cannot guarantee confidentiality. LDAP
i mpl enent ati ons SHOULD NOT by default support authentication methods
using cl ear text passwords and other unprotected authentication
credentials unless the data on the session is protected using TLS or
other data confidentiality and data integrity protection

The transni ssion of passwords in the clear -- typically for

aut hentication or nodification -- poses a significant security risk.
This risk can be avoi ded by using SASL authentication [ RFC4422]
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nechani sns that do not transmt passwords in the clear or by
negotiating transport or session |layer data confidentiality services
before transmitting password val ues.

To mitigate the security risks associated with the transfer of
passwords, a server inplenmentation that supports any password-based
aut hentication nechanismthat transmts passwords in the clear MJST
support a policy nechanismthat at the tinme of authentication or
password nodification, requires that:

A TLS | ayer has been successfully install ed.
OR

Sonme ot her data confidentiality mechanismthat protects the
password val ue from eavesdroppi ng has been provi ded.

OR

The server returns a resultCode of confidentialityRequired for
the operation (i.e., nanme/password Bind with password val ue,
SASL Bind transmitting a password value in the clear, add or
nmodi fy including a userPassword value, etc.), even if the
password value is correct.

Server inplenentations may al so want to provide policy nmechanisnms to
i nval i date or otherw se protect accounts in situations where a server
detects that a password for an account has been transmitted in the

cl ear.

6.3.4. Hashed Password Security Considerations

Sone aut hentication nechanisns (e.g., D GEST-MD5) transnmit a hash of
the password val ue that may be vul nerable to offline dictionary
attacks. Inplenenters should take care to protect such hashed
password val ues during transm ssion using TLS or other
confidentiality mechanisms.

6.4. SASL Security Considerations

Until data integrity service is installed on an LDAP session, an
attacker can nodify the transmtted val ues of the

" support edSASLMechani sns’ attribute response and thus downgrade the
list of available SASL nechanisns to include only the | east secure
mechani sm To detect this type of attack, the client may retrieve
the SASL mechani sms the server makes avail able both before and after
data integrity service is installed on an LDAP session. If the
client finds that the integrity-protected list (the Iist obtained
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after data integrity service was installed) contains a stronger
mechani smthan those in the previously obtained list, the client
shoul d assune the previously obtained Iist was nodified by an
attacker. In this circunstance it is recommended that the client
cl ose the underlying transport connection and then reconnect to
reestablish the session.

6.5. Related Security Considerations

Addi tional security considerations relating to the various

aut henti cati on nethods and mechani snms di scussed in this docunent
apply and can be found in [RFC4422], [RFC4013], [RFC3454], and

[ RFC3629] .

7. | ANA Consi derati ons

The |1 ANA has updat ed the LDAP Protocol Mechanismregistry to indicate
that this document and [ RFC4511] provide the definitive technica
specification for the StartTLS (1.3.6.1.4.1.1466.20037) extended
operation.

The | ANA has updated the LDAP LDAPMessage types registry to indicate
that this docunment and [ RFC4A511] provide the definitive technica
specification for the bi ndRequest (0) and bi ndResponse (1) nessage

t ypes.

The | ANA has updated the LDAP Bi nd Authentication Method registry to
i ndicate that this docunent and [ RFC4511] provide the definitive
techni cal specification for the sinple (0) and sasl (3) bind

aut henticati on nethods.

The | ANA has updated the LDAP authzid prefixes registry to indicate
that this document provides the definitive technical specification
for the dnAuthzld (dn:) and uAuthzld (u:) authzid prefixes.
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Appendi x A.  Authentication and Authorization Concepts
Thi s appendi x i s non-nornmative.

Thi s appendi x defines basic ternms, concepts, and interrel ationships
regardi ng authentication, authorization, credentials, and identity.
These concepts are used in describing how various security approaches
are utilized in client authenticati on and authorization

A.1. Access Control Policy

An access control policy is a set of rules defining the protection of
resources, generally in terns of the capabilities of persons or other
entities accessing those resources. Security objects and mechani sms,
such as those described here, enable the expression of access contro
policies and their enforcenent.

A. 2. Access Control Factors

A request, when it is being processed by a server, may be associ ated
with a wide variety of security-related factors. The server uses
these factors to determ ne whether and how to process the request.
These are called access control factors (ACFs). They m ght include
source | P address, encryption strength, the type of operation being
requested, tine of day, etc.. Sone factors nay be specific to the
request itself; others nay be associated with the transport
connection via which the request is transmitted; and others (e.g.
time of day) may be "environnental "

Access control policies are expressed in ternms of access contro
factors; for exanple, "a request having ACFs i,j,k can perform
operation Y on resource Z'. The set of ACFs that a server nakes
avai | abl e for such expressions is inplenmentation specific.

A. 3. Authentication, Credentials, ldentity

Aut hentication credentials are the evidence supplied by one party to
anot her, asserting the identity of the supplying party (e.g., a user)
who is attenpting to establish a new authorization state with the
other party (typically a server). Authentication is the process of
generating, transmtting, and verifying these credentials and thus
the identity they assert. An authentication identity is the nane
presented in a credential

There are many forns of authentication credentials. The form used
depends upon the particul ar authenticati on nechani sm negoti ated by
the parties. X 509 certificates, Kerberos tickets, and sinple
identity and password pairs are all exanples of authentication
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credential fornms. Note that an authentication nechani sm may
constrain the formof authentication identities used with it.

A 4. Authorization ldentity

An authorization identity is one kind of access control factor. It
is the name of the user or other entity that requests that operations
be performed. Access control policies are often expressed in terns
of authorization identities; for exanmple, "entity X can perform
operation Y on resource Z".

The authorization identity of an LDAP session is often semantically
the sanme as the authentication identity presented by the client, but
it my be different. SASL allows clients to specify an authorization
identity distinct fromthe authentication identity asserted by the
client’s credentials. This permts agents such as proxy servers to
aut henticate using their own credentials, yet request the access
privileges of the identity for which they are proxying [ RFC4422].

Al so, the formof authentication identity supplied by a service |like
TLS may not correspond to the authorization identities used to
express a server’'s access control policy, thus requiring a server-
specific mapping to be done. The method by which a server conposes
and validates an authorization identity fromthe authentication
credentials supplied by a client is inplenentation specific.

Appendi x B. Summary of Changes
Thi s appendi x i s non-normative.

Thi s appendi x sumari zes substantive changes made to RFC 2251, RFC
2829 and RFC 2830. In addition to the specific changes detailed

bel ow, the reader of this docunment should be aware that numerous
general editorial changes have been nade to the original content from
the source docurments. These changes include the foll ow ng:

- The material originally found in RFC 2251 Sections 4.2.1 and 4. 2. 2,
RFC 2829 (all sections except Sections 2 and 4), and RFC 2830 was
conbined into a single docunent.

- The conbi ned material was substantially reorgani zed and edited to
group rel ated subjects, inprove the docurment flow, and clarify
intent.

- Changes were nade throughout the text to align with definitions of
LDAP protocol |ayers and | ETF security terninol ogy.
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- Substantial updates and additions were nade to security
consi derations fromboth docunments based on current operationa
experi ence.

B.1. Changes Made to RFC 2251
Thi s section sunmmari zes the substantive changes nade to Sections
4.2.1 and 4.2.2 of RFC 2251 by this docunent. Additional substantive
changes to Section 4.2.1 of RFC 2251 are al so docunented in
[ RFC4511] .

B.1.1. Section 4.2.1 ("Sequencing of the Bi nd Request")

- Paragraph 1: Renoved the sentence, "If at any stage the client
wi shes to abort the bind process it MAY unbind and then drop the
under | yi ng connection". The Unbind operation still permts this

behavior, but it is not docunented explicitly.

- Clarified that the session is noved to an anonynobus state upon
recei pt of the BindRequest PDU and that it is only noved to a non-
anonynous state if and when the Bind request is successful.

B.1.2. Section 4.2.2 ("Authentication and O her Security Services")

- RFC 2251 states that anonynobus aut hentication MJST be perforned
using the sinple bind method. This specification defines the
anonynous aut henticati on nmechani sm of the sinple bind nethod and
requires all conformng inplementations to support it. O her
aut henti cati on nechani sns produci ng anonynous aut hentication and
aut hori zation state nay also be inplenmented and used by conform ng
i mpl enent ati ons.

B.2. Changes Made to RFC 2829
This section summari zes the substantive changes nade to RFC 2829.
B.2.1. Section 4 ("Required security nmechanisns")
- The name/ password aut hentication nechani sm (see Section B.2.5
bel ow) protected by TLS replaces the SASL DI GEST- MD5 mechani sm as
LDAP' s mandat ory-to-i npl ement password- based aut hentication

nmechani sm I npl ementations are encouraged to continue supporting
SASL DI GEST- MD5 [ DI GEST- MD5] .
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B.2.2. Section 5.1 ("Anonynous authentication procedure")

- Clarified that anonynous authentication involves a name val ue of
zero length and a password val ue of zero length. The
unaut henti cat ed aut henticati on nechani smwas added to handl e sinple
Bi nd requests involving a nane value with a non-zero length and a
password val ue of zero | ength.

B.2.3. Section 6 ("Password-based authentication")
- See Section B.2.1.
B.2.4. Section 6.1 ("Digest authentication")
- As the SASL-DI GEST-MD5 nechanismis no | onger mandatory to
i mpl enent, this section is now historical and was not included in
this document. RFC 2829, Section 6.1, continues to document the
SASL DI GEST- MD5 aut henti cation nechani sm

B.2.5. Section 6.2 ("’ sinple’ authentication choice under TLS
encryption")

- Renaned the "sinple" authentication nechanismto the nanme/password
aut hentication nechanismto better describe it.

- The use of TLS was generalized to align with definitions of LDAP
protocol layers. TLS establishnent is now discussed as an
i ndependent subject and is generalized for use with al
aut henti cati on nechani sns and ot her security |ayers.
- Renoved the inplication that the userPassword attribute is the sole
| ocation for storage of password values to be used in
aut hentication. There is no longer any inplied requirenent for how
or where passwords are stored at the server for use in
aut henti cati on.
B.2.6. Section 6.3 ("Qther authentication choices with TLS")
- See Section B.2.5.
B.2.7. Section 7.1 ("Certificate-based authentication with TLS")

- See Section B.2.5.
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B.2.8. Section 8 ("Qher nechanisns")

- Al SASL authentication mechanisnms are explicitly allowed wthin
LDAP. Specifically, this neans the SASL ANONYMOUS and SASL PLAIN
mechani sns are no | onger precluded fromuse w thin LDAP

B.2.9. Section 9 ("Authorization ldentity")

- Specified matching rules for dnAuthzld and uAuthzld values. In
particular, the DN value in the dnAuthzld form nust be matched
using DN matching rul es, and the uAuthzld val ue MJST be prepared
usi ng SASLprep rul es before being conpared octet-w se.

- Carified that uAuthzld val ues should not be assuned to be globally
uni que.

B.2.10. Section 10 ("TLS Ci phersuites")

- TLS ci phersuite recomendations are no |onger included in this
specification. |nplenmentations nust now support the
TLS_RSA W TH 3DES_EDE_CBC_SHA ci phersuite and should continue to
support the TLS DHE DSS W TH 3DES EDE CBC SHA ci phersuite.

- Clarified that anonynous authentication involves a nanme val ue of
zero length and a password val ue of zero |l ength. The
unaut henti cat ed authenticati on mechani smwas added to handl e sinple
Bi nd requests involving a nane value with a non-zero Il ength and a
password val ue of zero | ength.

B.3. Changes Made to RFC 2830

Thi s section summari zes the substantive changes nade to Sections 3
and 5 of RFC 2830. Readers should consult [RFC4511] for sunmaries of
changes to other sections.

B.3.1. Section 3.6 ("Server ldentity Check")

- Substantially updated the server identity check algorithmto ensure
that it is conplete and robust. |In particular, the use of al
rel evant values in the subjectAltName and the subject Name fields
are covered by the algorithmand matching rules are specified for
each type of value. Mapped (derived) forns of the server identity
may now be used when the mapping is performed in a secure fashion.
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B.3.2. Section 3.7 ("Refresh of Server Capabilities Information")

- Clients are no longer required to always refresh informati on about
server capabilities followi ng TLS establishnent. This is to allow
for situations where this information was obtai ned through a secure
mechani sm

B.3.3. Section 5 ("Effects of TLS on a Cient’s Authorization
I dentity")

- Establishing a TLS | ayer on an LDAP session may now cause the
aut horization state of the LDAP session to change.

B.3.4. Section 5.2 ("TLS Connection C osure Effects")

- Cosing a TLS layer on an LDAP session changes the authentication
and aut horization state of the LDAP session based on |ocal policy.
Specifically, this nmeans that inplenentations are not required to
change the authentication and authorization states to anonynous
upon TLS cl osure.

- Repl aced references to RFC 2401 with RFC 4301.
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Ful | Copyright Statenent
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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Intell ectual Property
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Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
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Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
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