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Abst r act

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines a basic set of managed objects for Sinple
Net wor k Managenent Protocol (SNWP) based event notification
managenent of Data Over Cable Service Interface Specification

(DOCSI S) compliant Cable Modens and Cabl e Mbdem Term nati on Systens.
This MB is defined as an extension to the DOCSI S Cabl e Device M B.

This meno specifies a MB nodule in a manner that is conpliant to the
Structure of Managenent Information Version 2 (SMv2). The set of
objects is consistent with the SNWP framework and exi sting SNWP

st andar ds.
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1. The Internet-Standard Management Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [16].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [2], STD 58, RFC 2579 [3] and STD 58, RFC 2580 [4].

2. dossary
The ternms in this docunent are derived either fromnormal cable

system usage, or fromthe docunents associated with the Data Over
Cabl e Service Interface Specification (DOCSIS) process.
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2.1. BPlI - Baseline Privacy Interface

A mechani sm for providing data privacy over the HFC network in DOCSI S
1.0 systens [8].

2.2. BPlI - Baseline Privacy Plus Interface

A mechani smthat extends the Baseline Privacy Interface with the
additi on of CM authentication over the HFC network in DOCSIS 1.1/2.0
systens and beyond [9].

2.3. CATV

Oiginally "Comunity Antenna Tel evision", now used to refer to any
cable or hybrid fiber and cable systemused to deliver video signals
to a comunity.

2.4. CM- Cable Mdem

A CMacts as a "slave" station in a DOCSI S-conpliant cabl e data
system

2.5. CMIS - Cable Mbdem Termi nation System

A generic termcovering a cable bridge or cable router in a head-end.
A CMIS acts as the naster station in a DOCSI S-conpliant cabl e data
system It is the only station that transmits downstream and it
controls the scheduling of upstreamtransnissions by its associated
CMVs.

2.6. DOCsIS

DOCSI S stands for "Data-over-Cable Service Interface Specifications”
and refers to the ITUT J. 112 Annex B standard for cable nodem
systens [10], [13] comonly known as DOCSIS 1.0. The DOCSIS 1.1
specification is an extension of DOCSIS 1.0, with new features to
support quality of service, fragnentation, and requirenents for

Eur opean cable plants [14].

DOCSIS 2.0 [15] builds upon DOCSIS 1.1 and provides all of the
features and functionality that DOCSIS 1.1 provides. |In addition, it
provi des sone significant enhancenents in upstream capacity over
DOCSIS 1.1, such as 30.72 Myps nmaxi mum upstream channel capacity,
Synchr onous- Code Division Miultiple Access (CDVA) operation, increased
robust ness to upstream noi se and channel inpairnents, Enhanced Reed-
Sol onon error correction, and Trellis Coded Modul ati on.
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2.7. Downstream
The direction fromthe CMIS to the CM
2.8. Head-end

The origination point in nost cable systens of the subscriber video
signals. GCenerally also the |ocation of the CMIS equi pment.

2.9. MAC Packet

Atermreferring to DOCSIS Protocol Data Unit (PDU).
2.10. RF

Atermreferring to Radi o Frequency.
2.11. SID

Atermreferring to DOCSIS Service ID. The SID identifies a
particul ar upstream bandw dth all ocati on and cl ass- of - servi ce
management for DOCSIS, and identifies a particular bidirectiona
security association for BPI

2.12. TLV

TLV stands for Type/Length/Value. TLV is an encodi ng nethod
consisting of three fields. The first field indicates the type of
el ement, the second field indicates the length of the element, and
the third field contains the el ement’s val ue.

2.13. Upstream
The direction fromthe CMto the CMIS
3. Overview

Ofering H gh Speed Internet Service in the cable industry has becone
extremely successful. DOCSIS devices are being deployed at a rate of
mul ti pl e thousands per day. Although operators are enjoying
successful deploynent, they are al so facing the challenge of properly
managi ng depl oyed devices. Operators are using Sinple Network
Managenent Protocol, a set of Managenent |Information Base (M B)
required by DOCSIS, and SNVMP Notifications to manage depl oyed DOCSI S
devices. The usage of SNMP Notification for event reporting is
becom ng nore popul ar as an effective and efficient nethod for

net wor k noni t ori ng.
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Unfortunately, only a mninal set of SNMP Notifications is currently
available. This notification MB, in conjunction with [11] and [12],
provides a mninmum set of standard DOCSIS Notifications that DOCSI S
devi ces SHOULD support to enabl e successful managenent of DOCSI S
devi ces and networks.

Thi s docunent defines a set of objects required for the event
notification nanagenent of DOCSI S-conpliant Cable Mddens (Cvs) and
Cabl e Modem Terni nati on Systens (CMISs). The M B nodule is derived
fromthe DOCSIS [11] and [12].

Appendi x H of [11] defines all DOCSIS 1.1 required events, and
Appendi x D of [12] does that for DOCSIS 2.0. The notifications
specified in this docunent are used to notify these events via SNWP.

In this document, the key words "MJST", "MJST NOT", "REQU RED",
"SHALL", "SHALL NOT*, "SHOULD', "SHOULD NOT", "RECOWMMENDED', "MNAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [1].

3.1. Structure of the MB

Thi s DOCS- | ETF- CABLE- DEVI CE- NOTI FI CATI ON-M B was designed to extend
the RFC2669 [5] notification nodul e.

Two groups of SNWP notification objects are defined in this docunent.
One group defines notifications for cabl e nodem events, and the other
group defines notifications for cable nodemterm nati on system
events.

DCCsSI S defines numerous events, and each event is assigned to a
functional category. This MB defines a notification object for each
functional category. The varbinding Iist of each notification

i ncludes information about the event that occurred on the device.

4. Definitions

The M B nodul e defined here | MPORTs from SNWPv2-SM [2], SNMPv2- CONF
[3], DOCS-CABLE-DEVICE-M B [5], DOCS-IF-MB [6], and IF-MB [7].

DCCS- | ETF- CABLE- DEVI CE- NOTI FI CATION-M B DEFI NI TIONS :: = BEG N
| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
NOTI FI CATI ON- TYPE,
m b- 2

FROM SNWPv2-SM -- RFC 2578
MCDUL E- COVPLI ANCE,
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OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWMPv2- CONF -- RFC 2580

docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsDevSwFi | enane,
docsDevSwSer ver,
docsDevSer ver Dhcp,
docsDevServer Ti ne
FROM DCCS- CABLE-DEVI CE-M B -- RFC 2669

docsl f CnCnt sAddr ess,

docsl f Cnt sCnft at usMacAddr ess,

docsl f Docsi sBaseCapabi lity,

docsl f CntSt at usDocsi sOper Mode,

docsl f CnfSt at usMbdul at i onType,

docsl f Cnt sCnSt at usDocsi sRegMbde,

docsl f Cnt sCnSt at usModul ati onType
FROM DOCS-1 F-M B -- RFC 4546

i f PhysAddr ess
FROM I F-M B; -- RFC 2863

docsDevNoti f M B MODULE- | DENTI TY

LAST- UPDATED "200605240000Z" -- May 24, 2006
ORGANI ZATI ON "I ETF | P over Cable Data Network
Wor ki ng Group”

CONTACT- | NFO
" Azl i na Ahnad
Postal: Ci sco Systems, Inc.
170 West Tasnman Drive
San Jose, CA 95134, U S A
Phone: 408 853 7927
E-mai |l : azlina@isco.com

Greg Nakani shi
Postal : Mdtorola

6450 Sequence Drive

San Di ego, CA 92121, U. S A
Phone: 858 404 2366
E-mai | : gnakani shi @t orol a. com

| ETF | PCDN Wor ki ng G oup
General Discussion: ipcdn@etf.org
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Subscribe: http://ww.ietf.org/mailman/listinfol/ipcdn
Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn
Co-chairs: Richard Wundy,
ri chard_woundy@abl e. contast. com
Jean-Francois Mile, jf.mle@abl el abs. cont

DESCRI PTI ON
"The Event Notification MB is an extension of the
CABLE DEVICE MB. It defines various notification
objects for both cable nbdem and cabl e nmodem term nation
systenms. Two groups of SNMP notification objects are
defined. One group is for notifying cable nodem events,
and one group is for notifying cable nodemterni nation
system events.

DOCSI S defi nes nunerous events, and each event is
assigned to a functional category. This M B defines
a notification object for each functional category.
The varbinding |ist of each notification includes

i nformati on about the event that occurred on the
devi ce.

Copyright (C) The Internet Society (2006). This version
of this MB nodule is part of RFC 4547; see the RFC

itself for full legal notices."
REVI SI ON "200605240000Z" -- May 24, 2006
DESCRI PTI ON

"Initial version, published as RFC 4547."
o= { mb-2 132 }

docsDevNoti f Control OBJECT I DENTIFIER ::= { docsDevNotifM B 1}
docsDevCmiNot i fs OBJECT | DENTIFIER ::= { docsDevNotifMB 2 0 }
docsDevCnt sNoti fs OBJECT I DENTIFIER ::= { docsDevNotifMB 3 0 }

docsDevCmNot i f Cont rol OBJECT- TYPE
SYNTAX BI TS {

cml ni t TLVUnknownNot i f ( 0),
cnDynSer vReqFai | Noti f ( 1),
cmDynSer vRspFai | Notif( 2),
cmDynSer vAckFai | Notif( 3),
cmBpilnitNotif( 4),
cnBPKMNot i f ( 5),
cnmDynam cSANoti f( 6),
cnDHCPFai | Noti f( 7),
cmBwUpgr adel ni t Noti f( 8),
cnBwUpgr adeFai | Noti f( 9),
cnmBwUpgr adeSuccessNot i f ( 10),
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cnmbwUpgr adeCVCNot i f ( 11),
cnilrCDFai | Noti f( 12),
cnDCCReqFai | Noti f( 13),
cnDCCRspFai | Noti f( 14),
cnDCCAckFai | Noti f( 15)

}
MAX- ACCESS read-write

STATUS current
DESCRI PTI ON
"The object is used to enable specific CMnotifications.
For exanple, if the first bit is set, then
docsDevCm ni t TLVUnknownNotif is enabled. If it is not set,
the notification is disabled. Note that notifications are
al so under the control of the MB npdul es defined in
RFC3413.

If the device is rebooted,the value of this object SHOULD
revert to the default val ue.

DEFVAL { {} }

::= { docsDevNotifControl 1 }

docsDevCnt sNot i f Control OBJECT- TYPE
SYNTAX BI TS {

cm sl nit RegRegFai | Notif( 0),
cnt sl nit RegRspFai | Notif( 1),
cm sl nit RegAckFail Notif( 2),
cm sDynSer vRegFai | Notif( 3),
cm sDynServRspFai | Noti f( 4),
cm sDynSer vAckFai | Noti f( 5),
cnt sBpi lnitNotif( 6),
cnt sBPKMNoti f( 7),
cm sDynam cSANoti f ( 8),
cm sDCCReqFai | Noti f( 9),
cm sDCCRspFai | Noti f( 10),
cm sDCCAckFai | Noti f( 11)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The object is used to enable specific CMIS notifications.
For exanple, if the first bit is set, then
docsDevCnt sl nit RegRspFai | Notif is enabled. |If it is not set,
the notification is disabled. Note that notifications are
al so under the control of the MB nodul es defined in
RFC3413.
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If the device is rebooted,the value of this object SHOULD
revert to the default val ue.

DEFVAL { {} }

::= { docsDevNotifControl 2 }

docsDevCml ni t TLVUnknownNot i f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode
docsl f CntSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON
"Notification to indicate that an unknown TLV was
encountered during the TLV parsing process.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
nmet hodol ogy used by the CM

::= { docsDevCmNotifs 1 }
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docsDevCnDynSer vRegFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode
docsl f CntSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON

"Anotification to report the failure of a dynam c service
request during the dynam c services process.

This notification sends additional information about

the event by including the following objects inits

varbinding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CnCmt sAddress: the MAC address of the CMIS
to which the CMis connected to (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
versi on of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
nmet hodol ogy used by the CM

::= { docsDevCmNotifs 2 }

docsDevCnDynSer vRspFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
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docsl f CnCnt sAddr ess,

docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode
docsl f CntSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON
" Anotification to report the failure of a dynam c service
response during the dynami c services process.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCnmiNotifs 3}

docsDevCnDynSer vAckFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f Cnfst at usDocsi sOper Mode,
docsl f CntSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON

Ahmad & Makani shi St andards Track [ Page 11]



RFC 4547 Event Notification MB June 2006

"Anotification to report the failure of a dynam c service
acknow edgenent during the dynami c services process.

This notification sends additional informtion about

the event by including the follow ng objects inits

varbinding |ist.

- docsDevEvLevel: the priority |l evel associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCriNotifs 4}

docsDevCnBpi | ni t Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CnfSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a BP
initialization attenpt during the registration process.

This notification sends additional information about

the event by including the following objects inits
varbinding |ist.

- docsDevEvLevel: the priority |l evel associated with the
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event.

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in.

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
nmet hodol ogy used by the CM

::={ docsDevCmNotifs 5 }

docsDevCnBPKMNot i f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CnfSt at usDocsi sOper Mode
docsl f CnfSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a Baseline
Privacy Key Managenent (BPKM operation.

This notification sends additional information about

the event by including the followi ng objects inits

varbinding |ist.

- docsDevEvLevel: the priority |level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nmobdem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
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to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
met hodol ogy used by the CM

.= { docsDevCmNotifs 6 }

docsDevCDynani cSANot i f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a dynam c security
associ ati on operati on.

This notification sends additional information about

the event by including the followi ng objects inits

varbinding list.

- docsDevEvLevel: the priority |level associated with the
event.

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nmobdem

- docsl f CnCmt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.
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- docsl f Cnfst at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in.

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
met hodol ogy used by the CM

::= { docsDevCmNotifs 7 }

docsDevCnDHCPFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {

docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsDevSer ver Dhcp,
docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a DHCP operati on.

This notification sends additional information about

the event by including the following objects inits

varbinding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nobdem

- docsl f CnCmt sAddress: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsDevServerDhcp: the | P address of the DHCP server.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnfst at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in.

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
met hodol ogy used by the CM

::= { docsDevCmNotifs 8 }
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docsDevCnBwlUpgr adel ni t Noti f NOTI FI CATI ON- TYPE
OBJECTS {

docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsDevSwFi | enane,
docsDevSwSer ver,
docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}
STATUS current
DESCRI PTI ON
"Anotification to indicate that a software upgrade
has been initiated on the device.

This notification sends additional information about

the event by including the followi ng objects inits

varbinding list.

- docsDevEvLevel: the priority |level associated with the
event.

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nmobdem

- docsl f CnCmt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnfst at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
met hodol ogy used by the CM

::= { docsDevCmNotifs 9 }

docsDevCnbwlUpgr adeFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
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i f PhysAddress,

docsl f CnCnt sAddr ess,
docsDevSwFi | enane,
docsDevSwSer ver,

docsl f Docsi sBaseCapabi lity,
docsl f CnfSt at usDocsi sOper Mode
docsl f CnfSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a software upgrade
att enpt .

This notification sends additional information about

the event by including the followi ng objects inits

varbinding |ist.

- docsDevEvLevel: the priority |l evel associated with the
event.

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cable nmbdem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsDevSwki | enane: the software imge file name

- docsDevSwServer: the |IP address of the server that
the image is retrieved from

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCrNotifs 10 }

docsDevCnBwUpgr adeSuccessNot i f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddr ess,
docsl f CnCnt sAddr ess,
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docsDevSwri | enane,
docsDevSwSer ver,

docsl f Docsi sBaseCapabi lity,
docsl f CntSt at usDocsi sOper Mode,
docsl f CntSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the software upgrade success
st at us.

This notification sends additional information about

the event by including the following objects inits

varbinding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CnCmt sAddress: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsDevSwFi | enane: the software inage file nane

- docsDevSwServer: the I P address of the server that
the image is retrieved from

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f CnSt at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in.

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
nmet hodol ogy used by the CM

.= { docsDevCmNotifs 11 }

docsDevCrbwUpgr adeCVCFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi l i ty,
docsl f CnfSt at usDocsi sOper Mode
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docsl f CnfSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
"A notification to report that the verification of the
code file has failed during a secure software upgrade
attenpt .

This notification sends additional information about

the event by including the following objects inits

varbinding |ist.

- docsDevEvLevel: the priority |l evel associated with the
event.

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f CnSt at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in.

- docsl f Cnf5t at usMbdul ati onType: the upstream nodul ati on
nmet hodol ogy used by the CM

.= { docsDevCmNotifs 12 }

docsDevCnirODFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {

docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsDevServer Ti e,
docsl f Docsi sBaseCapabi lity,
docsl f Cnfst at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}
STATUS current

DESCRI PTI ON
"Anotification to report the failure of a tinme of day
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operation.

This notification sends additional information about

the event by including the following objects inits

varbinding |ist.

- docsDevEvLevel: the priority |l evel associated with the
event.

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsDevServerTinme: the | P address of the tinme server.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCmNotifs 13 }

docsDevCnDCCReqFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CnfSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
" Anotification to report the failure of a dynam c channe
change request during the dynam ¢ channel change process
on the CM

This notification sends additional information about

the event by including the followi ng objects inits
varbi nding |ist.
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- docsDevEvLevel: the priority |l evel associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCmNotifs 14 }

docsDevCnDCCRspFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CnfSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a dynam c channe
change response during the dynam c channe
change process on the CM

This notification sends additional informtion about

the event by including the followi ng objects inits

varbinding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

i f PhysAddress: the MAC address of the cable
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interface of this cable nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in

- docsl f Cnst at usModul ati onType: the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCmNotifs 15 }

docsDevCnDCCAckFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
i f PhysAddress,
docsl f CnCnt sAddr ess,
docsl f Docsi sBaseCapabi lity,
docsl f CnfSt at usDocsi sOper Mode,
docsl f CnfSt at usMbdul at i onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a dynam c channe
change acknowl edgenment during the dynam ¢ channe
change process on the CM

This notification sends additional information about
the event by including the followi ng objects inits

varbi nding |ist.

- docsDevEvLevel: the priority |level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- ifPhysAddress: the MAC address of the cable
interface of this cabl e nodem

- docsl f CCnt sAddr ess: the MAC address of the CMIS
to which the CMis connected (if there is a cable
card/interface in the CMIS, then it is actually the
MAC address of the cable interface to which it is
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connect ed) .

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnf5t at usDocsi sOper Mode: the QOS level (1.0, 1.1)
that the CMis operating in.

- docsl f Cnt sCnSt at usMbdul ati onType the upstream nodul ati on
net hodol ogy used by the CM

::= { docsDevCrNotifs 16}

docsDevCnt sl ni t RegReqgFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {

docsDevEvLevel ,

docsDevEvl d,

docsDevEvText,

docsl f Cnt sCn5t at usMacAddr ess,

i f PhysAddress,

docsl f Cnt sCnSt at usDocsi sRegMbde,
docsl f Docsi sBaseCapabi lity,

docsl f Cnt sCSt at usModul ati onType

}
STATUS current
DESCRI PTI ON

"Anotification to report the failure of a registration
request froma CMduring the CMinitialization
process that was detected on the CMIS.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority |l evel associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.
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- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 1}

docsDevCnt sl ni t RegRspFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCn5t at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sReghbde
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sCSt at usModul ati onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a registration
response during the CMinitialization
process that was detected by the CMIS.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 2 }

docsDevCnt sl ni t RegAckFai | Noti f NOTI FI CATI ON- TYPE
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OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,

docsl f Cnt sCn5t at usMacAddr ess,

i f PhysAddress,

docsl f Cnt sCnSt at usDocsi sRegMode,
docsl f Docsi sBaseCapabi lity,

docsl f Cnt sCSt at usModul ati onType

}
STATUS current
DESCRI PTI ON

"Anotification to report the failure of a registration
acknow edgenment fromthe CM during the CM
initialization process that was detected by the CMIS.

This notification sends additional information about
the event by including the following objects inits
varbi nding |ist.

2006

- docsDevEvLevel: the priority level associated with the

event.

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Crt sCnBt at usMacAddr ess: the MAC address of the CM

with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Cnt sCntSt at usDocsi sReghbde: the QOS | evel (1.0,
that the reporting CMis operating in.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

{ docsDevCmtsNotifs 3 }

docsDevCnt sDynSer vReqgFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {

docsDevEvLevel ,

docsDevEvl d,

docsDevEvText,

docsl f Cnt sCrSt at usMacAddr ess,
i f PhysAddress,

1.1)
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docsl f Cnt sCnSt at usDocsi sReghbde
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sCSt at usModul ati onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a dynam c service
request during the dynam c services process
that was detected by the CMIS.

This notification sends additional information about
the event by including the following objects inits
varbi nding |ist.

docsDevEvLevel : the priority level associated with the
event .

docsDevEvlid: the unique identifier of the event that
occurr ed.

docsDevEvText: a textual description of the event.

docsl f Cnt sCnt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

i f PhysAddress: the MAC address of the CMIS

(if there is a cable card/interface in the CMIS,

then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

docsl f Cnt sCnt at usDocsi sRegvbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in

docsl f Docsi sBaseCapabi lity: the highest

version of the DOCSIS specification (1.0, 1.1, 2.0)

that the device is capable of supporting.

docsl f Cnt sC5t at usModul ati onType: the upstream

nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 4 }

docsDevCnt sDynSer vRspFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCn5t at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCn5t at usDocsi sReghbde
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sC5t at usModul ati onType

}
STATUS current
DESCRI PTI ON
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"Anotification to report the failure of a dynam c service
response during the dynam c services process
that was detected by the CMIS.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 5 }

docsDevCnt sDynSer vAckFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCn5t at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sReghbde
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sCSt at usModul ati onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a dynam c service
acknow edgenent during the dynanic services
process that was detected by the CMIS.

This notification sends additional information about
the event by including the following objects inits
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varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Cnt sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 6 }

docsDevCnt sBpi | ni t Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCnSt at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sReghbde,
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sC5t at usMobdul ati onType

}
STATUS current
DESCRI PTI ON
"Anotification to report the failure of a BP
initialization attenpt during the CMregistration process
that was detected by the CMIS.

This notification sends additional information about

the event by including the following objects inits

varbinding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurred.
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- docsDevEvText: a textual description of the event.

- docsl f Cnt sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ at ed.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 7 }

docsDevCnt sBPKMNot i f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCnSt at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sReghbde,
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sC5t at usModul ati onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a BPKM operation
that is detected by the CMIS.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority |level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
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connected to the CM
- docsl f Cnt sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in
- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.
- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 8 }

docsDevCnt sDynam cSANot i f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCn5t at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sReghbde
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sCSt at usModul ati onType

}

STATUS current

DESCRI PTI ON
"A notification to report the failure of a dynamic security
associ ati on operation that is detected by the CMIS.

This notification sends additional information about
the event by including the follow ng objects in its
varbinding |ist.

- docsDevEvLevel: the priority |l evel associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.
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- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 9 }

docsDevCnt sDCCReqFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCn5t at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sReghbde
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sCSt at usModul ati onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a dynam c channe
change request during the dynam ¢ channe
change process and is detected by the CMIS.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Ot sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 10 }

docsDevCnt sDCCRspFai | Noti f NOTI FI CATI ON- TYPE
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OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCn5t at usMacAddr ess,
i f PhysAddress,
docsl f Cnt sCnSt at usDocsi sRegMode,
docsl f Docsi sBaseCapabi lity,
docsl f Cnt sCSt at usModul ati onType

}

STATUS current

DESCRI PTI ON
"Anotification to report the failure of a dynanmic channel
change response during the dynani c channel
change process and is detected by the CMIS.

This notification sends additional informtion about

the event by including the following objects inits

varbi nding |ist.

- docsDevEvLevel: the priority level associated with the
event .

- docsDevEvlid: the unique identifier of the event that
occurr ed.

- docsDevEvText: a textual description of the event.

- docsl f Cnt sCnSt at usMacAddr ess: the MAC address of the CM
with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)
that the reporting CMis operating in.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 11 }

docsDevCnt sDCCAckFai | Noti f NOTI FI CATI ON- TYPE
OBJECTS {
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsl f Cnt sCnSt at usMacAddr ess,
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i f PhysAddress,

docsl f Cnt sCnSt at usDocsi sReghbde,
docsl f Docsi sBaseCapabi lity,

docsl f Cnt sC5t at usModul ati onType

}
STATUS current
DESCRI PTI ON

"Anotification to report the failure of a dynam c channe

change acknowl edgenment during the dynam c channe
change process and is detected by the CMIS.

This notification sends additional informtion about
the event by including the following objects inits
varbinding |ist.

- docsDevEvLevel: the priority level associated with the

event .

- docsDevEvlid: the unique identifier of the event that
occurred.

- docsDevEvText: a textual description of the event.

- docsl f Crt sCnBt at usMacAddr ess: the MAC address of the CM

with which this notification is associ ated.

- ifPhysAddress: the MAC address of the CMIS
(if there is a cable card/interface in the CMIS,
then it is actually the MAC address of the cable
interface that connected to the CM cable interface
connected to the CM

- docsl f Ot sCnSt at usDocsi sReghMbde: the QOS level (1.0, 1.1)

that the reporting CMis operating in.

- docsl f Docsi sBaseCapabi lity: the highest
version of the DOCSIS specification (1.0, 1.1, 2.0)
that the device is capable of supporting.

- docsl f Cnt sCnSt at usMbdul ati onType: the upstream
nodul ati on met hodol ogy used by the CM

::= { docsDevCntsNotifs 12}

--Conf ormance definitions

docsDevNot i f Conf or mance OBJECT | DENTI FI ER
::= { docsDevNotifMB 4 }
docsDevNot i f G oups OBJECT | DENTI FI ER
;= { docsDevNoti f Confornmance 1 }
docsDevNot i f Conpl i ances OBJECT | DENTI FI ER
::= { docsDevNoti f Confornmance 2 }
docsDevCmNot i f Conpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"The conpliance statement for CM Notifications and Control."

MODULE - - docsDevNot i f
MANDATORY- GROUPS {
docsDevCmNot i f Cont r ol Gr oup,
docsDevCmNot i fi cati onG oup

}
::= { docsDevNotif Conpliances 1 }

docsDevCmNot i f Contr ol Group OBJECT- GROUP
OBJECTS {
docsDevCriNot i f Cont r ol

}
STATUS current
DESCRI PTI ON
"This group represents objects that allow control
over CM Notifications."
.. = { docsDevNotifGoups 1}

docsDevCmNot i fi cati onGroup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

docsDevCml ni t TLVUnknownNot i f,
docsDevCnDynSer vRegFai | Not i f,
docsDevCnDynSer vRspFai | Noti f,
docsDevCmDynSer vAckFai | Noti f,
docsDevCBpi I ni t Noti f,
docsDevCrBPKMNot i f,
docsDevCmDynam cSANot i f,
docsDevChDHCPFai | Not i f,
docsDevCnbwlUpgr adel ni t Not i f,
docsDevCnbwlUpgr adeFai | Not i f,
docsDevCBwUpgr adeSuccessNot i f,
docsDevCrbwlUpgr adeCVCFai | Not i f,
docsDevCmIODFai | Noti f,
docsDevCnDCCReqFai | Noti f,
docsDevCnDCCRspFai | Noti f,
docsDevCnDCCAckFai | Not i f

}
STATUS current
DESCRI PTI ON
"A collection of CMnotifications providing device status
and control ."
.. = { docsDevNotifGoups 2 }

docsDevCnt sNot i f Conpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
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"The conpliance statenent for DOCSIS CMIS Notification
and Control."
MODULE - - docsDevNot i f
MANDATORY- GROUPS {
docsDevCnt sNot i f Cont r ol G oup,
docsDevCnt sNoti ficati onG oup

}
.= { docsDevNotif Conpliances 2 }

docsDevCnt sNot i f Cont rol G oup OBJECT- GROUP
OBJECTS {
docsDevCnt sNot i f Contr ol

}
STATUS current
DESCRI PTI ON
"This group represents objects that allow control
over CMIS Notifications."
::= { docsDevNotifGoups 3}

docsDevCnt sNoti ficati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

docsDevCnt sl ni t RegReqFai | Not i f,
docsDevCnt sl ni t RegRspFai | Not i f,
docsDevCnt sl ni t RegAckFai | Noti f
docsDevCnt sDynSer vReqgFai | Not i f,
docsDevCnt sDynSer vRspFai | Noti f,
docsDevCnt sDynSer vAckFai | Not i f,
docsDevCnt sBpi I ni t Noti f,
docsDevCnt sBPKMNot i f,
docsDevCnt sDynam cSANot i f,
docsDevCnt sDCCReqFai | Noti f,
docsDevCnt sDCCRspFai | Noti f,
docsDevCnt sDCCAckFai | Not i f

}

STATUS current

DESCRI PTI ON
"A collection of CMIS notifications providing device
status and control."

;.= { docsDevNotifG oups 4 }

END
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Security Considerations

There are two nmanagemnment objects defined in this MB nodule with a
MAX- ACCESS cl ause of read-wite and/or read-create
(docsDevCmNot i f Control and docsDevCntsNotifControl). Such objects
may be consi dered sensitive or vulnerable in sone network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
net wor k operations.

Setting docsDevCmNoti f Control or docsDevCntsNotifControl nay cause
fl oodi ng of notifications, which can di srupt network service.

Besi des causing "floodi ng", changing the objects can al so nean that
notifications will not be enmitted when one intends that to happen

This M B defines a number of notification objects that send detail ed
i nformati on about the event that caused the generation of the
notification. |Information in the notification nessage includes:

event priority, the event Id, the event nessage body, the CM DOCSI S
capability, the CMDOCSIS QOS | evel, the CM DOCSI S upstream

nodul ati on type, the cable interface MAC address of the cable nbodem
and the cable card MAC address of the CMIS to which the nodemis
connected. The nonitoring of these notification nessages could be
used to gather information about the state of the network and devices
(CM and CMIS) attached to the network.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPSec),
even then there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/ create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWMPv3 framework (see [16], section 8), including
full support for the SNVMPv3 cryptographi c nechanisns (for

aut hentication and privacy).

Further, depl oynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
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9.

9.

instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

The M B nodul e defined in this docunent uses the follow ng | ANA-
assi gned OBJECT | DENTI FI ER val ues recorded in the SM Nunbers
registry:

Descri pt or OBJECT | DENTI FI ER val ue

docsDevNotifMB { mb-2 132 }
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
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rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
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