Net wor k Wor ki ng Group S. Govi ndan, Ed
Request for Comments: 4564 H. Cheng
Cat egory: I nfornmational Panasoni c
ZH. Yao

Huawei

VWH. Zhou
Chi na Mbile

L. Yang

Inte

July 2006

oj ectives for
Control and Provisioning of Wrel ess Access Poi nts ( CAPWAP)

Status of This Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).

Abstract

Thi s docunent presents objectives for an interoperable protocol for
the Control and Provisioning of Wrel ess Access Points (CAPWAP). The
docunent ainms to establish a set of focused requirenents for the
devel opnent and eval uati on of a CAPWAP protocol. The objectives
address architecture, operation, security, and network operator

requi renents that are necessary to enable interoperability anmpng
Wrel ess Local Area Network (WLAN) devices of alternative designs.
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1

| ntroducti on

The growth in [arge-scale Wreless Local Area Network (W.AN)

depl oyments has brought into focus a number of technical chall enges.
Among themis the conplexity of managing |arge nunbers of Wreless
Term nation Points (WIPs), which is further exacerbated by variations
in their design. Another challenge is the maintenance of consistent
configurations anong the nunerous WIPs of a system The dynam c
nature of the wireless nediumis also a concern together with WAN
security. The challenges affecting |arge-scale WAN depl oyments have
been hi ghlighted in [ RFC3990] .

Many vendors have addressed these chall enges by devel opi ng new
architectures and solutions. A survey of the various devel oprments
was conducted to better understand the context of these chall enges.
This survey is a first step towards designing interoperability anmong
the solutions. The Architecture Taxonony [ RFC4118] is a result of
this survey in which major WLAN architecture famlies are classified.
Broadly, these are the autononous, centralized WLAN, and distri buted
mesh architectures.

The Architecture Taxonomy identified the centralized WAN
architecture as one in which portions of the wreless nedi um access
control (MAC) operations are centralized in a WLAN controller. This
centralized WLAN architecture is further classified into renote-MAC
split-MAC, and | ocal - MAC designs. Each differs in the degree of
separation of wireless MAC | ayer capabilities between WIPs and W.AN
controller.

Thi s docunent puts forward critical objectives for achieving
interoperability in the CAPWAP franework. |t presents requirenents
that address the chall enges of controlling and provisioning | arge-
scal e WLAN depl oynents. The realization of these objectives in a
CAPWAP protocol will ensure that WAN equi pment of major design types
may be integrally depl oyed and nanaged.

Ter m nol ogy

Thi s docunent uses terninology defined in [ RFC4118], [802.11],
[802.11i], and [802.11e]. Additionally, the following terns are
def i ned.

Centralized W.AN: A W.AN based on the centralized W.AN Architecture
[ RFC4118] .

Swi t chi ng Segment: Those aspects of a centralized W.AN that primarily
deal with switching or routing of control and data information
bet ween Wreless Term nation Points (WIPs) and the WLAN controller
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Wrel ess Medi um Segnent: Those aspects of a centralized W.LAN t hat
primarily deal with the wireless interface between WIPs and wirel ess
termnals. The Wrel ess Medi um Segnent is specific to |ayer 2

wi rel ess technol ogy, such as | EEE 802. 11.

CAPWAP Framework: A termthat covers the |ocal-MAC and split-MAC
designs of the Centralized W.AN Architecture. Standardization
efforts are focused on these designs.

CAPWAP Protocol : The protocol between WAN controller and WIPs in the
CAPWAP framework. It facilitates control, managenent, and
provi sioning of WIPs in an interoperable nmanner.

Logi cal Goup: A logical separation of a physical WIP is terned

| ogi cal group. So a single physical WIP will operate a nunber of

| ogi cal groups. Virtual access points (APs) are exanples of |ogica
groups. Here, each Basic Service Set Identifier (BSSID) and
constituent wireless termnals’ radios are denoted as distinct

| ogi cal groups of a physical WIP. Logical groups are naintained

wi thout conflicting with the CAPWAP obj ectives, particularly the
"Wrel ess Terminal Transparency’ objective.

3. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

4. (bjectives Overview

The objectives for CAPWAP have been broadly classified to address
architecture, operation, and security requirenments of nanagi ng
| arge-scal e WLAN depl oynent s.

Architecture objectives deal with system|evel aspects of the CAPWAP
protocol. They address issues of protocol extensibility, diversity
in network depl oynments and architecture designs, and differences in
transport technol ogi es.

Operational objectives address the control and managerent features of
the CAPWAP protocol. They deal with operations relating to W.AN

noni toring, resource managenent, Quality of Service (QS), and access
control

Security objectives address potential threats to W.ANs and their
contai nnent. In the CAPWAP context, security requirenments cover the
prot ocol between the W.AN controller and WIPs and al so the W.AN
system as a whol e.
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Additionally, a general classification is used for objectives
relating to the overall inmpact of the CAPWAP protocol specifications.

5. Objectives

The obj ectives described in this docunent have been prioritized based
on their inmredi ate significance in the devel opnent and eval uati on of
a control and provisioning protocol for |arge-scale W.AN depl oynents.
The priorities are:

i. Mandatory and Accepted Objectives
ii. Desirable Objectives
iii. Non-QObjectives

The priorities have been assigned to individual objectives in
accordance with working group di scussions.

Furthernore, a distinct category of objectives is provided based on
requi renents gathered fromnetwork service operators. These are
specific needs that arise fromoperators’ experiences in deploying
and nmanagi ng | arge-scal e W.ANs.

a. Operator Requirenents

5.1. Mandatory and Accepted Objectives
hj ectives prioritized as mandatory and accepted have been deened
crucial for the control and provisioning of WIPs. They directly
address the chall enges of |arge-scale WAN depl oynents and MJST be
realized by a CAPWAP pr ot ocol

5.1.1. Logical G oups
Classification: Architecture
Descri pti on:
Large W.AN depl oynents are conpl ex and expensive. Furthernore,
enterprises depl oyi ng such networks are under pressure to inprove the
efficiency of their expenditures.
Shared WLAN depl oynments, where a single physical W.AN infrastructure
supports a number of |ogical networks, are increasingly used to
address these two issues of large-scale W.ANs. These are popul ar as

they all ow depl oynment and nanagenent costs to be spread across
busi nesses.
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In traditional W.ANs, each physical WP represents one conpl ete
subset of a larger WLAN system Shared WLANs differ in that each
physi cal WP represents a nunber of |ogical subsets of possibly a
nunber of |arger WLAN systems. Each |ogical division of a physica
WP is referred to as a logical group (see definition in Section 2).
So WLANs are managed in ternms of |ogical groups instead of physica
WIPs. Logical groups are based on BSSI Ds and ot her types of virtua
APs.

Pr ot ocol Requiremnent:

The CAPWAP protocol MJST be capabl e of controlling and managi ng
physical WIPs in ternms of |ogical groups including BSSID based
groups.

For all operating nodes, including those in which the WIP performns

| ocal bridging and those in which the Access Controller (AC) perforns
centralized bridging, the protocol MJST provide provisions for
configuring |ogical groups at the WP

Motivati on and Protocol Benefits:

Commercial realities necessitate that W.ANs be manageable in terns of
their logical groups. This allows separation of |ogical services and
underlying infrastructure nanagenent. A protocol that realizes this

need ensures sinpler and cost-effective WLANs, which directly address
the requirenents of network service operators.

Rel ation to Problem Statenent:
Thi s objective addresses the probl em of nanagenent conplexity in
terms of costs. Cost conplexity is reduced by sharing W.AN
depl oyments. Consequently, depl oynment and managenent cost -
efficiencies are realized.

5.1.2. Support for Traffic Separation
Classification: Operations
Descri pti on:
The centralized WLAN architecture sinplifies conplexity associated
with | arge-scal e depl oynments by consolidating portions of wireless
MAC functionality at a central WAN controller and distributing the

remai ni ng across WIPs. As a result, WIPs and W.AN control | er
exchange control and data informati on between them This objective
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states that control and data aspects of the exchanges be nutually
separated for further sinplicity. This will allow solutions for each
type of exchange to be independently optim zed.

Furthernore, in the context of shared W.AN depl oynents, the nutua
separation of control and data al so addresses security concerns. In
particular, given the likelihood of different |ogical groups, such as
those established by different virtual APs, being nanaged by

di fferent adm nistrators, separation of control and data is a first
step towards individually containing and securing the |ogical groups.

It is also inportant to ensure that traffic fromeach |ogical group
is mutually separated to maintain the integrity and i ndependence of
the | ogi cal groups.

Pr ot ocol Requiremnent:

The CAPWAP protocol MJST define transport control nessages such that
the transport of control nessages is separate fromthe transport of
dat a nmessages.

Motivati on and Protocol Benefits:

The ai m of separating data and control aspects of the protocol is to
simplify the protocol. It also allows for the flexibility of
addressing each type of traffic in the nost appropriate manner

Furthernmore, this requirement will help renpotely |located WIPs to
handl e data traffic in alternative ways w thout the need for
forwardi ng them across a wide network to the WLAN controller.

Separation of WIP control and data also aids in the secure
real i zati on of shared W.LAN depl oynents.

Rel ation to Problem Statenent:
Broadly, this objective relates to the challenge of nanaging
conplexity in large-scale W.ANs. The requirenment for traffic

separation sinplifies control as this is separated fromthe task of
data transport.
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5.1.3. Wreless Term nal Transparency

Classification: Operations

Descri pti on:

The CAPWAP protocol is applicable between a centralized W.AN
controller and a nunber of WIPs; i.e., it affects only the sw tching
segnent of the centralized WLAN architecture. |Its operations should
therefore be independent of the wireless termnal. Wreless

term nals should not be required to be aware of the existence of the
CAPWAP pr ot ocol

Pr ot ocol Requirenent:

Wreless termnals MUST NOT be required to recogni ze or be aware of
the CAPWAP pr ot ocol

Motivati on and Protocol Benefits:

| EEE 802. 11-based wireless termnals are mature and widely avail abl e.
It would be beneficial for CAPWAP not to inpose new requirements on
these wireless terminals. 1In effect, this requirenent ensures that
the setup cost of the protocol is reduced as the nunerous existing
wirel ess terminals need not be altered.

Rel ation to Probl em St at enent:

The Problem Statenent highlights the chall enges faced by | arge W.ANs
consisting of many WIPs. It does not refer to the operations of
wireless terminals and this objective enphasi zes the independence.

5.1.4. Configuration Consistency
Classification: Operations
Descri pti on:

W.ANs in the CAPWAP framework contain nunerous WIPs, each of them
needi ng to be configured and managed in a consistent manner. The
mai n concern in ensuring consistency is availability of appropriate

i nformati on corresponding to WIP configuration states. So
configuration consistency can be achieved by providing the
centralized WLAN controller with regul ar updates on the state of WP
operations. The centralized WLAN controller can in turn apply

i nformation fromthe regul ar updates to ensure consistently anong the
WI'Ps.
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Pr ot ocol Requirenent:

The CAPWAP protocol MJST include support for regul ar exchanges of
state information between WIPs and the W.AN controller. Exanples of
state information include WIP processing | oad and nenory utilization

Motivati on and Protocol Benefits:

A protocol that provides access to regular state information can in
turn be used to enhance W.AN configuration and performance. The
CAPWAP protocol wll be better equi pped to address configuration-

rel ated problens with the regularly available state information. So
with greater state information, control and nanagenent operations can
be i mproved.

Rel ation to Probl em St at enent:

One of the mmjor challenges described in the Problem Statenment is
that of maintaining consistent configuration across the nunerous WPs
of a WLAN. This objective addresses the fundanental issue behind
this -- availability of timely state information.

5.1.5. Firmware Trigger
Classification: Operations
Descri pti on:

One specific aspect of configuration consistency is the firnmnare used
by vari ous WIPs. The scale of |arge W.LANs introduces possibilities
for variations in the firmvare used anobng WIPs. Thi s objective

hi ghli ghts the need for the CAPWAP protocol to trigger the delivery
of appropriate versions of firmvare to WIPs. The actual delivery of
firmvare need not be inclusive to the protocol

Pr ot ocol Requirenent:

The CAPWAP protocol MJST support a trigger for delivery of firmare
updat es.

Motivati on and Protocol Benefits:

The CAPWAP protocol interfaces many WIPs to a centralized W.AN
controller. Firmvare distribution allows these interfaces to be
conpatible. This in turn results in consistent configuration and
simplified managenent. So the protocol benefits by including
triggers for the distribution of firmware updates.
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Rel ation to Probl em St atenent:

I nconsi stencies in the configuration of WIPs have been identified as
a maj or challenge for |large-scale WIPs. This objective hel ps
overcome the chall enge by providing a way for the CAPWAP protocol to
initiate delivery of firmvare updates that are conpati bl e anong al
WI'Ps.

5.1.6. Monitoring and Exchange of System w de Resource State
Classification: Operations
Descri pti on:

The centralized W.AN architecture is nade up of a switching segnent
and wirel ess medium segnent. In the switching segment, network
congestion, WP status, and firmvare informati on have to be
nonitored. In the wireless nediumsegnment, the dynam c nature of the
mediumitself has to be nonitored. Overall, there are also various
statistics that need to be considered for efficient WLAN operati on

The CAPWAP protocol should be capable of monitoring the various

i nformati on sources and deliver the resulting information to the
rel evant WLAN devices -- either WIPs or the W.LAN controller.

Mor eover, given the relationship anong information sources, the
CAPWAP prot ocol should conbine state information fromthem For
exanpl e, statistics information and status signals from WPs nay be
nmer ged before bei ng exchanged.

Exampl es of statistics information that the CAPWAP protocol should
noni tor and exchange include congestion state, interference |evels,
| oss rates, and various delay factors.

Pr ot ocol Requiremnent:

The CAPWAP protocol MJST allow for the exchange of statistics,
congestion, and other WLAN state information.

Mot i vation and Protocol Benefits:
The effectiveness of a protocol is based on the rel evance of
information on which it operates. This requirenent for resource

noni tori ng and exchange can provi de the appropriate infornation to
t he CAPWAP pr ot ocol
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Rel ation to Probl em St atenent:

The Probl em Statenent highlights the challenge of dealing with |arge
nunbers of WIPs and the dynam c nature of the wirel ess nmedi um
Information on the state of WIPs and the mediumis inportant to dea
with themeffectively. So this objective relates to the probl em of
managi ng consi stency in | arge W.ANs.

5.1.7. Resource Control bjective
Classification: Operations
Descri pti on:

Integral to the success of any wireless network systemis the
performance and quality it can offer its subscribers. Since CAPWAP-
based WLANs comnbi ne a switching segnment and a wirel ess nedi um
segnent, performance and quality need to be coordi nated across both
of these segnents. So QS perfornance nust be enforced system wi de.

Thi s objective highlights QS over the entire WLAN system which

i ncl udes the switching segnent and the wirel ess medi um segment.

G ven the fundanental differences between the two, it is likely that
there are alternate QS nechani sns between WIPs and wirel ess service
subscri bers and between WIPs and W.AN controllers. For instance, the
former will be based on | EEE 802. 11le, whereas the latter will be an
alternative. So resources need to be adjusted in a coordinated
fashi on over both segnents. The CAPWAP protocol should ensure that
these adjustments are appropriately exchanged between W.AN
controllers and WIPs.

In addition to | EEE 802. 11e, there are a nunber of other |EEE 802.11
task groups that may affect network resources. These include | EEE
802.11 T&, T@u, and TGv, which are currently in progress. CAPWAP
shoul d therefore not be restricted to | EEE 802. 11e- based mappi ng.

Pr ot ocol Requirenent:
The CAPWAP protocol MJST nmap the | EEE 802.11le QoS priorities to

equi val ent QoS priorities across the switching and wirel ess nedi um
segnent s.
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Motivati on and Protocol Benefits:

A protocol that addresses QoS aspects of WAN systens will deliver
hi gh performance thereby bei ng beneficial for subscribers and for
resource utilization efficiency. Since CAPWAP deals with WPs
directly and with the wirel ess mediumindirectly, both of these nust
be consi dered for performance.

For the wirel ess medi um segnment, QoS aspects in the protocol enable
hi gh-qual ity communi cations within the domain of a W.AN controller
Si nce each dommin generally covers an enterprise or a group of
service providers, such protocol performance has w de-rangi ng
effects.

Wthin the switching segnent of CAPWAP, a QoS-enabl ed protoco
m ni mzes the adverse effects of dynamic traffic characteristics so
as to ensure systemw de performance.

Rel ation to Probl em St atenent:

QS control is critical to large W.ANs and relates to a nunmber of
aspects. In particular, this objective can hel p address the probl em
of managi ng dynam ¢ conditions of the w rel ess medi um

Furthernore, traffic characteristics in |large-scale W.ANs are
constantly varying. So network utilization becones inefficient, and
user experience is unpredictable.

The interaction and coordination between the two aspects of system
wi de QoS are therefore critical for perfornmance.

5.1.8. CAPWAP Protocol Security
Classification: Security
Descri pti on:
Thi s objective addresses the security of the CAPWAP protocol

The CAPWAP protocol MJST first provide for the participating entities
-- the WLAN controller and WIPs -- to be explicitly mutually
authenticated. This is to ensure that rogue el ements do not gain
access to the WLAN system Rogue WIPs should not be allowed to
breach legitinate W.ANs, and at the sanme tinme rogue W.LAN controllers
should not be allowed to gain control of legitimte WIPs. For
exanpl e, WIPs may need to regularly renew their authentication state
with the WLAN controller and simlarly for WLAN control |l ers.
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If authentication is performed via an authenticated key exchange,
future know edge of derived keys is not sufficient for
aut henti cati on.

Any session keys used between the W.AN controller and WIPs MJST be
nmutual Iy derived using entropy contributed by both parties. This
ensures that no one party has control over the resulting session
keys.

Once WIPs and the W.AN control |l er have been mutual |y aut henti cated,
i nformati on exchanges between them nust be secured agai nst vari ous
security threats. So the CAPWAP protocol MJST provide integrity
protection and replay protection. The protocol SHOULD provide
confidentiality through encryption. This should cover illegitimte
nodi fi cati ons to protocol exchanges, eavesdropping, and Denial of
Service (DoS) attacks, anong other potential comprom ses. So the
protocol rmnust provide confidentiality, integrity, and authenticity
for those exchanges.

As a result of realizing this objective, it should not be possible
for individual WIP breaches to affect the security of the WLAN as a
whole. So WP mi suse will be protected against.

Additionally, the key establishment protocol for authentication and
securi ng CAPWAP exchanges must be designed to mnimze the
possibility of future conprom ses after the keys are established.

CAPWAP MUST NOT prevent the use of asymetric authentication. The
security considerations of such asymretric authentication are
described in the Security Considerations section

If the CAPWAP protocol neets the criteria to require automated key
managenent per BCP 107 [ RFC4107], then nutual authenticati on MJST be
acconpl i shed via an authenticated key exchange.

Pr ot ocol Requirenent:
The CAPWAP protocol MJST support nutual authentication of WIPs and
the centralized controller. It also MIST ensure that information

exchanges are integrity protected and SHOULD ensure confidentiality
t hrough encryption.
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Motivati on and Protocol Benefits:

W.ANs are increasingly deployed in critical aspects of enterprise and
consumer networks. In these contexts, protocol security is crucia
to ensure the privacy and integrity expected from network

adm ni strators and end-users. So securing the CAPWAP protocol has
direct benefits in addressing these concerns.

In many cases, the network path between a WIP and WLAN control | er
contains untrusted links. Such links could be | everaged by rogue
WIPs to gain access to the WLAN system They could al so be used by
rogue WLAN controllers to gain control of legitimte WIPs and their
associated terminals to either redirect or conpronise ternina
traffic. These security concerns can be nmitigated with this

obj ecti ve.

Rel ation to Probl em Statenent:

Security problens in |arge-scale W.ANs are detailed in the Probl em
Statenment. These include conplications arising fromrogue WIPs and
conprom sed interfaces between WIPs and the W.AN controller. The
requi rement for protocol security addresses these problens and

hi ghl i ghts the inportance of protecting against them

5.1.9. Systemw de Security
Classification: Security
Descri pti on:

The enphasis of this objective is on the security threats external to
the centralized CAPWAP segnent of a WLAN system The focus is
therefore on rogue wireless clients and other illegitimte wreless
interferences. There are a nunber of specific external threats that
need to be addressed within the CAPWAP franmewor k.

i. PM Sharing

One aspect of this objective relates to recent di scussions on
Pai rwi se Master Key (PMK) sharing in the CAPWAP framework. This
objective highlights the need to prevent exploitation of this
ambiguity by rogue wireless clients. It is to ensure that any
anbiguities arising fromthe CAPWAP framework are not cause for
security breaches.
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Pr ot ocol Requirenent:

The design of the CAPWAP protocol MJST NOT allow for any conprom ses
to the WLAN system by external entities.

Moti vati on and Protocol Benefits:

The external threats to the centralized WLAN architecture becone
increasingly crucial given the | ow cost of wireless clients. Since
it is relatively inexpensive for rogue individuals to nount attacks,
it is inportant that W.AN systens are protected agai nst them
Adequat e nmechanisns to thwart such external threats will be of
trenendous benefit to the WLAN systens controll ed and managed with
t he CAPWAP pr ot ocol .

Rel ation to Probl em St at enent:

This objective is based on the security needs highlighted in the
Probl em Statenent. Specifically, the Problem Statenment discusses the
effects of the shared wirel ess medium This represents the external
aspects of the CAPWAP franework fromwhich certain threats can ari se.
The systemw de security objective addresses such threats in relation
to the Problem Statenent.

5.1.10. | EEE 802.11i Consi derations
Classification: Operations
Descri pti on:

The CAPWAP protocol must support authentication in the centralized
WLAN architecture in which the authenticator and encryption points
can be located on distinct entities, i.e., WAN controller or WP.
The Architecture Taxonony illustrates a nunber of variants, in both

| ocal - MAC and split-MAC designs, in which the authenticator is

| ocated at the WLAN controller and the encryption points are at the
WIPs. The CAPWAP protocol nust be applicable to these variants and
al | ow aut henti cation nmechani sns and their constituent processes to be
operable in these cases.

An inmportant issue to consider in this case is the exchange of key

i nformati on when authenticator and encryption points are |ocated on
distinct entities. For exanple, consider the case where | EEE 802. 11i
is used in a WAAN in which the W.AN controller realizes the

aut henticator, some WIPs realize encryption (possibly |ocal-MAC
WIPs), and other WIPs rely on the WLAN controller for encryption
(possibly split-MAC WIPS) .

CGovi ndan, et al. I nf or mati onal [ Page 15]



RFC 4564 CAPWAP bj ecti ves July 2006

Here, CAPWAP will first need to identify the |l ocation of the

aut henti cator and encryption points between each WLAN control | er- WP
pair. This will likely be part of the initial WP configuration
Subsequently, the WIPs that realize encryption will need CAPWAP to
exchange key information with the authenticator at the W.AN
controller. For the WIPs that do not realize encryption, CAPWAP
needs to adapt its control to bypass the key exchange phase.

Clearly, the centralized WLAN architecture presents a different

pl atform for authenticati on nechani sns conpared to | egacy WLANs in
which a WIP realized both authenticator and encryption roles. So
this objective highlights the need for CAPWAP to support

aut hentication and key managenent in the centralized WAN
architecture.

Pr ot ocol Requiremnent:

The CAPWAP protocol MJST determ ne the exact structure of the
centralized WLAN architecture in which authentication needs to be
supported, i.e., the location of mmjor authentication conponents.
This may be achieved during WIP initializati on where najor
capabilities are distinguished.

The protocol MJST allow for the exchange of key information when
aut henticator and encryption roles are |located in distinct entities.

Motivati on and Protocol Benefits:

The i medi ate focus of CAPWAP is on supporting | EEE 802. 11- based
WLANs. As such, it is necessary for the protocol to recognize the
maj or distinction in WAN design with respect to | EEE 802. 11

aut henticator and encryption points. This represents a significant
variation that has been highlighted in the Architecture Taxonony.
The CAPWAP protocol benefits by accommopdati ng such a nmj or

consi deration from | EEE 802. 11i .

These requirements will be comon for all authentication nmechani sms
over the centralized WLAN architecture. So they are applicable to
| EEE 802. 11i, Universal Access Method (UAM, and ot her nechani sns.

Rel ation to Probl em Statenent:

The Probl em Statenent highlights the availability of different WIP
designs and the need to ensure interoperability anong them In this
regard, operational changes occurring due to the separation of the

| EEE 802. 11i authenticator and encryption points need to be
accommodat ed wit hin the CAPWAP pr ot ocol
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5.1.11. Interoperability ojective
Classification: Architecture
Descri pti on:

Two nmaj or designs of the centralized WLAN architecture are | ocal - MAC
and split-MAC. Wth the focusing of standardization efforts on these
two designs, it is crucial to ensure nutual interoperation anong
them

This objective for the CAPWAP protocol is to ensure that WIPs of both
| ocal - MAC and split-MAC architecture designs are capabl e of
interoperation within a single W.AN. Consequently, a single W.AN
controller will be capable of controlling both types of WIPs using a
singl e CAPWAP protocol. Integral support for these designs conprises
a nunber of protocol aspects.

i. Capability negotiations between WLAN controller and WIPs

WP designs differ in the degree of | EEE 802.11 MAC functionalities
that each type of WIP realizes. The nmgjor distinctions, split-MC
and | ocal -MAC, differ in the processing of |EEE 802.11 MAC franes.

In this regard, the CAPWAP protocol should include functionality that
allows for negotiations of significant capabilities between WIPs and
the WLAN controller.

As a first step, such negotiations could cover the type of WP,
split-MAC or local -MAC, as this provides substantial information on
their respective capabilities.

ii. Establishnment of alternative interfaces

The capability differences anmong different WIPs essentially equate to
alternative interfaces with a WLAN controller. So the CAPWAP

prot ocol should be capable of adapting its operations to the mgjor
different interfaces. 1In a first case, this would include
accommdati ng capability differences between | ocal - MAC and split-MAC
WI'Ps.

The definition of these interfaces in ternms of finer granularity of
functionalities will be based on AP functionality docunents produced
by the | EEE 802.11 AP Functionality (APF) Ad-Hoc Committee.

Pr ot ocol Requirenent:

The CAPWAP protocol MJST include sufficient capabilities negotiations
to distinguish between major types of WIPs.
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Motivati on and Protocol Benefits:

The benefits of realizing this architecture objective are both
technical and practical. First, there are substantial overlaps in
the control operations of |ocal-MAC and split-MAC architecture
designs. The Architecture Taxonony tabul ates naj or conmon features
of the two designs. As aresult, it is technically practical to
devise a single protocol that nanages both types of devices.

Next, the ability to operate a CAPWAP protocol for both types of
architectural designs enhances its practical prospects as it wll
have wi der appeal

Furthernore, the additional conplexity resulting from such
alternative interfaces is marginal. Consequently, the benefits of
this objective will far outweigh any cost of realizing it.

Rel ation to Probl em St atenent:

The obj ective for supporting both |ocal-MAC and split-MAC WIPs is
fundanental to addressing the Problem Statenment. It fornms the basis
for those problens to be uniformy addressed across the maj or W.AN
architectures. This is the ultimte aimof standardization efforts.
The realization of this objective will ensure the devel opnent of a
conpr ehensi ve set of nechani sns that address the chall enges of

| arge-scal e WLAN depl oynent s.

5.1.12. Protocol Specifications
Classification: Genera
Descri pti on:
W.AN equi prrent vendors require sufficient details from protoco
specifications so that inplementing themw Il allow for conpatibility
with other equi pnent that runs the sane protocol. |In this light, it
is important for the CAPWAP protocol specifications to be reasonably
conplete for realization.
Pr ot ocol Requiremnent:
Any WIP or WLAN controller vendor or any person MJST be able to

i mpl enent the CAPWAP protocol fromthe specification itself and by
that it is required that all such inplenentations do interoperate.
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Mot i vation and Protocol Benefits:

It is beneficial for WAN equi pment vendors to refer to a single set
of specifications while inplementing the CAPWAP protocol. This hel ps
to ease and qui cken the devel opnent process.

Rel ati on to Problem Statenent:

This requirenment is based on WG di scussions that have been detern ned
to be inportant for CAPWAP.

5.1.13. Vendor | ndependence
Classification: General
Descri pti on:
Rapi d devel opnents in WLAN technol ogi es result in equi pnent vendors
constantly nodi fying their devices. |n many cases, devel opnents are
i ndependently made for W.AN controllers and WIPs. The CAPWAP
protocol should not affect the independence of device nodifications.

Pr ot ocol Requirement:

A WIP vendor SHOULD be able to make nodifications to hardware w thout
any WLAN controller vendor involvenent.

Motivati on and Protocol Benefits:

| ndependence in the type of hardware for W.AN equi pnment ensures that
new devel opnments do not hanper protocol operation.

Rel ation to Probl em St at enent:

This requirement is based on W5 di scussions that have been deterni ned
to be inportant for CAPWAP.

5.1.14. Vendor Flexibility
Cl assification: General
Descri pti on:
The CAPWAP protocol must not be specified for a particular type of

wirel ess MAC design. It should be conpatible with both |ocal - MAC and
split-MAC WIPs.
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Pr ot ocol Requirenent:

The CAPWAP protocol MJST NOT linmit WP vendors in their choice of

| ocal - MAC or split-MAC WIPs. It MJST be conpatible with both types
of WIPs.

Mot ivation and Protocol Benefits:

This requirenent is to ensure that WIP vendors have sufficient
flexibility in selecting the type of wireless MAC design that they
consi der best for depl oynents.

Rel ation to Problem Statenent:

This requirenment is based on WG di scussions that have been deterni ned
to be inportant for CAPWAP.

5.1.15. NAT Traversal
Classification: General
Descri pti on:
WLAN depl oynents may invol ve WIPs and the W.AN controller
conmuni cati ng across Network Address Translators (NATs). The CAPWAP
protocol mnust be capable of operating across topol ogies that contain
known NAT configurations. |t requires appropriate discovery and
i dentification nechanisns for NAT traversal.

Pr ot ocol Requirenent:

The CAPWAP protocol MJST NOT prevent the operation of established
nmet hods of NAT traversal.

Motivation and Protocol Benefits:

The wi despread adopti on of WLANs raises the possibility for W.AN
topol ogi es containing NATs. It is inportant for the CAPWAP pr ot ocol
to be applicable within such topologies. This requirenment ains to
make t he CAPWAP protocol relevant for NAT traversal.

Rel ati on to Probl em Statenent:

This requirenment is based on WG di scussions that have been detern ned
to be inmportant for CAPWAP.
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5.2. Desirable bjectives

These obj ectives have been determ ned to be desirable for a CAPWAP
protocol but not mandatory. Realizing these objectives may help

i nprove control of WANs but need not necessarily be required for al
net wor ks or scenari os.

5.2.1. Muiltiple Authenticati on Mechani sns
Classification: Architecture
Descri pti on:
Shared WLAN i nfrastructure raises the issue of nultiple
aut henti cation nechanisns. This is because each |l ogical group is
likely to be associated with different service providers or W.AN
domains. As a result, the authentication needs within themw Il be
different. Although CAPWAP is required to support |EEE 802.11i, it
is also necessary for it to support other authenticati on nechanisns.
For exanple, one logical group nay use | EEE 802.11i, whereas anot her
may use web aut hentication. CAPWAP nust be able to operate in such
shared W.ANs.
Pr ot ocol Requirenent:

The CAPWAP protocol MJST support different authenticati on nechanisns
in addition to | EEE 802. 11i

Motivation and Protocol Benefits:

The benefit of supporting various authentication nechanisns is that
the protocol then becomes flexible for use in various deploynents.
The protocol will therefore not nandate the use of any particul ar
mechani sns that may not be appropriate for a particul ar depl oynent.

Rel ation to Probl em St atenent:

This objective relates to the probl em of management conplexity.
Shared W.AN depl oynments sinplify nanagenment of |arge networks.

5.2.2. Support for Future Wreless Technol ogi es
Classification: Architecture
Descri pti on:

The rapi d pace of technol ogy devel opments neans that new advances
need to be catered to in current anal yses. Anpbng these is the

CGovi ndan, et al. I nf or mati onal [ Page 21]



RFC 4564 CAPWAP bj ecti ves July 2006

support for new wirel ess technol ogies within the CAPWAP pr ot ocol
such as | EEE 802.16. The protocol should therefore not rely on
specifics of | EEE 802.11 technol ogy.

In all cases where the CAPWAP protocol nessages contain specific
layer 2 information elenents, the definition of the protocol needs to
provide for extensibility so that these el ements can be defined for
specific layer 2 wireless protocols. This may entail assigning a

| ayer 2 wireless protocol type and version field to the nmessage PDU
Exampl es of other wireless protocols that mght be supported include
but are not limted to 802.16e, 802.15.x, etc.

Pr ot ocol Requirenent:
CAPWAP prot ocol nmessages MUST be designed to be extensible for
specific layer 2 wireless technologies. It should not be limted to

the transport of elenments relating to | EEE 802. 11

Motivati on and Protocol Benefits:

There are many benefits to an extensible protocol. It allows for
application in different networks and provi des greater scope.
Furthernore, service providers require WAN solutions that will be

able to neet current and future market requirenents.
Rel ation to Problem Statenent:

The Probl em St atenent describes some of the advances taking place in
ot her standards bodies like the IEEE. It is inportant for the CAPWAP
protocol to reflect the advances and provide a framework in which
they can be supported.

5.2.3. Support for New | EEE Requiremnents
Classification: Architecture
Descri pti on:

The | EEE 802.11 APF Ad-Hoc Committee has revi ewed | EEE 802. 11
functionality and has made nore thorough definitions for the new
requi rements. The CAPWAP protocol nust be able to incorporate these
definitions with mnimal change. Furthernore, a nunber of extensions
for | EEE 802.11 are currently being standardi zed. The CAPWAP
protocol mnust also be able to incorporate these new extensions wth
m ni mal change.
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Pr ot ocol Requirenent:

The CAPWAP protocol MJST be openly designed to support new | EEE
802.11 definitions and extensions.

Moti vati on and Protocol Benefits:

There are a nunber of advances being nade within the | EEE regardi ng
the functionality of |IEEE 802.11 technology. Since this represents
one of the major wireless technologies in use today, it will be
beneficial for CAPWAP to incorporate the rel evant new extensions.

Rel ation to Probl em St atenent:

The Probl em St atenent presents an overview of the task of the | EEE
802. 11 working group. This group is focused on defining the
functional architecture of WIPs and new extensions for it. It is
necessary for the CAPWAP protocol to reflect these definitions and
ext ensi ons.

5.2.4. Interconnection hjective
Classification: Architecture
Descri pti on:

Large-scal e W.AN depl oynents are likely to use a variety of

i nterconnection technol ogi es between di fferent devices of the
network. It should therefore be possible for the CAPWAP protocol to
operate over various interconnection technol ogies.

As a result of realizing this objective, the protocol will be capable
of operation over both IPv4 and IPv6. It will also be designed such
that it can operate within tightly adm nistered networks, such as
enterprise networks, or on open, public access networks. For

exanpl e, VLAN tunnels can be used across different types of networks
over which CAPWAP wi || operate.

Pr ot ocol Requirenent:

The CAPWAP protocol MJST NOT be constrained to specific underlying
transport mechani smns.
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Motivati on and Protocol Benefits:

The main ai mof the CAPWAP protocol is to achieve interoperability
among various WIPs and W.AN controllers. As such, the notivation for
this requirement is for the protocol to be operabl e i ndependent of
under|ying i nterconnection technol ogi es.

Rel ati on to Probl em St at enent:

The Probl em St atenent di scusses the conplexity of configuring |arge
WLANs. The selection of avail able interconnection technol ogies for

| arge-scal e deploynents further intensifies this conplexity. This
requi renent avoids part of the conplexity by advocating i ndependence
of the operational aspects of the protocol fromunderlying transport.

5.2.5. Access Contro
Classification: Operations
Descri pti on:

Thi s objective focuses on the infornmational needs of WAN access
control and specifically the role of the CAPWAP protocol in
transporting this informati on between WIPs and their W.AN controll er

The following are some specific informati on aspects that need to be
transported by the CAPWAP pr ot ocol

i | EEE 802. 11 associ ati on and aut henticati on

The association of wireless clients is distinct for initial and
roam ng cases. As a result, access control nechanisns require
specific contextual information regarding each case. Additionally,
| oad bal anci ng, QoS, security, and congestion information in both
wi rel ess medi um segnents and switching segnents need to be
consi der ed.

ii. WP Access Contro

In addition to controlling access for wireless clients, it is also
necessary to control adm ssion of new WIPs. G ven the threat of
rogue WIPs, it is inportant for CAPWAP to relay appropriate

aut hentication information between new WIPs and the W.LAN controller.
Pr ot ocol Requirenent:

The CAPWAP protocol MJST be capabl e of exchangi ng information
required for access control of WIPs and wireless term nals.
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Motivati on and Protocol Benefits:

Due to the scale of deploynents in which CAPWAP will be enpl oyed,
conpr ehensi ve access control is crucial. The effectiveness of access
control in turn is affected by the information on which such contro
is based. As aresult, this objective has critical relevance to a
CAPWAP pr ot ocol

Rel ation to Probl em St at enent:

Thi s objective addresses the issue of access control in | arge W.ANs.
Broadly, it relates the problem of managing the conplexity scal e of
such networks. Wth collective information of both switching and

wi rel ess nmedi um segnents, realizing this objective will help contro
and manage conplexity.

5.3. Non-bj ectives
The foll owi ng objectives have been prioritized as non-objectives
during the course of working group consultations. They have been
prioritized so in the context of CAPWAP and its considerations. They
may, however, be applicable in alternative contexts.

5.3.1. Support for Non- CAPWAP WIPs
Classification: Architecture
Descri pti on:
The CAPWAP protocol should provide an engi ne-nmechanismto spring WP
aut o-configuration and/ or software version updates and shoul d support
integration with existing network managenent system W.AN controller
as a mmnagenent agent is optional
If entities other than WLAN control |l ers manage sone aspects of WPs,
such as software downl oads, the CAPWAP protocol nay be used for WPs
to notify WLAN controllers of any changes nade by the other entities.
Pr ot ocol Requirenent:

The CAPWAP protocol SHOULD be capabl e of recognizing | egacy WIPs and
exi sting network nmanagenent systens.
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Mot ivation and Protocol Benefits:
It is expected that in many cases, the centralized WLAN architecture
will be deployed incrementally with | egacy systens. 1In this regard,
it is necessary for the protocol to be used in scenarios with m xed
WLAN devi ces.
Rel ati on to Problem Statenent:
The Probl em St atenent highlights managenment conplexity as a major
issue with large WLANs. One part of this conplexity can be rel ated
to the increnental deploynent of centralized WLAN devi ces for which
this objective is applicable.

5.3.2. Technical Specifications
Cl assification: Genera
Descri pti on:
The CAPWAP protocol nust not require AC and WIP vendors to share
techni cal specifications to establish conmpatibility. The protoco
speci fications al one nmust be sufficient for compatibility.
Pr ot ocol Requirenent:
WP vendors SHOULD NOT have to share technical specifications for
hardware and software to AC vendors in order for interoperability to
be achi eved.
Mot i vation and Protocol Benefits:
It is beneficial for WAN equi prent vendors to refer to a single set
of specifications while inplementing the CAPWAP protocol. This hel ps
to ease and qui cken the devel opnent process.
Rel ation to Problem Statenent:

This requirenment is based on WG di scussions that have been deterni ned
to be inportant for CAPWAP

Thi s objective has been prioritized as a non-objective as it is a
duplicate of the Protocol Specifications objective (Section 5.1.12).
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5.4. (Qperator Requirenents

The foll owi ng objectives have been provided by network service
operators. They represent the requirenents fromthose ultimtely
depl oyi ng t he CAPWAP protocol in their WANs.

5.4.1. AP Fast Handof f
Classification: Operations
Descri pti on:

Net wor k servi ce operators consider handoffs crucial because of the
nobil e nature of their custoners. |In this regard, the CAPWAP
protocol should not adversely affect AP fast-handoff procedures. The
protocol may support optimzations for fast handoff procedures so as
to allow better support for real-tinme services during handoffs.

Pr ot ocol Requirenent:

CAPWAP pr ot ocol operations MJST NOT inpede or obstruct the efficacy
of AP fast-handoff procedures.

6. Sumary and Concl usi on

The objectives presented in this docunent address three nain aspects
of the CAPWAP protocol, nanely:

i. Architecture
ii. Operations
iii. Security

These requirenents are ained at focusing standardization efforts on a
simpl e, interoperable protocol for nanaging |arge-scale WANs. The
architecture requirenents specify the structural features of the
protocol such as those relating to WIP types (local -MAC and split-
MAC) and WIP structures (logical groups). The operations

requi renents address the functional aspects dealing with WP
configuration and managenent. Finally, the security requirements
cover authentication and integrity aspects of protocol exchanges.

The obj ectives have additionally been prioritized to reflect their

i medi ate significance to the devel opnment and eval uati on of an

i nt eroperabl e CAPWAP protocol. The priorities are Mandatory and
Accept ed, Desirable, and Non-Qbjectives. They reflect working group
consensus on the effectiveness of the requirenments in the context of
pr ot ocol design.
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Additionally, this docunent includes requirenents from network
service operators that have been derived based on their experience in
operating | arge-scal e W.ANs.

The resulting requirenments fromthis document will be used in
conjunction with the CAPWAP Probl em St at enent [ RFC3990] and CAPWAP
Architecture Taxonony [RFC4118] to devel op and eval uate an

i nteroperabl e protocol for the control and provisioning of WIPs in
| arge-scal e W.ANs.

7. Security Considerations

The CAPWAP franework highlights support for both | ocal - MAC and
split-MAC WIPs. I n deploynments where both types of WIPs are used, it
is crucial to ensure that each be secured in consideration of its
capabilities. The Architecture Taxonony illustrates how different
WIPs incorporate varying |levels of functionalities. Devel opnent of
the CAPWAP protocol should ensure that the depl oynment of both |ocal -
MAC and split-MAC WIPs within a single WAN do not present |oopholes
for security conprom ses.

In shared W.AN depl oynents nmade of a number of |ogical groups,
traffic fromeach group needs to be nutually separated. So in
addition to protocol -rel ated exchanges, data traffic fromwirel ess
term nals should al so be segregated with respect to the | ogica
groups to which they belong. It should not be possible for data or
control traffic fromone logical group to stray to or influence
anot her | ogical group.

The use of | EEE 802.11i over the centralized W.AN architecture all ows
for inplementations in which the PMK is shared across WIPs. This

rai ses the ambiguity between legitinmate sharing and illegitinmate
copies. Wreless ternminals may unknowi ngly fall prey to or exploit
this anmbiguity. The resolution of this issue is currently being

eval uated by the | EEE 802 and | ETF |i ai sons.

The | ow cost of |aunching attacks on W.ANs nakes the CAPWAP protoco
atarget. A first step in securing against any formof attacks is to
continuously nonitor the WLAN for conditions of potential threats
fromrogue WIPs or wireless termnals. For exanple, profiles for DoS
and replay attacks need to be considered for the CAPWAP protocol to
ef fectively nonitor security conditions.

The open environnment of many W.AN depl oynents makes physical security
breaches hi ghly probable. Conprom ses resulting fromtheft and

physi cal damage must be consi dered during protocol devel opment. For
instance, it should not be possible for a single conprom sed WIP to
affect the WLAN as a whol e.
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Consi deri ng asynmetric, non-nutual authentication between WIPs and
the WLAN controller, there is a risk of a rogue participant
exploiting such an arrangenent. It is preferable to avoid non-nutual
aut hentication. In sone cases, the legitimcy of the protoco
exchange participants may be verified externally, for exanple, by
neans of physical containnment within a close environnent. Asymmetric
aut hentication nay be appropriate here without risk of security
conpr om ses.
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
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