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Abst r act
Thi s docunent provides supporting docunmentation to advance the
Prot ocol |ndependent Multicast - Sparse Mode (PIMSM routing

protocol from | ETF Experinmental status to Proposed Standard.
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1. Introduction

Thi s anal ysis provides supporting docunmentation to advance the

Prot ocol |ndependent Multicast - Sparse Mdde (PIMSM routing
protocol fromthe | ETF Experinental status to Proposed Standard.
PI M SM was first published as RFC 2117 [ RFC2117] in 1997 and then
again as RFC 2362 [RFC2362] in 1998. The protocol was classified as
Experinmental in both of these docunents. The PIM SM protoco
specification was then rewitten in whole in order to nore fully
specify the protocol. It is this new specification that is to be
advanced to Proposed Standard.

2. RFC 1264 Requirenents

Section 4.0 of RFC 1264 [RFC1264] describes the requirements for
routing protocols to advance to Proposed Standard. Each requirenent
is listed below along with an expl anation of how the requirenent has
been sati sfied.

2.1. Docunents Specifying the Protocol and Its Usage

The authors of the new PIM SM specification [ RFC4601] have taken
consi derable care to fully specify the protocol operation. It
renoves all known anbiguities and tries to normalize corner cases
that existed in the previous specification. 1t has been used to
provi de several interoperable inplenentations by devel opers that were
not authors of the specification. These inplenentations will be
descri bed bel ow.

2.2. Managenent Information Base

A Managenent Information Base for PIMis currently specified in RFC
2934 [RFC2934]. This M B has nmany inpl ementati ons and has been used
by networ k managenment applications for several years. Updates to
this MB to support |IPv6 and other inprovenents based on operation
experience are in progress in the PIMWrking Goup of the | ETF

2.3. Explicit Security Architecture
The new PI M Spar se- Mbde protocol specification contains an extensive
security section explaining its security features and |imtations.

Data integrity protection and groupw se data origin authentication is
provi ded for PIM protocol nessages.
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2.4. Inplenmentation Existence

There are at |east 4 known independent inplenentations of the new
prot ocol specification, and there are over 6 independent

i mpl enent ati ons of a previous version (RFC 2362) of the
specification. The new specification was carefully witten to be
backward conpatible with the old specification allow ng

i mpl enentations conpliant with RFC 2362 to also be conpliant with the
new speci fication.

The 4 inplenentations of the new version are descri bed bel ow

2.4.1. XORP

The XORP project [ XORP] has an open-source inplenentation of Pl M SM
v2 as specified in RFC 4601. It was witten by Pavlin Radosl avov
<pavlin@cir.org> and has been available to the public since Decenber
2002. Pavlin is not an author of the protocol specification. It
does not use any other existing code as a base.

2.4.2. Cisco 105/1OX

Cisco Systens, Inc., has witten an inplenentation of the new
protocol specification that has been depl oyed in production routers.
There exists an IS inplenentation for 1Pv6 only. There exists an

| OX i npl enentation for both IPv4 and I Pv6. This code was initially
witten by Isidor Kouvel as <kouvel as@i sco.conr. |t does not depend
on any existing code base. |Isidor is a co-author of the protocol
speci fication.

2.4.3. |Infosys Technol ogies, Ltd.

I nf osys Technol ogi es, Ltd. (ww.infosys.con), has developed a limted
shared-tree inpl enentati on of the new Sparse- Mbde specification
including PIM Hell o nessages, DR el ection, PIMjoin/prune nmessages,
join suppression, and prune override. It was witten by Bharat Joshi
<bhar at _j oshi @nfosys. conm> and is used in comrercial products.

Bharat is not an author of the protocol specification.

2.4.4. Procket Networks

An inplenentation was witten fromscratch at Procket Networks by

Di no Farinacci <di no@isco.conk. This inplenentation is now owned by
Cisco Systens, Inc. Dino is not an author of the new protocol

speci fication.
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2.5. Evidence of Testing
2.5.1. dsco

The Cisco inplementation has undergone extensive |aboratory testing
as well as testing in production deploynents. It is found to
interoperate with inplenentations of earlier versions of the PIM
Spar se- Mode protocol specification.

2.5.2. XORP

The XORP PI M SM i npl erentati on has been thoughtfully tested
internally by the XORP project. The enphasis during testing has been
on correctness. In a typical setup, a PIMSMrouter’'s behavior is
tested by connecting it to external packet generators and observers.
The packet generators are used to generate nessages such as | GW and
Pl M SM control packets, and nmulticast data packets. The packet
observers are used to observe the PIM SM control packets generated by
the PIM SMrouter under test, and to observe the data packets that
may be forwarded by that router. 1In addition, the router’s comrand-
line interface has been used to observe its internal state during
some of the tests.

The test scenari os have been designed to follow the protocol
specification closely (e.g., a separate test has been created for
each event in the various protocol state nachines, etc). Al test
scenarios are described in detail in the XORP PIM SM Test Suite

[ XORP- TEST] .

The major tested features are:
1. Milticast data forwarding.

2. PIMHello messages exchange, PI M router neighbor discovery,
opti on exchange, and DR el ecti on.

3. PIM Register nessages transm ssion and reception, PIM Register
state nmachine, and nulticast data packets encapsul ati on and
decapsul ati on.

4. Transm ssion and reception of PIM Join/Prune nessages and
upstream and downstream protocol state nachines. The tests
consider the following state: (*,*,RP), (*,Q, (S G, and
(S, Grpt).

5. Transm ssion and reception of PIM Assert nessages and the per-
interface (*,G and (S,G Assert state nachines.
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6. PIM Bootstrap nmechani sm transmi ssion, reception, and forwarding
of PI M Bootstrap nessages (BSMs), transm ssion and reception of
Pl M Cand- RP- Adv nessages, candi date and non-candi date Bootstrap
Router (BSR) state mmchines, creating the RP-Set at the BSR
recei ving and using the RP-Set, and semantic fragnentation of
BSMs.

In the final tests, the tested router behaved as specified in the
Pl M SM prot ocol specification. Al issues found in the protoco
specification itself have been corrected in earlier versions of the
docunent .

2.5.3. Procket Networks

The Procket Networks inplenmentation was deployed in many research and
service provider networks and showed interoperability with new and
old G sco Systens inplenentations as well as Juni per Networks

i npl enent ati ons.

2.6. Suitability

Pl M Sparse-Mode is a protocol for efficiently routing multicast
groups that may span wi de-area (and inter-domain) Internets. PIM
uses the underlying unicast routing to provide reverse-path
information for multicast tree building, but it is not dependent on
any particul ar unicast routing protocol

2.7. Authentication Mechani sns

Pl M specifies the use of the IP security (IPsec) authentication
header (AH) to provide data integrity protection and groupw se data
origin authentication of protocol nessages. The specific AH

aut hentication al gorithm and paraneters, including the choice of

aut hentication algorithmand the choice of key, are configured by the
network adm nistrator. The threats associated with receiving forged
Pl M messages are outlined in the security considerations section of
the protocol specification

3. Security Considerations

No considerations apply to a requirenents analysis about a routing
protocol, only to a specification for that routing protocol

4. Acknow edgenents

Pavl i n Radosl avov provided text for the section on XORP testing.
Di no Farinacci provided text for the Procket Networks testing.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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