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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).

Abst r act
Thi s docunent defines a sinple clear-text user/password Sinple
Aut hentication and Security Layer (SASL) nmechanismcalled the PLAIN
mechani sm The PLAIN nmechanismis intended to be used, in
conbinati on with data confidentiality services provided by a | ower

| ayer, in protocols that lack a sinple password authentication
command.
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1. Introduction

Clear-text, nmultiple-use passwords are sinple, interoperate with

al nost all existing operating system authentication databases, and
are useful for a smpoth transition to a nore secure password-based
aut hentication nechanism The drawback is that they are unacceptable
for use over network connections where data confidentiality is not
ensured.

Thi s docunent defines the PLAIN Sinple Authentication and Security
Layer ([SASL]) nechanismfor use in protocols with no clear-text
login command (e.g., [ACAP] or [SMIP-AUTH]). This docunent updates
RFC 2595, replacing Section 6. Changes since RFC 2595 are detail ed
in Appendi x A

The nane associated with this mechanismis "PLAIN'.
The PLAIN SASL nechani sm does not provide a security |ayer.

The PLAI N nmechani sm shoul d not be used without adequate data security
protection as this mechanismaffords no integrity or confidentiality
protections itself. The mechanismis intended to be used with data
security protections provided by application-I|ayer protocol

generally through its use of Transport Layer Security ([TLS])

servi ces.

By default, inplementations SHOULD adverti se and make use of the
PLAI N mechani sm only when adequate data security services are in
pl ace. Specifications for |IETF protocols that indicate that this
mechani smis an applicabl e authentication nechani sm MUST nandat e t hat
i mpl enent ati ons support an strong data security service, such as TLS

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [Keywords].

2. PLAIN SASL Mechani sm

The nechani sm consists of a single nessage, a string of [UTF-8]
encoded [Uni code] characters, fromthe client to the server. The
client presents the authorization identity (identity to act as),

foll owed by a NUL (U+0000) character, followed by the authentication
identity (identity whose password will be used), followed by a NUL
(W0000) character, followed by the clear-text password. As with

ot her SASL mechani sms, the client does not provide an authorization
identity when it wi shes the server to derive an identity fromthe
credential s and use that as the authorization identity.
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The formal grammar for the client nmessage usi ng Augnented BNF [ ABNF]

fol | ows.
nmessage = [aut hzid] UTF8NUL aut hcid UTF8NUL passwd
aut hci d = 1*SAFE ; MJST accept up to 255 octets
aut hzi d = 1*SAFE ; MJST accept up to 255 octets
passwd = 1*SAFE ; MJST accept up to 255 octets
UTF8NUL = W00 ; UTF-8 encoded NUL character
SAFE = UTF1 / UTF2 / UTF3 / UTF4
;; any UTF-8 encoded Uni code character except NUL
UTF1 = W&O01-7F ;; except NUL
UTF2 = W% C2- DF UTFO
UTF3 = WEO 9%AO0-BF UTFO / 9% E1- EC 2( UTFO) /
9% ED 9%80- 9F UTFO / 9%EE- EF 2( UTFO)
UTF4 = % FO0 9%90-BF 2(UTFO0) / %F1-F3 3(UTFO) /
% F4 9%80- 8F 2( UTFO)
UTFO = 9%80- BF

The authorization identity (authzid), authentication identity
(authcid), password (passwd), and NUL character delimnators SHALL be
transferred as [UTF-8] encoded strings of [Unicode] characters. As
the NUL (U+0000) character is used as a delimnator, the NUL (U+0000)
character MJST NOT appear in authzid, authcid, or passwd productions.

The form of the authzid production is specific to the application-
| evel protocol’s SASL profile [SASL]. The authcid and passwd
productions are formfree. Use of non-visible characters or
characters that a user may be unable to enter on sone keyboards is
di scour aged.

Servers MJST be capabl e of accepting authzid, authcid, and passwd
productions up to and including 255 octets. It is noted that the
UTF- 8 encodi ng of a Unicode character may be as |ong as 4 octets.

Upon recei pt of the nessage, the server will verify the presented (in
the nmessage) authentication identity (authcid) and password (passwd)

with the system authentication database, and it will verify that the

aut hentication credentials permt the client to act as the (presented
or derived) authorization identity (authzid). |If both steps succeed,
the user is authenticated.

The presented authentication identity and password strings, as well
as the database authentication identity and password strings, are to
be prepared before being used in the verification process. The

[ SASLPrep] profile of the [StringPrep] algorithmis the RECOVMENDED
preparation algorithm The SASLprep preparation algorithmis
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recommended to inprove the likelihood that conparisons behave in an
expected manner. The SASLprep preparation algorithmis not mandatory
so as to allow the server to enploy other preparation algorithns

(i ncluding none) when appropriate. For instance, use of a different
preparation algorithmmay be necessary for the server to interoperate
with an external system

When preparing the presented strings using [ SASLPrep], the presented
strings are to be treated as "query" strings (Section 7 of
[StringPrep]) and hence unassi gned code points are allowed to appear
in their prepared output. Wen preparing the database strings using
[ SASLPrep], the database strings are to be treated as "stored"
strings (Section 7 of [StringPrep]) and hence unassi gned code points
are prohibited fromappearing in their prepared output.

Regardl ess of the preparation algorithmused, if the output of a
non-invertible function (e.g., hash) of the expected string is
stored, the string MJUST be prepared before input to that function

Regardl ess of the preparation algorithmused, if preparation fails or
results in an enpty string, verification SHALL fail

VWhen no authorization identity is provided, the server derives an
aut horization identity fromthe prepared representation of the
provi ded authentication identity string. This ensures that the
derivation of different representations of the authentication
identity produces the same authorization identity.

The server MAY use the credentials to initialize any new
aut henti cati on database, such as one suitable for [ CRAM MD5] or
[ DI GEST- MD5] .

3. Pseudo- Code

This section provides pseudo-code illustrating the verification
process (using hashed passwords and the SASLprep preparation
function) discussed above. This section is not definitive.

bool ean Verify(string authzid, string authcid, string passwd) {
string pAuthcid = SASLprep(authcid, true); # prepare authcid
string pPasswd = SASLprep(passwd, true); # prepare passwd
if (pAuthcid == NULL || pPasswd == NULL) {

return fal se; # preparation failed

}

if (pAuthcid =="" || pPasswd == "") {
return fal se; # enpty prepared string

}

Zei |l enga St andards Track [ Page 4]



RFC 4616 The PLAIN SASL Mechani sm August 2006

st oredHash = Fet chPasswor dHash( pAut hci d) ;

if (storedHash == NULL || storedHash == "") {
return false; # error or unknown authcid

}

i f (!Conpare(storedHash, Hash(pPasswd))) {
return fal se; # incorrect password

}

if (authzid == NULL )
aut hzi d = DeriveAut hzi d( pAut hci d) ;
if (authzid == NULL || authzid == "") {
return false; # could not derive authzid
}

}

if (TAuthorize(pAuthcid, authzid)) {
return fal se; # not authorized

}

return true,

}

The second paraneter of the SASLprep function, when true, indicates
that unassigned code points are allowed in the input. Wen the
SASLprep function is called to prepare the password prior to
conputing the stored hash, the second paraneter woul d be false

The second parameter provided to the Authorize function is not
prepared by this code. The application-level SASL profile should be
consulted to determ ne what, if any, preparation is necessary.

Note that the DeriveAuthzid and Authorize functions (whether

i mpl enented as one function or two, whether designed in a manner in
whi ch these functions or whether the nechani sminplenentation can be
reused el sewhere) require know edge and understandi ng of nechani sm
and the application-level protocol specification and/or

i mpl ementation details to inplenment.

Note that the Authorize function outcone is clearly dependent on

details of the local authorization nodel and policy. Both functions
may be dependent on other factors as well.
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4.

Exanpl es

This section provi des exanpl es of PLAIN authentication exchanges.
The exampl es are intended to help the readers understand the above
text. The exanples are not definitive.

"C.:" and "S:" indicate lines sent by the client and server,
respectively. "<NUL>" represents a single NUL (WU+0000) character.
The Application Configuration Access Protocol ([ACAP]) is used in the
exanpl es.

The first exanpl e shows how the PLAI N mechani sm mi ght be used for
user authentication.

S: * ACAP (SASL "CRAM MD5") (STARTTLS)

C. a001 STARTTLS

S: a001 K "Begin TLS negotiati on now'

<TLS negoti ation, further conmands are under TLS | ayer>

<NUL>t i nkNUL>t anst aaf t anst aaf
a002 OK "Aut henti cat ed”

S: * ACAP (SASL "CRAM MD5" "PLAIN')
C. a002 AUTHENTI CATE " PLAI N

S: + nn

C {21}

C.

S.

The second exanpl e shows how t he PLAIN mechani sm mi ght be used to
attenpt to assune the identity of another user. 1In this exanple, the
server rejects the request. Also, this exanple nakes use of the
protocol optional initial response capability to elimnate a round-
trip.

S: * ACAP (SASL "CRAM MD5") (STARTTLS)

C. a00l1 STARTTLS

S: a001 K "Begin TLS negotiati on now'

<TLS negoti ation, further conmands are under TLS | ayer>

S: * ACAP (SASL "CRAM MD5" "PLAIN")

C. a002 AUTHENTI CATE "PLAIN' {20+}

C. Ursel <NUL>Kurt <NUL>xi pj 3pl nqg

S: a002 NO "Not authorized to requested authorization identity"

Security Considerations

As the PLAIN nechanismitself provided no integrity or
confidentiality protections, it should not be used w thout adequate
external data security protection, such as TLS services provi ded by
many application-layer protocols. By default, inplenentations SHOULD
NOT advertise and SHOULD NOT make use of the PLAIN mechani sm unl ess
adequate data security services are in place
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When the PLAIN nmechanismis used, the server gains the ability to

i npersonate the user to all services with the same password

regardl ess of any encryption provided by TLS or other confidentiality
protection mechani sms. Whereas many ot her authentication nmechani sns
have sim | ar weaknesses, stronger SASL nechani sns address this issue.
Clients are encouraged to have an operational nbde where al

nechani sns that are likely to reveal the user’s password to the
server are disabled

General [SASL] security considerations apply to this mechani sm

Uni code, [UTF-8], and [StringPrep] security considerations also
apply.

6. | ANA Consi derations

The SASL Mechani smregistry [I ANA-SASL] entry for the PLAIN mechani sm
has been updated by the 1ANA to reflect that this docunent now
provides its technical specification

To: iana@ ana. org
Subj ect: Updated Registrati on of SASL nechani sm PLAI N

SASL nmechani sm nanme: PLAIN

Security considerations: See RFC 4616.

Publ i shed specification (optional, reconmended): RFC 4616

Person & enmail address to contact for further information:
Kurt Zeil enga <kurt @penl dap. org>
| ETF SASL WG <ietf-sasl @nt. org>

I nt ended usage: COVMON

Aut hor/ Change controller: | ESG <i esg@etf.org>

Not e: Updates existing entry for PLAIN
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Appendi x A.  Changes since RFC 2595
Thi s appendi x i s non-nornmative.
Thi s docunent replaces Section 6 of RFC 2595.

The specification details how the server is to conpare client-
provi ded character strings with stored character strings.

The ABNF grammar was updated. |n particular, the granmar now al | ows
LI NE FEED ( U+000A) and CARRI AGE RETURN ( U+000D) characters in the

aut hzi d, authcid, passwd productions. However, whether these contro
characters may be used depends on the string preparation rules
applicable to the production. For passwd and authcid productions,
control characters are prohibited. For authzid, one rmust consult the
application-level SASL profile. This change allows PLAIN to carry
all possible authorization identity strings allowed in SASL

Pseudo- code was added.

The exampl e section was expanded to illustrate nore features of the
PLAI N mechani sm
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OpenLDAP Foundati on
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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