Net wor k Wor ki ng Group M Crawford

Request for Comments: 4620 Ferm | ab
Cat egory: Experi ment al B. Haber man, Ed.
JHU APL

August 2006

| Pv6 Node Information Queries
Status of This Meno

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).

Abst r act
Thi s docunent describes a protocol for asking an | Pv6 node to supply
certain network information, such as its hostnanme or fully-qualified
domai n nane. |Pv6 inplenmentation experience has shown that direct
gueries for a hostnane are useful, and a direct query nechanismfor
other information has been found useful in serverless environnents
and for debuggi ng.
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1

| ntroducti on

Thi s docunent specifies a nechanismfor discovering information about
nanes and addresses. The applicability of these mechanisns is
currently limted to diagnostic and debuggi ng tools and network
managenent (e.g., node discovery). |In the global internet, the
Domai n Nanme System (DNS) [1][2] is the authoritative source of such
information and this specification is not intended to supplant or
supersede it. In fact, in a well-supported network, the nanes and
addresses dealt with by this mechanismw ||l be the same ones, wth
the sanme rel ationships, as those listed in the DNS

Thi s new Node Information protocol provides facilities that are not
found in the DNS, for exanple, discovering relationships between
addresses without reference to nanmes. The functions that do overlap
with the DNS may be useful in serverless environnents, for debugging,
or inregard to link-1ocal and unique-local addresses [3] that often
will not be listed in the DNS

Applicability Statenent

| Pv6 Node Information Queries include the capability to provide
forward and reverse name | ookups i ndependent of the DNS by sending
packets directly to I Pv6 nodes or groups of nodes.

The applicability of these mechanisms is currently limted to

di agnosti ¢ and debuggi ng tools and network managenent (e.g., node

di scovery). These mechani sms can be used to |l earn the addresses and
nanes for nodes on the other end of a point-to-point |ink or nodes on
a shared-nediumlink such as an Ethernet. This is very useful when
debuggi ng probl ens or when bringing up | Pv6 service where there is no
gl obal routing or DNS name services available. |1Pv6' s |arge auto-
confi gured addresses make debuggi ng network problenms and bringi ng up
| Pv6 service difficult without these nechanisns. An exanple of an

| Pv6 debugging tool using IPv6 Node Information Queries is the ping6
programin the KAME (http://ww. kane.net), USAG, and other |Pv6

i mpl enent ati ons.

The nechani sns defined in this docunent nay have w der applicability
in the future, but any use beyond debuggi ng and di aghostic tools is
left for further study and is beyond the scope of this docunent.

Ter m nol ogy

A "Node Information Query" (or "N Query") message is sent by a
"Querier" node to a "Responder"” node in an | CMPv6 packet addressed to
the "Queried Address". The Query contains a "Subject Address” (which
may differ fromthe Queried Address and may be an | Pv6 or |Pv4
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address) or a "Subject Nane". The Responder sends a "Node

I nformati on Reply" to the Querier, containing information associated
with the node at the Queried Address. A node receiving an NI Query
will be terned a Responder even if it does not send a reply.

The word "nanme" in this docunment refers to a hostname with or w thout
the domain. \Were necessary, the cases of fully-qualified and
singl e-1abel names will be distinguished.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [4].

Packet fields marked "unused" must be zero on transm ssion and, aside
frominclusion in checksunms or message integrity checks, ignored on
reception.

4. Node Information Messages

Two types of Node |Information nessages, the NI Query and the N
Reply, are carried in |CMPv6 [5] packets. They have the sanme fornat.

0 1 2 3

01234567890123456789012345678901
T S A S S I T S I S

| Type | Code | Checksum |
R Rt i i i i e T I I S S S R i e S R e e i s o
| Qype | Fl ags |

I T S S T T o S S S it Sl SU SE S S

Nonce

. .
|+- R i T e S i T I T TR S e i S e e i e ko +-|+
} Dat a l
|+- R e s T S i R e i e o i i Sk TIE I SN R TR S +-|+
Figure 1: Node Information Messages
Fi el ds:
o Type
* 139 - N Query

* 140 - N Reply
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o Code
* For NI Query

+ 0 - Indicates that the Data field contains an | Pv6 address
that is the Subject of this Query.

+ 1 - Indicates that the Data field contains a nane that is
the Subject of this Query, or is enpty, as in the case of a
NOOP.

+ 2 - Indicates that the Data field contains an | Pv4 address

that is the Subject of this Query.
* For NI Reply

+ 0 - Indicates a successful reply. The Reply Data field may
or may not be enpty.

+ 1 - Indicates that the Responder refuses to supply the
answer. The Reply Data field will be enpty.

+ 2 - Indicates that the Qype of the Query is unknown to the
Responder. The Reply Data field will be enpty.

o0 Checksum - The | CVMPv6 checksum

o Qype - Al6-bit field that designates the type of information
requested in a Query or supplied in a Reply. Its value in a Reply
is always copied fromthe correspondi ng Query by the Responder.
Five values of Qype are specified in this docunent.

o Flags - Qype-specific flags that may be defined for certain Query
types and their Replies. Flags not defined for a given Qype nust
be zero on transm ssion and ignored on reception, and rmust not be
copied froma Query to a Reply unless so specified in the
definition of the Qype.

o Nonce - An opaque 64-bit field to help avoid spoofing and/or to
aid in matching Replies with Queries. Its value in a Query is
chosen by the Querier. |Its value in a Reply is always copied from
the correspondi ng Request by the Responder.

o Data - In a Query, the Subject Address or Nanme. 1In a Reply,
Q ype-specific data is present only when the |CMPv6 Code field is
zero. The length of the Data may be inferred fromthe | Pv6
header’ s Payl oad Length field [6], the length of the fixed portion
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of the NI packet, and the | engths of the | CMPv6 header and
i nt erveni ng extensi on headers.

Note that the type of information present in the Data field of a
Query is declared by the | CMP Code, whereas the type of information,
if any, in the Data field of a Reply is determ ned by the Qype.

When the Subject of a Query is a name, the nane MJST be in DNS wire
format [2]. The nanme may be either a fully-qualified donmain nane,
including the termnating zero-length |label, or a single DNS | abe
followed by two zero-length |labels. Since a Query contains at nost
one name, DNS nane conpressi on MJST NOT be used.

5. Message Processing

The Querier constructs an ICMP NI Query and sends it to the address
fromwhich information is wanted. Wen the Subject of the Query is
an | Pv6 address, that address will normally be used as the | Pv6
destinati on address of the Query, but need not be if the Querier has
useful a priori information about the addresses of the target node.
An NI Query may al so be sent to a multicast address of |ink-Iloca
scope [3].

When the Subject is a nane, either fully-qualified or single-
conponent, and the Querier does not have a unicast address for the
target node, the query MJST be sent to a |link-scope nulticast address
formed in the following way. The Subject Nanme is converted to the
canoni cal form defined by DNS Security [7], which is unconpressed
with all al phabetic characters in |owercase. (If additional DNS

| abel types or character sets for hostnanes are defined, the rules
for canonicalizing those labels will be found in their defining
specification.) Conpute the MD5 hash [8] of the first |abel of the
Subj ect Nanme--the portion beginning with the first one-octet |ength
field and up to, but excluding, any subsequent length field. Append
the first 24 bits of that 128-bit hash to the prefix

FF02: 0: 0: 0: 0: 2: FF0O0: : /104. The resulting multicast address will be
terned the "Nl Group Address" for the nane. A node will support an
"Nl Group Address" for each uni que single-Iabel nane.

The Nonce MJST be a random or good pseudo-random val ue to foi
spoofed replies. An inplenentation that allows nultiple independent
processes to send NI Queries MAY use the Nonce value to deliver
Replies to the correct process. Nonetheless, such processes MJST
check the received Nonce and ignore extraneous Replies.

If true comunication security is required, IP Security (IPsec) [14]
shoul d be used. Providing the infrastructure to authenticate N
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Queries and Replies nay be quite difficult outside of a well-defined
comuni ty.

Upon receiving an NI Query, the Responder nust check the Query’s |Pv6
destinati on address and discard the Query w thout further processing
unless it is one of the Responder’s unicast or anycast addresses, or
a link-local scope multicast address that the Responder has j oi ned.
Typically, the latter will be an NI Goup Address for a nane

bel onging to the Responder. A node MAY be configured to discard N
Queries to multicast addresses other than its NI G oup Address(es),
but if so, the default configuration SHOULD be not to discard them

A Responder nust also silently discard a Query whose Subj ect Address
or Name (in the Data field) does not belong to that node. A single-
conponent Subj ect Nane matches any fully-qualified name whose first

| abel matches the Subject. Al nane matching is done in a case-

i ndependent manner consistent with DNS Security (DNSSEC) nane

canoni calization [7].

Next, if Qype is unknown to the Responder, it nust return an N
Reply with 1CwWv6 Code = 2 and no Reply Data. The Responder shoul d
rate-limt such replies as it would ICVMPv6 error replies [5].

Next, the Responder shoul d deci de whether to refuse an answer, based
on local policy. (See the "Security Considerations" section for
recommended default behavior.) |If an answer is refused, depending on
| ocal policy the Responder can elect to silently discard the query or
send an NI Reply with ICvWv6 Code = 1 and no Reply Data. Again, the
Responder should rate-limt such replies as it would | CVWPv6 error
replies [5].

Finally, if the Qype is known and the response is allowed by | ocal
policy, the Responder MJUST fill in the Flags and Reply Data of the N
Reply in accordance with the definition of the Qype and transmt the
NI Reply. The source address of the NI Reply SHOULD be sel ected
using the rules defined in [9].

If the Query was sent to a multicast address, transmission of the
Reply MJST be del ayed by a randominterval between zero and [ Query
Response Interval], as defined by Miulticast Listener Discovery
Version 2 [10].

6. Defined Qypes
The following Qypes are defined. Qypes 0, 2, and 3 MJUST be
supported by any inplenentation of this protocol. Qype 4 SHOULD be

supported by any inplenentation of this protocol on an |Pv4/lPv6
dual - stack node and MAY be supported on an | Pv6-only node.
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| 0 | |
| 1 | unused |
| 2 | Node Nane |
| 3 | Node Addresses |
| 4 | I Pv4 Addresses |

6.1. NOCP

This NI type has no defined flags and never has a Data field. A
Reply to an NI NOOP Query tells the Querier that a node with the
Queried Address is up and reachabl e and inplenments the Node

I nformation protocol. On transm ssion, the |CMPv6 Code in a NOOP
Query nmust be set to 1 and the Code in a NOOP Reply must be 0. On
reception of a NOOP Query or Reply, the Code nust be ignored.

6.2. Node Nane

The NI Node Nane Query requests the fully-qualified or single-
conponent nane corresponding to the Subject Address or Nane. The
Reply Data has the follow ng format.

0 1 2 3

01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| TTL |
B T s i I S e i S i i S S e S
| Node Nanes ... |
+ +
/ /
+ +
| |
B T s i I S e i S i i S S e S

Figure 2. Node Information Reply Message

o TTL (Time to Live) - MJIST be zero. Any non-zero val ue received
MJST be treated as zero. This field is no longer used but is
present to preserve backward conpatibility with ol der
i mpl enent ati ons.

o Node Nanmes - The fully-qualified or single-conmponent name or names
of the Responder that correspond(s) to the Subject Address or
Nane, in DNS wire format, Section 3.1 of [2]. Each name MUST be
fully-qualified if the responder knows the domain suffix;

Crawford & Haber man Experi ment al [ Page 7]



RFC 4620 | Pv6 Node Information Queries August 2006

ot herwi se, each name MJST be a single DNS | abel followed by two
zero-length | abels. When nultiple node nanes are returned and
nore than one of themis fully-qualified, DNS name conpression,
Section 4.1.4 of [2], SHOULD be used, and the offsets are counted
fromthe first octet of the Data field. An offset of 4, for
exanple, will point to the beginning of the first nane.

The Responder nust fill in the TTL field of the Reply with zero.
Only one TTL is included in the Reply.

If the Responder does not knowits nane at all, it MJST send a Reply
with TTL=0 and no Node Nanes (or a Reply with Code=1 i ndicating
refusal to answer). The Querier will be able to determ ne fromthe
packet length that the Data field contains no names.

6.3. Node Addresses

The NI Node Addresses Query requests sonme set of the Responder’s |Pv6
uni cast addresses. The Reply Data is a sequence of 128-bit |Pv6
addresses, with each address preceded by a separate 32-bit TTL val ue,
with Preferred addresses |isted before Deprecated addresses [11];
otherwi se, they are in no special order. Five flag bits are defined
in the Query and six in the Reply.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Q ype=3 | unused |G S|LIC AT
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Fi gure 3: Node Information Address Query

o G- If set to 1, d obal-scope addresses [12] are requested.

o S- If set to 1, Site-local addresses [12] are requested.
However, Site-local addresses are now deprecated [15] and this
flag is for backward conpatibility.

o L - If set to 1, Link-local addresses [12] are requested.

o C- If set to 1, IPv4-conpatible (now deprecated) and | Pv4-mapped
addresses [3] are requested. Responses SHOULD i nclude | Pv4
addresses in | Pv4d-mapped form

o A- If set to 1, all the Responder’s unicast addresses (of the

speci fied scope(s)) are requested. |If 0, only those addresses are
requested that belong to the interface (or any one interface) that
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has the Subject Address or that are associated with the Subject
Name.

o T - Defined in a Reply only, indicates that the set of addresses
is inconplete for space reasons.

Flags G S, L, C, and A are copied froma Query to the corresponding
Reply.

The TTL associ ated with each address MJST be zero.
6.4. |Pv4 Addresses

The NI 1 Pv4 Addresses Query requests sone set of the Responder’s |Pv4
uni cast addresses. The Reply Data is a sequence of 32-bit |Pv4

addr esses, each address preceded by a 32-bit TTL value. One flag bit
is defined in the Query and two in the Reply.

0 1 2 3
01234567890123456789012345678901
T e R e i o T e e e el o ok S I RN
| Q ype=4 | unused |AT
i i S T S S S s S S S i ai i i ST

Figure 4. Node Information | Pv4 Address Query

o A- If set to 1, all the Responder’s unicast addresses are
requested. If O, only those addresses are requested that bel ong
to the interface (or any one interface) that has the Subject
Addr ess.

o T - Defined in a Reply only, indicates that the set of addresses
is inconplete for space reasons.

Flag Ais copied froma Query to the correspondi ng Reply.
The TTL associated with each address MJST be zero.
6.4.1. Discussion

It is possible that a node may treat |IPv4 interfaces and | Pv6
interfaces as distinct, even though they are associated with the sane
hardware. Wen such a node is responding to an NI Query having a
Subj ect Address of one type requesting the other type, and the Query
has the Aflag set to 0, it SHOULD consider IP interfaces, other than
tunnel s, associated with the same hardware as being the sane

i nterface.
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7. 1 ANA Consi derations

| CVPv6 type values 139 and 140 were previously assigned by | ANA for
this protocol. This document defines three values of the | CMPv6 Code
field for each of these ICVMPv6 Type values. Additional Code val ues
may be defined using the "Specification Required" criteria from|[16].
| ANA has established and will maintain a registry for the Code fields
associated with the Node Information Query |ICMPv6 Types as a part of
its |CMPv6 Registry updated in [13].

Thi s docunent defines five values of Qype, nunbers 0 through 4.
Foll owing the policies outlined in [16], new val ues, and their
associ ated Flags and Reply Data, are to be defined by | ETF Consensus.

The | ANA has assigned the I Pv6 multicast prefix
FF02:0:0:0:0:2: FFOO:: /104 for use in Node Information Queries as
defined in Section 5. 1t should be noted that this assignment does
conformwith the requirenents defined in [17].

8. Security Considerations

This protocol shares the security issues of |ICVMPv6 that are
docunented in the "Security Considerations"” section of [5].

This protocol has the potential of revealing information useful to a
woul d-be attacker. An inplenmentation of this protocol MJST have a
default configuration that refuses to answer queries from gl obal -
scope [3] addresses.

| mpl ement ati ons SHOULD apply rate-limting to NI responses to avoid
bei ng used in a denial -of-service attack

The anti-spoofing Nonce does not give any protection from spoofers
who can eavesdrop the Query or the Reply.

The infornmation learned via this protocol SHOULD NOT be trusted for
nmaki ng security-rel evant decisions unl ess sone other nechani sms
beyond the scope of this docunment are used to authenticate this

i nformati on.

An inmpl enentation of this protocol SHOULD provide the ability to
control the dissemnation of information related to I Pv6 Privacy
Addresses [18]. The default action of this policy SHOULD NOT provide
a response to a Query that contains a node's Privacy Addresses.

A node MJST NOT include Privacy Addresses in any Node Addresses

response that includes a public address, or for which the source
address of the response, the destination address of the request, or
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10.

10.

the Subject Address of the request is a public address. Sinmlarly, a
node MUST NOT include any address other than the (single) Privacy
Address in any Node Addresses response that includes the Privacy
Address, or for which the source address of the response, the
destinati on address of the request, or the Subject Address of the
request is the Privacy Address.
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property
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pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
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specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
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