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1.

| ntroducti on

The Pseudowi re Emul ation Edge-to- Edge Architecture Docunent
[Architecture] defines a network reference nodel for PWE3:
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Figure 1: PWE3 Network Reference Model

A Pseudowire (PW payload is normally relayed across the PWas a
single I P or MPLS Packet Sw tched Network (PSN) Protocol Data Unit
(PDU). However, there are cases where the conbi ned size of the

payl oad and its associated PWE3 and PSN headers nmay exceed the PSN
pat h Maxi mum Transm ssion Unit (MIU). Wen a packet exceeds the MIU
of a given network, fragnmentation and reassenbly will allow the
packet to traverse the network and reach its intended destination.

The purpose of this docunent is to define a generalized nethod of
perform ng fragnentation for use with all PWE3 protocols and
services. This nmethod should be utilized only in cases where MIU-
management met hods fail. Due to the increased processing overhead,
fragmentation and reassenbly in core network devices should al ways be
consi dered sonet hing to avoi d whenever possi bl e.

The PWE3 fragnmentation and reassenbly domain is shown in Figure 2:
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Figure 2: PWE3 Fragment ati on/ Reassenbly Domain

Fragmentation takes place in the transmtting PE i mediately prior to
PW encapsul ati on, and reassenbly takes place in the receiving PE
i medi ately after PWdecapsul ati on.

Si nce a sequence number is necessary for the fragnentation and
reassenbly procedures, using the Sequence Nunber field on fragnented
packets is REQUI RED (see Sections 4.1 and 5.5 for the |location of the
Sequence Nunber fields for MPLS and L2TPv3 encapsul ati ons,
respectively). The order of operation is that first fragnentation is
performed, and then the resulting fragments are assigned sequentia
sequence nunbers.

Dependi ng on the specific PWE3 encapsul ation in use, the value 0 nmay
not be a part of the sequence nunber space, in which case its use for
fragmentation nmust follow this sane rule: as the sequence nunber is
increnented, it skips zero and waps from 65535 to 1. Conversely, if
the value 0 is part of the sequence space, then the same sequence
space is also used for fragnentation and reassenbly.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .
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3.

Al ternatives to PWE3 Fragnent ati on/ Reassenbly

Fragmentati on and reassenbly in network equi prent generally requires
significantly greater resources than sending a packet as a single
unit. As such, fragnmentation and reassenbly shoul d be avoi ded
whenever possible. Ildeal solutions for avoiding fragnmentation

i ncl ude proper configuration and managenent of MIU sizes between the
Customer Edge (CE) router and Provider Edge (PE) router and across
the PSN, as well as adaptive neasures that operate with the
originating host (e.g., [PATHMIU], [PATHMIWG6]) to reduce the packet
sizes at the source.

In sone cases, a PE nmay be able to fragnent an IP version 4 (1Pv4)

[ RFC791] packet before it enters a PW For exanple, if the PE can
fragment and forward | Pv4 packets with the DF bit clear in a nmanner
that is identical to an IPv4 router, it may fragment packets arriving
froma CE, forwarding the IPv4 fragments with associated fram ng for
that attachnent circuit (AC) over the PW Architecturally, the IPv4
fragnmentati on happens before reaching the PW presenting multiple
franes to the PWto forward in the normal nanner for that PWype
Thus, this nethod is entirely transparent to the PWencapsul ati on and
to the remote end of the PWitself. Packet fragnents are ultimately
reassenbl ed on the destination IPv4 host in the normal way. |Pv6
packets are not to be fragnented in this manner.

PWE3 Fragnmentation with MPLS

When using the signaling procedures in [ MPLS-Control], there is a
Pseudowi re Interface Parameter Sub-TLV type used to signal the use of
fragnentati on when advertising a VC | abel [IANA]:

Par anet er Lengt h Descri ption
0x09 4 Fragment ati on i ndi cat or

The presence of this parameter in the VC FEC el enent indicates that
the receiver is able to reassenble fragnents when the control word is
in use for the VC | abel being advertised. |t does not obligate the
sender to use fragnentation; it is sinply an indication that the
sender MAY use fragmentation. The sender MJUST NOT use fragmentation
if this parameter is not present in the VC FEC el enment.

If [ MPLS-Control] signaling is not in use, then whether or not to use
fragnentation MJUST be configured in the sender
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4.1. Fragnent Bit Locations for MPLS

MPLS- based PWE3 uses the follow ng control word format
[Control -Word], with the B and E fragmentation bits identified in
position 8 and 9:

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

|0 O 0 O] Flags | B| f Length | Sequence Number
B s i S i I i S S S i i

Figure 3. Preferred PWMPLS Control Wrd
The B and E bits are defined as foll ows:

BE

00 indicates that the entire (un-fragnented) payload is carried
in a single packet

01 indicates the packet carrying the first fragment

10 indi cates the packet carrying the |ast fragnent

11 indicates a packet carrying an internediate fragnment

See Appendix A for a discussion of the derivation of these values for
the B and E bits.

See Section 1 for the description of the use of the Sequence Number
field.

4.2. Oher Considerations

Path MIU [ PATHMIU] [ PATHMIW6] nay be used to dynamically determ ne
the maxi num si ze for fragments. The application of path MU to MPLS
is discussed in [LABELSTACK]. The maxi num size of the fragments may
al so be configured. The signaled Interface MIU paraneter in

[ MPLS-Control] SHOULD be used to set the nmaxi num size of the
reassenbly buffer for received packets to nmake optimal use of
reassenbly buffer resources.

5. PWE3 Fragmentation with L2TP

This section defines the location of the B and E bits for L2TPv3
[L2TPv3] and L2TPv2 [L2TPv2] headers, as well as the signaling
mechani sm for advertising MRU (Maxi mum Recei ve Unit) val ues and
support for fragmentation on a given PW As IP is the nost common
PSN used with L2TP, I P PSN fragnentati on and reassenbly is discussed
as wel .
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5.1. PW©Specific Fragnentation vs. |IP fragnentation

When proper MIU nanagenent across a network fails, | P PSN
fragmentation and reassenbly nay be used to acconmodate Mru

m smat ches between tunnel endpoints. [If the overall traffic
requiring fragnentation and reassenbly is very light, or there are
sufficient optimzed mechanisnms for | P PSN fragnentation and
reassenbly available, I P PSN fragnmentation and reassenbly may be
sufficient.

VWhen facing a | arge nunber of PW packets requiring fragnentation and
reassenbly, a PWspecific nethod has properties that potentially
allow for nore resource-friendly inplenentations. Specifically, the
ability to assign buffer usage on a per-PWbasis and PW sequenci ng
may be utilized to gain advantage over a general mechani sm applying

to all |IP packets across all PW. Further, PWfragmentation may be
nore easily enabled in a selective manner for some or all PW, rather
than enabling reassenbly for all IP traffic arriving at a given node.

Depl oynments SHOULD avoid a situation that uses a conbination of IP
PSN and PWfragmentation and reassenbly on the same node. Such
operation clearly defeats the purpose behind the nechani smdefined in
this document. This is especially inmportant for L2TPv3 pseudow res,
since potentially fragnentation can take place in three different

pl aces (the IP PSN, the PW and the encapsul ated payl oad). Care nust
be taken to ensure that the MU MRU val ues are set and advertised
properly at each tunnel endpoint to avoid this. Wen fragnmentation
is enabled within a given PW the DF bit MJST be set on all L2TP over
| P packets for that PW

L2TPv3 nodes SHOULD participate in Path MU ([ PATHMIU], [PATHMIWG])
for automatic adjustment of the PSN MIU. Wen the payload is IP
Pat h MIU shoul d be used at they payl oad |l evel as well.

5.2. Advertising Reassenbly Support in L2TP

The constructs defined in this section for advertising fragnmentation
support in L2TP are applicable to [L2TPv3] and [L2TPv2].

Thi s docunent defines two new AVPs to advertise nmaximum receive unit
val ues and reassenbly support. These AVPs MAY be present in the

I ncom ng-Cal | - Request (I CRQ, Incomng-Call-Reply (ICRP), Incom ng-
Cal | - Connected (I CCN), Qutgoing-Call-Request (OCRQ, CQutgoing-Call-
Reply (OCRP), Qutgoing-Call-Connected (OCCN), or Set-Link-Info (SLI)
nmessages. The nost recent val ue received al ways takes precedence
over a previous value and MJST be dynam c over the life of the
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session if received via the SLI nessage. One of the two new AVPs
(MRRU) is used to advertise that PWE3 reassenbly is supported by the
sender of the AVP. Reassenbly support MAY be unidirectional.

5.3. L2TP Maxi mum Receive Unit (MRU) AVP

1 2 3
1234567890123456789012345678901
B T S T S T S S i SIS S S DU S S S e S
M H| 0] 0] 0] O] Lengt h | 0 |
S T I T e S B S s T e e
VRU |
S T e

0
0

4 - - +-

o

+
I
+
|
+
Fi gure 4: L2TP Maxi num Receive Unit (MRU) AVP

MRU ( Maxi mum Receive Unit), attribute nunmber 94, is the maxi num size,
in octets, of a fragnented or conplete PWframe, including L2TP
encapsul ati on, receivable by the side of the PWadvertising this

val ue. The advertised MRU does NOT include the PSN header (i.e., the
| P and/ or UDP header). This AVP does not inply that PWE3
fragmentation or reassenbly is supported. |f reassenbly is not
enabl ed or unavail able, this AVP may be used al one to advertise the
MRU for a conplete frane.

This AVP MAY be hidden (the H bit MAY be 0 or 1). The mandatory (M
bit for this AVP SHOULD be set to 0. The Length (before hiding) is
8. The Vendor IDis the | ETF Vendor |ID of O.

5.4. L2TP Maxi num Reassenbl ed Receive Unit (MRRU) AVP
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| M H 0] 0] 0] O] Length | 0 |
T S T S S e T T A S i SH RS
| MRRU |

b T T e e s
Figure 5: L2TP Maxi mum Reassenbl ed Receive Unit (MRRU) AVP

MRRU ( Maxi mum Reassenbl ed Receive Unit AVP), attribute nunber 95, is
the maxi mum size, in octets, of a reassenbled franme, including any PW
fram ng, but not including the L2TP encapsul ati on or L2-specific

subl ayer. Presence of this AVP signifies the ability to receive PW
fragments and reassenble them Packet fragments MJST NOT be sent by
a peer that has not received this AVP in a control nessage. |If the
MRRU i s present in a nessage, the MRU AVP MJST be present as well.
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The MRRU SHOULD be used to set the nmaxi mum size of the reassenbly
buf fer for received packets to nake optinmal use of reassenbly buffer
resour ces.

This AVP MAY be hidden (the H bit MAY be 0 or 1). The mandatory (M
bit for this AVP SHOULD be set to 0. The Length (before hiding) is
8. The Vendor IDis the | ETF Vendor |ID of O.

5.5. Fragnent Bit Locations for L2TPv3 Encapsul ati on

The usage of the B and E bits is described in Section 4.1. For
L2TPv3 encapsul ation, the B and E bits are defined as bits 2 and 3 in
the leading bits of the Default L2-Specific Sublayer (see Section 7).

0 1 2 3
01234567890123456789012345678901
i T i T S e s s i S
Lengt h | 0

B ek i S e e s i I S R S e S e e e s
X| X| Sequence Number

Bl T e e R e i It o e S e e e i i T I e TR S S S

Figure 6: B and E Bits Location in the Default L2-Specific Subl ayer

The S (Sequence) bit is as defined in [L2TPv3]. Location of the B
and E bits for PWMTypes that use a variant L2 specific sublayer are
out side the scope of this docunent.

VWhen fragmentation is used, an L2-Specific Sublayer with B and E bits
defined MJUST be present in all data packets for a given session. The
presence and format of the L2-Specific Sublayer is advertised via the
L2- Speci fic Sublayer AVP, Attribute Type 69, defined in Section 5.4.4
of [L2TPv3].

See Section 1 for the description of the use of the Sequence Number
field.

5.6. Fragnent Bit Locations for L2TPv2 Encapsul ation
The usage of the B and E bits is described in Section 4.1. For
L2TPv2 encapsul ation, the B and E bits are defined as bits 8 and 9 in

the leading bits of the L2TPv2 header as depicted bel ow (see Section
7).
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1 2 3
1234567890123456789012345678901
s i i i o i i I R S R e R R o o i S
M H| 0] 0] 0] O] Lengt h | 0 |

B i T S T T i I i i S I e
| L] x| x| S| x| O P| Bl E| x| x] Ver | Length (opt) |
R e s o S e T S T T i R e e e e o o i

0] 0

Figure 7: B and E bits location in the L2TPv2 Message Header
6. Security Considerations

As with any additional protocol construct, each |evel of conplexity
adds the potential to exploit protocol and inplenmentation errors.

| npl enenters should be especially careful of not tying up an
abundance of resources, even for the nost pathol ogi cal conbination of
packet fragments that could be received. Beyond these issues of
general inplenentation quality, there are no known notable security

i ssues with using the nmechanismdefined in this docunent. It should
be pointed out that RFC 1990, on which this docunent is based, and
its derivatives have been widely inplenmented and extensively used in
the Internet and el sewhere.

[ PFRAG SEC] and [ TI NYFRAG describe potential network attacks
associated with I P fragnentati on and reassenbly. The issues
described in these docunents attenpt to bypass |IP access controls by
sendi ng various carefully fornmed "tiny fragments", or by exploiting
the IP offset field to cause fragnents to overlap and rewite
interesting portions of an | P packet after access checks have been
performed. The latter is not an issue with the PWspecific
fragnmentation nmethod described in this docunment, as there is no

of fset field. However, inplenentations MJST be sure not to allow
nore than one whole fragnment to overwite another in a reconstructed
frane. The former may be a concern if packet filtering and access
controls are being placed on tunneled franes within the PW

encapsul ation. To circunvent any possible attacks in either case,
all filtering and access controls should be applied to the resulting
reconstructed frame rather than any PWfragnents.

7. | ANA Consi der ati ons

Thi s docunent does not define any new registries for ANA to
mai nt ai n.

Note that [1ANA] has already allocated the Fragnentation Indicator
interface paranmeter, so no further I ANA action is required.
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Thi s docunent requires | ANA to assign new values for registries
al ready managed by | ANA (see Sections 7.1 and 7.2) and two reserved
bits in an existing header (see Section 7.3).

7.1. Control Message Attribute Value Pairs (AVPs)

Two additional AVP Attributes are specified in Sections 5.3 and 5. 4.
They are required to be defined by | ANA as described in Section 2.2
of [ BCP0068].

Control Message Attribute Value Pairs

94 - Maxi mum Receive Unit (MRU) AVP
95 - Maxi num Reassenbl ed Receive Unit (MRRU) AVP

7.2. Default L2-Specific Sublayer Bits

This registry was created as part of the publication of [L2TPv3].
Thi s docunent defines two reserved bits in the Default L2-Specific
Subl ayer in Section 5.5, which may be assigned by | ETF Consensus

[ RFC2434]. They are required to be assigned by | ANA

Default L2-Specific Sublayer bits - per [L2TPv3]

B (Fragnentation) bit
- E (Fragnentation) bit

7.3. Leading Bits of the L2TPv2 Message Header
Thi s docunent requires definition of two reserved bits in the L2TPv2
[L2TPv2] header. Locations are noted by the "B" and "E" bits in
Section 5. 6.

Leading Bits of the L2TPv2 Message Header - per [L2TPv2, L2TPv3]

— —

8 - Fragment ati on) bit
9

Bi B (
Bi - E (Fragnentation) bit

8. Acknow edgenents

The authors wi sh to thank Eric Rosen and Carl os Pignataro, both of
Ci sco Systens, for their review of this docunent.

Malis & Townsl ey St andards Track [ Page 11]



RFC 4623

9.

10.

PWE3 Fragmentati on and Reassenbly August 2006

Nor mat i ve Ref erences

[ Control - Wor d]

[ 1 ANA]

[ KEYWORDS]

[ LABELSTACK]

[ L2TPv2]

[ L2TPv3]

[ MLPPP]

[ MPLS- Control ]

[ PATHMIU]

[ PATHMTUV 6]

Bryant, S., Swallow, G, Martini, L., and D
McPherson, "Pseudow re Emul ati on Edge-to- Edge (PWE3)
Control Word for Use over an MPLS PSN', RFC 4385,
February 2006.

Martini, L., "I ANA Allocations for Pseudowi re Edge to
Edge Emul ation (PWE3)", BCP 116, RFC 4446, April 2006.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

Rosen, E., Tappan, D., Fedorkow, G, Rekhter, Y.,
Farinacci, D., Li, T., and A Conta, "MPLS Label Stack
Encodi ng", RFC 3032, January 2001.

Townsl ey, W, Valencia, A, Rubens, A, Pall, G,
Zorn, G, and B. Palter, "Layer Two Tunneling Protocol
"L2TP"", RFC 2661, August 1999.

Lau, J., Townsley, M, and |I. Coyret, "Layer Two
Tunneling Protocol - Version 3 (L2TPv3)", RFC 3931,
March 2005.

Skl ower, K., Lloyd, B., MGegor, G, Carr, D, and T.
Coradetti, "The PPP Miltilink Protocol (MP)", RFC
1990, August 1996.

Martini, L., Rosen, E., El-Aawar, N., Smith, T., and
G Heron, "Pseudow re Setup and Mi ntenance Using the
Label Distribution Protocol (LDP)", RFC 4447, April
2006.

Mogul, J. and S. Deering, "Path MIU di scovery”, RFC
1191, Novenber 1990.

McCann, J., Deering, S., and J. Mogul, "Path Mru
Di scovery for |IP version 6", RFC 1981, August 1996.

I nformati ve References

[ Architecture]

Malis & Townsl ey

Bryant, S. and P. Pate, "Pseudo Wre Enmul ation Edge-
t o- Edge (PWE3) Architecture", RFC 3985, March 2005.

St andards Track [ Page 12]



RFC 4623

[ BCPO068]

[ FAST]

[ FRF. 12]

[ | PFRAG- SEC]

[ RFC2434]

[ RFC791]

[ TI NYFRAG]

Malis & Townsl ey

PWE3 Fragmentati on and Reassenbly August 2006

Townsl ey, W, "Layer Two Tunneling Protocol (L2TP)
I nternet Assigned Nunmbers Authority (I ANA)

Consi derati ons Update", BCP 68, RFC 3438, Decenber
2002.

ATM Forum "Frame Based ATM over SONET/ SDH Transport
(FAST)", af-fbatm 0151.000, July 2000.

Frame Relay Forum "Frane Relay Fragnentation
| mpl ement ati on Agreement”, FRF.12, Decenber 1997.

Zienba, G, Reed, D., and P. Traina, "Security
Consi derations for IP Fragnment Filtering", RFC 1858,
Oct ober 1995.

Narten, T. and H Alvestrand, "CGuidelines for Witing
an | ANA Consi derations Section in RFCs", BCP 26, RFC
2434, Cctober 1998.

Postel, J., "Internet Protocol", STD 5, RFC 791,
Sept ember 1981.

Mller, 1., "Protection Against a Variant of the Tiny
Fragment Attack (RFC 1858)", RFC 3128, June 2001.

St andards Track [ Page 13]



RFC 4623 PWE3 Fragmentati on and Reassenbly August 2006

Appendi x A.  Rel ationship between This Docunment and RFC 1990

The fragmentation of |arge packets into smaller units for

transm ssion is not new. One fragnentation and reassenbly method was
defined in RFC 1990, Multi-Link PPP [ MLPPP]. This nethod was al so
adopted for both Frane Relay [FRF.12] and ATM [ FAST] network

technol ogy. This docunment adopts the RFC 1990 fragnentation and
reassenbly procedures as well, with sonme distinct nodifications
described in this appendix. Fanmiliarity with RFC 1990 i s assuned.

RFC 1990 was designed for use in environments where packet fragnents
may arrive out of order due to their transm ssion on nultiple
paral l el links, specifying that buffering be used to place the
fragments in correct order. For PWE3, the ability to reorder
fragments prior to reassenbly is OPTIONAL; receivers MAY choose to
drop frames when a lost fragnent is detected. Thus, when the sequence
nunber on received fragnents shows that a fragment has been ski pped,
the partially reassenbl ed packet MAY be dropped, or the receiver NAY
wish to wait for the fragnent to arrive out of order. In the latter
case, a reassenbly timer MJST be used to avoid | ocking up buffer
resources for too long a period.

Dr oppi ng out -of -order fragnents on a given PWcan provide a

consi derabl e scal ability advantage for network equi pnment performng
reassenbly. |If out-of-order fragnents are a relatively rare event on
a given PW throughput should not be adversely affected by this.
Not e, however, if there are cases where fragnents of a given frane
are received out-or-order in a consistent manner (e.g., a short
fragment is always switched ahead of a |larger fragnent), then
droppi ng out-of-order fragnments will cause the fragnented frane never
to be received. This condition nay result in an effective denial of
service to a higher-lever application. As such, inplenentations
fragmenting a PWframe MJST at the very | east ensure that al
fragments are sent in order fromtheir own egress point.

An inpl enentation may al so choose to allow reassenbly of a limted
nunber of fragnmented frames on a given PW or across a set of PW
with reassenbly enabled. This allows for a nore even distribution of
reassenbly resources, reducing the chance that a single or snall set
of PW will exhaust all reassenbly resources for a node. As with
droppi ng out-of -order fragments, there are perceivabl e cases where
this may al so provide an effective denial of service. For exanple,

if fragnents of multiple franes are consistently received before each
frane can be reconstructed in a set of linmted PWreassenbly buffers,
then a set of these fragnented franes will never be delivered.
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RFC 1990 headers use two bits that indicate the first and | ast
fragnments in a frane, and a sequence nunber. The sequence nunber may
be either 12 or 24 bits in length (from[MPPP]):

0 78 15
B e Fom e e e oo oo - +
| B| E] O] O] sequence nunber |
B Tl T g oo +
R R o ol i e S e S e +
| B| E| O] O] O] O] O] O] sequence numnber |
R i e i i I +
| sequence nunber (L)
oo oo +

Figure 6: RFC 1990 Header Formats

PWE3 fragnmentation takes advantage of existing PWsequence nunbers
and control bit fields wherever possible, rather than defining a
separ at e header exclusively for the use of fragnmentation. Thus, it
uses neither of the RFC 1990 sequence numnber formats described above,
relying instead on the sequence nunber that already exists in the
PWE3 header.

RFC 1990 defines two one-bit fields: a (B)eginning fragnent bit and
an (E)nding fragment bit. The B bit is set to 1 on the first
fragment derived froma PPP packet and set to O for all other
fragments fromthe sane PPP packet. The E bit is set to 1 on the

| ast fragnment and set to O for all other fragments. A conplete
unfragnmented frame has both the B and E bits set to 1

PWE3 fragnmentation inverts the value of the B and E bits, while
retaining the operational concept of marking the beginning and endi ng
of a fragnented frame. Thus, for PWthe B bit is set to 0 on the
first fragment derived froma PWframe and set to 1 for all other
fragnments derived fromthe sane frame. The E bit is set to 0 on the
| ast fragnment and set to 1 for all other fragnments. A conpl ete
unfragmented frane has both the B and E bits set to 0. The

noti vation behind this value inversion for the B and E bits is to
all ow conplete frames (and particularly, inplenentations that only
support conplete frames) sinply to | eave the B and E bits in the
header set to O.

In order to support fragnentation, the B and E bits MJST be defined
or identified for all PWE3 tunneling protocols. Sections 4 and 5
define these | ocations for PANE3 MPLS [Control -Word], L2TPv2 [L2TPv2],
and L2TPv3 [L2TPv3] tunneling protocols.
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