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Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.
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Abst ract

Use of the Donmain Nane System TSI G resource record requires
specification of a cryptographic nessage authenticati on code.
Currently, identifiers have been specified only for HVAC MD5 (Hashed
Message Aut henticati on Code, Message Digest 5) and GSS (Ceneric
Security Service) TSIG algorithnms. This docunment standardizes
identifiers and inplenentation requirenments for additional HVAC SHA
(Secure Hash Algorithm TSIG al gorithnms and standardi zes how to
specify and handl e the truncation of HVAC values in TSI G
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1. Introduction

[ RFC2845] specifies a TSI G Resource Record (RR) that can be used to
aut henticate DNS (Donmai n Name System [ STD13]) queries and responses.
This RR contains a domain name syntax data itemthat nanes the

aut hentication algorithmused. [RFC2845] defines the

HVAC- MD5. SI G ALG REG. | NT nane for authentication codes using the HVAC
(Hashed Message Authentication Code) [RFC2104] algorithmw th the M5
(Message Digest 5) [RFC1321] hash algorithm | ANA has al so

regi stered "gss-tsig" as an identifier for TSI G authentication where
the cryptographic operations are delegated to the Generic Security
Service (GSS) [ RFC3645].

Note that use of TSI G presunes prior agreenment, between the resolver
and server involved, as to the algorithmand key to be used.

In Section 2, this docunment specifies additional nanmes for TSI G

aut hentication algorithns based on US NI ST SHA (United States,
National Institute of Science and Technol ogy, Secure Hash Al gorithm
al gorithms and HVAC and specifies the inplenentation requirenments for
those al gorithns.

In Section 3, this docunent specifies the effect of inequality

bet ween the normal output size of the specified hash function and the
| ength of MAC (Message Authentication Code) data given in the TSIG
RR. In particular, it specifies that a shorter-length field val ue
specifies truncation and that a longer-length field is an error

In Section 4, policy restrictions and inplications related to
truncation are described and specified, as is a new error code to
i ndicate truncation shorter than that permitted by policy.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", "MAY", in
this document are to be interpreted as described in [ RFC2119].

2. Agorithns and ldentifiers

TSI G Resource Records (RRs) [RFC2845] are used to authenticate DNS
gueries and responses. They are intended to be efficient symretric
aut henti cati on codes based on a shared secret. (Asymretric
signatures can be provided using the SIG RR [RFC2931]. In
particular, SIG0) can be used for transaction signatures.) Used
with a strong hash function, HVAC [ RFC2104] provides a way to

cal cul ate such symretric authentication codes. The only specified
HVAC- based TSI G algorithmidentifier has been HVAC- MD5. SI G

ALG REG I NT, based on MD5 [ RFC1321].
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The use of SHA-1 [FI PS180-2, RFC3174], which is a 160-bit hash, as
conpared with the 128 bits for MD5, and additional hash algorithms in
the SHA fanmily [FIPS180-2, RFC3874, RFC4634] with 224, 256, 384, and
512 bits may be preferred in some cases. This is because

i ncreasingly successful cryptanalytic attacks are being made on the
shorter hashes.

Use of TSI G between a DNS resol ver and server is by nutual agreenent.
That agreenent can include the support of additional algorithns and
criteria as to which algorithnms and truncations are acceptabl e,
subject to the restriction and guidelines in Sections 3 and 4 bel ow
Key agreenent can be by the TKEY nmechani sm [ RFC2930] or sone ot her
nmut ual |y agreeabl e net hod.

The current HVAC- MD5. SI G ALG REG I NT and gss-tsig identifiers are

included in the table bel ow for convenience. |nplenmentations that
support TSI G MJUST al so i npl ement HVAC SHA1 and HVAC SHA256 and MAY
i mpl enent gss-tsig and the other algorithns |isted bel ow

Mandat ory HVAC- MD5. SI G ALG. REG. | NT
Opt i onal gss-tsig

Mandat ory hmac- shal

Opt i onal hmac- sha224

Mandat ory hmac- sha256

Opt i onal hant- sha384

Opt i onal hmac- sha512

SHA-1 truncated to 96 bits (12 octets) SHOULD be i npl enent ed.
3. Specifying Truncation

When space is at a premiumand the strength of the full Iength of an
HVAC i s not needed, it is reasonable to truncate the HVAC out put and
use the truncated value for authentication. HWVMAC SHA-1 truncated to
96 bits is an option available in several |ETF protocols, including

| Psec and TLS.

The TSI G RR [ RFC2845] includes a "MAC size" field, which gives the
size of the MAC field in octets. However, [RFC2845] does not specify
what to do if this MAC size differs fromthe | ength of the output of
HVAC for a particular hash function. Truncation is indicated by a
MAC si ze |l ess than the HVAC size, as specified bel ow
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3.

4.

Truncati on Specification
The specification for TSI G handling is changed as foll ows:
1. If "MAC size" field is greater than HVMAC out put |ength:

This case MJUST NOT be generated and, if received, MJST cause
the packet to be dropped and RCODE 1 (FORMERR) to be returned.

2. If "MAC size" field equals HVAC out put |ength

Qperation is as described in [ RFC2845], and the entire output
HVAC output is present.

3. "MAC size" field is less than HVAC output length but greater than
that specified in case 4, bel ow

This is sent when the signer has truncated the HVAC output to
an all owabl e I ength, as described in RFC 2104, taking initia
octets and discarding trailing octets. TSIG truncation can only
be to an integral nunber of octets. On receipt of a packet with
truncation thus indicated, the locally calculated MACis simlarly
truncated and only the truncated val ues are comnpared for
aut hentication. The request MAC used when calculating the TSIG
MAC for a reply is the truncated request MAC

4. "MAC size" field is less than the larger of 10 (octets) and half
the length of the hash function in use:

Wth the exception of certain TSIG error nmessages described in
RFC 2845, Section 3.2, where it is permtted that the MAC size be
zero, this case MJUST NOT be generated and, if received, MJST cause
the packet to be dropped and RCODE 1 (FORMERR) to be returned.

The size limt for this case can also, for the hash functions
mentioned in this docunment, be stated as | ess than half the hash
function |l ength for hash functions other than MD5 and | ess than 10
octets for MD5.

TSI G Truncation Policy and Error Provisions

Use of TSIGis by nutual agreenent between a resol ver and server.
Implicit in such "agreement" are criterion as to acceptable keys and
algorithnms and, with the extensions in this docunment, truncations.
Note that it is conmmon for inplenmentations to bind the TSI G secret
key or keys that may be in place at a resolver and server to
particul ar algorithms. Thus, such inplenmentations only permt the
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use of an algorithmif there is an associated key in place. Receipt
of an unknown, uninplenented, or disabled algorithmtypically results
in a BADKEY error.

Local policies MAY require the rejection of TSIGs, even though
they use an algorithmfor which inplenentation is nandatory.

When a local policy permits acceptance of a TSIGwith a particul ar
al gorithm and a particular non-zero anmount of truncation, it SHOULD
al so permt the use of that algorithmw th |lesser truncation (a
| onger MAC) up to the full HWVAC out put.

Regardl ess of a | ower acceptable truncated MAC | ength specified by
| ocal policy, a reply SHOULD be sent with a MAC at | east as long as
that in the correspondi ng request, unless the request specified a MAC
| ength | onger than the HMAC out put.

| mpl ementations pernmitting nultiple acceptable algorithns and/or
truncations SHOULD permt this list to be ordered by presuned
strength and SHOULD al |l ow different truncations for the sane
algorithmto be treated as separate entities in this list. Wen so
i mpl enent ed, policies SHOULD accept a presumed stronger al gorithm and
truncation than the mninumstrength required by the policy.

If a TSIGis received with truncation that is permtted under
Section 3 above but the MAC is too short for the local policy in
force, an RCODE of 22 (BADTRUNC) MJST be returned.

5. | ANA Consi der ati ons

Thi s docunent (1) registers the new TSIG algorithmidentifiers |isted
in Section 2 with ANA and (2) allocates the BADTRUNC RCODE 22 in
Section 4 [ RFC2845].

6. Security Considerations

For all of the nessage authentication code algorithms |isted herein
those produci ng | onger values are believed to be stronger; however,
whil e there have been sone argunments that mld truncation can
strengthen a MAC by reducing the information available to an
attacker, excessive truncation clearly weakens authentication by
reduci ng the nunber of bits an attacker has to try to break the

aut hentication by brute force [ RFC2104].

Signi ficant progress has been nade recently in cryptanalysis of hash

function of the types used herein, all of which ultimtely derive
fromthe design of M. Wile the results so far should not effect
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HVAC, the stronger SHA-1 and SHA-256 al gorithns are bei ng nmade
mandat ory due to cauti on.

See the Security Considerations section of [ RFC2845]. See also the
Security Considerations section of [RFC2104] fromwhich the linmts on
truncation in this RFC were taken
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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