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Abst r act

The Layer 2 Tunneling Protocol (L2TP) provides a standard nethod for
setting up and managi ng L2TP sessions to tunnel a variety of L2
protocols. One of the reference nodels supported by L2TP descri bes
the use of an L2TP session to connect two Layer 2 circuits attached
to a pair of peering L2TP Access Concentrators (LAGCs), which is a
basic formof Layer 2 Virtual Private Network (L2VPN). This docunent
defines the protocol extensions for L2TP to set up different types of
L2VPNs in a unified fashion
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| ntroducti on

[ RFC3931] defines a dynamic tunneling mechanismto carry nultiple
Layer 2 protocols besides Point-to-Point Protocol (PPP), the only
protocol supported in [RFC2661], over a packet-based network. The
basel i ne protocol supports various types of applications, which have
been highlighted in the different Layer 2 Tunneling Protocol (L2TP)
reference nodels in [RFC3931]. An L2TP Access Concentrator (LAC) is
an L2TP Control Connection Endpoint (LCCE) that cross-connects
attachment circuits and L2TP sessions. Layer 2 Virtual Private

Net wor k (L2VPN) applications are typically in the scope of the LAC
LAC reference nodel .

Thi s docunent di scusses the conmonalities and differences anong L2VPN
applications with respect to using L2TPv3 as the signaling protocol.
In this document, the acronym "L2TP" refers to L2TPv3 or L2TP in
general .

Speci fication of Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Net wor k Ref er ence Model

In the LAC-LAC reference nodel, a LAC serves as a cross-connect
between attachment circuits and L2TP sessions. Each L2TP session
acts as an enulated circuit, also known as pseudowire. A pseudowi re
is used to bind two "forwarders" together. For different L2VPN
applications, different types of forwarders are defined.

In the L2VPN framework [L2VPNFW, a LAC is a Provider Edge (PE)
device. LAC and PE are interchangeable terns in the context of this
docunent. Rempte systens in the LAC LAC reference nodel are Custoner
Edge (CE) devi ces.
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L2VPN Net wor k Ref er ence Mode

In a sinple cross-connect application, an attachnment circuit is a
forwarder directly bound to a pseudowire. It is a one-to-one

mappi ng. Traffic received fromthe attachment circuit on a | ocal PE
is forwarded to the renote PE through the pseudowire. Wen the
renote PE receives traffic fromthe pseudowire, it forwards the
traffic to the corresponding attachment circuit on its end. The
forwardi ng decision is based on the attachnent circuit or pseudow re
denmul tiplexing identifier

Wth Virtual Private LAN Service (VPLS), a Virtual Switching |Instance
(VSl) is a forwarder connected to one or nore attachment circuits and
pseudowi res. A single pseudowire is used to connect a pair of VSIs
on two peering PEs. Traffic received froman attachnment circuit or a
pseudowire is first forwarded to the corresponding VSI based on the
attachment circuit or pseudowire denultiplexing identifier. The VS
perforns additional |ookup to determne where to further forward the
traffic.

Wth Virtual Private Wre Service (VPWS), attachment circuits are
grouped into "col ored pools". Each pool is a forwarder and is
connected through a network of point-to-point cross-connects. The
data forwarding perspective is identical to the cross-connect
application. However, constructing colored pools involves nore
conpl i cated signaling procedures.

3. Forwarder ldentifier

A forwarder identifier is assigned to each forwarder on a given PE
and is unique in the context of the PE. It is defined as the
concatenation of an Attachnent G oup ldentifier (Ad) and an
Attachnment |ndividual ldentifier (Al), denoted as <AG, All>. The
AG is used to group a set of forwarders together for signaling
purposes. An All is used to distinguish forwarders within a group
Al'l can be unique on a per-platformor per-group basis.

As far as the signaling procedures are concerned, a forwarder

identifier is an arbitrary string of bytes. It is up to
i npl enentations to decide the values for AG and All
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When connecting two forwarders together, both MJST have the same AG
as part of their forwarder identifiers. The Al of the source
forwarder is known as the Source All (SAIl), and the All of the
target forwarder is known as the Target Al (TAIl). Therefore, the
source forwarder and target forwarder can be denoted as <Ad, SAll>
and <Ad, TAIl>, respectively.

Pr ot ocol Conponents
Control Messages

L2TP defines two sets of session managenent procedures: incom ng cal
and outgoing call. Even though it is entirely possible to use the
out goi ng call procedures for signaling L2VPNs, the incomn ng cal
procedures have sone advantages in ternms of the rel evance of the
semantics. [PWE3L2TP] gives nore details on why the incom ng cal
procedures are nore appropriate for setting up pseudow res.

The signaling procedures for L2VPNs described in the follow ng
sections are based on the Control Connection Managenment and the

I ncoming Call procedures, defined in Sections 3.3 and 3.4.1 of

[ RFC3931], respectively. L2TP control nessage types are defined in
Section 3.1 of [RFC3931]. This docunent references the follow ng
L2TP control nessages:

Start-Control - Connecti on- Request ( SCCRQ
Start-Control - Connecti on- Reply ( SCCRP)

I ncom ng- Cal | - Request (I1CRQ
I ncom ng-Cal | - Repl y (I1CRP)
I ncom ng- Cal | - Connect ed (1 CCN)
Set - Li nk-Info (SLI)

Exi sting AVPs for L2VPN

The following Attribute Value Pairs (AVPs), defined in Sections
5.4.3, 5.4.4, and 5.4.5 of [RFC3931], are used for signaling L2VPNs.

Router | D

The Router ID sent in SCCRQ and SCCRP during control connection
setup establishes the unique identity of each PE

Pseudowi re Capabilities List
The Pseudowi re Capabilities List sent in the SCCRQ and SCCRP
i ndi cates the pseudowi re types supported by the sending PE. It

nerely serves as an advertisenment to the receiving PE. Its
content should not affect the control connection setup.
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Before a local PE initiates a session of a particular pseudow re
type to a renote PE, it MJST exanm ne whether the renote PE has
advertised this pseudowire type in this AVP and SHOULD NOT attenpt
toinitiate the session if the intended pseudowire type i s not
supported by the renote PE

Pseudowi re Type

The Pseudowi re Type sent in | CRQ signals the intended pseudow re
type to the receiving PE. The receiving PE checks it against its
| ocal pseudowire capabilities list. If it finds a match, it
responds with an I CRP without a Pseudowi re Type AVP, which
inmplicitly acknow edges its acceptance of the intended pseudowi re.
If it does not find a match, it MJST respond with a Call -

Di sconnect-Notify (CDN), with an "unsupported pseudowi re type"
result code.

L2- Speci fic Subl ayer

The L2-Specific Sublayer can be sent in ICRQ ICRP, and ICCN. |If
the receiving PE supports the specified L2-Specific Sublayer, it
MUST include the identified L2-Specific Sublayer in its data
packets sent to the sending PE. Qherwise, it MJST reject the
connection by sending a CDN to the sending PE

Circuit Status

The Circuit Status is sent in both ICRQ and ICRP to informthe
recei ving PE about the circuit status on the sending PE. It can
al so be sent in ICCN and SLI to update the status.

Renpte End ldentifier

The TAIl value is encoded in the Rennte End I D AVP and sent in
ICRQ along with the optional AG to instruct the receiving PE to
bi nd the proposed pseudowire to the forwarder that matches the
specified forwarder identifier.

New AVPs for L2VPN

Attachnment Group ldentifier

The AG AVP, Attribute Type 89, is an identifier used to associate
a forwarder to a logical group. The AG AVP is used in
conjunction with the Local End I D AVP and Renpote End | D AVP, which
encode the SAIl and TAIl, respectively, to identify a specific
forwarder. Wen the AG AVP is omitted in the control nessages or
contains a zero-length value, the forwarders are considered to use
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the default AQ. Note that there is only one designated default
AG value for all forwarders.

The Attribute Value field for this AVP has the follow ng format:

0 1 2 3

01234567890123456789012345678901
T I S T A S T i S S e S i St S
| M H 0] 0] 0] O] Length | 0 |
T T S S S I i S S S S SUp A S S S S S
|
+-

o

89 | AG (variable |Iength) |
I i i it S R R e e R e e S it I SR e e S T e it S SRR R

The AG field is a variable-length field. This AVP MAY be present
in | CRQ

This AVP MAY be hidden (the H bit MAY be 0 or 1). The hiding of
AVP attribute values is defined in Section 5.3 of [RFC3931]. The
Mbit for this AVP SHOULD be set to 0. The Length (before hiding)
of this AVP is 6 octets plus the length of the AG field.

Local End I D

The Local End ID AVP, Attribute Type 90, encodes the SAlIl val ue.
The SAIl nay al so be used in conjunction with the TAIl to detect
pseudowire ties. Wuen it is onitted in the control nessages, it
is assuned that it has the same value as the TAII.

The Attribute Value field for this AVP has the follow ng format:

1 2 3
1234567890123456789012345678901
e I S T e T e S S e ok St I S e S
M H| 0| O] 0] O] Length | 0 |
i o i T S i I S S s ol ST SN S
90 | SAIl (variable Iength) |
B S i T T i S S S S e S S i i i i

0
0

4 - -

o

+
|
+
|
+

The SAIl field is a variable-length field. This AVP MAY be
present in | CRQ
This AVP MAY be hidden (the H bit MAY be 0 or 1). The Mbit for
this AVP SHOULD be set to 0. The Length (before hiding) of this
AVP is 6 octets plus the Iength of the SAIl field.

I nterface Maxi mum Transm ssion Unit

The Interface Maxi mum Transm ssion Unit (MIU) AVP, Attribute Type
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91, indicates the MU in octets of a packet that can be sent out
fromthe CE-facing interface. The MIU val ues of a given
pseudowire, if advertised in both directions, MJST be identical

If they do not match, the pseudow re SHOULD NOT be established.
VWen this AVP is omitted in the control messages in either
direction, it is assuned that the rembte PE has the sane interface
MIU as the | ocal PE for the pseudow re being signal ed.

The Attribute Value field for this AVP has the follow ng format:

1 2 3
1234567890123456789012345678901
i T S S e ik i T S R S SN SN

| 0] 0] O] Length | 0 |
I T et s i o e e i i s SN NN SR SR
91 | Interface MIU |
B i T S T T i I i i S I e

0
0

+- 4o+
|MH
+-+- 4+
|
+-

o

The Interface MIU field is a 2-octet integer value. This AVP MAY
be present in ICRQ and ICRP. When a PE receives an Interface MU
AVP with an MIU value different fromits own, it MAY respond wth
a CONwith a new result code indicating the di sconnect cause.

23 - Msmatching interface MIU

This AVP MAY be hidden (the H bit MAY be 0 or 1). The Mbit for
this AVP SHOULD be set to 0. The Length (before hiding) of this
AVP is 8 octets.

4.4, AVP Interoperability

To ensure interoperability, the mandatory (M bit settings of the

exi sting AVPs used in L2VPN applications should be the same as those
specified in [RFC3931]. The generic Mbit processing is described in
Section 5.2 of [RFC3931]. Setting the Mbit of the new AVPs to 1
will inpair interoperability.

5. Signaling Procedures

5.1. Overview
Assune that a PE assigns a forwarder identifier to one of its |oca
forwarders and that it knows it needs to set up a pseudowire to a
renote forwarder on a renpte PE that has a certain Forwarder |D.
Thi s know edge can be obtai ned either through manual configuration or
some aut o-di scovery procedure.

Bef ore establishing the i ntended pseudow re, each pair of peering PEs
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exchanges control connection nessages to establish a contro
connection. Each advertises its supported pseudowi re types, as
defined in [ PNE3I ANA], in the Pseudowire Capabilities List AVP

After the control connection is established, the |ocal PE exani nes
whet her the renmpte PE supports the pseudowire type it intends to set
up. Only if the renpte PE supports the intended pseudowi re type
should it initiate a pseudowi re connection request.

VWen the | ocal PE receives an I CRQ for a pseudow re connection, it
exam nes the forwarder identifiers encoded in the AG, SAll, and TAIl
in order to determne the foll ow ng:

- Whether it has a local forwarder with the forwarder identifier
val ue specified in the | CRQ

- Whether the renote forwarder with the forwarder identifier
specified in the ICRQis allowed to connect with this loca
f or war der .

If both conditions are net, it sends an ICRP to the renpte PE to

accept the connection request. |If either of the two conditions
fails, it sends a CONto the renote PE to reject the connection
request.

The | ocal PE can optionally include a result code in the CDNto
i ndi cate the di sconnect cause. The possible result codes are

24 - Attenpt to connect to non-existent forwarder
25 - Attenpt to connect to unauthorized forwarder

5.2. Pseudowire Tie Detection

Concei vably in the network reference nodels, as either PE may
initiate a pseudowire to another PE at any time, the PEs could end up
initiating a pseudowire to each other sinultaneously. |In order to
avoid setting up duplicated pseudow res between two forwarders, each
PE must be able to independently detect such a pseudowire tie. The
foll ow ng procedures need to be followed to detect a tie:

If both TAIl and SAIl are present in the ICRQ the receiving PE
conpares the TAIl and SAlIl against the SAIl and TAIIl previously sent
to the sending PE. |If the received TAIl matches the sent SAIl and
the received SAIl matches the sent TAIl, a tie is detected.

If only the TAIl is present in the ICRQ the SAIl is assumed to have

the sanme value as the TAIl. The receiving PE conpares the received
TAIl with the SAIl that it previously sent to the sending PE. If the
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SAIl inthat ICRQis also omtted, then the value encoded in the sent
TAI'l is used for comparison. |If they match, a tie is detected.

If the AG is present, it is first prepended to the TAIl and SAl
val ues before the tie detection occurs.

Once atie is discovered, the PE uses the standard L2TP tie breaking
procedure, as described in Section 5.4.4 of [RFC3931], to di sconnect
the duplicated pseudowi re.

Generic Al gorithm

The following uses a generic algorithmto illustrate the protoco
i nteractions when constructing an L2VPN using L2TP si gnal i ng.

Each PE first forms a |list, SOURCE FORWARDERS, consisting of al

| ocal forwarders of a given VPN. Then it puts all |ocal forwarders
that need to be interconnected and all renmote forwarders of the sane
VPN i nto another |ist, TARGET _FORWARDERS. The fornmation of the

net wor k t opol ogy depends on the content in the SOURCE FORWARDERS and
TARGET_FORWARDERS |ists. These two lists can be constructed by
manual configuration or sone auto-di scovery procedure.

The algorithmis used to set up a full nmesh of interconnections

bet ween SOURCE FORWARDERS and TARGET FORWARDERS. An L2VPN is forned
when the algorithmis finished in every participating PE of this
L2VPN.

1. Pick the next forwarder, from SOURCE FORWARDERS. If no
forwarder is available for processing, the processing is
conpl et e.

2. Pick the next forwarder, from TARGET _FORWARDERS. |If no
forwarder is avail able for processing, go back to step 1

3. If the two forwarders are associated with different Router
| Ds, a pseudowi re nust be established between them Proceed
to step 6.

4. Conpare the <A@, All> values of the two forwarders. |If

they match, the source and target forwarders are the sane,
SO no nore action is necessary. Go back to step 2.

5. As the source and target forwarders both reside on the |oca
PE, no pseudowire is needed. The PE sinply creates a | oca
cross-connect between the two forwarders. Go back to step 2.

6. As the source and target forwarders reside on different PEs,
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a pseudowi re nmust be established between them The PE first
exam nes whet her the source forwarder has already established a
pseudowire to the target forwarder. |If so, go back to step 2.

7. If no pseudowire is already established between the source and
target forwarders, the |local PE obtains the address of the
renote PE and establishes a control connection to the renote
PE i f one does not already exist.

8. The local PE sends an ICRQto the rembte PE. The AG, TAII
and SAlIl values are encoded in the AG AVP, the Renote End ID
AVP, and the Local End ID AVP, respectively.

9. If the local PE receives a response corresponding to the
ICRQit just sent, proceed to step 10. Qherwise, if the
| ocal PE receives an ICRQ fromthe same remote PE, proceed
to step 11.

10. The local PE receives a response fromthe renote PE. |f
it is a CDN, go back to step 2. If it’s an ICRP, the |loca
PE bi nds the source forwarder to the pseudow re and sends
an ICCN to the rennte PE. (Go back to step 2.

11. If the local PE receives an ICRQ fromthe sanme renote PE
it needs to performsession tie detection, as described in
Section 5.2. If a session tie is detected, the PE perforns
tie breaking.

12. If the local PE |loses the tie breaker, it sends a CDN with
the result code that indicates that the di sconnection is due to
losing the tie breaker. Proceed to step 14.

13. If the local PE wins the tie breaker, it ignores the renote
PE's I CRQ but acknow edges receipt of the control nessage
and continues waiting for the response fromthe renote PE
Go to step 10.

14. The |l ocal PE deternines whether it should accept the
connection request, as described in Section 5. 1.
If it accepts the ICRQ it sends an ICRP to the renote PE

15. The local PE receives a response fromthe renote PE. |f
it is a CDN, go back to step 2. |If it is an ICCN, the loca
PE binds the source forwarder to the pseudow re, go back
to step 2.

The followi ng diagramillustrates the above procedure:
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6. | ANA Consi der ati ons

The 1 ANA registry procedure in this docunent follows that in Section
10 of [RFC3931]. The | ANA has assigned the foll owi ng new val ues for
exi sting registries managed by | ANA

Thi s docunent defines three new L2TP control nmessage Attribute Val ue
Pairs (AVPs) that have been assigned by the | ANA. These are
described in Section 4.3 and are summari zed bel ow

89 - Attachment Group ldentifier
90 - Local End ldentifier
91 - Interface Maxi mum Transm ssion Unit

Sections 4.3 and 5.1 define three new result codes for the CDN
nessage t hat have been assigned by the | ANA:

23 - Msmatching interface MU

24 - Attenpt to connect to non-existent forwarder

25 - Attenpt to connect to unauthorized forwarder
7. Security Considerations

Thi s specification does not introduce any additional security
consi derati ons beyond those di scussed in [ RFC3931] and [L2VPNFW.
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