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RADI US Accounting Client MB for |Pv6
Status of This Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).
Abst r act

This menmo defines a set of extensions that instrument RADI US
accounting client functions. These extensions represent a portion of
the Managenent Information Base (MB) for use with network managenent
protocols in the Internet community. Using these extensions,

| P- based managenent stations can manage RADI US accounting clients.

This menmp obsol etes RFC 2620 by deprecating the M B tabl e containing
| Pv4-only address formats and defining a new table to add support for
version-neutral | P address formats. The remmining M B objects from
RFC 2620 are carried forward into this docurment. This nmenp al so adds
UNI TS and REFERENCE cl auses to sel ected objects.
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1

| ntroducti on

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
The objects defined within this neno relate to the Renote

Aut hentication Dial-In User Service (RAD US) Accounting Client as
defined in RFC 2866 [ RFC2866].

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses term nology from RFC 2865 [ RFC2865] and RFC 2866
[ RFC2866] .

Thi s docunent uses the word "mal forned" with respect to RADI US
packets, particularly in the context of counters of "malfornmed
packets". Wile RFC 2866 does not provide an explicit definition of
“mal fornmed", malformed generally neans that the inplenmentation has
det erm ned the packet does not match the format defined in RFC 2866.
Those i mpl enentations are used in deploynents today, and thus set the
de facto definition of "malfornmed".

The I nternet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Scope of Changes

Thi s docunent obsol etes RFC 2620 [ RFC2620], RADI US Accounting dient
M B, by deprecating the radi usAccServerTabl e table and addi ng a new
tabl e, radi usAccServer Ext Tabl e, contai ni ng

radi usAccServer | net AddressType, radi usAccServerl net Address, and

radi usAccd i ent Server | net Port Nunber. The purpose of these added M B
objects is to support version-neutral |IP addressing formats. The
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exi sting table containing radi usAut hServer Address and
radi usAut hd i ent Server Port Nunber is deprecated. The remaining MB
objects from RFC 2620 are carried forward into this docunent.

RFC 4001 [ RFC4001], which defines the SM Textual Conventions for
| Pv6 addresses, contains the follow ng recomrendati on

"In particular, when revising a MB nodul e that contains |Pv4
specific tables, it is suggested to define new tables using the
textual conventions defined in this memo [ RFC4001] that support al
versions of IP. The status of the new tables SHOULD be "current”,
whereas the status of the old I P version specific tables SHOULD be
changed to "deprecated". The other approach, of having multiple
simlar tables for different IP versions, is strongly discouraged.’

5. Structure of the M B Mdul e

The RADI US accounting protocol, described in RFC 2866 [ RFC2866],

di stingui shes between the client function and the server function

In RADI US accounting, clients send Accounting- Requests, and servers
reply with Accounting-Responses. Typically, Network Access Server
(NAS) devices inplement the client function, and thus woul d be
expected to i nmplenent the RADI US accounting client MB, while RAD US
accounting servers inplement the server function, and thus woul d be
expected to i nplenent the RADI US accounting server MB.

However, it is possible for a RADI US accounting entity to perform
both client and server functions. For exanple, a RAD US proxy may
act as a server to one or more RADI US accounting clients, while

si mul taneously acting as an accounting client to one or nore
accounting servers. |In such situations, it is expected that RADIUS
entities conmbining client and server functionality will support both
the client and server MBs. The client MBis defined in this
docunent, and the server MB is defined in [ RFC4671] .

This M B nbdul e contains two scalars as well as a single table, the
RADI US Accounting Server Table, which contains one row for each
RADI US server with which the client shares a secret. Each entry in
the RADI US Accounting Server Table includes fifteen col ums
presenting a view of the activity of the RADIUS client.

This MB inports from[RFC2578], [RFC2580], [RFC3411], and [ RFC4001].
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6. Deprecated Objects

The deprecated table in this MB is carried forward from RFC 2620
[ RFC2620]. There are two conditions under which it MAY be desirable
for managed entities to continue to support the deprecated table:

1. The nmanaged entity only supports |IPv4 address formats.

2. The managed entity supports both |IPv4 and | Pv6 address formats,
and the deprecated table is supported for backwards conpatibility
wi th ol der management stations. This option SHOULD only be used
when the I P addresses in the newtable are in I Pv4 format and can
accurately be represented in both the new table and the
deprecated table.

Managed entities SHOULD NOT instantiate row entries in the deprecated
tabl e, containing I Pv4-only address objects, when the RADIUS
accounting server address represented in such a table rowis not an
| Pv4 address. Managed entities SHOULD NOT return inaccurate val ues
of | P address or SNWP object access errors for |Pv4-only address
objects in otherw se popul ated tables. Wen row entries exist in
both the deprecated I Pv4-only table and the new | P-versi on-neutra
tabl e that describe the sane RADI US accounting server, the row

i ndexes SHOULD be the same for the corresponding rows in each table,
to facilitate correlation of these related rows by managenent
applications.

7. Definitions
RADI US- ACC- CLI ENT-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, OBJECT-I| DENTITY,
Counter 32, Integer32, Gauge32,

| pAddr ess, TineTicks, mb-2 FROM SNWVPv2- SM

SnnpAdmi nStri ng FROM SNWVP- FRAMEWORK- M B
| net Addr essType, | net Address,

| net Port Nurmber FROM | NET- ADDRESS- M B

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF,

radi usAccd i ent M B MODULE- | DENTI TY
LAST- UPDATED "200608210000Z" -- 21 August 2006
ORGANI ZATI ON "I ETF RADI US Ext ensi ons Worki ng G oup. "
CONTACT- | NFO
" Bernard Aboba
M crosof t
One M crosoft Way
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Redrmond, WA 98052
us
Phone: +1 425 936 6605
EMai | : bernarda@r crosoft. cont
DESCRI PTI ON
"The M B nodule for entities inplenenting the client
side of the Renpte Authentication Dial-1n User Service
(RADI US) accounting protocol. Copyright (C The
Internet Society (2006). This version of this MB
nmodul e is part of RFC 4670; see the RFC itself for

full legal notices.™
REVI SI ON "200608210000Z" -- 21 August 2006
DESCRI PTI ON

"Revi sed version as published in RFC 4670.
Thi s version obsol etes that of RFC 2620 by
deprecating the M B table containing | Pv4-only
address formats and defining a new table to add support
for version-neutral |P address formats. The remaining
M B obj ects from RFC 2620 are carried forward into this
version."

REVI SI ON "199906110000Z" -- 11 Jun 1999

DESCRI PTION "I nitial version as published in RFC 2620."

::= { radiusAccounting 2 }

radi usM B OBJECT-| DENTI TY
STATUS current

DESCRI PTI ON
"The O D assigned to RADIUS M B work by the | ANA. "
= { mb-2 67}
radi usAccounting OBJECT IDENTIFIER ::= {radiusMB 2}
radi usAccd i ent M BObj ect s OBJECT | DENTI FI ER

::={ radiusAccCientMB 1 }

radi usAccClient OBJECT | DENTIFI ER
;.= { radiusAccCientMBObjects 1}

radi usAccd i entl nval i dServer Addr esses OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Accounti ng- Response packets
recei ved from unknown addresses."”
::={ radiusAccCient 1}

Nel son I nf or mati onal [ Page 6]



RFC 4670

radi usAccC ientldentifier

RADI US Acct Client MB (IPv6)

SYNTAX SnnpAdni nStri ng
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON

"The NAS-Identifier of the RADIUS accounting client.
This is not necessarily the sane as sysNane in MB

REFERENCE " RFC 2865 section 5.32"

{

radi usAccCient 2}

r adi usAccSer ver Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Radi usAccServerEntry
MAX- ACCESS not - accessi bl e

STATUS

depr ecat ed

DESCRI PTI ON
"The (conceptual) table listing the RAD US accounti ng
servers with which the client shares a secret."”

{

radi usAccCient 3}

radi usAccServer Entry OBJECT- TYPE
Radi usAccServerEntry
MAX- ACCESS not - accessi bl e

Radi usAccServerEntry :

Nel son

SYNTAX

STATUS

depr ecat ed

DESCRI PTI ON

I NDEX

r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi

{

"An entry (concept ual

accounting server with which the client shares a

secret."

OBJECT- TYPE

r ow)

representing a RADI US

{ radi usAccServerl ndex }
radi usAccServerTable 1 }

usAccServer | ndex
usAccSer ver Addr ess

usAccd i
usAccd i
usAccd i
usAccd i
usAccd i
usAccd i
usAccd i
usAccd i
usAccd i
usAccd i
usAccd i

ent Requests

ent Responses

ent Ti neout s
ent UnknownTypes

| nf or mat i onal

: = SEQUENCE {
ent Ser ver Port Nunber
ent RoundTri pTi nme
ent Ret ransni ssi ons
ent Mal f or mredResponses

ent BadAut henti cators
ent Pendi ngRequest s

ent Packet sDr opped

August

2006

I nt eger 32,
| pAddr ess,
I nt eger 32,
Ti meTi cks,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,

Gauge32,
Count er 32,
Count er 32,
Count er 32
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radi usAccSer ver | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"“A nunber uniquely identifying each RADI US
Accounting server with which this client
comuni cates. "

::={ radiusAccServerEntry 1 }

radi usAccSer ver Addr ess OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The I P address of the RADI US accounting server
referred to in this table entry."
;.= { radiusAccServerEntry 2 }

radi usAccC i ent Server Port Number OBJECT- TYPE

SYNTAX | nt eger32 (0..65535)

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"The UDP port the client is using to send requests to
this server."

REFERENCE " RFC 2866 section 3"

::= { radiusAccServerEntry 3 }

radi usAccd i ent RoundTri pTi ne OBJECT- TYPE

Nel son

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The tine interval between the npst recent
Account i ng- Response and t he Accounti ng- Request that
matched it fromthis RAD US accounting server."

REFERENCE " RFC 2866 section 2"

::={ radiusAccServerEntry 4 }

Request/ Response statistics
Requests = Responses + Pendi ngRequests + CientTi neouts

Responses - Mal f or mredResponses - BadAut henticators -
UnknownTypes - Packet sDropped = Successfully received

2006
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radi usAccd i ent Request s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
sent. This does not include retransmn ssions."

REFERENCE " RFC 2866 section 4.1"

::= { radiusAccServerEntry 5 }

radi usAccd i ent Retransm ssi ons OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
retransmtted to this RADIUS accounting server.
Retransm ssi ons include retries where the
Identifier and Acct-Del ay have been updated, as
well as those in which they remain the sane.”

REFERENCE " RFC 2866 section 2"

.= { radiusAccServerEntry 6 }

radi usAccd i ent Responses OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of RADI US packets received on the
accounting port fromthis server."

REFERENCE " RFC 2866 section 4.2"

::= { radiusAccServerEntry 7 }

radi usAccd i ent Mal f or nedResponses OBJECT- TYPE

Nel son

SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of nal fornmed RADI US Accounti ng- Response

2006

packets received fromthis server. Ml forned packets

i ncl ude packets with an invalid [ength. Bad

aut henti cators and unknown types are not included as

mal f or med accounting responses.”
REFERENCE " RFC 2866 section 3"
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.= { radiusAccServerEntry 8 }

radi usAccd i ent BadAut henti cat ors OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of RADI US Accounti ng- Response

packets that contained invalid authenticators
received fromthis server."

REFERENCE " RFC 2866 section 3"

.= { radiusAccServerEntry 9 }

radi usAccd i ent Pendi ngRequest s OBJECT- TYPE

SYNTAX Gauge32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
sent to this server that have not yet tined out or
received a response. This variable is increnented
when an Accounting- Request is sent and decrenented
due to receipt of an Accounting-Response, a tineout,
or a retransm ssion."

REFERENCE " RFC 2866 section 2"

::={ radiusAccServerEntry 10 }

radi usAccC i ent Ti meouts OBJECT- TYPE

SYNTAX Count er 32

UNI TS "ti meout s"

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of accounting tineouts to this server.
After a timeout, the client may retry to the sane
server, send to a different server, or give up
Aretry to the same server is counted as a
retransmt as well as a tinmeout. A send to a different
server is counted as an Accounting-Request as well as
a timeout."

REFERENCE " RFC 2866 section 2"

.= { radiusAccServerEntry 11 }

radi usAccd i ent UnknownTypes OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s"
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MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of RADI US packets of unknown type that
were received fromthis server on the accounting port."
REFERENCE " RFC 2866 section 4"
.= { radiusAccServerEntry 12 }

radi usAccd i ent Packet sDropped OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of RADI US packets that were received from
this server on the accounting port and dropped for sone
ot her reason."

.= { radiusAccServerEntry 13 }

-- New M B objects added in this revision

r adi usAccSer ver Ext Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Radi usAccServer ExtEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the RAD US accounti ng
servers with which the client shares a secret.”

.= { radiusAccCient 4}

radi usAccServer Ext Entry OBJECT- TYPE
SYNTAX Radi usAccServer Ext Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) representing a RADIUS
accounting server with which the client shares a

secret."”
| NDEX { radi usAccServer Ext | ndex }
::={ radiusAccServerExtTable 1 }
Radi usAccServer ExtEntry ::= SEQUENCE ({
radi usAccSer ver Ext | ndex I nt eger 32,
radi usAccSer ver | net Addr essType | net Addr essType,
radi usAccServer | net Addr ess | net Addr ess,
radi usAccd i ent Server | net Port Nunber | net Port Nunber ,
radi usAccd i ent Ext RoundTri pTi ne Ti meTi cks,
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radi usAccd i ent Ext Request s Count er 32,
radi usAccd i ent Ext Ret ransmi ssi ons Count er 32,
radi usAccd i ent Ext Responses Count er 32,
radi usAccd i ent Ext Mal f or mredResponses Count er 32
radi usAccd i ent Ext BadAut henti cat ors Count er 32
radi usAccd i ent Ext Pendi ngRequest s Gauge32
radi usAccd i ent Ext Ti neout s Count er 32,
radi usAccd i ent Ext UnknownTypes Count er 32,
radi usAccd i ent Ext Packet sDr opped Count er 32
radi usAccd i ent Count er Di scontinuity Ti meTi cks
}
radi usAccSer ver Ext | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"“A nunber uniquely identifying each RADI US
Accounting server with which this client
conmuni cates. "

::={ radiusAccServerExtEntry 1 }

radi usAccServer | net Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The type of address format used for the
radi usAccServer | net Address object."
;.= { radiusAccServerExtEntry 2 }

radi usAccServer |l net Address OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The | P address of the RADIUS accounting
server referred to in this table entry, using
the version-neutral |IP address format."

;.= { radiusAccServerExtEntry 3 }

radi usAccd i ent Server | net Port Nunber OBJECT- TYPE
SYNTAX | net Port Nunber ( 1..65535 )
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
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"The UDP port the client is using to send requests
to this accounting server. The value zero (0) is
invalid."

REFERENCE " RFC 2866 section 3"
::={ radiusAccServerExtEntry 4 }

radi usAccd i ent Ext RoundTri pTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tinme interval between the nost recent
Account i ng- Response and the Accounti ng- Request t hat
matched it fromthis RADI US accounting server."

REFERENCE " RFC 2866 section 2"

::={ radiusAccServerExtEntry 5 }

-- Request/ Response statistics
-- Requests = Responses + Pendi ngRequests + ClientTi meouts

-- Responses - Ml f ormredResponses - BadAut henticators -
-- UnknownTypes - Packet sDropped = Successfully received

radi usAccd i ent Ext Request s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
sent. This does not include retransni ssions.
This counter may experience a discontinuity when the
RADI US Accounting Cient nodule within the managed
entity is reinitialized, as indicated by the current
val ue of radiusAccd ientCounterDiscontinuity."

REFERENCE " RFC 2866 section 4.1"

::={ radiusAccServerExtEntry 6 }

radi usAccd i ent Ext Ret ransmi ssi ons OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
retransmtted to this RADIUS accounting server.
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Ret ransmi ssions include retries where the
Identifier and Acct-Del ay have been updated, as
well as those in which they remain the sane.
This counter may experience a discontinuity when the
RADI US Accounting Cient nodule within the managed
entity is reinitialized, as indicated by the current
val ue of radiusAccd ientCounterDiscontinuity."
REFERENCE " RFC 2866 section 2"
::={ radiusAccServerExtEntry 7 }

radi usAccd i ent Ext Responses OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US packets received on the
accounting port fromthis server. This counter
may experience a discontinuity when the RAD US
Accounting Cient nmodule within the managed entity is
reinitialized, as indicated by the current val ue of
radi usAccd i ent Count er Di scontinuity."
REFERENCE " RFC 2866 section 4.2"
;.= { radiusAccServerExtEntry 8 }

radi usAccd i ent Ext Mal f or redResponses OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of nal formed RADI US Accounti ng- Response
packets received fromthis server. Ml forned packets
i ncl ude packets with an invalid length. Bad
aut henti cators and unknown types are not included as
mal f ormed accounting responses. This counter may
experience a discontinuity when the RAD US Accounti ng
Client nodule within the managed entity is
reinitialized, as indicated by the current
val ue of radiusAccd ientCounterDi scontinuity."
REFERENCE " RFC 2866 section 3"
;.= { radiusAccServerExtEntry 9 }

radi usAccd i ent Ext BadAut henti cat ors OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead- only
STATUS current
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DESCRI PTI ON
"The nunber of RADI US Accounti ng- Response
packets that contained invalid authenticators
received fromthis server. This counter nay
experience a discontinuity when the RAD US
Accounting Client nodule within the managed
entity is reinitialized, as indicated by the
current val ue of
radi usAccd i ent Count er Di scontinuity."
REFERENCE " RFC 2866 section 3"
;.= { radiusAccServerExtEntry 10 }

radi usAccd i ent Ext Pendi ngRequest s OBJECT- TYPE

SYNTAX Gauge32

UNI TS "packet s"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
sent to this server that have not yet tined out or
received a response. This variable is increnented
when an Accounti ng- Request is sent and decrenent ed
due to recei pt of an Accounting-Response, a tineout,
or aretransmssion. This counter nmay experience a
di scontinuity when the RADI US Accounting Client nodule
within the managed entity is reinitialized, as
i ndi cated by the current val ue of
radi usAccd i ent Count er Di scontinuity."

REFERENCE " RFC 2866 section 2"

;.= { radiusAccServerExtEntry 11 }

radi usAccC i ent Ext Ti meouts OBJECT- TYPE

Nel son

SYNTAX Count er 32
UNI TS "ti meout s”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of accounting tineouts to this server.
After a timeout, the client may retry to the sane
server, send to a different server, or give up
Aretry to the same server is counted as a
retransmt as well as a timeout. A send to a different
server is counted as an Accounting- Request as well as
a tineout. This counter nay experience a discontinuity
when the RADIUS Accounting Client nmodule within the
managed entity is reinitialized, as indicated by the
current val ue of radiusAccC ientCounterDi scontinuity."
REFERENCE " RFC 2866 section 2"
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;.= { radiusAccServerExtEntry 12 }

radi usAccd i ent Ext UnknownTypes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US packets of unknown type that
were received fromthis server on the accounting port.
This counter may experience a discontinuity when the
RADI US Accounting Cient nmodule within the nmanaged
entity is reinitialized, as indicated by the current
val ue of radiusAccC ientCounterDiscontinuity."

REFERENCE " RFC 2866 section 4"

::= { radiusAccServerExtEntry 13 }

radi usAccd i ent Ext Packet sDr opped OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US packets that were received from
this server on the accounting port and dropped for sone
ot her reason. This counter nmay experience a
di scontinuity when the RADIUS Accounting Cient nodul e
within the managed entity is reinitialized, as indicated
by the current val ue of
radi usAccd i ent CounterDi scontinuity."

.= { radiusAccServerExtEntry 14 }

radi usAccd i ent Count er Di sconti nuity OBJECT- TYPE

SYNTAX Ti meTi cks

UNI TS "centi seconds”

MAX- ACCESS r ead-only

STATUS curr ent

DESCRI PTI ON
"The nunber of centiseconds since the |ast
di scontinuity in the RADIUS Accounting Cient
counters. A discontinuity may be the result of a
reinitialization of the RADIUS Accounting Cient
nodul e within the nanaged entity."

.= { radiusAccServerExtEntry 15 }
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-- conformance i nformation

radi usAccd i ent M BConf or mance OBJECT | DENTI FI ER
::={ radiusAccCientMB 2 }

radi usAccd i ent M BConpl i ances OBJECT | DENTI FI ER
.= { radiusAccd i ent M BConfornmance 1 }

radi usAccC i ent M BGroups OBJECT | DENTI FI ER
::= { radiusAccd i ent M BConf or mance 2 }

-- units of conformnce

radi usAccd i ent M BConpl i ance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"The conpliance statenent for accounting clients

i mpl enenting the RADIUS Accounting Cient MB.
I npl enentation of this nodule is for |Pv4-only
entities, or for backwards conpatibility use with
entities that support both IPv4 and |Pv6."

MODULE -- this nodul e

MANDATORY- GROUPS { radi usAccd ientM BG oup }

.= { radiusAccd i ent M BConpl i ances 1 }

radi usAccd i ent Ext M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for accounting
clients inplementing the RADI US Accounti ng
Client I Pv6 Extensions MB. |nplenmentation of
this nodule is for entities that support |Pv6,
or support |IPv4 and | Pv6."
MODULE -- this nodule
MANDATORY- GROUPS { radi usAccd i ent Ext M BG oup }

OBJECT r adi usAccServer | net Addr essType
SYNTAX | net Addr essType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
“"An inplenentation is only required to support
| Pv4 and gl obally unique | Pv6 addresses."

OBJECT radi usAccSer ver | net Addr ess

SYNTAX | net Address ( SIZE (4| 16) )
DESCRI PTI ON
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“"An inplenentation is only required to support
| Pv4 and gl obally unique | Pv6 addresses."

::={ radiusAccd i ent M BConpl i ances 2 }

-- units of conformnce

radi usAccd i ent M BG- oup OBJECT- GROUP
OBJECTS { radiusAccC ientldentifier,

radi usAccd i ent | nval i dServer Addr esses,
radi usAccSer ver Addr ess,
radi usAccd i ent Ser ver Port Nunber ,
radi usAccd i ent RoundTri pTi ne,
radi usAccd i ent Request s,
radi usAccC i ent Ret ransmi ssi ons,
radi usAccd i ent Responses,
radi usAccd i ent Mal f or redResponses,
radi usAccd i ent BadAut henti cat or s,
radi usAccd i ent Pendi ngRequest s,
radi usAccd i ent Ti meout s,
radi usAccd i ent UnknownTypes,
radi usAccd i ent Packet sDr opped

}
STATUS deprecat ed
DESCRI PTI ON
"The basic collection of objects providi ng managenent of
RADI US Accounting Clients."
::={ radiusAccC ientMBG oups 1 }

radi usAccd i ent Ext M BG oup OBJECT- GROUP
OBJECTS { radiusAccCientldentifier,

radi usAccC i entlnval i dServer Addr esses,
radi usAccSer ver | net Addr essType,
radi usAccSer ver | net Addr ess,
radi usAccd i ent Server | net Port Nunber,
radi usAccd i ent Ext RoundTri pTi ne,
radi usAccd i ent Ext Request s,
radi usAccd i ent Ext Retransmi ssi ons,
radi usAccd i ent Ext Responses,
radi usAccd i ent Ext Mal f or medResponses,
radi usAccd i ent Ext BadAut henti cat or s,
radi usAccd i ent Ext Pendi ngRequest s,
radi usAccd i ent Ext Ti neout s,
radi usAccd i ent Ext UnknownTypes,
radi usAccd i ent Ext Packet sDr opped,
radi usAccd i ent CounterDi scontinuity
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}
STATUS current
DESCRI PTI ON
"The basic collection of objects providi ng managenent of
RADI US Accounting Clients.™
;.= { radiusAccC ientMBG oups 2 }

END
8. Security Considerations

There are no managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-wite and/or read-create. So, if this MBis
i mpl emented correctly, then there is no risk that an intruder can
alter or create any nanagenment objects of this MB via direct SNW
SET operati ons.

There are a nunber of nanaged objects in this MB that may contain
sensitive informati on. These are:

radi usAcct Ser ver | PAddr ess
This can be used to deternmine the address of the RADH US accounting
server with which the client is comunicating. This information
could be useful in mounting an attack on the accounting server.

radi usAcct Server | net Addr ess
This can be used to deternine the address of the RAD US accounting
server with which the client is comunicating. This informtion
could be useful in mounting an attack on the accounting server.

radi usAcct i ent Server Port Nunber
This can be used to deternine the port number on which the RAD US
accounting client is sending. This information could be useful in
i npersonating the client in order to send data to the accounting
server.

radi usAcct d i ent Server | net Port Nunber
This can be used to deternine the port number on which the RAD US
accounting client is sending. This information could be useful in
i mpersonating the client in order to send data to the accounting
server.

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNWP. Not all versions of SNMP provide features
for such a secure environnent.
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9.

9.

SNWVP versions prior to SNMPv3 do not provide a secure environment.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/delete) the objects in this
M B.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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