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Abst r act

Thi s docunent specifies a TLS extension that enables clients to send
generic user mapping hints in a suppl enental data handshake message
defined in RFC 4680. One such mapping hint is defined in an

i nformative section, the UpnDomai nHi nt, which may be used by a server
to locate a user in a directory database. Oher mapping hints may be
defined in other documents in the future.
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| ntroducti on

Thi s docunent has a normative part and an informative part. Sections
2-5 are normative. Section 6 is informative.

Thi s specification defines a TLS extension and a payl oad for the
Suppl erent al Dat a handshake nmessage, defined in RFC 4680 [N6], to
accommodat e mappi ng of users to their user accounts when using TLS
client authentication as the authentication nethod.

The new TLS extension (user_mapping) is sent in the client hello
nessage. Per convention defined in RFC 4366 [N4], the server places
the sanme extension (user_mapping) in the server hello nmessage, to

informthe client that the server understands this extension. |If the
server does not understand the extension, it will respond with a
server hello omtting this extension, and the client will proceed as
normal , ignoring the extension, and not include the

User Mappi ngDat aLi st data in the TLS handshake.

If the new extension is understood, the client will inject
User Mappi ngDat aLi st data in the Suppl enment al Dat a handshake nessage
prior to the Client’s Certificate nessage. The server will then

parse this message, extracting the client’s domain, and store it in
the context for use when mapping the certificate to the user’s
directory account.

No other nodifications to the protocol are required. The messages
are detailed in the foll owi ng sections.

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ N1].

The syntax for the TLS User Mapping extension is defined using the
TLS Presentation Language, which is specified in Section 4 of [N2].

2. Design Considerations
The reason the mapping data itself is not placed in the extension

portion of the client hello is to prevent broadcasting this
information to servers that don’t understand the extension
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2. User Mappi ng Extension

A new extension type (user_mapping(6)) is added to the Extension used
in both the client hello and server hello nmessages. The extension
type is specified as foll ows.

enum {
user _nappi ng(6), (65535)
} Ext ensi onType;

The "extension_data" field of this extension SHALL contain
"User Mappi ngTypeList” with a |list of supported hint types where:

struct {
User Mappi ngType user _mappi ng_t ypes<l..2"8-1>;
} User Mappi ngTypelLi st ;

Enumeration of hint types (user_mapping_types) defined in this
docunent is provided in Section 3.

The list of user_nmapping_types included in a client hello SHALL
signal the hint types supported by the client. The list of

user _mappi ng_types included in the server hello SHALL signal the hint
types preferred by the server.

If none of the hint types listed by the client is supported by the
server, the server SHALL onmit the user_mappi ng extension in the
server hell o.

When the user_mappi ng extension is included in the server hello, the
list of hint types in "UserMppi ngTypelList" SHALL be either equal to,
or a subset of, the list provided by the client.

3. User Mappi ng Handshake Exchange

The underlying structure of the Suppl enental Data handshake nessage,
used to carry information defined in this section, is defined in RFC
4680 [ N6] .

A new Suppl enent al Dat aType [N6] is defined to acconmodat e
conmuni cati on of generic user mapping data. See RFC 2246 (TLS 1.0)
[N2] and RFC 4346 (TLS 1.1) [N3] for other handshake types.

The information in this data type carries one or nore unauthenticated

hi nts, User Mappi ngDat aLi st, inserted by the client side. Upon
recei pt and successful conpletion of the TLS handshake, the server
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MAY use this hint to | ocate the user’s account from which user
i nformati on and credentials MAY be retrieved to support
aut hentication based on the client certificate.

struct {
Suppl erment al Dat aType supp_dat a_type;
uint 16 supp_data_l ength;
sel ect (Suppl erment al Dat aType) {
case user_mappi ng_dat a: User Mappi ngDat aLi st ;

}
} Suppl enent al Dat aEntry;

enum {
user _nmappi ng_data(0), (65535)
} Suppl enent al Dat aType;

The user_mappi ng_dat a(0) enumeration results in a new suppl ement al
data type User Mappi ngDataList with the foll owi ng structure:

enum {
(255)
} User Mappi ngType;

struct {
User Mappi ngType user _nappi nhg_versi on;
ui nt 16 user mappi ng_| engt h;
sel ect (User Mappi ngType) { }

} User Mappi ngDat a;

struct{
User Mappi ngDat a user _nappi ng_data |ist<l..2"16-1>;
} User Mappi ngDat alLi st ;

user _nmappi ng_I ength
This field is the length (in bytes) of the data sel ected by
User Mappi ngType.

The User Mappi ngData structure contains a single napping of type

User Mappi ngType. This structure can be |l everaged to define new types
of user mapping hints in the future. The User Mappi ngbDat aLi st MAY
carry multiple hints; it is defined as a vector of UserMappi ngDat a
structures.

No preference is given to the order in which hints are specified in

this vector. |If the client sends nore than one hint, then the Server
SHOULD use the applicabl e mappi ng supported by the server.
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| mpl enent ati ons MAY support the UPN donmain hint as specified in
Section 6 of this docunent. |nplenentations MAY al so support other
user nmapping types as they are defined. Definitions of standards-
track user mapping types must include a discussion of

i nternationalization considerations.

4. Message Fl ow

In order to negotiate sending user mapping data to a server in
accordance with this specification, clients MJST include an extension
of type "user_mapping” in the (extended) client hello, which SHALL
contain a list of supported hint types.

Servers that receive an extended client hello containing a

"user _mappi ng" extension MAY indicate that they are willing to accept
user mappi ng data by including an extension of type "user_mapping" in
the (extended) server hello, which SHALL contain a list of preferred
hi nt types.

After negotiation of the use of user napping has been successfully
conpl eted (by exchangi ng hell o messages incl uding "user_mappi ng"
extensions), clients MAY send a "Suppl ement al Dat a" nessage cont ai ni ng
the "User Mappi ngDat aLi st" before the "Certificate" message. The
nessage flowis illustrated in Figure 1 bel ow
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dient Ser ver
ClientHello
/* with user_mapping ext */ -------- >

ServerHell o

/* with user-mappi ng ext */
Certificate*

Ser ver KeyExchange*
CertificateRequest*

S Server Hel | oDone

Suppl errent al Dat a

/* with UserMappi ngDat aLi st */
Certificate*

Cd i ent KeyExchange
CertificateVerify*

[ ChangeCi pher Spec]

Finished -------- >
[ ChangeCi pher Spec]
Cemmmmm - Fi ni shed
Application Data <------- > Application Data

* | ndicates optional or situation-dependent messages that are not
al ways sent according to RFC 2246 [N2] and RFC 4346 [N3].

Figure 1. Message Flow with User Mapping Data

The server MUST expect and gracefully handl e the case where the
client chooses not to send any suppl enent al Dat a handshake nessage
even after successful negotiation of extensions. The client MAY at
its own discretion decide that the user mapping hint it initially

i ntended to send no longer is relevant for this session. One such
reason could be that the server certificate fails to nmeet certain
requi renents.

5. Security Considerations

The user mapping hint sent in the UserMappi ngDataList is

unaut henti cated data that MJST NOT be treated as a trusted
identifier. Authentication of the user represented by that user
mappi ng hint MJUST rely solely on validation of the client

certificate. One way to do this is to use the user mapping hint to

| ocate and extract a certificate of the clained user fromthe trusted
directory and subsequently match this certificate against the
validated client certificate fromthe TLS handshake.
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As the client is the initiator of this TLS extension, it needs to
determine when it is appropriate to send the User Mpping
Information. It may not be prudent to broadcast a user nmapping hint
to just any server at any tinme.

To avoid superfluously sending user mapping hints, clients SHOULD
only send this infornmation if it recogni zes the server as a
legitimate recipient. Recognition of the server can be done in many
ways. One way to do this could be to recognize the name and address
of the server.

In sone cases, the user napping hint nay itself be regarded as
sensitive. In such cases, the double handshake techni que descri bed
in [N6] can be used to provide protection for the user nmapping hint
i nf ormati on.

6. UPN Domain Hint (Informative)

Thi s specification provides an infornmative description of one user
mappi ng hint type for Domain Nane hints and User Principal Nane
hints. GQher hint types may be defined in other docunments in the
future.

The User Principal Name (UPN) in this hint type represents a nane
that specifies a user’'s entry in a directory in the form

user Name@lomai nNanme. Traditionally, Mcrosoft has relied on the
presence of such a nane formto be present in the client certificate
when | ogging on to a domain account. However, this has severa
drawbacks since it prevents the use of certificates with an absent
UPN and al so requires re-issuance of certificates or issuance of
nmultiple certificates to reflect account changes or creation of new
accounts. The TLS extension, in conbination with the defined hint
type, provides a significant inprovement to this situation as it
allows a single certificate to be mapped to one or nore accounts of
the user and does not require the certificate to contain a
proprietary UPN

The domai n_nane field MAY be used when only domain information is
needed, e.g., where a user have accounts in nultiple domains using
the sane username nanme, where that user nane is known from anot her
source (e.g., fromthe client certificate). Wen the user nane is
al so needed, the user _principal _name field MAY be used to indicate
bot h usernanme and domain nane. |f both fields are present, then the
server can make use of whichever one it chooses.

enum {

upn_domai n_hi nt (64), (255)
} User Mappi ngType;
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struct {
opaque user _princi pal _nane<0..2"16- 1>;
opaque domai n_nane<0..2"16- 1>;

} UpnDormai nHi nt ;

struct {
User Mappi ngType user _nappi hg_versi on
ui nt 16 user mappi ng_| engt h;
sel ect (User Mappi ngType) {
case upn_domai n_hint: UpnDomai nHi nt ;

}
} User Mappi ngDat a;

The user _principal _nanme field, when specified, SHALL be of the form
"user @omai n", where "user" is a UTF-8 encoded Uni code string that
does not contain the "@ character, and "domain" is a domai n nane
nmeeting the requirements in the foll ow ng paragraph

The domai n_nane field, when specified, SHALL contain a domai n nane
[N5] in the usual text form in other words, a sequence of one or
nore domain | abels separated by ".", each donain | abel starting and
ending wi th an al phanuneric character and possibly al so containing
"-" characters. This field is an "IDN-unaware domain nane slot" as
defined in RFC 3490 [N7], and therefore, domain nanes containing
non- ASClI | characters have to be processed as described in RFC 3490
before being stored in this field.

The UpnDomai nHi nt MJUST at | east contain a non-enpty
user _princi pal _name or a non-enpty domai n_nane. The UpnDomai nHi nt
MAY contain both user _principal _name and domai n_nane.

7. 1 ANA Consi derations
| ANA has taken the foll owi ng actions:

1) Created an entry, user_napping(6), in the existing registry for
Ext ensi onType (defined in RFC 4366 [N4]).

2) Created an entry, user_mapping_data(0), in the new registry for
Suppl errent al Dat aType (defined in RFC 4680).

3) Established a registry for TLS User Mappi ngType val ues. The first
entry in the registry is upn_domain_hint(64). TLS User Mappi ngType
values in the inclusive range 0-63 (decimal) are assigned via RFC
2434 [N8] Standards Action. Values fromthe inclusive range
64-223 (decinmal) are assigned via RFC 2434 Specification Required.
Val ues fromthe inclusive range 224-255 (decimal) are reserved for
RFC 2434 Private Use.

Sant esson, et al. St andards Track [ Page 8]



RFC 4681 TLS User Mappi ng Extension Cct ober 2006

8. Normmtive References

[ N1] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ N2] Dierks, T. and C. Allen, "The TLS Protocol Version 1.0", RFC
2246, January 1999.

[ N3] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.1", RFC 4346, April 2006.

[ N4] Bl ake-WIson, S., Nystrom M, Hopwood, D., M kkelsen, J., and
T. Wight, "Transport Layer Security (TLS) Extensions", RFC
4366, April 2006.

[ N5] Mockapetris, P., "Domain names - concepts and facilities", STD
13, RFC 1034, Novenber 1987.

[ N6] Sant esson, S., "TLS Handshake Message for Suppl enental Data",
RFC 4680, Cctober 2006.

[ N7] Faltstrom P., Hoffman, P., and A Costell o,
"Internationalizing Domain Names in Applications (IDNA)", RFC
3490, March 2003.
[ N8] Narten, T. and H Alvestrand, "CGuidelines for Witing an | ANA
Consi derations Section in RFCs", BCP 26, RFC 2434, Cctober
1998.
9. Acknow edgenents

The authors extend a special thanks to Russ Housl ey, Eric Resocorl a,
and Paul Leach for their substantial contributions.

Sant esson, et al. St andards Track [ Page 9]



RFC 4681 TLS User Mappi ng Extension Cct ober 2006

Aut hors’ Addr esses

St ef an Sant esson
M crosof t

Fi nl andsgat an 30
164 93 KI STA
Sweden

EMai | : stefans@n crosoft.com

Ari  Medvi nsky

M crosoft

One M crosoft Way
Redrmond, WA 98052- 6399
USA

EMai | : arined@n crosoft.com
Joshua Bal |

M crosof t

One M crosoft Way

Rednond, WA 98052- 6399

USA

EMai | : joshbal | @ crosoft.com

Sant esson, et al. St andards Track [ Page 10]



RFC 4681 TLS User Mappi ng Extension Cct ober 2006

Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
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