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Abst ract

Thi s docunent describes a SIP Event Package "kpm " that enables

nmoni toring of Dual Tone Milti-Frequency (DTMF) signals and uses

Ext ensi bl e Markup Language (XM.) documents referred to as Key Press
Mar kup Language (KPM.). The kpmi Event Package nmay be used to
support applications consistent with the principles defined in the
document titled "A Franework for Application Interaction in the
Session Initiation Protocol (SIP)". The event package uses SUBSCRI BE
messages and all ows for XM. documents that define and describe filter
specifications for capturing key presses (DIMF Tones) entered at a
presentation-free User Interface SIP User Agent (UA). The event
package uses NOTIFY nessages and allows for XM. docunents to report
the captured key presses (DTMF tones), consistent with the filter
specifications, to an Application Server. The scope of this package
is for collecting supplemental key presses or mid-call key presses
(triggers).
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1. Introduction

Thi s docunent describes a SIP Event Package "kpm " that enables

nmoni toring of key presses and utilizes XM. docunents referred to as
Key Press Markup Language (KPM.). KPM. is a markup [14] that enables
presentation-free User Interfaces as described in the Application
Interaction Framework [15]. The Key Press Stinulus Package is a SIP
Event Notification Package [5] that uses the SUBSCRI BE and NOTI FY

met hods of SIP. The subscription filter and notification report
bodi es use the Keypad Markup Language, KPM..

The "kpm " event package requires the definition of two new M Me
types, two new URN sub- nanespaces, and two schenmas for the KPM.
Request and the KPM. Response. The scope of this package is for
col l ecting suppl enental key presses or mid-call key presses
(triggers). This capability allows an Application Server service
provider to nmonitor (filter) for a set of DIMF patterns at a SIP User
Agent located in either an end-user device or a gateway.

In particular, the "kpm " event package enabl es "dunb phones" and
"gat eways" that receive signals fromdunb phones to report user key-
press events. Colloquially, this nechani smprovides for "digit
reporting” or "Dual Tone Milti-Frequency (DTMF) reporting."” The
capability elimnates the need for "hair-pinning" (routing nedia into
and then out of the sane device) through a Media Server or
duplicating all the DTMF events, when an Application Server needs to
trigger md-call service processing on DTMF digit patterns.

A goal of KPM. is to fit in an extrenely small nmenory and processing
footprint.

The nane of the XM docunent, KPM., reflects its | egacy support role.
The public switched tel ephony network (PSTN) acconplished signaling
by transporting DTMF tones in the bearer channel (in-band signaling)
fromthe user termnal to the | ocal exchange

Voi ce-over-1P networks transport in-band signals with actual DTM-
waveforms or RFC 2833 [10] packets. In RFC 2833, the signaling
application inserts RFC 2833 named si ghal packets as well as, or

i nstead of, generating tones in the nedia path. The receiving
application receives the signal information in the nedia stream

RFC 2833 tones are ideal for conveying tel ephone-events point-to-
point in a Real-tine Transport Protocol (RTP) stream as in the
context of straightforward sessions |like a 2-party call or a sinple,
centrally m xed conference. However, there are other environnments
where additional or alternative requirenents are needed. These ot her
environnents include protocol translation and conplex call control
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An interested application could request notifications of every key
press. However, many of the use cases for such signaling show that
nost applications are interested in only one or a few keystrokes.
Thus a mechanismis needed for specifying to the user’s interface
what stinuli the application requires.

1.1. Conventions Used in This Document

RFC 2119 [1] provides the interpretations for the key words "MJST",
"MUST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
" RECOMMENDED', "MAY", and "OPTIONAL" found in this docunent.

The Application Interaction Framework docunent [15] provides the
interpretations for the terns "User Device", "SIP Application", and
"User Input". This docurment uses the term "Application" and
"Requesting Application" interchangeably with "SI P Application".

Additionally, the Application Interaction Franework docunent

di scusses User Device Proxies. A comon instantiation of a User
Device Proxy is a Public Switched Tel ephone Network (PSTN) gateway.
Because the normative behavi or of a presentation-free User Interface
is identical for a presentation-free SIP User Agent and a
presentation-free User Device Proxy, this docunment uses "User Device"
for both cases.

2. Protocol Overview

The "kpm " event package uses explicit subscription notification
requests using the SIP SUBSCRI BE and NOTI FY net hods. An Application
that wants to collect digits creates an application/kpm -request +xn
docunent with the digit patterns of interest to the Application and
pl aces this docunent in its SUBSCRI BE request. SIP SUBSCRI BE
nessages are routed to the User Interface using standard SIP request
routing. KPM. Subscriptions do not fork. The KPM. request contained
in the SUBSCRI BE nessage identifies the target nedia stream by
referencing the dialog identifiers corresponding to the session
responsi ble for the nedia stream Once a subscription is
established, the User Interface sends application/kpm -response+xmni
docunents in NOTIFY requests when digits are coll ected or when

ti meouts or errors occur

A KPM. subscription can be persistent or one-shot. Persistent
requests are active until the subscription termnates, the
Application replaces the request, the Application deletes the request
by sending a null docunment on the dialog, or the Application
explicitly del etes the subscription by sending a SUBSCRI BE wi th an
expires value of zero (0).
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One-shot requests term nate the subscription upon the receipt of DTM-
val ues that provide a match. The "persist" KPM. el ement specifies
whet her the subscription remains active for the duration specified in
the SUBSCRI BE nmessage or if it automatically term nates upon a
pattern match.

NOTI FY nessages can contain XM. docunents. |If the User Interface
mat ches a di gi tmap, the NOTIFY nessage (response) contains an XM
docunent that indicates the User |Input detected and whether the User
Interface suppressed the representation of User Input, such as tones,

or RFC 2833, fromthe medi a streans. If the User Interface
encountered an error condition, such as a tineout, this will also be
reported.

3. Key Concepts
3.1. Subscription Duration

KPM. recogni zes two types of subscriptions: one-shot and persistent.
Persi stent subscriptions have two sub-types: continuous notify and
singl e-notify.

One-shot subscriptions termnate after a pattern match occurs and a
report is issued in a NOTIFY nessage. |If the User Interface detects
a key press stinulus that triggers a one-shot KPM. event, then the
User Interface (notifier) MJUST set the "Subscription-State" in the
NOTI FY nmessage to "ternminated". At this point, the User Interface
MUST consi der the subscription expired.

Persi stent subscriptions remain active at the User Interface, even
after a match. For continuous-notify persistent subscriptions, the
User Interface will enmit a NOTIFY nessage whenever the User | nput
mat ches a subscribed pattern. For single-notify persistent
subscriptions, the user device will emt a NOTlIFY nessage at the
first match, but will not emt further NOTIFY nessages until the
Application i ssues a new subscription request on the subscription
di al og.

NOTE: The single-notify persistent subscription enables |ock-step
(race-free) quarantining of User Input between different digit
maps.

The "persist" attribute to the <pattern> tag in the KPM. subscription
body affects the lifetine of the subscription

If the "persist" attribute is "one-shot", then once there is a match

(or no match is possible), the subscription ends after the User
Interface notifies the Application
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If the "persist" attribute is "persist” or "single-notify", then the
subscription ends when the Application explicitly ends it or the User
Interface term nates the subscription

If the User Interface does not support persistent subscriptions, it
returns a NOTIFY nmessage with the KPM. status code set to 531. |If
there are digits in the buffer and the digits match an expression in
the SUBSCRIBE filter, the User Interface prepares the appropriate
NOTI FY response nessage.

The values of the "persist" attribute are case sensitive.
3.2. Tiners

To address the various key press collection scenarios, three tiners
are defined. They are the extra, critical, and inter-digit timers.

o The inter-digit tinmer is the maximumtine to wait between digits.
Note: unlike Media Gateway Control Protocol (M3CP) [11] or H. 248
[12], there is no start tiner, as that concept does not apply in
the KPM. context.

o The critical timer is the time to wait for another digit if the
collected digits can match nore than one potential pattern

0 The extra tiner is the time to wait for another digit if the
collected digits can only match one potential pattern, but a
| onger match for this pattern is possible.

The User Interface MAY support an inter-digit tineout value. This is
the amount of tine the User Interface will wait for User |nput before
returning a timeout error result on a partially matched pattern. The
application can specify the inter-digit timeout as an integer nunber
of mlliseconds by using the "interdigittimer" attribute to the
<pattern> tag. The default is 4000 m!lliseconds. |If the User
Interface does not support the specification of an inter-digit
timeout, the User Interface MJST silently ignore the specification

If the User Interface supports the specification of an inter-digit
timeout, but not to the granularity specified by the value presented,
the User Interface MJUST round up the requested value to the cl osest
value it can support.

The purpose of the inter-digit timeout is to protect applications
fromstarting to match a pattern, yet never returning a result. This
can occur, for example, if the user accidentally enters a key that
begins to match a pattern. However, since the user accidentally
entered the key, the rest of the pattern never cones. Moreover, when
the user does enter a pattern, since they have already entered a key,
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the pattern may not match or nay not natch as expected. Likew se,
consi der the case where the user thinks they entered a key press, but
the User Interface does not detect the key. This could occur when
collecting ten digits, but the device actually only receives 9. In
this case, the User Interface will wait forever for the tenth key
press, while the user becones frustrated wondering why the
application is not responding.

The User Interface MAY support a critical-digit tinmeout value. This
is the ampbunt of time the User Interface will wait for another key
press when it already has a matched <regex> but there is another

| onger <regex> that may al so match the pattern. The application can
specify the critical-digit tinmout as an integer nunber of
mlliseconds by using the "criticaldigittimer" attribute to the
<pattern> tag. The default is 1000 nilliseconds.

The purpose of the critical-digit timeout is to allow the application
to collect |onger matches than the shortest presented. This is

unli ke MECP [11], where the shortest match gets returned. For
exanple, if the application registers for the patterns "0011", "011",
"00", and "0", the critical-digit tinmeout enables the User Interface
to distinguish between "0", "00", "011", and "0011". Wthout this
feature, the only value that the User Interface can detect is "0".

The User Interface MAY support an extra-digit tineout value. This is
the amount of tine the User Interface will wait for another key press
when it already has matched the | ongest <regex>. The application can

specify the extra-digit timeout as an integer nunber of nilliseconds
by using the "extradigittiner" attribute to the <pattern> tag. The
default is 500 mlliseconds. |If there is no enterkey specified, then

the User Interface MAY default the exteradigittimer to zero.

The purpose of the extra-digit timeout is to allow the User Interface
to collect the enterkey. Wthout this feature, the User Interface
woul d match the pattern, and the enterkey would be buffered and
returned as the next pattern

3.3. Pattern Matches

During the subscription lifetime, the User Interface may detect a key
press stimulus that triggers a KPM. event. In this case, the User
Interface (notifier) MJUST return the appropriate KPM. docunent.

The pattern matching logic works as follows. KPM User Interfaces
MUST follow the logic presented in this section so that different

i mpl enentations will performdeternministically on the same KPM
docunent given the same User |nput.
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A kpml request docunent contains a <pattern> elenent with a series of
<regex> tags. Each <regex> elenment specifies a potential pattern for
the User Interface to match. The Section 5.1 describes the DRegex,
or digit regul ar expression, |anguage.

The pattern match al gorithm matches the | ongest regul ar expression
This is the sane node as H.248.1 [12] and not the nbde presented by
MECP [11]. The pattern match al gorithm choice has an inmpact on
determ ni ng when a pattern matches. Consider the foll ow ng KPM
docunent .

<?xm version="1.0" encodi ng="UTF-8"7?>
<kpm -request xml ns="urn:ietf:parans: xm:ns: kpm -request"”
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:params: xm :ns: kpm -request kpni -request. xsd"
versi on="1.0">
<pattern>
<r egex>0</regex>
<regex>011</regex>
</ pattern>
</ kpm -request >

Figure 1. Greedy Matching

In Figure 1, if we were to match on the first found pattern, the
string "011" woul d never match. This happens because the "0" rule
woul d match first.

Wil e this behavior is what nost applications desire, it does cone at
a cost. Consider the followi ng KPM. docunent sni ppet.

<regex>x{ 7} </regex>
<r egex>x{10} </ regex>

Figure 2: Tinmeout Matching

Figure 2 shows a typical North Anerican dial plan. From an
application perspective, users expect a seven-digit nunber to respond
qui ckly, not waiting the typical inter-digit critical tinmer (usually
four seconds). Conversely, the user does not want the systemto cut
off their ten-digit nunber at seven digits because they did not enter
the nunmber fast enough

One approach to this problemis to have an explicit dial string

termnator. Often, it is the pound key (#). Now, consider the
fol |l owi ng sni ppet.
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<r egex>x{ 7} #</ r egex>
<r egex>x{ 10} #</ r egex>

Figure 3: Timeout Matching with Enter

The problemw th the approach in Figure 3 is that the "#" will appear
in the returned dial string. Moreover, one often wants to allow the
user to enter the string without the dial string termnation key. In
addition, using explicit matching on the key means one has to double
the nunber of patterns, e.g., "x{7}", "x{7}#", "x{10}", and "x{10}#".

The approach used in KPM. is to have an explicit "Enter Key", as
shown in the foll ow ng snippet.

<pattern enterkey="#">
<regex>x{ 7} </regex>
<r egex>x{ 10} </ r egex>
</ pattern>

Figure 4. Timeout Matching with Enter Key

In Figure 4, the enterkey attribute to the <pattern> tag specifies a
string that termnates a pattern. In this situation, if the user
enters seven digits followed by the "#" key, the pattern matches (or
fails) immediately. KPM indicates a termnated nomatch with a KPM.
status code 402.

NOTE: The enterkey is a string. The enterkey can be a sequence of
key presses, such as "**".

Sone patterns | ook for |ong-duration key presses. For exanple, sone
applications look for long "#" or long "*".

KPML uses the "L" nodifier to <regex> characters to indicate |ong key

presses. The follow ng KPML docunent | ooks for a | ong pound of at
| east 3 seconds.

Burger & Dolly St andards Track [ Page 10]



RFC 4730 KPM. Novenber 2006

<?xm version="1.0" encodi ng="UTF-8"7?>
<kpm -request xm ns="urn:ietf:parans:xm:ns:kpm -request"”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocat i on=
"urn:ietf:params: xm :ns: kpm -request kpnl -request. xsd"”
version="1.0">
<pattern | ong="3000">
<r egex>L#</regex>
</ pattern>
</ kpm -request >

Long Pound

The request can specify what constitutes "long" by setting the |ong
attribute to the <pattern>.  This attribute is an integer
representing the nunmber of mlliseconds. |If the user presses a key
for longer than "long" mlliseconds, the Long nodifier is true. The
default length of the long attribute is 2500 mlliseconds.

User Interfaces MJUST distingui sh between | ong and short input when
the KPM. docunent specifies both in a docunent. However, if there is
not a correspondi ng |l ong key press pattern in a docunent, the User
Interface MJUST match the key press pattern irrespective of the Iength
of time the user presses the key.

As an exanple, in the followi ng snippet in Figure 6, the User
Interface discrimnates between a long "*" and a normal "*", but any
length "#" will match the pattern.

<pattern>
<regex tag="short_ star">*</regex>
<regex tag="long star">L*</regex>
<r egex>#</regex>

</ pattern>

Figure 6: Long and Short WMatching

Some User Interfaces are unable to present long key presses. An
exanple is an old private branch exchange (PBX) phone set that enmits
fixed-1ength tones when the user presses a key. To address this

i ssue, the User Interface MAY interpret a succession of presses of a
single key to be equivalent to a | ong key press of the same key. The
Application indicates it wants this behavior by setting the

"l ongrepeat" attribute to the <pattern> to "true"

The KPM. document specifies if the patterns are to be persistent by

setting the "persist" attribute to the <pattern> tag to "persist" or
"single-notify". Any other value, including "one-shot", indicates
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3. 4.

Bur

the request is a one-shot subscription. |f the User Interface does
not support persistent subscriptions, it returns a KPM. docunent with
the KPML status code set to 531. |If there are digits in the buffer
and the digits match an expression in the KPM. docunent, the User
Interface enmits the appropriate kpm notification

Note the values of the "persist" attribute are case sensitive.
Sone User Interfaces may support nultiple regular expressions in a
given pattern request. In this situation, the application nay w sh

to know which pattern triggered the event.

KPM. provides a "tag" attribute to the <regex> tag. The "tag" is an
opaque string that the User Interface sends back in the notification

report upon a match in the digit map. 1In the case of multiple
mat ches, the User Interface MJUST choose the | ongest match in the KPM.
docunent. If multiple matches match the sane | ength, the User

Interface MJUST choose the first expression listed in the subscription
KPML document based on KPM. docunent order

If the User Interface cannot support nultiple regular expressions in
a pattern request, the User Interface MJIST return a KPM. docunent
with the KPML status code set to 532. |If the User Interface cannot
support the nunber of regular expressions in the pattern request, the
User Interface MJST return a KPM. docunment with the KPM. status code
set to 534.

NOTE: We coul d mandate a m ni mnum nunmber of regul ar expressions
that a User Interface must support per subscription request and
globally. However, such mninmuns tend to becone designed-in
hard-coded linits. For guidance, one should be able to easily
handl e tens of expressions per subscription and thousands

gl obally. A good inplenentation should have effectively no
limts. That said, to counter possible denial-of-service attacks,
i mpl enenters of User Interfaces should be aware of the 534 and 501
status codes and feel free to use them

Digit Suppression

Under basic operation, a KPM. User Interface will transmt in-band
tones (RFC 2833 [10] or actual tone) in parallel with User Input
reporting.

NOTE: |f KPM. did not have this behavior, then a User Interface
executing KPM. could easily break called applications. For
exanpl e, take a personal assistant that uses "*9" for attention.

If the user presses the "*" key, KPML will hold the digit, | ooking
for the "9". What if the user just enters a "*" key, possibly
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because they accessed an interactive voice response (IVR) system
that looks for "*"? In this case, the "*" would get held by the
User Interface, because it is looking for the "*9" pattern. The
user woul d probably press the "*" key again, hoping that the
called I VR system just did not hear the key press. At that point,
the User Interface would send both "*" entries, as "**" does not
match "*9". However, that would not have the effect the user

i ntended when they pressed "*".

On the other hand, there are situations where passing through tones
in-band is not desirable. Such situations include call centers that
use in-band tone spills to initiate a transfer.

For those situations, KPM. adds a suppression tag, "pre", to the
<regex> tag. There MJST NOT be nore than one <pre> tag in any given
<regex> tag.

If there is only a single <pattern> and a single <regex> suppression
processing is straightforward. The end-point passes User |nput unti
the stream natches the regul ar expression <pre>. At that point, the
User Interface will continue collecting User Input, but will suppress
the generation or pass-through of any in-band User |nput.

If the User Interface suppressed stimulus, it MJST indicate this by
including the attribute "suppressed" with a value of "true" in the
notification.

Clearly, if the User Interface is processing the KPM. docunent

agai nst buffered User Input, it is too |late to suppress the

transm ssion of the User Input, as the User Interface has |ong sent
the stimulus. This is a situation where there is a <pre>
specification, but the "suppressed" attribute will not be "true" in
the notification. |If there is a <pre> tag that the User Interface
mat ched and the User Interface is unable to suppress the User I|nput,
it MUST set the "suppressed” attribute to "false"

A KPM. User |Interface MAY perform suppression. |If it is not capable
of suppression, it ignores the suppression attribute. |t MJST set
the "suppressed" attribute to "false". 1In this case, the pattern to
match is the concatenated pattern of pre+val ue.

At sonme point in time, the User Interface will collect enough User
Input to the point it matches a <pre> pattern. The interdigittiner
attribute indicates how long to wait for the user to enter stinulus
before reporting a time-out error. |If the interdigittimer expires,
the User Interface MJUST issue a tine-out report, transmt the
suppressed User Input on the nmedia stream and stop suppression
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Once the User Interface detects a match and it sends a NOTI FY request
to report the User Input, the User Interface MJUST stop suppression
Clearly, if subsequent User |nput matches another <pre> expression
then the User Interface MJUST start suppression

After suppression begins, it may becone clear that a natch will not
occur. For exanple, take the expression

<r egex><pr e>*8</ pr e>xxx[ 2- 9] xxxxxx</ r egex>

At the point the User Interface receives "*8", it will stop
forwarding stimulus. Let us say that the next three digits are
"408". If the next digit is a zero or one, the pattern will not
mat ch.

NOTE: It is critically inmportant for the User Interface to have a
sensible inter-digit timer. This is because an errant dot (".")
may suppress digit sending forever.

Applications should be very careful to indicate suppression only when
they are fairly sure the user will enter a digit string that wll

mat ch the regul ar expression. In addition, applications should dea
with situations such as no-match or time-out. This is because the
User Interface will hold digits, which will have obvi ous User

Interface issues in the case of a failure.
3.5. User Input Buffer Behavior

User Interfaces MJST buffer User Input upon receipt of an

aut henti cated and accepted subscription. Subsequent KPM. docunents
apply their patterns against the buffered User Input. Sone
applications use nodal interfaces where the first few key presses
det erm ne what the follow ng key presses nean. For a novice user
the application nmay play a pronpt describing what node the
application is in. However, "power users" often barge through the

pronpt .

User Interfaces MJUST NOT provide a subscriber with digits that were
detected prior to the authentication and authorization of that
subscriber. Wthout prohibition, a subscriber mght be able to gain
access to calling card or other information that predated the
subscriber’s participation in the call. Note that this prohibition
MUST be applied on a per-subscription basis.

KPML provides a <flush> tag in the <pattern> elenent. The default is
not to flush User Input. Flushing User Input has the effect of

i gnoring key presses entered before the installation of the KPM.
subscription. To flush User Input, include the tag
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<flush>yes</flush> in the KPM. subscription document. Note that this
directive affects only the current subscription dialog/id
conbi nati on.

Lock-step processing of User Input is where the User Interface issues
a notification, the Application processes the notification while the
User Interface buffers additional User Input, the Application
requests nore User |nput, and only then does the User Interface
notify the Application based on the collected User Input. To direct
the User Interface to operate in |ock-step node, set the <pattern>
attribute persist="single-notify".

The User Interface MUST be able to process <flush>no</flush>. This
directive is effectively a no-op.

QO her string values for <flush> may be defined in the future. |If the
User Interface receives a string it does not understand, it MJST
treat the string as a no-op.

If the user presses a key that cannot match any pattern within a
<regex> tag, the User Interface MJST discard all buffered key presses
up to and including the current key press from consideration agai nst
the current or future KPM. docunents on a given dialog. However, as
descri bed above, once there is a match, the User Interface buffers
any key presses the user entered subsequent to the nmatch.

NOTE: This behavior allows applications to receive only User | nput
that is of interest to them For exanple, a pre-paid application
only wishes to nonitor for a long pound. |If the user enters other
stimulus, presumably for other applications, the pre-paid
application does not want notification of that User Input. This
feature is fundanentally different than the behavior of Tine

Di vision Multiplexer (TDM -based equi prrent where every application
recei ves every key press.

To limt reports to only conplete matches, set the "nopartial”

attribute to the <pattern> tag to "true". |In this case, the User
Interface attenmpts to match a rolling wi ndow over the collected User
i nput .

KPML subscriptions are independent. Thus, it is not possible for the
current docunent to know if a followi ng document will enable barging
or want User |nput flushed. Therefore, the User Interface MJST
buffer all User Input, subject to the forced flush caveat descri bed
bel ow.
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3.

3.

6.

6.

On a given SUBSCRIBE dialog with a given id, the User Interface MJST
buffer all User Input detected between the tinme of the report and the
recei pt of the next document, if any. |If the next document indicates
a buffer flush, then the interpreter MJST flush all collected User

I nput from consideration from KPML docunents received on that dial og
with the given event id. |If the next docunent does not indicate
flushing the buffered User Input, then the interpreter MJUST apply the
collected User Input (if possible) against the digit maps presented
by the script’'s <regex> tags. |If there is a match, the interpreter
MJST foll ow the procedures in Section 5.3. |If there is no match, the
interpreter MIST flush all of the collected User Input.

G ven the potential for needing an infinite buffer for User Input,
the User Interface MAY discard the ol dest User Input fromthe buffer.
If the User Interface discards digits, when the User Interface issues
a KPML notification, it MJUST set the forced flush attribute of the
<response> tag to "true". For future use, the Applicati on MIST

consi der any non-null value, other than "false", that it does not
understand to be the sane as "true"

NOTE: The requirement to buffer all User Input for the entire

| ength of the session is not onerous under normal operation. For
exanple, if one has a gateway with 8,000 sessions, and the gateway
buf fers 50 key presses on each session, the requirenent is only
400, 000 bytes, assum ng one byte per key press.

Unl ess there is a suppress indicator in the digit map, it is not
possible to know if the User Input is for |ocal KPM. processing or
for other recipients of the media stream Thus, in the absence of a
suppression indicator, the User Interface transmits the User Input to
the far end in real time, using either RFC 2833, generating the
appropriate tones, or both.

DRegex
1. Overview
This subsection is informative in nature

The Digit REGQul ar EXpression (DRegex) syntax is a tel ephony-oriented
mappi ng of POSI X Ext ended Regul ar Expressions (ERE) [13].

KPM. does not use full PQOSI X ERE for the foll owi ng reasons.

o KPML will often run on high density or extrenmely | ow power and
menory footprint devices.
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o Tel ephony application convention uses the star synmbol ("*") for
the star key and "x" for any digit 0-9. Requiring the devel oper
to escape the star ("\*") and expand the "x" ("[0-9]") is error
prone. This also | eads DRegex to use the dot (".") to indicate
repetition, which was the function of the unadorned star in POSI X
ERE.

o |Inplenmentation experience with M3CP [11] and H. 248.1 [12] has been
that inplementers and users have a hard time understanding the
precedence of the alternation operator ("|"). This is due both to
an under-specification of the operator in those documents and
conceptual problens for users. Thus, the SIPPING Wrking G oup
concl uded t hat DRegex shoul d not support alternation. That said,
each KPML <pattern> el enent may contain multiple regular
expressions (<regex> elenments). Thus, it is straightforward to
have pattern alternatives (use nultiple <regex> el ements) w thout
the probl enms associated with the alternation operator ("|").

Thus, DRegex does not support the POSI X alternation operator.

o DRegex includes character classes (characters enclosed in square
brackets). However, the negation operator inside a character
class only operates on nunbers. That is, a negation class
implicitly includes A-D, *, and #. Including A-D, *, and # in a
negation operator is a no-op. Those famliar with POSI X woul d
expect negation of the digits 4 and 5 (e.g., "[”45]") to include
all other characters (including A-D, R *, and #), while those
famliar with tel ephony digit maps woul d expect negation to
implicitly exclude non-digit characters. Since the conplete
character set of DRegex is very small, constructing a negation
class using A-D, R *, and # requires the user to specify the
positive inverse mapping. For exanple, to specify all key
presses, including A-D and *, except #, the specification would be
"[0-9A-D*]" instead of "["#R]".

The foll owi ng table shows the mapping from DRegex to POSI X ERE

- i +
| DRegex | PCSI X ERE |
oo oo +
| * | \* |
| - | * |
| x | [0-9] |
| [xc] | [0-9c] |
- i +

Table 1: DRegex to POSI X ERE Mappi ng
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The first substitution, which replaces a star for an escaped star, is
because tel ephony application designers are used to using the star
for the (very conmon) star key. Requiring an escape sequence for
this common pattern would be error prone. |In addition, the usage
found in DRegex is the same as found in MCP [11] and H. 248.1 [12].

Li kewi se, the use of the dot instead of star is commopn usage from
MECP and H. 248.1, and reusing the star in this context would al so be
confusing and error prone.

The "x" character is a common indicator of the digits O through 9.
We use it here, continuing the convention. Cdearly, for the case
"[xc]", where c is any character, the substitution is not a blind
repl acenent of "[0-9]" for "x", as that would result in "[[0-9]c]",
which is not a legal POSI X ERE. Rather, the substitution for "[xc]"
is "[0-9c]".

NOTE: "x" does not include the characters *, #, R, or A through D

Users need to take care not to confuse the DRegex syntax w th POSI X
EREs. They are NOT identical. |In particular, there are nany
features of POSI X EREs that DRegex does not support.

As an inplenentation note, if one nakes the substitutions described
in the above table, then a standard PCSI X ERE engi ne can parse the
digit string. However, the napping does not work in the reverse
(POSI X ERE to DRegex) direction. DRegex only inplenents the
normati ve behavi or descri bed bel ow.

3.6.2. (Qperation
Wiite space is renmpved before parsing DRegex. This enabl es sensible
pretty printing in XM. wi thout affecting the nmeaning of the DRegex

string.

The followi ng rul es denpbnstrate the use of DRegex in KPM.
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For ranges,

flash as an

Fomm oo o - o m e e e e e e e e e e e e e e e e e e e e e e e e +
| Exanple | Description |
R o e m e e e e e e e e e e e e e e e e e e m e oo - o +
| 1 | Matches the digit 1 |
| [179] | Matches 1, 7, or 9

| [2-9] | Matches 2, 3, 4, 5, 6, 7, 8, 9

| [~15] | Matches 0, 2, 3, 4, 6, 7, 8, 9

| [02-46-9A-D] | Matches 0, 2, 3, 4, 6, 7, 8 9, A B C D

| x | Matches O, 1, 2, 3, 4, 5, 6, 7, 8, 9

| *6[ 179#] | Matches *61, *67, *69, or *6# |
| x{10} | Ten digits (0-9)

| | |
| | |

Burger & Dolly

011x{7, 15}
L*

KPML November

digits 0-9, *, #, R and A-D (case insensitive)
the * character

the # character

The R (Register Recall) key

Any character in selector

Any digit (0-9) not in selector

Any character in range fromrl to r2, inclusive
Any digit 0-9

mrepetitions of previous pattern

m or nore repetitions of previous pattern

At nost n (including zero) repetitions of previous
pattern

At least mand at nost n repetitions of previous
pattern

Match the character ¢ if it is "long"; cis adigit 0-9

and A-D, #, or *.

DRegex Entities

the A-D characters are disjoint fromthe 0-9 characters.
If the device does not have an "R' key, the device MAY report a hook

R character.

011 foll owed by seven to fifteen digits
Long star

DRegex Exanpl es
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3.

3.

7. Mnitoring Direction

SIP identifies dialogs by their dialog identifier. The dialog
identifier is the renpte-tag, local-tag, and Call-1D entities defined
in RFC 3261 [4].

One nethod of determining the dialog identifier, particularly for
third-party applications, is the SIP D al og Package [17].

For nost situations, such as a nonaural point-to-point call with a
single codec, the streamto monitor is obvious. |In such situations
the Application need not specify which streamto nonitor.

But there nmay be anbiguity in specifying only the SIP dialog to
nmonitor. The dialog may specify nmultiple SDP streans that could
carry key press events. For exanple, a dialog may have multiple
audi o streans. \Wierever possible, the User Interface MAY apply | oca
policy to di sanbi guate which streamor streans to nonitor. |n order
to have an extensible nmechanismfor identifying streans, the

mechani smfor specifying streans is as an el ement content to the
<streamr tag. The only content defined today is the
<streanpreverse</streanr tag.

By default, the User Interface nonitors key presses emanating from
the User Interface. Gven a dialog identifier of Call-ID, |ocal-tag,
and renmpte-tag, the User Interface nonitors the key presses
associated with the | ocal -tag.

In the nmedia proxy case, and potentially other cases, there is a need
to nonitor the key presses arriving fromthe renote user agent. The
optional <streank elenent to the <request> tag specifies which stream
to nonitor. The only legal value is "reverse", which neans to
nonitor the stream associated with the renpte-tag. The User
Interface MJST ignore other val ues.

NOTE: The reason this is a tag is so individual stream selection
i f needed, can be addressed in a backwards-conpati bl e way.
Further specification of the streamto nonitor is the subject of
future standardizati on.

8. Miltiple Sinmultaneous Subscriptions

An Application MAY register multiple User Input patterns in a single
KPM. subscription. |If the User Interface supports multiple,

si mul t aneous KPM. subscriptions, the Application installs the
subscriptions either in a new SUBSCRIBE-initiated dial og or on an
exi sting SUBSCRIBE-initiated dialog with a new event id tag. If the
User Interface does not support multiple, sinmultaneous KPM
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4.

4.

4.

subscriptions, the User Interface MJST respond with an appropriate
KPM. st atus code.

Sone User Interfaces may support nultiple key press event
notification subscriptions at the sane tine. |In this situation, the
User Interface honors each subscription individually and

i ndependent|y.

A SIP user agent may request nultiple subscriptions on the sane
SUBSCRI BE di al og, using the id paraneter to the kpm event request.

One or nore SIP user agents nmay request independent subscriptions on
different SIP dialogs, although reusing the sane dialog for nmultiple
subscriptions is NOI RECOMMVENDED

If the User Interface does not support nultiple, simultaneous
subscriptions, the User Interface MJST return a KPM. document with
the KPM.L status code set to 533 on the dialog that requested the
second subscription. The User Interface MJUST NOT nodify the state of
the first subscription on account of the second subscription attenpt.

Event Package Formal Definition
1. Event Package Nane

Thi s docunent defines a SIP Event Package as defined in RFC 3265 [5].
The event - package token nane for this package is:

n kpm n
2. Event Package Paraneters

Thi s package defines three Event Package paranmeters: call-id, renote-
tag, and |l ocal-tag. These paranmeters MJST be present, to identify
the subscription dialog. The User Interface matches the |ocal-tag
against the to tag, the renpte-tag against the fromtag, and the
call-id against the Call-ID.

The ABNF for these parameters is below It refers to nany
constructions fromthe ABNF of RFC 3261, such as EQUAL, DQUOTE, and
t oken.

"call-id" EQUAL ( token / DQUOTE callid DQUOTE )

;; NOTE: any DQUOTEs inside callid MJST be escaped!
"renote-tag" EQUAL token
"l ocal -tag" EQUAL token

call-id

renote-tag
| ocal -tag

Burger & Dolly St andards Track [ Page 21]



RFC 4730 KPM. Novenber 2006

If any call-ids contain enbedded doubl e-quotes, those doubl e-quotes
MJST be escaped using the backsl ash-quoti ng nechanism Note that the
call-id paraneter may need to be expressed as a quoted string. This
i s because the ABNF for the callid production and the word
production, which is used by callid (both fromRFC 3261 [1]), allow
sone characters (such as "@, "[", and ":") that are not all owed
within a token.

4.3. SUBSCRI BE Bodi es

Applications using this event package include an application/

kpm -request +xml body in SUBSCRI BE requests to indicate which digit
patterns they are interested in. The syntax of this body type is
formally described in Section 5.2.

4.4. Subscription Duration

The subscription lifetinme should be | onger than the expected cal
time. Subscriptions to this event package MAY range fromm nutes to
weeks. Subscriptions in hours or days are nore typical and are
RECOMVENDED. The default subscription duration for this event
package is 7200 seconds.

Subscri bers MUST be able to handle the User Interface returning an
Expires value snaller than the requested value. Per RFC 3265 [5],
the subscription duration is the value returned by the Notifier in
the 200 OK Expires header.

4.5. NOTIFY Bodi es

NOTI FY requests can contain application/kpm -response+xm ( KPM
Response) bodies. The syntax of this body type is formally described
in Section 5.3. NOTIFY requests in imredi ate response to a SUBSCRI BE
request MJST NOT contain a body unless they are notifying the
subscriber of an error condition or previously buffered digits.

Notifiers MAY send notifications with any fornmat acceptable to the
subscri ber (based on the subscriber’s inclusion of these formats in
an Accept header). A future extension MAY define ot her NOTIFY
bodies. If no "Accept" header is present in the SUBSCRI BE, the body
type defined in this document MJST be assuned.

4.6. Subscriber Generation of SUBSCRI BE Requests
A kpml request docunent contains a <pattern> elenment with a series of
<regex> tags. Each <regex> element specifies a potential pattern for

the User Interface to match. Section 5.1 describes the DRegex, or
digit regul ar expression, |anguage.
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KPM. specifies key press event notification filters. The MM type
for KPM. requests is application/kpm -request+xm .

The KPM. request document MJUST be well formed and SHOULD be vali d.
KPML docunents MUST conformto XM. 1.0 [14] and MJST use UTF-8
encodi ng.

Because of the potentially sensitive nature of the information
reported by KPM., subscribers SHOULD use sips: and MAY use S/ M ME on
the content.

Subscri bers MUST be prepared for the notifier to insist on

aut hentication of the subscription request. Subscribers MJST be
prepared for the notifier to insist on using a secure comunication
channel

4.7. Notifier Processing of SUBSCRI BE Requests

The user information transported by KPM. is potentially sensitive.
For exanple, it could include calling card or credit card nunbers.
Thus the User Interface (notifier) MJST authenticate the requesting
party in some way before accepting the subscription

User Interfaces MJST inplenent SIP Digest authentication as required
by RFC 3261 [4] and MJUST inplenment the sips: schene and TLS.

Upon aut henticating the requesting party, the User Interface
determnes if the requesting party has authorization to nonitor the
user’s key presses. The default authorization policy is to allow a
KPM. subscri ber who can authenticate with a specific identity to

noni tor key presses from SIP sessions in which the same or equival ent
authenticated identity is a participant. |In addition, KPM. wll
often be used, for exanple, between "application servers"
(subscribers) and PSTN gateways (notifiers) operated by the sane
domai n or federation of domains. |In this situation a notifier MAY be
configured with a list of subscribers which are specifically trusted
and authorized to subscribe to key press infornation related to al
sessions in a particular context.

The User Interface returns a Contact URI that may have GRUU [ 9]
properties in the Contact header of a SIP INVITE, 1xx, or 2xx
response.

After authorizing the request, the User Interface checks to see if
the request is to term nate a subscription. |If the request wll
term nate the subscription, the User Interface does the appropriate
processi ng, including the procedures described in Section 5.2.
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If the request has no KPM. body, then any KPM. docunment running on
that dialog and addressed by the event id, if present, imrediately
terminates. This is a mechanismfor unloading a KPM. document while
keepi ng the SUBSCRIBE-initiated dialog active. This can be inportant
for secure sessions that have high costs for session establishnent.
The User Interface follows the procedures described in Section 5. 2.

If the dialog referenced by the kpm subscription does not exist, the
User Interface follows the procedures in Section 5.3. Note the User
Interface MJST issue a 200 OK to the SUBSCRI BE request before issuing
the NOTIFY, as the SUBSCRIBE itself is well forned.

If the request has a KPM. body, the User Interface parses the KPM
docunent. The User Interface SHOULD validate the XM. docunent

agai nst the schema presented in Section 5.2. |If the docunent is not
valid, the User Interface rejects the SUBSCRI BE request with an
appropriate error response and term nates the subscription. |If there

is a | oaded KPML docunent on the subscription, the User Interface
unl oads t he docunent.

In addition, if there is a | oaded KPM. document on the subscription
the end device unl oads the docunent.

Fol | owi ng the semantics of SUBSCRIBE, if the User Interface receives
a resubscription, the User Interface MJST term nate the existing KPM
request and replace it with the new request.

It is possible for the INVITE usage of the dialog to term nate during
key press collection. The cases enunerated here are explicit
subscription term nation, autonatic subscription termnation, and
underlying (INVITE-initiated) dialog term nation

I f a SUBSCRI BE request has an expires of zero (explicit SUBSCRI BE
term nation), includes a KPM. docunent, and there is buffered User
Input, then the User Interface attenpts to process the buffered
digits against the docunent. |If there is a match, the User Interface
MUST generate the appropriate KPM. report with the KPM. status code
of 200. The SIP NOTIFY body term nates the subscription by setting
the subscription state to "termi nated" and a reason of "tineout".

I f the SUBSCRI BE request has an expires of zero and no KPM. body or
the expires timer on the SUBSCRIBE-initiated dialog fires at the User
Interface (notifier), then the User Interface MJST i ssue a KPM.
report with the KPM. status code 487, Subscription Expired. The
report also includes the User Input collected up to the tinme the
expires tinmer expired or when the subscription with expires equal to
zero was processed. This could be the null string.
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Per the nmechani snms of RFC 3265 [5], the User Interface MJUST term nate
the SIP SUBSCRI BE dial og. The User Interface does this via the SIP
NOTI FY body transporting the final report described in the preceding
paragraph. In particular, the subscription state will be

"term nated" and a reason of "tinmeout".

Term nating the subscription when a dialog term nates ensures
reaut hori zation (if necessary) for attaching to subsequent
subscri pti ons.

If a SUBSCRI BE request references a dialog that is not present at the
User Interface, the User Interface MJST generate a KPM. report wth
the KPM. status code 481, Dialog Not Found. The User Interface

term nates the subscription by setting the subscription state to
"term nated".

If the KPML docunent is not valid, the User Interface generates a
KPM. report with the KPM. status code 501, Bad Docunent. The User
Interface term nates the subscription by setting the subscription
state to "termnated".

If the docunent is valid but the User Interface does not support a
nanespace in the docunent, the User Interface MJST respond with a
KPM. status code 502, Nanmespace Not Support ed.

4.8. Notifier Generation of NOTIFY Requests

I mredi ately after a subscription is accepted, the Notifier MJST send
a NOTIFY with the current | ocation information as appropriate based
on the identity of the subscriber. This allows the Subscriber to
resynchronize its state

The User Interface (notifier in SUBSCRI BE/ NOTI FY parl ance) generates
NOTI FY requests based on the requirenents of RFC 3265 [5].
Specifically, if a SUBSCRI BE request is valid and authorized, it wll
result in an imredi ate NOTI FY.

The KPM. payl oad di stingui shes between an initial NOTIFY and a NOTIFY
inform ng of key presses. |If there is no User Input buffered at the
time of the SUBSCRIBE (see below) or the buffered User |nput does not
mat ch the new KPM.L docunent, then the inmedi ate NOTI FY MUST NOT
contain a KPM. body. |[If User Interface has User |nput buffered that
results in a natch using the new KPM. docunent, then the NOTI FY MJST
return the appropriate KPM. docunent.

The NOTIFY in response to a SUBSCRI BE request has no KPML if there
are no matching buffered digits. An exanple of this is in Figure 10.
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If there are buffered digits in the SUBSCRI BE request that match a
pattern, then the NOTIFY nessage in response to the SUBSCRI BE request
MUST i ncl ude the appropriate KPM. docurent .

NOTI FY si p: appl i cati on@xanpl e.com SIP/2.0
Via: SIP/2.0/UDP proxy.exanple.com

Max- Forwar ds: 70

To: <sip:application@xanple.conp

From <si p: endpoi nt @xanpl e. net >

Call -1d: 439hu409h4h09903fj 0i 0i |
Subscription-State: active; expires=7200
CSeq: 49851 NOTI FY

Event: kpmi

Fi gure 10: Inmediate NOTI FY Exanpl e

Al'l subscriptions MIST be authenticated, particularly those that
mat ch on buffered input.

KPM. specifies the key press notification report format. The MM
type for KPM. reports is application/kpm -response+xmi. The default
M ME type for the kpml event package is application/

kpm -response+xm .

If the requestor is not using a secure transport protocol such as TLS
for every hop (e.g., by using a sips: URI), the User Interface SHOULD
use SSMME to protect the user information in responses.

VWen the user enters key presses that match a <regex> tag, the User
Interface will issue a report.

After reporting, the interpreter termnates the KPML session unl ess
the subscription has a persistence indicator. |[If the subscription
does not have a persistence indicator, the User Interface MJST set
the state of the subscription to "term nated" in the NOTIFY report.

If the subscription does not have a persistence indicator, to collect
nore digits, the requestor nust issue a new request.

NOTE: This highlights the "one shot" nature of KPM., reflecting
the bal ance of features and ease of inplenmenting an interpreter.

KPM. reports have two nmandatory attributes, code and text. These
attributes describe the state of the KPM. interpreter on the User
Interface. Note the KPM. status code is not necessarily related to
the SIP result code. An inportant example of this is where a | ega
SI P subscription request gets a normal SIP 200 OK foll owed by a

NOTI FY, but there is sonething wong with the KPM. request. In this
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case, the NOTIFY would include the KPM. status code in the KPM
report. Note that froma SIP perspective, the SUBSCRI BE and NOTI FY

were successful. Also, if the KPML failure is not recoverable, the
User Interface will nost likely set the Subscription-State to
"termnated". This lets the SIP nmachinery know the subscription is

no | onger active.

If a pattern matches, the User Interface will enit a KPM. report.
Since this is a success report, the code is "200", and the text is
"OK"

The KPM. report includes the actual digits natched in the digit
attribute. The digit string uses the conventional characters '*' and
"# for star and octothorpe, respectively. The KPM. report also
includes the tag attribute if the regex that matched the digits had a
tag attribute.

If the subscription requested digit suppression and the User
Interface suppressed digits, the suppressed attribute indicates
“"true". The default value of suppressed is "false".

NOTE: KPM. does not include a timestanp. There are a numnber of
reasons for this. First, what tinestanp would it include? Wuld
it be the time of the first detected key press? The tinme the
interpreter collected the entire string? A range? Second, if the
RTP timestanp is a datumof interest, why not sinply get RTP in
the first place? That all said, if it is really conmpelling to
have the timestanp in the response, it could be an attribute to
the <response> tag.

Note that if the nmonitored (INVITE-initiated) dialog termnates, the
notifier still MJUST explicitly term nate the KPM. subscriptions
noni toring that dial og.

4.9. Subscriber Processing of NOTI FY Requests
If there is no KPM. body, it neans the SUBSCRI BE was successful .
This establishes the dialog if there is no buffered User Input to
report.

If there is a KPML docunent, and the KPM. status code is 200, then a
mat ch occurr ed.

If there is a KPM. docunent, and the KPM. status code is between 400

and 499, then an error occurred with User |Input collection. The nopst
likely cause is a timeout condition
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If there is a KPM. docunent, and the KPML status code is between 500
and 599, then an error occurred with the subscription. See Section 6
for nmore on the neani ng of KPM. status codes.

The subscri ber MJST be m ndful of the subscription state. The User
Interface may term nate the subscription at any tine.

4.10. Handling of Forked Requests

Forked requests are NOT ALLONED for this event type. This can be
ensured if the Subscriptions to this event package are sent to SIP
URIs that have GRUU properti es.

4.11. Rate of Notifications

The User Interface MUST NOT generate nessages faster than 25 nessages
per second, or one message every 40 mlliseconds. This is the
mnimmtine period for M- digit spills. Even 30-mllisecond DTM,
as one sonetinmes finds in Japan, has a 20-nillisecond off tineg,
resulting in a 50-nmillisecond interdigit time. This document
strongly RECOMVENDS AGAI NST using KPML for digit-by-digit nmessaging,
such as would be the case if the only <regex> is "

X .

The sustained rate of notification shall be no nbre than 100 Notifies
per mnute.

The User Interface MUST reliably deliver notifications. Because
there is no meaningful metric for throttling requests, the User

I nterface SHOULD send NOTI FY nessages over a congestion-controlled
transport, such as TCP

Note that all SIP inplenentations are already required to
i mpl ement SIP over TCP

4.12. State Agents and Lists

KPM. requests are sent to a specific SIP URI, which nay have GRU
properties, and they attenpt to nmonitor a specific streamthat
corresponds with a specific target dialog. Consequently,

i mpl enenters MJUST NOT define state agents for this event package or
al | ow subscriptions for this event package to resource lists using
the event list extension [18].
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4.13. Behavior of a Proxy Server

There are no additional requirements on a SIP Proxy, other than to
transparently forward the SUBSCRI BE and NOTI FY nethods as required in
Sl P.

5. Formal Syntax

5.1. DRegex
The following definition follows RFC 4234 [2]. The definition of
DA T is fromRFC 4234, nanely, the characters "0" through "9". Note

the DRegexCharacter is not a HEXDI G from RFC 4234. In particular,
DRegexCharacter includes neither "E' nor "F'. Note that

DRegexCharacter is case insensitive.
DRegex = 1*( DRegexPosition [ Repeat Count ] )
DRegexPosi ti on = DRegexSynbol / DRegexSet
DRegexSynbol = [ "L" ] DRegexCharacter
DRegexSet = "[" 1*DRegexSetList "]"
DRegexSet Li st = DRegexCharacter [ "-" DRegexCharacter ]
DRegexCharacter =D GET/ "A"/ "B" [/ "C" [/ "D" [ "R" [ "*" [ "#" /[
"a" [/ "b" [ "c¢" [/ "d" [ "r"

Repeat Count ="." /| "{" RepeatRange "}"
Repeat Range = Count / ( Count "," Count ) /

( Count ", )Y/ ("," Count )
Count = 1*DIAT

ABNF for DRegex
Note that future extensions to this docunent may introduce ot her

characters for DRegexCharacter, in the schene of H 248.1 [12] or
possi bly as named strings or XM namespaces.
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5.2. KPM. Request
The foll owi ng syntax for KPM. requests uses the XML Schena [ 8].

<?xm version="1. 0" encodi ng="UTF-8""?>
<xs:schenmm target Namespace="urn:ietf: parans: xm : ns: kpm -request"”
xm ns="urn:ietf:parans: xm:ns: kpm -request"”
xm ns: xs="http://ww. w3. org/ 2001/ XM_Scherma"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<xs: el enent name="kpm -request”>
<Xs:annot ati on>
<xs: docunent ati on>l ETF Keypad Markup Language Request
</ xs: docunent at i on>
</ xs: annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="strean!’ m nCccurs="0">
<xs: conpl exType>
<xs: choi ce>
<xs: el enent nane="reverse" m nCccurs="0"/>
<xs:any namnespace="##ot her"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="pattern">
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="fl ush" m nCccurs="0">
<Xs:annot ati on>
<xs: document ati on>
Default is to not flush buffer
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extensi on base="xs:string"/>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="regex" maxCccur s="unbounded" >
<xs:annot ati on>
<xs: document ati on>
Key press notation is a string to all ow
for future extension of non-16 digit
keypads or naned keys
</ xs: docunent ati on>
</ xs: annot ati on>
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<xs: conpl exType m xed="true">
<xs: choi ce>
<xs: el enent nanme="pre" m nQccurs="0">
<xs: conpl exType>
<xs: si mpl eCont ent >
<xs: extension base="xs:string"/>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs:any namespace="##ot her"/>
</ xs: choi ce>
<xs:attribute name="tag" type="xs:string"
use="optional "/ >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute name="persist" use="optional">
<Xs:annot ati on>
<xs:document ati on>Default is "one-shot"
</ xs: docunent at i on>
</ xs:annot ati on>
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="one-shot"/>
<xs: enuneration val ue="persist"/>
<xs:enuneration val ue="single-notify"/>
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
<xs:attribute name="interdigittinmer"
type="xs:integer"
use="optional ">
<xs:annotati on>
<xs: document ati on>Default is 4000 (ns)
</ xs: docunent ati on>
</ xs: annot ati on>
</xs:attribute>
<xs:attribute name="criticaldigittinmer"
type="xs:integer"
use="optional ">
<xs:annot ati on>
<xs: docunentati on>Default is 1000 (ns)
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="extradigittimer"
type="xs:integer”
use="optional ">
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<xs:annot ati on>
<xs: docunent ati on>Default is 500 (ns)
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute nanme="long" type="xs:integer"
use="optional "/ >
<xs:attribute name="I| ongrepeat" type="xs:bool ean"
use="optional "/ >
<xs:attribute name="nopartial" type="xs:bool ean"
use="optional ">
<Xs:annot ati on>
<xs:document ati on>Default is fal se
</ xs: docunent ati on>
</ xs: annot ati on>
</xs:attribute>
<xs:attribute name="enterkey" type="xs:string"
use="optional ">
<xs:annot ati on>
<xs: docunent ati on>No default enterkey
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute name="version" type="xs:string"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

Fi gure 12: XM. Schena for KPM. Requests
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5.3. KPM. Response
The foll owi ng syntax for KPM. responses uses the XM. Schema [8].

<?xm version="1. 0" encodi ng="UTF-8""?>
<xs:schenmm target Namespace="urn:ietf: parans: xm : ns: kpm -response”
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns="urn:ietf:parans: xm:ns: kpm -response"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<xs: el enent name="kpm -response" >
<Xs:annot ati on>
<xs: docunent ati on>l ETF Keypad Markup Language Response
</ xs: docunent at i on>
</ xs:annot ati on>
<xs: conpl exType>
<xs:attribute name="version" type="xs:string"
use="required"/>
<xs:attribute nanme="code" type="xs:string"
use="required"/ >
<xs:attribute name="text" type="xs:string"
use="required"/>
<xs:attribute name="suppressed" type="xs:bool ean”
use="optional "/ >
<xs:attribute nanme="forced flush" type="xs:string"
use="optional ">
<xs:annotati on>
<xs: document ati on>
String for future use for e.g., nunber of digits |ost.
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="digits" type="xs:string"
use="optional "/ >
<xs:attribute name="tag" type="xs:string" use="optional">
<xs:annot ati on>
<xs: docunent ati on>Mat ches tag fromregex in request
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

XM. Scherma for KPM. Responses
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6.

7.

7.

Enunerati on of KPM. St atus Codes

KPML status codes broadly follow their SIP counterparts. Codes that
start with a 2 indicate success. Codes that start with a 4 indicate
failure. Codes that start with a 5 indicate a server failure,
usually a failure to interpret the docunent or to support a requested
feature.

KPML clients MIUST be able to handle arbitrary status codes by
examining the first digit only.

Any text can be in a KPM. report docunent. KPM clients MJST NOT
interpret the text field.

S o o o e eiaaooo- +
| Code | Text
S R, o m m e e e e e e e e e e e e e e e e e e e e e e e mm e aa o s +
200 Success
402 User Term nated wi thout Match
423 Ti mer Expired
481 Di al og Not Found
487 Subscri ption Expired

| | |
| | |
| | |
| | |
| | |
| 501 | Bad Docunent |
| | |
| | |
| | |
| | |
| | |

502 Nanespace Not Supported
531 Persi stent Subscriptions Not Supported
532 Mul tiple Regul ar Expressions Not Supported
533 Mul tiple Subscriptions on a Dialog Not Supported
534 Too Many Regul ar Expressions
S R, o m m e e e e e e e e e e e e e e e e e e e e e e e mm e aa o s +

Tabl e 4: KPM. St atus Codes
| ANA Consi der ati ons

Thi s docunent registers a new SIP Event Package, two new M ME types,
and two new XM. nanespaces.

1. SIP Event Package Regi stration

Package nane: kpm

Type: package

Contact: Eric Burger, <e.burger@ eee.org>

Change Controller: SIPPING Wrking Goup del egated fromthe | ESG
Publ i shed Specification: RFC 4730
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7.2. MM Media Type application/kpnl -request +xm

M ME medi a type name: application

M ME subtype nane: kpm -request +xm

Requi red paraneters: none

Optional paraneters: Sanme as charset paraneter application/xm as
specified in XM. Media Types [ 3]

Encodi ng consi derations: See RFC 3023 [3].

Security considerations: See Section 10 of RFC 3023 [3] and
Section 8 of RFC 4730

Interoperability considerations: See RFC 2023 [3] and RFC 4730

Publ i shed specification: RFC 4730

Applications which use this nmedia type: Session-oriented
applications that have primtive User Interfaces.

Change controller: SIPPING Wrking Goup del egated fromthe | ESG

Personal and email| address for further information: Eric Burger
<e. bur ger @ eee. or g>

I nt ended usage: COWVMON

7.3. MM Media Type application/kpn -response+xm

M ME nedia type nane: application

M ME subtype nane: kpm -response+xm

Requi red paraneters: none

Optional paraneters: Same as charset paraneter application/xm as
specified in XM. Medi a Types [ 3]

Encodi ng consi derations: See RFC 3023 [3].

Security considerations: See Section 10 of RFC 3023 [3] and
Section 8 of RFC 4730

Interoperability considerations: See RFC 2023 [3] and RFC 4730

Publ i shed specification: RFC 4730

Applications which use this nedia type: Session-oriented
applications that have primtive User Interfaces.

Change controller: SIPPI NG Wrking Goup del egated fromthe | ESG

Personal and emai| address for further information: Eric Burger
<e. bur ger @ eee. or g>

I ntended usage: COWVMON

7.4. URN Sub- Namespace Registration for urn:ietf:xm :ns:kpm -request
URI: urn:ietf:parans: xm:ns: kpm -request

Regi strant Contact: The | ESG <i esg@etf.org>
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XM:

<?xm version="1.0"7?>
<! DOCTYPE htm PUBLIC "-//WBC/ DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR xht ml - basi ¢/ xht m - basi c10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htm ; charset =i so-8859-1"/>
<titl e>Key Press Markup Language Request</title>
</ head>
<body>
<hl>Nanespace for Key Press Markup Language Request</hl>
<h2>urn:ietf:paranms: xm :ns: kpml -request </ h2>
<p>
<a href="ftp://ftp.rfc-editor.org/in-notes/RFC4730. t xt">RFC 4730</ a>.
</ p>
</ body>
</htm >

7.5. URN Sub- Namespace Registration for urn:ietf:xm:ns:kpm -response
URI: urn:ietf:parans: xm:ns: kpm -response
Regi strant Contact: The | ESG <i esg@etf.org>
XM:

<?xm version="1.0"7?>
<I DOCTYPE htm PUBLIC "-//WBC/ DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht nl - basi c10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head>
<meta http-equiv="content-type"
content="text/htm ; charset=i so-8859-1"/>
<title>Key Press Markup Language Response</title>
</ head>
<body>
<hl>Nanespace for Key Press Markup Language Response</hl>
<h2>urn:ietf:parans: xm : ns: kpm - response</ h2>
<p>
<a href="ftp://ftp.rfc-editor.org/in-notes/rfc4730.txt">RFC 4730</ a>.
</ p>
</ body>
</htm >
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7.6. KPM. Request Schena Registration

Per RFC 3688 [7], | ANA registered the XM. Scherma for KPM. as
referenced in Section 5.2 of RFC 4730.

URI: urn:ietf:parans:xm:schema: kpn -r equest
Regi strant Contact: <iesg@etf.org>
7.7. KPM. Response Schema Registration

Per RFC 3688 [7], | ANA registered the XML Schema for KPM. as
referenced in Section 5.3 of RFC 4730.

URI: urn:ietf:parans: xm :schema: kpm -response

Regi strant Contact: |ETF, SIPPING Wrk G oup <sipping@etf.org> FEric
Bur ger <e. burger @ eee. or g>.

8. Security Considerations

The user information transported by KPM. is potentially sensitive.
For exanple, it could include calling card or credit card nunbers.
This potentially private informati on could be provided accidentally
if the notifier does not properly authenticate or authorize a
subscription. Sinmlarly private information (such as a credit card
nunber or calling card nunmber) could be revealed to an otherw se

| egiti mate subscriber (one operating an IVR) if digits buffered
earlier in the session are provided unintentionally to the new
subscri ber.

Li kewi se, an eavesdropper could view KPM. digit information if it is
not encrypted, or an attacker could inject fraudulent notifications
unl ess the messages or the SIP path over which they travel are
integrity protected.

Therefore, User Interfaces MUST NOT downgrade their own security
policy. That is, if a User Interface policy is to restrict
notifications to authenticated and authorized subscribers over secure
conmuni cati ons, then the User Interface nmust not accept an

unaut henti cat ed, unauthorized subscription over an insecure

comuni cati on channel

As an XML markup, all of the security considerations of RFC 3023 [ 3]

and RFC 3406 [6] MUST be net. Pay particular attention to the
robust ness requirenents of parsing XM.

Burger & Dolly St andards Track [ Page 37]



RFC 4730 KPM. Novenber 2006

Key press information is potentially sensitive. For exanple, it can
represent credit card, calling card, or other personal infornmation

Hi j acki ng sessions all ow unauthorized entities access to this
sensitive information. Therefore, signaling SHOULD be secure, e.g.
use of TLS and sips: SHOULD be used. Moreover, the information
itself is sensitive so S/MME or other appropriate mechani sms SHOULD
be used.

Subscripti ons MJST be authenticated in sone manner. As required by
the core SIP [4] specification, all SIP inmplenentations MJST support
di gest authentication. |In addition, User Interfaces MJST inpl ement
support for the sips: scheme and SIP over TLS. Subscribers MJST
expect the User Interface to demand the use of an authentication
scheme. If the local policy of a User Interface is to use

aut henti cation or secure conmuni cation channels, the User Interface
MUST rej ect subscription requests that do not nmeet that policy.

User Interfaces MJST begin buffering User |nput upon receipt of an
aut henti cated and accepted subscription. This buffering is done on a
per-subscription basis.

9. Exanples

This section is informative in nature. |If there is a discrepancy
between this section and the nornmative sections above, the nornative
sections take precedence.

9.1. Monitoring for Cctothorpe

A common need for pre-paid and personal assistant applications is to
nonitor a conversation for a signal indicating a change in user focus
fromthe party they called through the application to the application
itself. For exanmple, if you call a party using a pre-paid calling
card, and the party you call redirects you to voice mail, digits you
press are for the voice mail system However, nmany applications have
a speci al key sequence, such as the octothorpe (#, or pound sign) or
*9, that termnate the called party session and shift the user’s
focus to the application.
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Figure 16 shows the KPM. for | ong octothorpe.

<?xm version="1.0"7?>
<kpm -request xm ns="urn:ietf:params:xm:ns:kpm -request”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:paranms: xm :ns: kpm -request kpn -request. xsd"
versi on="1.0">
<pattern>
<r egex>L#</regex>
</ pattern>
</ kpm -request >

Figure 16: Long Octot horpe Exanple

The regex value L indicates the following digit needs to be a | ong-
durati on key press.

9.2. Dial String Collection

In this exanple, the User Interface collects a dial string. The
application uses KPM. to quickly determ ne when the user enters a
target number. In addition, KPM indicates what type of nunber the
user entered.

<?xm version="1.0"?>
<kpm -request xm ns="urn:ietf:paranms:xm:ns:kpm -request”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocat i on=
"urn:ietf:paranms: xm :ns: kpm -request kpnl -request. xsd"
version="1.0">
<pattern>
<regex tag="I|ocal - operat or">0</regex>
<regex tag="I|d-operator">00</regex>
<regex tag="vpn">7[x][x][Xx]</regex>
<regex tag="local - nunber 7" >9xxxxxxx</ r egex>
<regex tag="RI-nunber">9401xXXXXXX</regex>
<regex tag="local - nunmber 10" >9XXXXXXXXXX</ r egex>
<regex tag="ddd" >9IXXXXXXXXXX</Tegex>
<regex tag="iddd">011x. </regex>
</ pattern>
</ kpm -request >

Figure 17: Dial String KPM. Exanpl e Code
Note the use of the "tag" attribute to indicate which regex matched

the dialed string. The interesting case here is if the user entered
"94015551212". This string natches both the "9401xxxxxxx" and
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10.

10.

"OXXXXXXXXXX" regul ar expressions. Both expressions are the sane
length. Thus the KPML interpreter will pick the "9401xxxxxxx"
string, as it occurs first in docunent order. Figure 18 shows the
response.

<?xm version="1.0"?>
<kpm -response xm ns="urn:ietf:paranms: xm : ns: kpm -resposne"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:params: xm :ns: kpm -response kpm -response. xsd"
versi on="1.0"
code="200" text="CK"
di gi t s="94015551212" tag="RI-nunber"/>

Figure 18: Dial String KPM. Response
Call Fl ow Exanpl es
1. Supplenental Digits
This section gives a non-normative exanple of an application that
coll ects supplenental digits. Supplenmental digit collection is where
the network requests additional digits after the caller enters the

destination address. A typical supplenental dial string is four
digits in I ength.
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| ngress Gat eway Application Server Egress Gat eway

| | |
| | |
| | |
| (1) INVITE | |
| =mmmmm e >|
| | |
| | |
| (2) 200 K | |
| <-mmmmm e |
| |

| |

| (3) ACK |

R L >

|
|
(5) 200 & |
|- >|
: :
| (6) NOTIFY |
|- >|
: :
| (7) 200 &K |
| <m-mmmmme e |
| |
| |
| (8) |
oo |
:
| (9) NOTIFY (digits)

Figure 19: Supplenmental Digits Call Flow
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In nessages (1-3), the ingress gateway establishes a dialog with an
egress gateway. The application |earns the dialog IDthrough out-of -
band nechani sns, such as the Dial og Package or being co-resident with
the egress gateway. Part of the ACK nessage is below, to illustrate
the dialog identifiers.

ACK si p: gw@ubA. exanpl e. com SIP/ 2.0

Vi a:

Max- For war ds:

Rout e: .

From <si p: phn@xanpl e. conp; t ag=j f h21
To: <sip: gw@ubA. exanpl e. conr; t ag=onj we2
Call-1D: 12345592@ubA. exanpl e. com

In nessage (4), the application the requests that gateway collect a
string of four key presses.

SUBSCRI BE si p: gw@ubA. exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP client.subB. exanpl e. com branch=qg4i 9ufr 4ui 3

From <sip:ap@ubB. exanpl e. conp; t ag=567890

To: <si p: gWm@BubA. exanpl e. con»

Call-1D: 12345601@ubA. exanpl e. com

CSeq: 1 SUBSCRI BE

Contact: <sip:ap@lient.subB. exanpl e. conr

Max- Forwards: 70

Event: kpm ;renpote-tag="sip: phn@xanpl e.comtag=jfh21"
;I ocal -tag="si p: gw@ubA. exanpl e. com t ag=onj we2"
;call-id="12345592@ubA. exanpl e. cont

Expires: 7200

Accept: application/kpm -response+xmn

Cont ent - Type: application/ kpnl -request +xm

Cont ent - Lengt h: 292

<?xm version="1. 0" encodi ng="UTF-8""?>
<kpm -request xm ns="urn:ietf:parans: xm:ns: kpm -request"”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocat i on=
"urn:ietf:params: xm :ns: kpm -request kpni -request. xsd"
versi on="1.0">
<pattern persist="one-shot">
<r egex>xxxx</regex>
</ pattern>
</ kpm -request >
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Message (5) is the acknow edgenent of the subscription request.

SIP/2.0 200 X

Via: SIP/2.0/ TCP subB. exanpl e. com br anch=qg4i 9uf r 4ui 3;
recei ved=192. 168. 125. 12

From <sip:ap@ubB. exanpl e. conp; t ag=567890

To: <sip: gw@ubA. exanpl e. conr; t ag=1234567

Call-1D: 12345601@ubA. exanpl e. com

CSeq: 1 SUBSCRI BE

Contact: <sip: gw27@ubA. exanpl e. conp

Expires: 3600

Event: kpm

Message (6) is the imediate notification of the subscription

NOTI FY si p: ap@l i ent.subB. exanpl e.com SIP/2.0
Via: SIP/2.0/UDP subA. exanpl e. com branch=gw27i d4993
To: <sip: ap@ubB. exanpl e. conP; t ag=567890
From <sip: gw@ubA. exanpl e. conr; t ag=1234567
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 1000 NOTI FY

Contact: <sip: gw27@ubA. exanpl e. conp

Event: kpm

Subscription-State: active; expires=3599

Max- Forwar ds: 70

Content-Length: O

Message (7) is the acknow edgenent of the notification nessage.

SIP/2.0 200 X

Via: SIP/2.0/ TCP subA. exanpl e. com branch=gw27i d4993
To: <sip:ap@ubB. exanpl e. conp; t ag=567890

From <sip: gw@ubA. exanpl e. conp; t ag=1234567
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 1000 NOTIFY

Sone tine el apses (8).
The user enters the input. The device provides the notification of

the collected digits in nessage (9). Since this was a one-shot
subscription, note the Subscription-State is "term nated"
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NOTI FY si p: ap@l i ent. subB. exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP subA. exanpl e. com branch=gw27i d4993
To: <sip:ap@ubB. exanpl e. conp; t ag=567890
From <sip: gw@ubA. exanpl e. conmp; t ag=1234567
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 1001 NOTIFY

Contact: <sip: gw27@ubA. exanpl e. conp

Event: kpm

Subscription-State: terninated

Max- Forwar ds: 70

Cont ent - Type: application/kpnl -response+xn
Content - Lengt h: 258

<?xm version="1.0" encodi ng="UTF-8""?>
<kpm -response xm ns="urn:ietf:paranms: xm : ns: kpm -response"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocat i on=
"urn:ietf:paranms: xm :ns: kpnl -response kpm -response. xsd
version="1.0"
code="200" text="CK"
di gi t s="4336"/>

Message (10) is the acknow edgenent of the notification

SIP/2.0 200 K

Via: SIP/2.0/ TCP subA. exanpl e. com branch=gw27i d4993
To: <sip:ap@ubB. exanpl e. conp; t ag=567890

From <sip: gw@ubA. exanpl e. conmp; t ag=1234567
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 1001 NOTIFY
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10.2. Miltiple Applications

This section gives a non-normative exanple of nultiple applications.

One application collects a destination nunber to call. That
application then waits for a "long pound.” During the call, the cal
goes to a personal assistant application, which interacts with the
user. In addition, the personal assistant application |ooks for a

"short pound."
For clarity, we do not show the I NVITE dial ogs.

Gat eway Card Application Per sonal Assi st ant

I
(1) SUBSCRI BE (persistent)
Com e e e e e e oo - |

|
|
(2) 200 &K |
R R RRREEEEED >
| |
| (3) NOTI FY |
R R RREEETED >
| |
| (4) 200 K |
| <o |
|
| |
| (5) |
[ oo |
|
| (6) NOTIFY (tag=card)

| (9) NOTIFY (tag=numnber)
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Message (1) is the subscription request for the card nunber.

SUBSCRI BE si p: gw@ubA. exanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP client.subB. exanpl e. com branch=3qo3j Oouq

From <sip:ap@ubB. exanpl e. conp; tag=978675

To: <si p: gWm@BubA. exanpl e. con»
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 20 SUBSCRI

Contact: <sip:ap@lient.subB. exanpl e. conr

Max- Forwards: 70

BE

Event: kpm ;renote-tag="<sip: phn@xanpl e.comtag=jfi23>"
; local -tag="si p: gw@ubA. exanpl e. com t ag=0i 43j fq"

;call-id="12345598@ubA. exanpl e. cont

Expires: 7200

Accept: application/kpm -response+xmn

Cont ent - Type: application/ kpni -request +xm

Cont ent - Lengt h:

Burger & Dolly
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<?xm version="1.0" encodi ng="UTF-8"7?>
<kpm -request xm ns="urn:ietf:parans:xm:ns:kpm -request"”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocat i on=
"urn:ietf:params: xm :ns: kpm -request kpnl -request. xsd"”
version="1.0">
<pattern persist="persist">
<regex tag="card">x{16}</regex>
<regex tag="number">x{10}</regex>
</ pattern>
</ kpm -request >

Messages (2-4) are not shown, for brevity. Message (6) is the
notification of the card nunber

NOTI FY si p: ap@l i ent.subB. exanpl e.com SIP/2.0
Via: SIP/2.0/UDP subA. exanpl e. com branch=3qo3j Oouq
To: <sip:ap@ubB. exanpl e. conP; t ag=978675
From <sip: gw@ubA. exanpl e. conr; t ag=9783453
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 3001 NOTI FY

Contact: <sip: gw27@ubA. exanpl e. conp

Event: kpm

Subscription-State: active; expires=3442

Max- Forwar ds: 70

Cont ent - Type: application/kpnl -response+xn
Content - Length: 271

<?xm version="1. 0" encodi ng="UTF-8""?>
<kpm -response xm ns="urn:ietf:parans: xm : ns: kpn -response”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocat i on=
"urn:ietf:params: xm :ns: kpm -response kpm -response. xsd"
version="1.0"
code="200" text="CK"
di gi t s="9999888877776666"/ >
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Message (7) is the acknow edgenent of the notification. Tinme goes by
in (8). Message (9) is the notification of the dialed nunber

NOTI FY si p: ap@l i ent. subB. exanpl e.com SIP/2.0
Via: SIP/2.0/UDP subA. exanpl e. com branch=3qo3j Oouq
To: <sip:ap@ubB. exanpl e. conP; t ag=978675
From <sip: gw@ubA. exanpl e. conr; t ag=9783453
Call-1D: 12345601@ubA. exanpl e. com

CSeq: 3001 NOTI FY

Contact: <sip: gw27@ubA. exanpl e. conp

Event: kpm

Subscription-State: active; expires=3542

Max- Forwar ds: 70

Cont ent - Type: application/kpnl -response+xn
Content - Length: 278

<?xm version="1. 0" encodi ng="UTF-8""?>
<kpm -response xm ns="urn:ietf:parans: xm : ns: kpn -response"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocat i on=
"urn:ietf:paranms: xm :ns: kpm -response kpm -response. xsd"
version="1.0"
code="200" text="CK"
di gi t s="2225551212" tag="nunber"/>

Message (11) is the request for |ong-pound nonitoring.

SUBSCRI BE si p: gw@ubA. exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP client.subB. exanpl e. com branch=3qo3j Oougq

From <sip:ap@ubB. exanpl e. conp;tag=978675

To: <sip: gwm@BubA. exanpl e. conk

Call-1D: 12345601@ubA. exanpl e. com

CSeq: 21 SUBSCRI BE

Contact: <sip:ap@lient.subB. exanpl e. conr

Max- Forwar ds: 70

Event: kpm ;renote-tag="<sip: phn@xanpl e.comtag=jfi23>"
;I ocal -tag="si p: gw@ubA. exanpl e. com t ag=0i 43j fq"
;call-id="12345598@ubA. exanpl e. cont

Expires: 7200

Accept: application/kpm -response+xm

Cont ent - Type: application/ kpnl -request +xm

Content - Lengt h: 295
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<?xm version="1.0" encodi ng="UTF-8"7?>
<kpm -request xm ns="urn:ietf:parans:xm:ns:kpm -request"”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocat i on=
"urn:ietf:params: xm :ns: kpm -request kpnl -request. xsd"”
version="1.0">
<pattern persist="single-notify">
<r egex>L#</regex>
</ pattern>
</ kpm -request >

Message (13) is the request fromthe personal assistant application
for nunber and pound sign nonitoring.

SUBSCRI BE si p: gw@ubA. exanpl e. com SI P/ 2.0

Via: SIP/2.0/ TCP pahost. exanpl e. cony br anch=xzvsadf

From <si p: pa@xanpl e. con; t ag=4r gj Of

To: <sip: gWm@BubA. exanpl e. conr

Cal |l -1D: 93845@ahost . exanpl e. com

CSeq: 21 SUBSCRI BE

Cont act: <sip: pal2@ahost. exanpl e. conr

Max- Forwar ds: 70

Event: kpm ;renote-tag="<sip: phn@xanpl e.comtag=jfi23>"
; I ocal -tag="si p: gw@ubA. exanpl e. com t ag=0i 43j fq"
;call-id="12345598@ubA. exanpl e. cont

Expires: 7200

Accept: application/kpm -response+xm

Cont ent - Type: application/ kpnl -request +xm

Cont ent - Lengt h: 332

<?xm version="1.0" encodi ng="UTF-8""?>
<kpm -request xm ns="urn:ietf:parans:xm:ns:kpm -request"”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocat i on=
"urn:ietf:paranms: xm :ns: kpm -request kpml -request. xsd"”
version="1.0">
<pattern persist="persist">
<regex tag="nunber" >x{10}</regex>
<regex tag="#">#</regex>
</ pattern>
</ kpm -request >
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Message (18) is the notification of the nunber coll ected.

NOTI FY si p: pa@xanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP subA. exanpl e. con br anch=xzvsadf
To: <sip: pa@xanpl e. conp; t ag=4r gj Of

From <sip: gw@ubA. exanpl e. conmr; t ag=9788823
Call-1D: 93845@ahost . exanpl e. com

CSeq: 3021 NOTI FY

Contact: <sip: gw27@ubA. exanpl e. conp

Event: kpm

Subscription-State: active; expi res=3540
Max- Forwar ds: 70

Cont ent - Type: application/kpnl -response+xn
Content - Length: 278

<?xm version="1.0" encodi ng="UTF-8""?>
<kpm -response xm ns="urn:ietf:params: xm : ns: kpm -response”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:paranms: xm :ns: kpm -response kpm -response. xsd"
versi on="1.0"
code="200" text="OK" digits="3335551212" tag="nunber"/>

Message (21) is the notification of pound sign detected.

NOTI FY si p: pa@xanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP subA. exanpl e. cony br anch=xzvsadf
To: <sip: pa@xanpl e. conp; t ag=4r gj Of

From <sip: gw@ubA. exanpl e. conp; t ag=9788823
Cal |l -1D: 93845@ahost . exanpl e. com

CSeq: 3022 NOTI FY

Contact: <sip: gw27@ubA. exanpl e. conw

Event: kpmn

Subscription-State: active; expi res=3540
Max- Forwar ds: 70

Cont ent - Type: application/kpnl -response+xn
Content-Length: 264

<?xm version="1.0" encodi ng="UTF-8""?>
<kpm -response xm ns="urn:ietf:params: xm : ns: kpm -response"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:parans: xm :ns: kpm -response kpm -response. xsd"
versi on="1.0"
code="200" text="CK"
digits="#" tag="#"/>
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Message (27) is the notification of |ong pound to the card
application.

NOTI FY si p: ap@l i ent. subB. exanpl e.com SIP/2.0

Via: SIP/2.0/UDP subA. exanpl e. com branch=3qo3j Oouq

To: <sip:ap@ubB. exanpl e. conP; t ag=978675

From <sip: gw@ubA. exanpl e. conr; t ag=9783453

Call-1D: 12345601@ubA. exanpl e. com

CSeq: 3037 NOTI FY

Contact: <sip: gw27@ubA. exanpl e. conp

Event: kpm

Subscription-State: active; expires=3216

Max- Forwar ds: 70

Cont ent - Type: application/kpnl -response+xn

Content - Lengt h: 256

<?xm version="1. 0" encodi ng="UTF-8""?>

<kpm -response xm ns="urn:ietf:parans: xm : ns: kpn -response"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocat i on=

"urn:ietf:paranms: xm :ns: kpm -response kpm -response. xsd"

versi on="1.0"
code="200" text="CK"
digits="#"/>
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