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Abst r act

This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in TCP/IP-based internets.
In particular, it defines objects for managi ng version 2 of the Open
Shortest Path First Routing Protocol. Version 2 of the OSPF protoco
is specific to the IPv4 address fanily. Version 3 of the OSPF
protocol is specific to the IPv6 address famly.

This menmo obsol etes RFC 1850; however, it is designed to be backwards

conpati ble. The functional differences between this nmeno and RFC
1850 are explained in Appendix B
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1. Overview
1.1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerment Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

1.2. Conceptual Row Creation

For the benefit of rowcreation in "conceptual” tables, DEFVAL
(Default Value) clauses are included in the definitions in section 3,
suggesting val ues that an agent should use for instances of variables
that need to be created due to a Set-Request, but that are not
specified in the Set-Request. DEFVAL cl auses have not been specified
for sone objects that are read-only, inplying that they are zeroed
upon row creation. These objects are of the SYNTAX Counter32 or
Gauge32.

For those objects not having a DEFVAL cl ause, both managenent
stations and agents shoul d heed the Robustness Principle of the
Internet (see [RFC791]):

"be liberal in what you accept, conservative in what you send"

Ther ef ore, nmanagenent stations should include as many of these

col umar objects as possible (e.g., all read-wite objects) in a
Set - Request when creating a conceptual row. Agents should accept a
Set - Request with as few of these col umar objects as they need (e.g.
the minimumcontents of a "row creating" SET consists of those
objects for which, as they cannot be intuited, no default is
specified).
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1.3. Default Configuration
OSPF is a powerful routing protocol, equipped with features to handl e
virtually any configuration requirement that might reasonably be
found within an Autonompbus System (AS). Wth this power comes a fair
degree of conplexity, which the sheer number of objects in the MB
will attest to. Care has therefore been taken, in constructing this
M B, to define default values for virtually every object, to minimze
the anobunt of parameterization required in the typical case. That
default configuration is as foll ows:
G ven the foll owi ng assunptions:
- I P has al ready been confi gured.
- The ifTable has al ready been confi gured.
- ifSpeed is estimated by the interface drivers.

- The OSPF process autonmatically discovers all IP interfaces and
creates correspondi ng OSPF interfaces.

- The OSPF process automatically creates the areas required for the
interfaces.

The sinplest configuration of an OSPF process requires the follow ng:
- The OSPF process be enabl ed.
This can be acconplished with a single SET:
ospf Adm nStat : = enabl ed.
The configured systemw ||l have the follow ng attributes:
- The RouterID will be one of the |IP addresses of the device.

- The device will be neither an Area Border Router nor an Autononpus
Syst em Border Router.

- Bvery IP interface, with or without an address, will be an OSPF
interface.

- The Areal D of each interface will be 0.0.0.0, the backbone.

- Authentication will be disabl ed.
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- Al broadcast and point-to-point interfaces will be operational
Non- broadcast mnulti-access (NBMA) interfaces require the
configuration of at |east one nei ghbor

- Timers on all direct interfaces will be:
Hell o Interval: 10 seconds
Dead Ti nmeout : 40 Seconds
Ret ransm ssi on: 5 Seconds
Transit Del ay: 1 Second
Poll Interval: 120 Seconds
- No direct links to hosts will be configured.
- No addresses will be sunmari zed.

- Metrics, being a nmeasure of bit duration, are unanbi guous and
intelligent.

No virtual links will be configured.
1.4. OSPF Counters
This M B defines several counters, nanely:

- ospf Ori gi nat eNewLsas, ospf RxNewLsas in the ospfGeneral G oup

- ospf Spf Runs, ospfAreaNssaTransl atorEvents in the ospfAreaTabl e
- ospflfEvents in the ospflfTable

- ospfVirtlfEvents in the ospfVirtlfTable

- ospfNbrEvents in the ospfNbrTabl e

- ospfVirtNorEvents in the ospfVirtNbrTabl e

As a best practice, a managenent entity, when reading these counters,
shoul d use the discontinuity object, ospfDi scontinuityTinme, to
determne if an event that would invalidate the managenent entity
under st andi ng of the counters has occurred. A restart of the OSPF
routing process is a possible exanple of a discontinuity event.

1.5. Miltiple OSPF Instances
SNWPv3 supports "Contexts" that can be used to inplement MB views on

nmul tiple OSPF i nstances on the sane system See [RFC3411] or its
successors for details.

Gal ecki, et al. St andards Track [ Page 5]



RFC 4750 OSPFv2 M B Decenber 2006

1.6. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Structure of This MB
This MB is conposed of the foll owi ng sections:

Ceneral Vari abl es

Area Data Structure

Area Stub Metric Table

Li nk State Dat abase (LSDB)
Addr ess Range Tabl e

Host Tabl e

I nterface Tabl e

Interface Metric Table
Virtual Interface Table

Nei ghbor Tabl e

Virtual Nei ghbor Table

Ext ernal Link State Dat abase
Aggr egat e Range Tabl e

Local Link State Database
AS- scope Link State Database

It supports the base OSPFv2 specification [ RFC2328] and extensions to
OSPFv2 such as [ RFC1765], [RFC1793], [RFC2370], [RFC3101] and
[ RFC3623] .

There exists a separate MB for notifications ("traps"), which is
entirely optional.

2.1. The Purposes of the Sections in This MB
2.1.1. General Variables

The general variables describe (as it may seem fromthe nane)
variables that are global to the OSPF Process.

2.1.2. Area Data Structure and Area Stub Metric Table
The Area Data Structure describes all of the OSPF Areas that the
router participates in. The Area Tabl e includes data for Not- So-
St ubby- Area (NSSA) translation.

The Area Stub Metric Table describes the netrics advertised into a
stub area by the default router(s).
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2.1.3. Link State Database and External Link State Database

The link state database is provided primarily to provide detail ed
i nformati on for network debuggi ng.

2.1.4. Address Tabl e and Host Tabl es

The Address Range Tabl e and Host Table are provided to view
configured Network Summary and host route information.

2.1.5. Interface and Interface Metric Tabl es

The Interface Table and the Interface Metric Tabl e together describe
the various IP interfaces to OSPF. The netrics are placed in
separate tables in order to sinplify dealing with nultiple types of
service. The Interface table includes link-1ocal (Opaque type-9)
link state advertisenment (LSA) statistics.

2.1.6. Virtual Interface Table
The Virtual Interface Table describes virtual links to the OSPF
Process, simlarly to the (non-virtual) Interface Tables. This Table
i ncludes link-1ocal (Opaque type-9) LSA statistics.

2.1.7. Neighbor and Virtual Nei ghbor Tabl es

The Nei ghbor Table and the Virtual Neighbor Tabl e describe the
nei ghbors to the OSPF Process.

2.1.8. Local Link State Database Table and Virtual Local Link State
Dat abase Tabl e

The Local Link State Database Table and Virtual Local Link State
Dat abase Table are identical to the OSPF LSDB Table in format, but
contain only link-1ocal (Opaque type-9) link state advertisements for
non-virtual and virtual |inks.

2.1.9. AS-scope Link State Database Tabl e
The AS-scope Link State Database Table is identical to the OSPF LSDB
Table in format, but contains only AS-scoped link state
adverti senents.

2.1.10. Area LSA Count Table

The tabl e, which maintains nunmber of |ink state adverti sements on the
per-area, per-LSA-type basis.
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3. OSPF M B Modul e
OSPF-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Counter32, Gauge32,
I nt eger 32, Unsi gned32, |pAddress, mb-2
FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, Trut hVal ue, RowSt atus, Ti neStanp

FROM SNVPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
I nterfacel ndexOr Zer o
FROM | F-M B;

ospf MODULE- | DENTI TY

Decenmber 2006

LAST- UPDATED "200611100000Z" -- Novenber 10, 2006 00:00: 00 EST

ORGANI ZATI ON "I ETF OSPF Wor ki ng Group"
CONTACT- | NFO
"WG E-Mail: ospf@etf.org

WG Chairs: acee@i sco.com
rohit @mail .com

Editors: Dan Joyal
Nor t el
600 Technol ogy Park Drive
Billerica, MA 01821
dj oyal @ortel.com

Pi otr Gal ecki

Ai rvana

19 Al pha Road

Chel nsford, MA 01824
pgal ecki @i rvana. com

Spencer G acal one

CSFB

El even Madi son Ave

New York, NY 10010- 3629
spencer . gi acal one@nmai | . cont'

DESCRI PTI ON
"The M B nodul e to describe the OSPF Version 2
Protocol. Note that sone objects in this MB

nodul e may pose a significant security risk.
Refer to the Security Considerations section
in RFC 4750 for nore information.
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Copyright (C The IETF Trust (2006).

This version of this MB nodule is part of
RFC 4750; see the RFCitself for full Iegal
notices."

REVI SI ON "200611100000Z" -- Novenber 10, 2006 09:00: 00 EST
DESCRI PTI ON
" Updat ed for |atest changes to OSPF Version 2:
updat ed the General G oup with the new
ospf RFC1583Compati bility, ospfReferenceBandwi dth
and ospf Di scontinuityTi me objects
- added graceful -restart-rel ated objects
- added stub-router-rel ated objects
- updated the Area Table with NSSA-rel ated objects
- added ospf Ar eaAggr egat eExt Rout eTag obj ect
- added Opaque LSA-rel ated objects
- updates to the Conpliances and Security sections
- added area LSA counter table
- added section describing translation of notification
par anmet ers bet ween SNWVP versi ons
- added ospf Conpli anceCbsol ete to contain obsol ete
obj ect groups
depr ecat ed ospf Ext LsdbTabl e
See Appendi x B of RFC 4750 for nore details.

Thi s version published as part of RFC 4750"

REVI SI ON "199501201225Z" -- Fri Jan 20 12:25:50 PST 1995
DESCRI PTI ON
"The initial SMv2 revision of this MB nodul e, published
in RFC 1850."
={ mb-2 14}

Areal D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An OSPF Area ldentifier.
Note that the Area ID, in OSPF, has the sanme format
as an | P address, but has the function of defining
a sunmari zation point for link state adverti senents."

SYNTAX | pAddr ess

Rout er I D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A OSPF Router ldentifier.
Note that the Router ID, in OSPF, has the sane format
as an | P address, but identifies the router independent
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of its I P address."”
SYNTAX | pAddr ess

Metric ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d- 0"
STATUS current
DESCRI PTI ON
"The OSPF internal netric.
Note that the OSPF netric is defined as an unsigned val ue
in the range."
SYNTAX I nteger32 (0..’ FFFF h)

Bi gMetric ::= TEXTUAL- CONVENTI ON
DI SPLAY-H NT "d-0"
STATUS current
DESCRI PTI ON
"The OSPF external netric."
SYNTAX I nteger32 (0..' FFFFFF h)

Status ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An indication of the operability of an OSPF
function or feature. For exanple, the status
of an interface: 'enabled indicates that

it iswlling to comunicate with other OSPF routers,
and 'disabled indicates that it is not."
SYNTAX | NTEGER { enabled (1), disabled (2) }
Posi tivel nteger ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d-0"
STATUS current
DESCRI PTI ON

"A positive integer. Values in excess are precluded as
unnecessary and prone to interoperability issues.”
SYNTAX I nteger32 (0..’ 7FFFFFFF h)

Hel | oRange ::= TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "d-0"
STATUS current
DESCRI PTI ON
"The range of intervals in seconds on which Hell o nmessages
are exchanged. "

SYNTAX I nteger32 (1..' FFFF h)
UpToMaxAge ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d-0"

STATUS current
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DESCRI PTI ON

"The values in seconds that one might find or configure
for variabl es bounded by the naxi num age of an LSA."

SYNTAX

Desi gnat edRouterPriority :

I nt eger 32 (0..3600)

DI SPLAY- HI NT "d- 0"

STATUS

current

DESCRI PTI ON

"The range of values defined for the priority of a system

: = TEXTUAL- CONVENTI ON

for becom ng the designated router.™
Integer32 (0..'FF h)

SYNTAX

TOSType :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d-0"

STATUS

current

DESCRI PTI ON

"Type of Service (TOS)

Table M B

Fo-m - - Fo-m - - Fo-m - - Fo-m - -

|

| PRECEDENCE |

| |

+o-m - - +o-m - - +o-m - - +o-m - -

IP TCS

Field Pol i cy
Contents Code
0000 == 0
0010 ==> 4
0100 == 8
0110 ==> 12
1000 ==> 16
1010 ==> 20
1100 ==> 24
1110 ==> 28

The remai ni ng val ues

| P TCS
Pol i cy

Code
2

6

10
14
18
22
26
30

5

e

I—‘I—‘I—‘I—‘OOOOQ
PRPOORPPFPOOS>S
POFRPORFRPRORFRLROOD
1 I A TR A I
1 L L A T A I
VVVVYVYVYVYV

SYNTAX I nteger 32 (0..30)
Gspf Aut henti cati onType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The authentication type."

SYNTAX

Gal ecki, et al

| NTEGER {

St andards Track
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is defined as a mapping to the IP
Type of Service Flags as defined in the | P Forwarding
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none (0),

si mpl ePassword (1),

md5 (2)

-- reserved for specification by ANA (> 2)
}

-- OSBPF Ceneral Variables

-- Not e: These paranmeters apply globally to the Router’s
- - OSPF Process.

ospf General G oup OBJECT IDENTIFIER ::= { ospf 1}
ospf Routerld OBJECT-TYPE
SYNTAX Router!| D
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"A 32-bit integer uniquely identifying the
router in the Autononbus System
By convention, to ensure uniqueness, this
shoul d default to the value of one of the
router’s IP interface addresses.

Thi s object is persistent and when witten

the entity SHOULD save the change to non-volatile storage."
REFERENCE

"OSPF Version 2, C.1 d obal paraneters”
::= { ospfCeneral Goup 1 }

ospf Adm nSt at OBJECT- TYPE

SYNTAX St at us
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The adm nistrative status of OSPF in the

router. The value 'enabl ed’ denotes that the
OSPF Process is active on at |east one interface;
"di sabled’ disables it on all interfaces.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile storage."
::= { ospfCeneral Goup 2 }

ospf Ver si onNunmber OBJECT- TYPE

SYNTAX | NTEGER { version2 (2) }
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The current version nunber of the OSPF protoco
REFERENCE

"OSPF Version 2, Title"
::= { ospfCeneral Goup 3}

ospf AreaBdr Rt r St at us OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Aflag to note whether this router is an Area
Bor der Router."

REFERENCE
"OSPF Version 2, Section 3 Splitting the AS into
Ar eas"

::= { ospfCeneral Goup 4 }

ospf ASBdr Rt r St at us OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

December

is 2."

"Aflag to note whether this router is configured as

an Aut ononpus System Border Router.

This object is persistent and when witten the

entity SHOULD save the change to non-volatile storage."

REFERENCE
"OSPF Version 2, Section 3.3 Cassification of
routers"

.= { ospfCeneral Goup 5 }

ospf Ext er nLsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of external (LS type-5) link state
adverti senents in the |link state database."
REFERENCE

"OSPF Version 2, Appendix A 4.5 AS external |ink

adverti sements”
::= { ospfGeneral Goup 6 }

ospf Ext er nLsaCksunSum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only

Gal ecki, et al. St andards Track
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STATUS current

DESCRI PTI ON
"The 32-bit sum of the LS checksuns of
the external |link state advertisenents

contained in the link state database. This sum
can be used to determne if there has been a
change in a router’s link state database and
to conpare the link state database of two
routers. The value should be treated as unsigned
when conparing two suns of checksuns."

::= { ospfCeneral Goup 7 }

ospf TOSSupport OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The router’s support for type-of-service routing.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
storage."

REFERENCE
"OSPF Version 2, Appendix F.1.2 Optional TGS
support”

.= { ospfCeneral Goup 8 }

ospf Ori gi nat eNewLsas OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of new link state advertisenents

that have been originated. This numnber is

i ncrenented each time the router originates a new
LSA.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
ospfDi scontinuityTinme."

::= { ospfCeneral Goup 9 }

ospf RxNewLsas OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of link state adverti senments recei ved
that are determned to be new instantiations.
Thi s nunmber does not include newer instantiations
of self-originated link state advertisenents.

Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of

ospf Di scontinuityTine."

= { ospfCGeneral Goup 10 }

ospf Ext LsdbLi mit OBJECT- TYPE

SYNTAX Integer32 (-1..' 7FFFFFFF’ h)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi num nunber of non-default

AS-external LSAs entries that can be stored in the
link state database. |If the value is -1, then
thereis nolimt.

When the nunber of non-default AS-external LSAs
in arouter’s link state database reaches

ospf ExtLsdbLimt, the router enters

overflow state. The router never holds nore than
ospf Ext LsdbLi mit non-default AS-external LSAs
inits database. OspfExtLsdbLinmt MJST be set
identically in all routers attached to the OSPF
backbone and/or any regul ar OSPF area (i.e.

OSPF stub areas and NSSAs are excl uded).

Thi s object is persistent and when witten
the entity SHOULD save the change to non-volatile
storage."

DEFVAL { -1 }

.= { ospfGeneral Goup 11 }

ospf Mul ti cast Ext ensi ons OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

Gl ecki ,

"A bit nask indicating whether the router is
forwarding IP multicast (O ass D) datagrans
based on the al gorithns defined in the
mul ti cast extensions to OSPF

Bit 0, if set, indicates that the router can

et al. St andards Track
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forward IP nulticast datagrans in the router’s
directly attached areas (called intra-area
mul ticast routing).

Bit 1, if set, indicates that the router can
forward I P nulticast datagranms between OSPF
areas (called inter-area nulticast routing).

Bit 2, if set, indicates that the router can
forward I P nulticast datagranms between

Aut ononpbus Systens (called inter-AS multicast
routing).

Only certain conbinations of bit settings are
all owed, nanely: 0 (no nmulticast forwarding is
enabled), 1 (intra-area multicasting only), 3
(intra-area and inter-area multicasting), 5
(intra-area and inter-AS nmulticasting), and 7
(multicasting everywhere). By default, no

nmul ticast forwarding is enabl ed.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
storage."

DEFVAL { 0 }

= { ospfCGeneral Goup 12 }

ospf Exi t Overfl owl nterval OBJECT- TYPE

SYNTAX Posi ti vel nt eger
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The nunber of seconds that, after entering
OverflowState, a router will attenpt to | eave
OverflowState. This allows the router to again
originate non-default AS-external LSAs. Wen
set to 0, the router will not |eave

overflow state until restarted.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
storage."

DEFVAL { 0 }

= { ospfCGeneral Goup 13 }

ospf DemandExt ensi ons OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
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STATUS current
DESCRI PTI ON
"The router’s support for demand routing.
Thi s object is persistent and when witten
the entity SHOULD save the change to non-vol atile
storage."
REFERENCE
"Extendi ng OSPF to Support Dermand Circuits"
::= { ospfCeneral Goup 14 }

ospf RFC1583Conpati bility OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Indicates metrics used to choose anong nmultiple
AS-external LSAs. Wen RFC1583Conpatibility is set to
enabl ed, only cost will be used when choosi ng anong
mul tiple AS-external LSAs advertising the sane
destination. Wen RFC1583Conpatibility is set to

di sabl ed, preference will be driven first by type of
path using cost only to break ties.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
storage."
REFERENCE
"OSPF Version 2, Section 16.4.1 External path
pr ef erences”
::= { ospfCeneral Goup 15 }

ospf OpaquelLsaSupport OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The router’s support for Qpaque LSA types."
REFERENCE
"The OSPF Opaque LSA Option"
::= { ospfCeneral Goup 16 }

ospf Ref er enceBandwi dt h OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "Kilobits per second"
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Ref erence bandwi dth in kil obits/second for
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calcul ating default interface netrics. The
default value is 100,000 KBPS (100 MBPS).

This object is persistent and when witten
the entity SHOULD save the change to non-vol atile
storage."

.= { ospfCeneral Goup 17 }

ospf Rest art Support OBJECT- TYPE
SYNTAX | NTEGER { none (1),
pl annedOnly (2),
pl annedAndUnpl anned (3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The router’s support for OSPF graceful restart.
Options include: no restart support, only planned
restarts, or both planned and unpl anned restarts.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
st orage."

::= { ospfCeneral Goup 18 }

ospfRestart|nterval OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Configured OSPF graceful restart tineout interval.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
storage."

.= { ospfCeneral Goup 19 }

ospf Restart StrictLsaChecki ng OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Indicates if strict LSA checking is enabled for
graceful restart.

This object is persistent and when witten
the entity SHOULD save the change to non-volatile
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storage."
::= { ospfGeneral Goup 20 }

ospf Restart St at us OBJECT- TYPE
SYNTAX I NTEGER { notRestarting (1),
pl annedRestart (2),
unpl annedRest art (3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Current status of OSPF graceful restart."
.= { ospfCeneral Goup 21 }

ospf Rest art Age OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Rermai ning time in current OSPF graceful restart
interval ."

.= { ospfCeneral Goup 22 }

ospf Rest art Exi t Reason OBJECT- TYPE

SYNTAX I NTEGER { none (1), -- none attenpted
i nProgress (2), -- restart in
-- progress
conpl eted (3), -- successfully
-- conpl eted
ti medQut (4), -- timed out

t opol ogyChanged (5) -- aborted due to
-- topol ogy change.

}
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Describes the outcone of the last attenpt at a
graceful restart. |If the value is 'none’, no restart
has yet been attenpted. |If the value is ’inProgress’,

arestart attenpt is currently underway."
.= { ospfCeneral Goup 23 }

ospf AsLsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"The nunber of AS-scope link state
advertisenents in the AS-scope |link state database."
{ ospfGeneral G oup 24 }

ospf AsLsaCksunBSum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned sum of the LS checksuns of

2006

the AS link state advertisenments contained in the AS-scope

link state database. This sum can be used to determ ne
if there has been a change in a router’s AS-scope |ink
state database, and to conpare the AS-scope link state
dat abase of two routers.”

{ ospfGeneral G oup 25 }

ospf St ubRout er Support OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The router’s support for stub router functionality."

REFERENCE

"OSPF Stub Router Advertisenment"
{ ospf General G oup 26 }

ospf St ubRout er Adverti senent OBJECT- TYPE
SYNTAX | NTEGER {

doNot Advertise (1),
advertise(2)

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object controls the advertisenent of

stub router LSAs by the router. The val ue

doNot Advertise will result in the advertisenent

of a standard router LSA and is the default val ue.

This object is persistent and when witten

the entity SHOULD save the change to non-volatile
storage. "

{ ospfGeneral G oup 27 }

ospf Di scontinuityTi me OBJECT- TYPE
SYNTAX Ti meSt anp
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime on the nbst recent occasion
at which any one of this MB s counters suffered
a discontinuity.

If no such discontinuities have occurred since the |ast
re-initialization of the | ocal nmanagenment subsystem
then this object contains a zero value."

::= { ospfCeneral Goup 28 }

-- OSPF Area Table
-- The OSPF Area Tabl e contains information
-- regardi ng the various areas.

ospf AreaTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospf AreaEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Informati on describing the configured paraneters and
cumul ative statistics of the router’s attached areas.
The interfaces and virtual |inks are configured

as part of these areas. Area 0.0.0.0, by definition

i s the backbone area."

REFERENCE
"OSPF Version 2, Section 6 The Area Data Structure”
o= { ospf 2}
ospf AreaEntry OBJECT- TYPE
SYNTAX Cspf AreaEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I'nformati on describing the configured paraneters and
cumul ative statistics of one of the router’s attached areas.

The interfaces and virtual |inks are configured as part of
these areas. Area 0.0.0.0, by definition, is the backbone
ar ea.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
storage.”

| NDEX { ospfAreald }

::= { ospfAreaTable 1}
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Cspf AreaEntry :: =
SEQUENCE {
ospf Areal d
Ar eal D,
ospf Aut hType
Gspf Aut hent i cati onType,
ospf | nport AsExt ern
| NTEGER
ospf Spf Runs
Count er 32,
ospf Ar eaBdr Rt r Count
Gauge3?2,
ospf AsBdr Rt r Count
Gauge32,
ospf Ar eaLsaCount
Gauge32,
ospf Ar eaLsaCksunSum
I nt eger 32,
ospf Ar eaSummrary
| NTEGER
ospf Ar eaSt at us
RowsSt at us,
ospf Ar eaNssaTr ansl at or Rol e
| NTECER,
ospf AreaNssaTr ansl at or St at e
| NTEGER
ospf AreaNssaTransl at or St abi | i tyl nterval
Posi ti vel nt eger,
ospf Ar eaNssaTr ansl at or Event s

Count er 32
}
ospf Areal d OBJECT- TYPE
SYNTAX Areal D

MAX- ACCESS read-only -- read-only since originally
-- an SMvl index
STATUS current
DESCRI PTI ON
"A 32-bit integer uniquely identifying an area.
Area ID 0.0.0.0 is used for the OSPF backbone."
REFERENCE
"OSPF Version 2, Appendix C 2 Area paraneters"
.= { ospfAreakntry 1 }

ospf Aut hType OBJECT- TYPE

SYNTAX Gspf Aut hent i cati onType
MAX- ACCESS read-create
STATUS obsol ete
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DESCRI PTI ON

"The authentication type specified for an area."
REFERENCE

"OSPF Version 2, Appendix D Authentication"
DEFVAL { none } -- no authentication, by default

.= { ospfAreaEntry 2 }

ospf | mport AsExt ern OBJECT- TYPE
SYNTAX | NTEGER {
i mport External (1),
i mport NoExt ernal (2),
i mport Nssa (3)
}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Indicates if an area is a stub area, NSSA, or standard
area. Type-5 AS-external LSAs and type-11 Opaque LSAs are
not inported into stub areas or NSSAs. NSSAs i nport
AS-external data as type-7 LSAs"

REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"

DEFVAL { inportExternal }

.= { ospfAreaEntry 3}

ospf Spf Runs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes that the intra-area route
tabl e has been calculated using this area’s
link state database. This is typically done
using Dijkstra s algorithm

Di scontinuities in the value of this counter can occur

at re-initialization of the nanagenent system and at other

times as indicated by the val ue of ospfDiscontinuityTinme."
::= { ospfAreaEntry 4}

ospf Ar eaBdr Rt r Count OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of Area Border Routers reachable
within this area. This is initially zero and is
calcul ated in each Shortest Path First (SPF) pass."
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::={ ospfAreaEntry 5 }

ospf AsBdr Rt r Count OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of Autononmous System Border
Routers reachable within this area. This is
initially zero and is calculated in each SPF
pass."

::= { ospfAreaEntry 6 }

ospf AreaLsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of link state advertisenments
inthis area’s |ink state database, excluding
AS- external LSAs.'

::={ ospfAreaEntry 7 }

ospf Ar eaLsaCksunSum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit sumof the link state
advertisenments’ LS checksuns contained in this
area’s link state database. This sum excl udes
external (LS type-5) link state advertisenents.
The sum can be used to deternmine if there has
been a change in a router’s link state
dat abase, and to conpare the |link state database of
two routers. The value should be treated as unsi gned
when conparing two suns of checksuns."

DEFVAL { 0 }

::= { ospfAreaEntry 8 }

ospf AreaSunmary OBJECT- TYPE
SYNTAX | NTEGER {
noAr eaSunmary (1),
sendAr eaSummary (2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
Gal ecki, et al. St andards Track
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"The variabl e ospf AreaSumary controls the
i mport of summary LSAs into stub and NSSA areas.
It has no effect on other areas.

I[f it is noAreaSummary, the router will not
originate summary LSAs into the stub or NSSA area.
It will rely entirely on its default route.

If it is sendAreaSunmary, the router will both

summari ze and propagate sumary LSAs."
DEFVAL { noAreaSummary }
.= { ospfAreaEntry 9 }

ospf AreaSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object pernmits nmanagenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied. "

::= { ospfAreaEntry 10 }

ospf Ar eaNssaTr ansl at or Rol e OBJECT- TYPE

SYNTAX | NTEGER { always (1), candidate (2) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"I ndi cates an NSSA border router’s ability to
perform NSSA transl ation of type-7 LSAs into
type-5 LSAs. "

DEFVAL { candidate }

::={ ospfAreakntry 11 }

ospf AreaNssaTr ansl at or St at e OBJECT- TYPE

SYNTAX | NTEGER { enabled (1),
el ected (2),
di sabl ed (3)
}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Indicates if and how an NSSA border router is
perform ng NSSA translation of type-7 LSAs into type-5
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LSAs. When this object is set to enabled, the NSSA Border
router’s Ospf AreaNssaExt Transl at or Rol e has been set to

al ways. When this object is set to elected, a candidate
NSSA Border router is Translating type-7 LSAs into type-5.
VWhen this object is set to disabled, a candi date NSSA
border router is NOT translating type-7 LSAs into type-5."

::={ ospfAreakntry 12 }

ospf AreaNssaTr ansl ator Stabi lityl nterval OBJECT- TYPE

SYNTAX Posi ti vel nt eger
UNI TS "seconds"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds after an elected translator
determ nes its services are no |longer required, that

it should continue to performits translation duties.

DEFVAL { 40 }
::={ ospfAreakntry 13 }

ospf Ar eaNssaTr ansl at or Event s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of translator state changes
that have occurred since the |ast boot-up.

Di scontinuities in the value of this counter can occur
at re-initialization of the nanagenent system and at other
times as indicated by the value of ospfDiscontinuityTine."

::= { ospfAreaEntry 14 }
-- OSPF Area Default Metric Table

ospf St ubAr eaTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf St ubAreaEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The set of netrics that will be advertised
by a default Area Border Router into a stub area.”
REFERENCE
"OSPF Version 2, Appendix C. 2, Area Paraneters”
c:={ ospf 3}
ospf St ubAreaEntry OBJECT- TYPE
SYNTAX Cspf St ubAreaEntry
Gal ecki, et al. St andards Track
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The metric for a given Type of Service that
will be advertised by a default Area Border

Router into a stub area.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
storage."

REFERENCE
"OSPF Version 2, Appendix C 2, Area Paraneters”

| NDEX { ospf St ubAreal d, ospfStubTCS }

.= { ospfStubAreaTable 1 }

Gspf St ubAreaEntry :: =
SEQUENCE {

ospf St ubAreal d
Ar eal D,

ospf St ubTOS
TOSType,

ospf St ubMetric
Bi gvetri c,

ospf St ubSt at us
RowSt at us,

ospf St ubMet ri cType
| NTEGER

}

ospf St ubAreal d OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"The 32-bit identifier for the stub area. On
creation, this can be derived fromthe
i nst ance. "

::= { ospfStubAreaEntry 1 }

ospf St ubTOS OBJECT- TYPE

SYNTAX TOSType

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"The Type of Service associated with the
metric. On creation, this can be derived from
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the instance.”
.= { ospfStubAreaEntry 2 }

ospf St ubMet ri ¢ OBJECT- TYPE

SYNTAX Bigvetric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The metric value applied at the indicated Type
of Service. By default, this equals the |east
metric at the Type of Service anobng the
interfaces to other areas."

.= { ospfStubAreaEntry 3 }

ospf St ubSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object pernmits managenent of the table by
facilitating actions such as row creation
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nmodi fied. "

::= { ospfStubAreaEntry 4 }

ospf St ubMet ri cType OBJECT- TYPE

SYNTAX | NTEGER {
ospfMetric (1), -- OSPF Metric
conpar abl eCost (2), -- external type 1
nonConparable (3) -- external type 2
}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This variable displays the type of netric
advertised as a default route.”

DEFVAL { ospfMetric }

::= { ospfStubAreaEntry 5 }

-- OGBPF Link State Database

ospf LsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospf LsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The OSPF Process’s |ink state database (LSDB).
The LSDB contains the |ink state advertisenents
fromthroughout the areas that the device is attached to."
REFERENCE
"OSPF Version 2, Section 12 Link State Advertisements"
.= { ospf 4}

ospf LsdbEntry OBJECT- TYPE
SYNTAX  OspfLsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Asingle link state adverti senent."
| NDEX { ospfLsdbAreal d, ospflLsdbType,
ospfLsdbLsi d, ospflLsdbRouterld }
::= { ospflLsdbTable 1 }

GspfLsdbEntry :: =
SEQUENCE {
ospfLsdbAreal d
Ar eal D,
ospf LsdbType
| NTEGER
ospf LsdbLsi d
| pAddr ess,
ospfLsdbRouterld
Rout er | D,
ospf LsdbSequence
I nt eger 32,
ospf LsdbAge
I nt eger 32,
ospf LsdbChecksum
I nt eger 32,
ospf LsdbAdverti senent
OCTET STRI NG

}
ospf LsdbAreal d OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index
STATUS current
DESCRI PTI ON

"The 32-bit identifier of the area from which
the LSA was received."

REFERENCE
"OSPF Version 2, Appendix C 2 Area paraneters"
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.= { ospflLsdbEntry 1 }

ospf LsdbType OBJECT- TYPE
SYNTAX | NTEGER {

routerlLink (1),
net wor kLi nk (2),
sunmar yLi nk (3),
asSummar yLi nk (4),
asExternal Link (5), -- but see ospfAsLsdbTabl e
mul ticastLink (6),
nssaExt ernal Li nk (7),
ar eaOpaqueli nk (10)

}
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index
STATUS current
DESCRI PTI ON
"The type of the link state advertisenent.
Each |ink state type has a separate advertisenent
format.

Note: External link state advertisenents are permtted
for backward conpatibility, but should be displayed
in the ospfAsLsdbTabl e rather than here."
REFERENCE
"OSPF Version 2, Appendix A 4.1 The Link State
Adverti senent header”
::= { ospflLsdbEntry 2 }

ospf LsdbLsi d OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"The Link State IDis an LS Type Specific field

containing either a Router ID or an |IP address;

it identifies the piece of the routing domain

that is being described by the advertisenent."
REFERENCE

"OSPF Version 2, Section 12.1.4 Link State ID'
::= { ospflLsdbEntry 3}

ospfLsdbRouterl d OBJECT- TYPE

SYNTAX Router| D

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current
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DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononmous System "
REFERENCE

"OSPF Version 2, Appendix C.1 d obal paraneters”
::= { ospflLsdbEntry 4 }

ospf LsdbSequence OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The sequence nunber field is a signed 32-bit
integer. It starts with the value 80000001 h,
or -'7FFFFFFF' h, and increnments until ' 7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.
It is used to detect old and duplicate Link State
Advertisenments. The space of sequence nunbers is linearly
ordered. The larger the sequence nunber, the nore recent
t he advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
nunber"”
::= { ospflLsdbEntry 5 }

ospf LsdbAge OBJECT- TYPE
SYNTAX I nteger32 -- Should be 0..MxAge, except when
-- doNot Age bit is set

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This field is the age of the link state adverti senent
in seconds.”

REFERENCE

"OSPF Version 2, Section 12.1.1 LS age"
::= { ospflLsdbEntry 6 }

ospf LsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conpl ete contents of
the advertisenent, excepting the age field. The age field
is excepted so that an advertisement’s age can be

i ncrenented without updating the checksum The checksum
used is the sanme that is used for |SO connectionl ess
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datagrans; it is comonly referred to as the
Fl et cher checksum "
REFERENCE
"OSPF Version 2, Section 12.1.7 LS checksunt
::= { ospflLsdbEntry 7 }

ospf LsdbAdverti senent OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenment, including
its header.

Note that for variable | ength LSAs, SNWP agents

may not be able to return the largest string size."
REFERENCE

"OSPF Version 2, Section 12 Link State Advertisenents"
::= { ospflLsdbEntry 8 }

-- Address Range Tabl e

ospf Ar eaRangeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf AreaRangeEntry

MAX- ACCESS  not-accessi bl e

STATUS obsol ete

DESCRI PTI ON
"The Address Range Table acts as an adjunct to the Area
Table. It describes those Address Range Sunmaries that

are configured to be propagated froman Area to reduce
the anmobunt of infornmation about it that is known beyond
its borders. It contains a set of |P address ranges
specified by an | P address/ I P network mask pair

For exanple, class B address range of X X X X

with a network mask of 255.255.0.0 includes all IP
addresses from X X. 0.0 to X X 255. 255.

Note that this table is obsoleted and is repl aced
by the Area Aggregate Table."

REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters”
.= { ospf 5}
ospf Ar eaRangeEnt ry OBJECT- TYPE
SYNTAX Cspf Ar eaRangeEnt ry
MAX- ACCESS not -accessible
STATUS obsol ete
DESCRI PTI ON
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"A single area address range.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-vol atile
st orage."

REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters”

| NDEX { ospf AreaRangeAreal d, ospf AreaRangeNet }

::= { ospfAreaRangeTable 1 }

Gspf AreaRangeEntry :: =
SEQUENCE {

ospf Ar eaRangeAr eal d
Areal D,

ospf Ar eaRangeNet
| pAddr ess,

ospf Ar eaRangeMask
| pAddr ess,

ospf Ar eaRangeSt at us
RowSt at us,

ospf Ar eaRangeEf f ect
| NTEGER

}

ospf Ar eaRangeAr eal d OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS obsol ete

DESCRI PTI ON
"The area that the address range is to be found
within. "

REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters”

::= { ospfAreaRangeEntry 1 }

ospf Ar eaRangeNet OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS obsol ete

DESCRI PTI ON

"The | P address of the net or subnet indicated
by the range."
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"
::= { ospfAreaRangeEntry 2 }
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ospf Ar eaRangeMask OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-create

STATUS obsol ete

DESCRI PTI ON
"The subnet nask that pertains to the net or
subnet . "

REFERENCE

"OSPF Version 2, Appendix C 2 Area paraneters"
::= { ospfAreaRangeEntry 3 }

ospf Ar eaRangeSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The value of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied."

.. = { ospfAreaRangeEntry 4 }

ospf Ar eaRangeEf f ect OBJECT- TYPE
SYNTAX | NTEGER {
advertiseMatching (1),
doNot Adverti seMat ching (2)

}
MAX- ACCESS read-create
STATUS obsol et e
DESCRI PTI ON
"Subnets subsumed by ranges either trigger the
advertisenent of the indicated summary
(advertiseMatching) or result in the subnet’s not
bei ng advertised at all outside the area."
DEFVAL { advertiseMatching }
;.= { ospfAreaRangeEntry 5 }

-- OSPF Host Tabl e

ospf Host Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospf HostEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The Host/Metric Table indicates what hosts are directly
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attached to the router, what netrics and types

of service should be advertised for them

and what areas they are found within."
REFERENCE

"OSPF Version 2, Appendix C 7 Host route

paraneters”

.= { ospf 6}

ospf Host Entry OBJECT- TYPE
SYNTAX Gspf Host Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Anetric to be advertised, for a given type of
service, when a given host is reachable.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
storage."

| NDEX { ospf Host | pAddress, ospfHost TOS }

::={ ospfHostTable 1 }

GspfHostEntry :: =
SEQUENCE {

ospf Host | pAddr ess
| pAddr ess,

ospf Host TOS
TOSType,

ospf Host Metric
Metric,

ospf Host St at us
RowSt at us,

ospf Host Areal D
Ar eal D,

ospf Host Cf gAreal D
Areal D

}

ospf Host | pAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index
STATUS current
DESCRI PTI ON
"The | P address of the host."
REFERENCE
"OSPF Version 2, Appendix C. 7 Host route paraneters”
::= { ospfHostEntry 1 }
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ospf Host TOS OBJECT- TYPE

SYNTAX TOSType
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index
STATUS current
DESCRI PTI ON
"The Type of Service of the route being configured."
REFERENCE

"OSPF Version 2, Appendix C. 7 Host route paraneters”
::= { ospfHostEntry 2 }

ospf Host Metri ¢ OBJECT- TYPE

SYNTAX Metric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The netric to be advertised."”
REFERENCE

"OSPF Version 2, Appendix C. 7 Host route paraneters”
::={ ospfHostEntry 3}

ospf Host St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permits managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nmodi fied. "

::= { ospfHostEntry 4 }

ospf Host Areal D OBJECT- TYPE

SYNTAX Areal D
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The OSPF area to which the host bel ongs.

Depr ecat ed by ospfHost Cf gAreal D. "
REFERENCE

"OSPF Version 2, Appendix C. 7 Host paraneters"
::={ ospfHostEntry 5 }

ospf Host Cf gAr eal D OBJECT- TYPE
SYNTAX Areal D
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MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"To configure the OSPF area to which the host bel ongs."
REFERENCE

"OSPF Version 2, Appendix C. 7 Host parameters"
::= { ospfHostEntry 6 }

-- OSPF Interface Table

ospf I f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GspflfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPF Interface Tabl e describes the interfaces

fromthe viewpoi nt of OSPF.

It augnents the i pAddrTable with OSPF specific information."
REFERENCE

"OSPF Version 2, Appendix C.3 Router interface

par anet er s"

c:={ ospf 7}

ospflfEntry OBJECT- TYPE
SYNTAX CspflfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The OSPF interface entry describes one interface
fromthe vi ewpoi nt of OSPF.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
storage."

| NDEX { ospflfl pAddress, ospfAddressLess|f }

c:={ ospflfTable 1 }

CspflfEntry ::=
SEQUENCE {
ospf | fl pAddress
| pAddr ess,
ospf Addr essLessl f
I nterfacel ndexOr Zer o,
ospflfAreald
Ar eal D,
ospflfType
| NTEGER,
ospf | f Adm nSt at
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St at us,
ospflIfRtrPriority
Desi gnat edRout erPriority,
ospf | fTransitDel ay
UpToMaxAge,
ospflfRetransl nterva
UpToMaxAge,
ospflfHell ol nterval
Hel | oRange,
ospfl f Rt rDeadl nt erva
Posi tivel nt eger,
ospflfPollInterva
Posi ti vel nt eger,
ospflfState
| NTEGER
ospf | f Desi gnat edRout er
| pAddr ess,
ospf | f BackupDesi gnat edRout er
| pAddr ess,
ospf | f Events
Count er 32,
ospf I f Aut hKey
OCTET STRI NG
ospflfStatus
RowSt at us,
ospf I f Mul ti cast Forwar di ng
| NTEGER
ospf | f Demand
Trut hVal ue,
ospf | f Aut hType
Gspf Aut hent i cati onType,
ospf | f LsaCount
Gauge32,
ospf I f LsaCksunSum
Unsi gned32,
ospf | f Desi gnat edRouter | d
Rout er | D
ospf | f BackupDesi gnat edRout erl d
Router| D
}

ospflflpAddress OBJECT- TYPE
SYNTAX | pAddr ess

Decenmber 2006

MAX- ACCESS read-only -- read-only since originally an

-- SMvl index
STATUS current
DESCRI PTI ON
"The | P address of this OSPF interface."
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c:={ ospflfEntry 1 }

ospf Addr essLessl f OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zero

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"For the purpose of easing the instancing of

addressed and addressless interfaces; this

variabl e takes the value 0 on interfaces with

| P addresses and the correspondi ng val ue of

iflndex for interfaces having no | P address."
c:={ ospflfEntry 2}

ospflfAreald OBJECT- TYPE

SYNTAX Areal D

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A 32-bit integer uniquely identifying the area
to which the interface connects. Area ID
0.0.0.0 is used for the OSPF backbone.™

DEFVAL { ' 00000000'H} -- 0.0.0.0

c:={ ospflfEntry 3}

ospf | f Type OBJECT- TYPE
SYNTAX | NTEGER {
broadcast (1),
nbma (2),
poi nt ToPoi nt (3),
poi nt ToMul ti poi nt (5)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The OSPF interface type.
By way of a default, this field nay be intuited
fromthe correspondi ng val ue of if Type.
Broadcast LANs, such as Ethernet and | EEE 802. 5,
take the value ’'broadcast’, X 25 and simlar
technol ogi es take the value "nbma’, and |inks
that are definitively point to point take the
val ue ' poi nt ToPoint’."

c:={ ospflfEntry 4}

ospf | f Adm nSt at OBJECT- TYPE
SYNTAX St at us
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The OSPF interface’'s adm nistrative status.
The value formed on the interface, and the interface
will be advertised as an internal route to sone area.
The val ue ' di sabl ed’ denotes that the interface is
external to OSPF."

DEFVAL { enabl ed }

c:={ ospflfEntry 5 }

ospfIfRtrPriority OBJECT- TYPE

SYNTAX Desi gnat edRout erPriority
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The priority of this interface. Used in

mul ti-access networks, this field is used in

the designated router election algorithm The
value O signifies that the router is not eligible
to becone the designated router on this particul ar

net wor k. In the event of a tie in this value,
routers will use their Router ID as a tie breaker."
DEFVAL { 1}

::={ ospflfEntry 6 }

ospf I f Transi t Del ay OBJECT- TYPE

SYNTAX UpToMaxAge
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The esti mated nunber of seconds it takes to
transmt a |link state update packet over this
interface. Note that the mninmal value SHOULD be
1 second. ™

DEFVAL { 1}

c:={ ospflfEntry 7}

ospflfRetransl nterval OBJECT- TYPE

SYNTAX UpToMaxAge
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds between Iink state adverti senent
retransm ssi ons, for adjacencies belonging to this
interface. This value is also used when retransmitting
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dat abase description and Link State request packets.
Note that m ninmal val ue SHOULD be 1 second."

DEFVAL { 5}

::={ ospflfEntry 8 }

ospflfHellolnterval OBJECT- TYPE

SYNTAX Hel | oRange
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The length of tine, in seconds, between the Hello packets
that the router sends on the interface. This value nust be
the sane for all routers attached to a commpn network. "
DEFVAL { 10 }
c:={ ospflfEntry 9 }

ospfl f Rt rDeadl nterval OBJECT- TYPE

SYNTAX Posi ti vel nt eger
UNI TS "seconds”

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds that a router’s Hell o packets have
not been seen before its neighbors declare the router down.

This should be sone multiple of the Hello interval. This
val ue nust be the sane for all routers attached to a common
net wor k. "

DEFVAL { 40 }
::={ ospflfEntry 10 }

ospflfPolllnterval OBJECT- TYPE

SYNTAX Posi ti vel nt eger

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The larger tine interval, in seconds, between the Hello
packets sent to an inactive non-broadcast nulti-access
nei ghbor . "

DEFVAL { 120 }
o= { ospflfEntry 11 }

ospflfState OBJECT- TYPE
SYNTAX | NTEGER {
down (1),
| oopback (2),
waiting (3),
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poi nt ToPoi nt (4),

desi gnat edRout er (5),
backupDesi gnat edRout er (6),
ot her Desi gnat edRout er (7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The OSPF Interface State."
DEFVAL { down }
c:={ ospflfEntry 12 }

ospf | f Desi gnat edRout er OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The I P address of the designated router."
DEFVAL { ' 00000000°H} -- 0.0.0.0
c:={ ospflfEntry 13 }

ospf | f BackupDesi gnat edRout er OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The | P address of the backup designated
router.”

DEFVAL { ' 00000000'H} -- 0.0.0.0

o= { ospflfEntry 14 }

ospfl fEvents OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of times this OSPF interface has
changed its state or an error has occurred.

Di scontinuities in the value of this counter can occur

at re-initialization of the nanagement system and at other

times as indicated by the val ue of ospfDiscontinuityTinme."
c:={ ospflfEntry 15 }

ospf | f Aut hKey OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..256))
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON

"The cl eartext password used as an OSPF

aut henti cati on key when si npl ePassword security
is enabled. This object does not access any OSPF
cryptogaphic (e.g., MD5) authentication key under
any circunstance.

If the key length is shorter than 8 octets, the
agent will left adjust and zero fill to 8 octets.

Unaut henticated interfaces need no authentication
key, and sinple password authentication cannot use
a key of nore than 8 octets.

Note that the use of sinplePassword authentication
is NOT recomrended when there is concern regarding
attack upon the OSPF system Sinpl ePassword
authentication is only sufficient to protect against
acci dental msconfigurations because it re-uses

cl eartext passwords [ RFC1704].

VWen read, ospflfAuthKey al ways returns an octet
string of length zero."

REFERENCE

"OSPF Version 2, Section 9 The Interface Data
Structure"

DEFVAL { ' 0000000000000000'H } -- 0.0.0.0.0.0.0.0

={ ospflfEntry 16 }

ospflfStatus OBIJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction

The value of this object has no effect on

whet her other objects in this conceptual row can be
nmodi fied. "
= { ospflfEntry 17 }

ospf I f Ml ti cast Forwar di ng OBJECT- TYPE

SYNTAX | NTEGER {
bl ocked (1), -- no multicast forwarding
multicast (2), -- using multicast address

Gl ecki ,

uni cast (3) -- to each OSPF nei ghbor
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}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The way nmulticasts should be forwarded on this
interface: not forwarded, forwarded as data
link multicasts, or forwarded as data |ink
uni casts. Data link multicasting is not
nmeani ngf ul on point-to-point and NBMA interfaces,
and setting ospfMilticastForwarding to O effectively
di sables all multicast forwarding."
DEFVAL { bl ocked }
o= { ospflfEntry 18 }

ospf | f Demand OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cat es whet her Demand OSPF procedures (hello
suppression to FULL nei ghbors and setting the
DoNot Age fl ag on propagated LSAs) should be
performed on this interface.”

DEFVAL { false }

o= { ospflfEntry 19 }

ospf | f Aut hType OBJECT- TYPE

SYNTAX Gspf Aut hent i cati onType
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The aut hentication type specified for an interface.

Note that this object can be used to engage
in significant attacks against an OSPF router.”

REFERENCE
"OSPF Version 2, Appendix D Authentication"
DEFVAL { none } -- no authentication, by default

c:={ ospflfEntry 20 }

ospf | fLsaCount OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of link-local |ink state advertisenents
inthis interface’s link-local |ink state database."

c:={ ospflfEntry 21 }
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ospf | fLsaCksunSum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-hbit unsigned sumof the Link State

Advertisenents’ LS checksunms contained in this

interface’s link-local link state database.

The sum can be used to determne if there has

been a change in the interface’s link state

dat abase and to compare the interface link state

dat abase of routers attached to the sane subnet."”
c:={ ospflfEntry 22 }

ospf | f Desi gnat edRout er I d OBJECT- TYPE

SYNTAX Router|I D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Router ID of the designated router."
c:={ ospflfEntry 23}

ospf | f BackupDesi gnat edRout er 1 d OBJECT- TYPE

SYNTAX Router|I D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Router ID of the backup designated router."

c:={ ospflfEntry 24 }
-- GOSPF Interface Metric Tabl e

ospflfMetricTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GspflfMetricEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The Metric Table describes the metrics to be advertised
for a specified interface at the various types of service.
As such, this table is an adjunct of the OSPF Interface

Tabl e.

Types of service, as defined by RFC 791, have the ability

to request | ow delay, high bandwi dth,

For the purposes of this specification,

bandw dt h:
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Metric = referenceBandwi dth / if Speed

is the default val ue.

The default reference bandwi dth is 1078.

For multiple link interfaces, note that ifSpeed is the sum
of the individual link speeds. This yields a nunber having
the follow ng typical val ues:

Net wor k Type/bit rate Metric

>= 100 MBPS 1
Et her net/ 802. 3 10
El 48
T1 (ESF) 65
64 KBPS 1562
56 KBPS 1785
19. 2 KBPS 5208
9.6 KBPS 10416

Routes that are not specified use the default
(TCsS 0) nmetric.

Note that the default reference bandw dth can be configured

usi ng the general group object ospfReferenceBandw dth."
REFERENCE

"OSPF Version 2, Appendix C 3 Router interface

par anet er s"

1= { ospf 8}

ospflfMetricEntry OBJECT- TYPE
SYNTAX CspflfMetricEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A particular TOS netric for a non-virtual interface
identified by the interface index.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
storage."
REFERENCE
"OSPF Version 2, Appendix C 3 Router interface
paraneters”
| NDEX { ospflfMetricl pAddress,
ospflfMetricAddressLesslf,
ospflfMetricTOS }
c:={ ospflfMetricTable 1}
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CspflfMetricEntry ::=
SEQUENCE {
ospflfMetricl pAddress
| pAddr ess,
ospflfMetricAddressLessl!f
I nt erfacel ndexOr Zer o,
ospflfMetricTCS
TOSType,
ospflfMetricVal ue
Metric,
ospflfMetricStatus
RowsSt at us
}

ospflfMetricl pAddress OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"The I P address of this OSPF interface. On row
creation, this can be derived fromthe instance."

c:={ ospflfMetricEntry 1}

ospflfMetri cAddressLesslf OBJECT- TYPE

SYNTAX | nterfacel ndexOr Zero

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"For the purpose of easing the instancing of

addr essed and addressl ess interfaces; this

vari abl e takes the value 0 on interfaces with

| P addresses and the val ue of iflndex for

interfaces having no I P address. On row

creation, this can be derived fromthe instance."”
o= { ospflfMetricEntry 2 }

ospflfMetricTOS OBJECT- TYPE

SYNTAX TOSType

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"The Type of Service netric being referenced.
On row creation, this can be derived fromthe
i nst ance. "

.= { ospflfMetricEntry 3 }
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ospflfMetricVal ue OBJECT- TYPE

SYNTAX Metric

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The metric of using this Type of Service on
this interface. The default value of the TGS 0
metric is 1078 / if Speed."

c:={ ospflfMetricEntry 4}

ospflfMetricStatus OBIECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permits managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied."
c:={ ospflfMetricEntry 5 }
-- OSPF Virtual Interface Table

ospfVirtlfTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GspfVirtlfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I nformation about this router’s virtual interfaces

that the OSPF Process is configured to carry on."
REFERENCE

"OSPF Version 2, Appendix C. 4 Virtual link

paraneters”

.= { ospf 9}
ospfVirtlfEntry OBJECT- TYPE

SYNTAX GspfVirtlfEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"“I'nformati on about a single virtual interface.

2006

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-vol atile

storage."
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I NDEX { ospfVirtlfAreald, ospfVirtlfNeighbor }
o= { ospfVvirtifTable 1}

GspfVirtlfEntry ::=
SEQUENCE {
ospfVirtlfAreald
Ar eal D,
ospfVirtlfNei ghbor
Rout er | D,
ospfVirtlfTransitDel ay
UpToMaxAge,
ospfVirtlfRetranslnterval
UpToMaxAge,
ospfVirtlfHellolnterval
Hel | oRange,
ospfVirtlf Rt rDeadl nterval
Posi ti vel nt eger,
ospfVirtlifState
| NTECER,
ospfVirtlfEvents
Count er 32,
ospf Vi rt | f Aut hKey
OCTET STRI NG,
ospfVirtlfStatus
RowSt at us,
ospfVirtlfAuthType
Gspf Aut hent i cati onType,
ospfVirtlfLsaCount
Gauge32,
ospfVirtlfLsaCksunSum
Unsi gned32
}

ospfVirtlfAreald OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index
STATUS current
DESCRI PTI ON
"The transit area that the virtual link
traverses. By definition, this is not 0.0.0.0."
o= { ospfVirtlifEntry 1}

ospfVirtlfNei ghbor OBJECT- TYPE

SYNTAX Rout er | D

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current
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DESCRI PTI ON
"The Router I D of the virtua
ci={ ospfVirtlfEntry 2}

nei ghbor . "

ospfVirtlfTransitDel ay OBJECT- TYPE

SYNTAX UpToMaxAge
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The estinated number of seconds it takes to
transmt a Link State update packet over this
interface. Note that the m ninmal val ue SHOULD be
1 second."

DEFVAL { 1}

c:={ ospfVirtlifEntry 3}

ospfVirtlfRetranslnterva

SYNTAX

UNI TS

MAX- ACCESS

STATUS

DESCRI PTI ON
"The nunber of seconds between link state
avertisenment retransnissions, for adjacencies
bel onging to this interface. This value is
al so used when retransmitting database
description and Link State request packets.
val ue should be well over the expected
round-trip tine. Note that the mnim

OBJECT- TYPE
UpToMaxAge
"seconds”
read-create

current

Thi s

val ue SHOULD be

1 second. "
DEFVAL { 5}
c:={ ospfVirtlifEntry 4}

ospfVirtlfHellolnterval OBJECT- TYPE

SYNTAX Hel | oRange
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The length of tine, in seconds, between the
Hel | o packets that the router sends on the
interface. This value nust be the same for the
vi rtual neighbor."

DEFVAL { 10 }

c:={ ospfVirtlifEntry 5}

ospfVirtlfRtrDeadl nterval OBJECT- TYPE
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SYNTAX Posi ti vel nt eger
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds that a router’s Hello
packets have not been seen before its
nei ghbors declare the router down. This should be
some multiple of the Hello interval. This
val ue nust be the sanme for the virtual neighbor."
DEFVAL { 60 }
o= { ospfVirtlifEntry 6 }

ospfVirtlfState OBJECT- TYPE
SYNTAX | NTEGER {
down (1), -- these use the sanme encodi ng
poi nt ToPoint (4) -- as the ospflfTable

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"OSPF virtual interface states."
DEFVAL { down }
o= { ospfVirtlifEntry 7 }

ospfVirtlfEvents OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of state changes or error events on
this virtual Iink.

Di scontinuities in the value of this counter can occur

2006

at re-initialization of the nanagement system and at other

times as indicated by the val ue of ospfDiscontinuityTinme."
o= { ospfVirtifEntry 8 }

ospfVirtlfAut hKey OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(O. . 256))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The cl eartext password used as an OSPF

aut henti cati on key when si npl ePassword security
is enabled. This object does not access any OSPF
cryptogaphic (e.g., MD5) authentication key under
any circunstance.
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If the key length is shorter than 8 octets, the
agent will left adjust and zero fill to 8 octets.

Unaut henticated interfaces need no authentication
key, and sinple password authentication cannot use
a key of nore than 8 octets.

Note that the use of sinplePassword authentication

i s NOT recommended when there is concern regarding
attack upon the OSPF system Sinpl ePassword
authentication is only sufficient to protect against
acci dental msconfigurations because it re-uses

cl eartext passwords. [RFCL704]

When read, ospflfAuthKey al ways returns an octet
string of length zero."
REFERENCE
"OSPF Version 2, Section 9 The Interface Data
Structure”
DEFVAL { ' 0000000000000000'H } -- 0.0.0.0.0.0.0.0
ci={ ospfVirtlfEntry 9 }

ospfVirtlfStatus OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permits managenent of the table by
facilitating actions such as row creation
construction, and destruction

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied."

c:={ ospfVirtlfEntry 10 }

ospfVirtlfAuthType OBJECT- TYPE

SYNTAX Gspf Aut henti cati onType
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The authentication type specified for a virtual interface.

Note that this object can be used to engage
in significant attacks against an OSPF router."

REFERENCE
"OSPF Version 2, Appendix E Authentication”
DEFVAL { none } -- no authentication, by default
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o= { ospfVirtlifEntry 11 }

ospfVirtlfLsaCount OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of link-local |ink state adverti senents
inthis virtual interface’s link-local |ink state database."”

ci={ ospfVirtlifEntry 12 }

ospfVirtlfLsaCksunSum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned sumof the link state
advertisenments’ LS checksuns contained in this
virtual interface’'s link-local link state database.
The sum can be used to deternmine if there has
been a change in the virtual interface’s link state
dat abase, and to conpare the virtual interface
link state database of the virtual neighbors.™

o= { ospfVirtlfEntry 13 }

-- OSPF Nei ghbor Tabl e

ospf Nor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospf NorEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e describing all non-virtual neighbors
inthe locality of the OSPF router."

REFERENCE
"OSPF Version 2, Section 10 The Nei ghbor Data
Structure”

::={ ospf 10 }

ospf Nor Entry OBJECT- TYPE

SYNTAX Gspf Nor Entry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The i nformati on regarding a single neighbor

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
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storage."
REFERENCE
"OSPF Version 2, Section 10 The Nei ghbor Data
Structure"
| NDEX { ospf Norl pAddr, ospfNor AddressLessl ndex }
;.= { ospfNbrTable 1 }

Cspf NbrEntry ::=
SEQUENCE {

ospf Nor | pAddr
| pAddr ess,

ospf Nor Addr essLessl| ndex
I nterfacel ndexOr Zer o,

ospfNorRtr 1 d
Rout er | D,

ospf Nor Opt i ons
I nt eger 32,

ospfNorPriority
Desi gnat edRout erPriority,

ospf Nbr St at e
| NTECER,

ospf Nor Event s
Count er 32,

ospf Nor LsRet ransQLen
Gauge32,

ospf NomaNbr St at us
RowSt at us,

ospf NormmaNbr Per manence
| NTECER,

ospf Nor Hel | oSuppr essed
Tr ut hVval ue,

ospf Nor Rest art Hel per St at us
| NTECER,

ospf Nor Rest art Hel per Age
Unsi gned32,

ospf Nbr Rest art Hel per Exi t Reason
| NTEGER

}

ospf Nor | pAddr OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index
STATUS current
DESCRI PTI ON
"The I P address this neighbor is using inits
| P source address. Note that, on addressless
links, this will not be 0.0.0.0 but the
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address of another of the neighbor’'s interfaces."
::={ ospfNorEntry 1}

ospf Nor Addr essLessl ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS read-only -- read-only since originally an
-- SMv1l index

STATUS current

DESCRI PTI ON

"On an interface having an | P address, zero.
On addressless interfaces, the corresponding
value of iflndex in the Internet Standard M B.
On row creation, this can be derived fromthe
i nstance. "

::={ ospfNorEntry 2}

ospfNorRtr1d OBJECT- TYPE

SYNTAX Router|I D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A 32-bit integer (represented as a type
| pAddress) uniquely identifying the nei ghboring
router in the Autononous System"

DEFVAL { ' 00000000'H } -- 0.0.0.0

::={ ospfNorEntry 3}

ospf Nor Opti ons OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A bit mask corresponding to the nei ghbor’s
options field.

Bit O, if set, indicates that the systemwil|
operate on Type of Service nmetrics other than
TOS 0. If zero, the neighbor will ignore all
netrics except the TOS O netric.

Bit 1, if set, indicates that the associ ated
area accepts and operates on external
information; if zero, it is a stub area.

Bit 2, if set, indicates that the systemis

capabl e of routing IP multicast datagranms, that is
that it inmplenents the nmulticast extensions to
OSPF.
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Bit 3, if set, indicates that the associated
area i s an NSSA. These areas are capabl e of

carrying type-7 external advertisenments, which

Decenmber 2006

are translated into type-5 external advertisements

at NSSA borders."
REFERENCE

"OSPF Version 2, Section 12.1.2 Options"
DEFVAL { 0}
::={ ospfNorEntry 4}

ospf NorPriority OBJECT- TYPE

SYNTAX Desi gnat edRout erPriority
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The priority of this neighbor in the designated
router election algorithm The value O signifies

that the neighbor is not eligible to becone

the designated router on this particular network."

DEFVAL { 1}
::={ ospfNbrEntry 5 }

ospf Nor St at e OBJECT- TYPE
SYNTAX | NTEGER {

down (1),
attenpt (2),
init (3),
twoVay (4),
exchangeStart (5),
exchange (6),

| oadi ng (7),

full (8)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The state of the relationship with this neighbor."

REFERENCE

"OSPF Version 2, Section 10.1 Nei ghbor States"

DEFVAL { down }
;.= { ospfNbrEntry 6 }

ospf Nor Event s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
Gal ecki, et al. St andards Track
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"The nunber of tines this neighbor relationship
has changed state or an error has occurred.

Di scontinuities in the value of this counter can occur

at re-initialization of the nanagement system and at other

times as indicated by the val ue of ospfDiscontinuityTinme."
.= { ospfNbrEntry 7 }

ospf Nbr LsRetransQ.en OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current | ength of the retransni ssion
gueue. "

::={ ospfNbrEntry 8 }

ospf NormaNbr St at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The value of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied."

.= { ospfNbrEntry 9 }

ospf NormaNor Per manence OBJECT- TYPE

SYNTAX | NTEGER {
dynam c (1), -- learned through protocol
per manent (2) -- configured address
}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This variable displays the status of the entry;
"dynam ¢’ and ’'permanent’ refer to how the nei ghbor
became known. "

DEFVAL { permanent }

::={ ospfNorEntry 10 }

ospf Nbr Hel | oSuppr essed OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"I ndi cat es whether Hell os are bei ng suppressed
to the neighbor."

c:={ ospfNbrEntry 11 }

ospf Nor Rest art Hel per St at us OBJECT- TYPE

SYNTAX | NTEGER { notHel ping (1),
hel pi ng (2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates whether the router is acting
as a graceful restart hel per for the neighbor."
c:={ ospfNbrEntry 12 }

ospf Nor Rest art Hel per Age OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Remaining tinme in current OSPF graceful restart
interval, if the router is acting as a restart

hel per for the neighbor."
::={ ospfNorEntry 13 }

ospf Nor Rest art Hel per Exi t Reason OBJECT- TYPE

SYNTAX | NTEGER { none (1), -- not attenpted

i nProgress (2), -- restart in
-- progress

conpl eted (3), -- successfully
-- compl et ed

ti medQut (4), -- timed out

t opol ogyChanged (5) -- aborted due to
-- topol ogy
-- change.

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Describes the outcone of the |ast attenpt at acting
as a graceful restart hel per for the neighbor."
c:={ ospfNorEntry 14 }

-- OSPF Virtual Neighbor Table
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ospf Vi rt Nor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GspfVirtNorEntry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON
"This table describes all virtual neighbors.
Since virtual links are configured
inthe Virtual Interface Table, this table is read-only."
REFERENCE
"OSPF Version 2, Section 15 Virtual Links"
o= { ospf 11}
ospfVirt NorEntry OBJECT- TYPE
SYNTAX CspfVirt NorEntry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"Virtual neighbor information."
| NDEX { ospfVirtNorArea, ospfVirtNorRtrid }
c:={ ospfVirtNorTable 1 }

GspfVirtNorEntry :: =
SEQUENCE {

ospf Vi rt Nor Ar ea
Ar eal D,

ospfVirtNorRtrid
Rout er | D,

ospf Vi rt Nor | pAddr
| pAddr ess,

ospf Vi rt Nor Opti ons
I nt eger 32,

ospfVirtNor State
| NTECER,

ospf Vi rt Nbr Event s
Count er 32,

ospfVirt NorLsRet ransQLen
Gauge32,

ospf Vi rt Nor Hel | oSuppr essed
Tr ut hVal ue,

ospf Vi rt Nor Rest ar t Hel per St at us
| NTECER,

ospf Vi rt Nbr Rest ar t Hel per Age
Unsi gned32,

ospf Vi rt Nor Rest ar t Hel per Exi t Reason
| NTEGER

}

ospf Vi rt Nor Area OBJECT- TYPE

2006
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SYNTAX Areal D

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"The Transit Area ldentifier."
o= { ospfVirtNorEntry 1 }

ospfVirt NorRtrid OBJECT- TYPE

SYNTAX Router| D

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON

"A 32-bit integer uniquely identifying the
nei ghboring router in the Autonomous System"
c:={ ospfVirtNorEntry 2 }

ospf Vi rt Nor | pAddr OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The I P address this virtual neighbor is using."
o= { ospfVirtNorEntry 3 }

ospf Vi rt Nor Opti ons OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A bit mask corresponding to the neighbor’s
options field.

Bit 1, if set, indicates that the systemwl|
operate on Type of Service nmetrics other than
TOS 0. If zero, the neighbor will ignore all
netrics except the TOS O netric.

Bit 2, if set, indicates that the systemis
network multicast capable, i.e., that it
i mpl enents OSPF mul ticast routing."”

o= { ospfVirtNorEntry 4 }

ospfVirt Nor State OBJECT- TYPE
SYNTAX | NTEGER {
down (1),
attenpt (2),
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init (3),
twoay (4),
exchangeStart (5),
exchange (6),
| oadi ng (7),
full (8)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The state of the virtua
c:={ ospfVirtNorEntry 5 }

nei ghbor

ospfVirt Nor Event s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of times this virtual |ink has
changed its state or an error has occurred.

rel ati onship."

Decenmber 2006

Di scontinuities in the value of this counter can occur
at re-initialization of the nanagement system and at other
times as indicated by the val ue of ospfDiscontinuityTinme."

o= { ospfVirtNorEntry 6 }

ospfVirt NbrLsRet ransQ.en OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current |ength of the retransni ssion
gueue. "

c:={ ospfVirtNorEntry 7 }

ospf Vi rt Nor Hel | oSuppr essed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cat es whether Hell os are bei ng suppressed
to the neighbor."
o= { ospfVirtNorEntry 8 }

ospf Vi rt Nbr Rest art Hel per St at us OBJECT- TYPE

SYNTAX | NTEGER { not Hel ping (1),
hel pi ng (2)
Gal ecki, et al. St andards Track
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cates whether the router is acting
as a graceful restart hel per for the neighbor."
o= { ospfVirtNorEntry 9 }

ospf Vi rt Nor Rest art Hel per Age OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Rermai ning time in current OSPF graceful restart
interval, if the router is acting as a restart

hel per for the neighbor."
c:={ ospfVirtNorEntry 10 }

ospf Vi rt Nor Rest ar t Hel per Exi t Reason OBJECT- TYPE

SYNTAX | NTEGER { none (1), -- not attenpted

i nProgress (2), -- restart in
-- progress

conpl eted (3), -- successfully
-- conpl et ed

ti medQut (4), -- timed out

t opol ogyChanged (5) -- aborted due to
-- topol ogy
-- change.

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Descri bes the outcome of the l|ast attenpt at acting
as a graceful restart hel per for the neighbor."
c:={ ospfVirtNorEntry 11 }

-- OBPF Link State Dat abase, Externa

ospf Ext LsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospf ExtLsdbEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The OSPF Process’s external LSA link state database.
This table is identical to the OSPF LSDB Tabl e

in format, but contains only external link state
advertisenents. The purpose is to allow externa
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LSAs to be displayed once for the router rather
than once in each non-stub area.

Note that external LSAs are also in the AS-scope link state

dat abase. "
REFERENCE
"OSPF Version 2, Section 12 Link State Advertisenments”
c:={ ospf 12}
ospf Ext LsdbEntry OBJECT- TYPE
SYNTAX Gspf Ext LsdbEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"Asingle link state adverti senent."
| NDEX { ospf Ext LsdbType, ospf ExtLsdblLsi d, ospfExtLsdbRouterld }
::= { ospfExtLsdbTable 1 }

Gspf Ext LsdbEntry :: =
SEQUENCE {

ospf Ext LsdbType
| NTEGER

ospf Ext LsdbLsi d
| pAddr ess,

ospf Ext LsdbRouter i d
Rout er | D

ospf Ext LsdbSequence
I nt eger 32,

ospf Ext LsdbAge
I nt eger 32,

ospf Ext LsdbChecksum
I nt eger 32,

ospf Ext LsdbAdverti senent
OCTET STRI NG

}
ospf Ext LsdbType OBJECT- TYPE
SYNTAX | NTEGER {

asExt er nal Li nk (5)

}
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index
STATUS depr ecat ed
DESCRI PTI ON
"The type of the link state advertisenent.
Each link state type has a separate advertisenent
format."
REFERENCE

Gal ecki, et al. St andards Track [ Page 63]



RFC 4750 OSPFv2 M B Decenber 2006
"OSPF Version 2, Appendix A 4.1 The Link State
Adverti senment header"
::= { ospfExtLsdbEntry 1 }

ospf Ext LsdbLsi d OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS depr ecat ed

DESCRI PTI ON

"The Link State IDis an LS Type Specific field

containing either a Router ID or an |IP address;

it identifies the piece of the routing domain

that is being described by the advertisenent."
REFERENCE

"OSPF Version 2, Section 12.1.4 Link State ID'
.= { ospfExtLsdbEntry 2 }

ospf Ext LsdbRout er I d OBJECT- TYPE

SYNTAX Router| D

MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS depr ecat ed

DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononmous System "
REFERENCE

"OSPF Version 2, Appendix C.1 d obal paraneters”
.= { ospfExtLsdbEntry 3 }

ospf Ext LsdbSequence OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The sequence nunber field is a signed 32-bit
integer. It starts with the value '80000001 h,
or -'7FFFFFFF' h, and increnents until ' 7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.
It is used to detect old and duplicate link state
advertisenents. The space of sequence nunbers is linearly
ordered. The larger the sequence nunber, the nore recent
t he advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
nunber "
.. = { ospfExtLsdbEntry 4 }
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ospf Ext LsdbAge OBJECT- TYPE
SYNTAX I nteger32 -- Shoul d be 0..MxAge, except when
-- doNot Age bit is set

UNI TS "seconds"

MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"This field is the age of the link state
advertisenent in seconds."
REFERENCE
"OSPF Version 2, Section 12.1.1 LS age”
.= { ospfExtLsdbEntry 5 }

ospf Ext LsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"This field is the checksum of the conpl ete
contents of the advertisenment, excepting the
age field. The age field is excepted so that
an adverti senent’s age can be increnented
wi t hout updating the checksum The checksum
used is the sanme that is used for |SO
connectionl ess datagrans; it is commonly referred
to as the Fletcher checksum"
REFERENCE
"OSPF Version 2, Section 12.1.7 LS checksunt
::= { ospfExtLsdbEntry 6 }

ospf Ext LsdbAdverti senent OBJECT- TYPE

SYNTAX OCTET STRI NG ( Sl ZE(36))

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The entire link state advertisenment, including
its header."

REFERENCE

"OSPF Version 2, Section 12 Link State
Adverti sement s"
::= { ospfExtLsdbEntry 7 }
OSPF Use of the CIDR Route Table

ospf Rout eGr oup OBJECT IDENTIFIER ::= { ospf 13}

2006

The I P Forwardi ng Tabl e defines a nunmber of objects for use by

the routing protocol to externalize its infornmation. Most of
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-- the variabl es (ipForwardDest, ipForwardMask, ipForwardPolicy,
- - i pForwar dNext Hop, i pForwardl flndex, ipForwardType,

-- i pForwar dProt o, i pForwardAge, and i pForwardNext HOpAS) are

-- defined there.

- - Those that | eave sone discretion are defined here.
-- i pG drRouteProto i s, of course, ospf (13).

-- i pC dr RouteAge is the time since the route was first

-- cal cul ated, as opposed to the tinme since the last SPF run.

-- i pCG drRoutelnfo is an OBJECT I DENTIFIER for use by the routing
-- protocol. The follow ng values shall be found there dependi ng
-- on the way the route was cal cul at ed.

ospflntraArea OBJECT | DENTI FI ER : :
ospflnterArea OBJECT | DENTI FI ER : :
ospf Ext ernal Typel OBJECT | DENTIFIER ::
ospf Ext ernal Type2 OBJECT | DENTI FI ER ::

ospf RouteGoup 1 }
ospf RouteG oup 2 }
ospf RouteG oup 3 }
ospf RouteG oup 4 }

oI
B e e e

-- i pC drRouteMetricl is, by definition, the primary routing

- - metric. Therefore, it should be the nmetric that route

-- sel ection is based on. For intra-area and inter-area routes,
-- it is an OSPF netric. For External Type 1 (conparable val ue)
-- routes, it is an OSPF netric plus the External Metric. For
-- external Type 2 (non-conparable value) routes, it is the

-- external netric.

-- i pC drRouteMetric2 is, by definition, a secondary routing

-- metric. Therefore, it should be the nmetric that breaks a tie
-- among routes having equal nmetricl values and the sane

-- calculation rule. For intra-area, inter-area routes, and

-- External Type 1 (conparable value) routes, it is unused. For
-- External Type 2 (non-conparable value) routes, it is the netric
-- to the AS border router.

-- i pG dr RouteMetric3, ipC drRouteMetric4, and ipGCi drRouteMetrich
-- are unused.

-- The OSPF Area Aggregate Tabl e

-- This table replaces the OSPF Area Sunmary Tabl e, being an
-- extension of that for CIDR routers.

ospf Ar eaAggr egat eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf AreaAggregateEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The Area Aggregate Table acts as an adjunct
to the Area Table. It describes those address aggregates

that are configured to be propagated from an area.
Its purpose is to reduce the amount of information
that is known beyond an Area’ s borders.

It contains a set of |IP address ranges

specified by an | P address/I P network mask pair
For exanple, a class B address range of X X X X
with a network mask of 255.255.0.0 includes all IP
addresses from X X. 0.0 to X X 255. 255.

Note that if ranges are configured such that one range
subsunmes anot her range (e.g., 10.0.0.0 mask 255.0.0.0
and 10.1.0.0 mask 255.255.0.0),
the nmost specific match is the preferred one.™
REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters”
c:={ ospf 14}

ospf Ar eaAggr egat eEntry OBJECT- TYPE
SYNTAX  Ospf AreaAggregat eEntry
MAX- ACCESS not-accessi bl e
STATUS  current
DESCRI PTI ON
"A single area aggregate entry.

Information in this table is persistent and when this object
is witten the entity SHOULD save the change to non-volatile
storage."

REFERENCE
"OSPF Version 2, Appendix C 2 Area paraneters”

| NDEX { ospf AreaAggregat eAreal D, ospf AreaAggr egat eLsdbType
ospf Ar eaAggr egat eNet, ospf AreaAggr egat eMask }

.= { ospfAreaAggregateTable 1 }

Cspf AreaAggregat eEntry :: =
SEQUENCE {

ospf Ar eaAggr egat eAreal D
Ar eal D,

ospf Ar eaAggr egat eLsdbType
| NTEGER

ospf Ar eaAggr egat eNet
| pAddr ess,

ospf Ar eaAggr egat eMask
| pAddr ess,

ospf Ar eaAggr egat eSt at us
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RowSt at us,
ospf Ar eaAggr egat eEf f ect
| NTEGER
ospf Ar eaAggr egat eExt Rout eTag
Unsi gned32
}
ospf Ar eaAggr egat eAr eal D OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index
STATUS current
DESCRI PTI ON
"The area within which the address aggregate is to be
found. "
REFERENCE

"OSPF Version 2, Appendix C 2 Area paraneters”
.= { ospfAreaAggregateEntry 1 }

ospf Ar eaAggr egat eLsdbType OBJECT- TYPE
SYNTAX | NTEGER {
summar yLi nk (3),
nssaExt er nal Li nk (7)

}
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"The type of the address aggregate. This field
specifies the Lsdb type that this address
aggregate applies to."

REFERENCE
"OSPF Version 2, Appendix A 4.1 The Link State
Adverti sement header"

::= { ospfAreaAggregateEntry 2 }

ospf Ar eaAggr egat eNet OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"The | P address of the net or subnet indicated
by the range."

REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"

::= { ospfAreaAggregateEntry 3 }
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ospf Ar eaAggr egat eMask OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"The subnet nask that pertains to the net or
subnet . "

REFERENCE

"OSPF Version 2, Appendix C. 2 Area paraneters"
::= { ospfAreaAggregateEntry 4 }

ospf Ar eaAggr egat eSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts nmanagenent of the table by
facilitating actions such as row creati on,
construction, and destruction

The value of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied. "

.= { ospfAreaAggregateEntry 5 }

ospf Ar eaAggr egat eEf f ect OBJECT- TYPE
SYNTAX | NTEGER {
advertiseMatching (1),
doNot Adverti seMat ching (2)

}
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"Subnets subsumed by ranges either trigger the
advertisenent of the indicated aggregate
(advertiseMatching) or result in the subnet’s not
bei ng advertised at all outside the area."

DEFVAL { advertiseMatching }

::= { ospfAreaAggregateEntry 6 }

ospf Ar eaAggr egat eExt Rout eTag OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"External route tag to be included in NSSA (type-7)
LSAs. "
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DEFVAL { 0 }
;.= { ospfAreaAggregateEntry 7 }

-- OSPF Link State Database, |ink-local for non-virtual |inks

ospf Local LsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf Local LsdbEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The OSPF Process’s |link-local |ink state database
for non-virtual |inks.

This table is identical to the OSPF LSDB Tabl e
in format, but contains only link-local Link State
Advertisements for non-virtual links. The purpose is
to allow link-1ocal LSAs to be displayed for each
non-virtual interface. This table is inplenented to
support type-9 LSAs that are defined
in ' The OSPF Opaque LSA Option’."

REFERENCE
"OSPF Version 2, Section 12 Link State Advertisenents
and The OSPF Qpaque LSA Option”

o= { ospf 17 }

ospf Local LsdbEnt ry OBJECT- TYPE
SYNTAX GCspf Local LsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Asingle link state adverti senent."
| NDEX { ospfLocal Lsdbl pAddress, ospflLocal LsdbAddressLesslf,
ospf Local LsdbType, ospfLocal LsdbLsi d, ospflLocal LsdbRouterld

::= { ospflLocal LsdbTable 1 }

Gspf Local LsdbEntry :: =
SEQUENCE {

ospf Local Lsdbl pAddr ess
| pAddr ess,

ospf Local LsdbAddr essLesslI f
I nt erfacel ndexOr Zer o,

ospf Local LsdbType
| NTEGER

ospf Local LsdbLsi d
| pAddr ess,

ospf Local LsdbRouterld
Rout er | D
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ospf Local LsdbSequence
I nt eger 32,
ospf Local LsdbAge
I nt eger 32,
ospf Local LsdbChecksum
I nt eger 32,
ospf Local LsdbAdverti senent
OCTET STRI NG

}
ospf Local Lsdbl pAddress OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The | P address of the interface from
which the LSA was received if the interface is
nunmber ed. "
REFERENCE
"OSPF Version 2, Appendix C. 3 Interface paraneters”
::= { ospflLocal LsdbEntry 1 }

ospf Local LsdbAddr essLessl f OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The interface index of the interface from
which the LSA was received if the interface is
unnunber ed. "
REFERENCE
"OSPF Version 2, Appendix C 3 Interface paraneters”
::= { ospflLocal LsdbEntry 2 }

ospf Local LsdbType OBJECT- TYPE

SYNTAX | NTEGER { | ocal OpaqueLink (9) }
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of the link state advertisenent.
Each link state type has a separate
advertisement format."

REFERENCE
"OSPF Version 2, Appendix A 4.1 The Link State
Adverti senent header”

::= { ospflLocal LsdbEntry 3 }

ospf Local LsdbLsi d OBJECT- TYPE
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SYNTAX | pAddr ess

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Link State IDis an LS Type Specific field
containing a 32-bit identifier in |IP address format;
it identifies the piece of the routing donain
that is being described by the advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.4 Link State ID'
::= { ospflLocal LsdbEntry 4 }

ospf Local LsdbRout erl d OBJECT- TYPE

SYNTAX Router|I D

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononmous System "
REFERENCE

"OSPF Version 2, Appendix C 1 dobal paraneters”
::= { ospflLocal LsdbEntry 5 }

ospf Local LsdbSequence OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The sequence nunber field is a signed 32-bit
integer. It starts with the value '80000001 h,
or -' 7FFFFFFF h, and increments until ’7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.
It is used to detect old and duplicate link state
advertisenents. The space of sequence nunbers is linearly
ordered. The larger the sequence nunber, the nore recent
t he advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
nunber "
::= { ospflLocal LsdbEntry 6 }

ospf Local LsdbAge OBJECT- TYPE
SYNTAX I nteger32 -- Shoul d be 0..MuxAge, except when
-- doNot Age bit is set

UNI TS "seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"This field is the age of the link state
advertisenment in seconds."
REFERENCE
"OSPF Version 2, Section 12.1.1 LS age"
::= { ospflLocal LsdbEntry 7 }

ospf Local LsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conpl ete
contents of the advertisenent, excepting the
age field. The age field is excepted so that
an advertisenent’s age can be increnented
wi t hout updating the checksum The checksum
used is the same that is used for 1SO
connectionl ess datagrans; it is commonly referred
to as the Fletcher checksum"
REFERENCE
"OSPF Version 2, Section 12.1.7 LS checksunt
::= { ospflLocal LsdbEntry 8 }

ospf Local LsdbAdverti senent OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenent, including
its header.

Note that for variable | ength LSAs, SNWP agents

may not be able to return the largest string size."
REFERENCE

"OSPF Version 2, Section 12 Link State

Adverti senents"
.= { ospflLocal LsdbEntry 9 }

-- OSPF Link State Database, |ink-local for virtual Links

ospfVirtLocal LsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GspfVirtLocal LsdbEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The OSPF Process’'s |link-local |ink state database
for virtual |inks.
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This table is identical to the OSPF LSDB Tabl e

in format, but contains only link-local Link State
Advertisements for virtual links. The purpose is to

2006

allow link-local LSAs to be displayed for each virtual
interface. This table is inplenented to support type-9 LSAs

that are defined in ' The OSPF OQpaque LSA Option’."
REFERENCE

"OSPF Version 2, Section 12 Link State

Advertisenents and The OSPF Opaque LSA Option"

o= { ospf 18 }

ospfVirtLocal LsdbEntry OBJECT- TYPE
SYNTAX GCspfVirtLocal LsdbEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A single link state advertisenent."”
| NDEX { ospfVirtLocal LsdbTransitArea,

ospf Vi rt Local LsdbNei ghbor,

ospfVirtLocal LsdbType,

ospfVirtLocal LsdbLsi d,

ospfVirtLocal LsdbRouterld

}
.= { ospfVirtLocal LsdbTable 1 }

Cspf Virt Local LsdbEntry :: =
SEQUENCE {

ospfVirtLocal LsdbTransit Area
Ar eal D,

ospfVirtLocal LsdbNei ghbor
Rout er | D,

ospfVirtLocal LsdbType
| NTECER,

ospfVirtLocal LsdbLsid
| pAddr ess,

ospfVirtLocal LsdbRouterld
Rout er | D,

ospfVirtLocal LsdbSequence
I nt eger 32,

ospfVirtLocal LsdbAge
I nt eger 32,

ospfVirtLocal LsdbChecksum
I nt eger 32,

ospfVirtLocal LsdbAdverti senent

OCTET STRI NG

}
ospfVirtLocal LsdbTransit Area OBJECT- TYPE

Gal ecki, et al. St andards Track

[ Page 74]



RFC 4750 OSPFv2 M B Decenber 2006

SYNTAX Areal D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The transit area that the virtual link
traverses. By definition, this is not 0.0.0.0."
REFERENCE

"OSPF Version 2, Appendix C 3 Interface paraneters”
::= { ospfVirtLocal LsdbEntry 1 }

ospf VirtLocal LsdbNei ghbor OBJECT- TYPE

SYNTAX Router|I D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The Router ID of the virtual neighbor."
REFERENCE

"OSPF Version 2, Appendix C 3 Interface paranmeters”
::={ ospfVirtLocal LsdbEntry 2 }

ospf Virt Local LsdbType OBJECT- TYPE

SYNTAX | NTEGER { | ocal Opaquelink (9) }
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of the link state advertisement.
Each link state type has a separate
advertisenent format."

REFERENCE
"OSPF Version 2, Appendix A 4.1 The Link State
Adverti senent header"

::={ ospfVirtLocal LsdbEntry 3 }

ospfVirtLocal LsdbLsi d OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Link State IDis an LS Type Specific field
containing a 32-bit identifier in |IP address format;
it identifies the piece of the routing donmain
that is being described by the advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.4 Link State ID'
::= { ospfVirtLocal LsdbEntry 4 }

ospfVirtLocal LsdbRout erld OBJECT- TYPE
SYNTAX Rout er | D
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MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The 32-bit nunber that uniquely identifies the
originating router in the Autononous System™
REFERENCE
"OSPF Version 2, Appendix C.1 dobal paraneters"
::={ ospfVirtLocal LsdbEntry 5 }

ospfVirtLocal LsdbSequence OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The sequence nunber field is a signed 32-bit
integer. It starts with the value 80000001 h,
or -’ 7FFFFFFF h, and increments until ' 7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.
It is used to detect old and duplicate link state
advertisenents. The space of sequence nunbers is linearly
ordered. The larger the sequence nunber, the nore recent
the advertisenent.”
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
nunber "
::={ ospfVirtLocal LsdbEntry 6 }

ospfVirtLocal LsdbAge OBJECT- TYPE
SYNTAX I nteger32 -- Should be 0..MixAge, except when
-- doNot Age bit is set

UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the age of the link state
advertisenment in seconds."
REFERENCE
"OSPF Version 2, Section 12.1.1 LS age"
::= { ospfVirtLocal LsdbEntry 7 }

ospfVirtLocal LsdbChecksum OBJECT- TYPE

SYNTAX | nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conplete
contents of the advertisenent, excepting the
age field. The age field is excepted so that
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an advertisenent’s age can be increnented

wi t hout updating the checksum The checksum

used is the sanme that is used for 1SO

connectionl ess datagrans; it is comonly

referred to as the Fletcher checksum™
REFERENCE

"OSPF Version 2, Section 12.1.7 LS checksunt
::={ ospfVirtLocal LsdbEntry 8 }

ospfVirtLocal LsdbAdverti sement OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisement, including
its header."

REFERENCE

"OSPF Version 2, Section 12 Link State
Adverti senents.

Note that for variable | ength LSAs, SNWP agents
may not be able to return the largest string size."
::={ ospfVirtLocal LsdbEntry 9 }
-- OSPF Link State Database, AS-scope

ospf AsLsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf AsLsdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPF Process’s AS-scope LSA |ink state database.
The dat abase contains the AS-scope Link State
Advertisements fromthroughout the areas that
the device is attached to.

This table is identical to the OSPF LSDB Tabl e
in format, but contains only AS-scope Link State
Advertisements. The purpose is to allow AS-scope
LSAs to be displayed once for the router rather
than once in each non-stub area.™
REFERENCE
"OSPF Version 2, Section 12 Link State
Adverti senment s"
c:={ ospf 19 }

ospf AsLsdbEntry OBJECT- TYPE
SYNTAX Gspf AsLsdbEnt ry
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MAX- ACCESS  not-accessi bl e
STATUS current
DESCRI PTI ON
"A single link state advertisenent."
| NDEX { ospf AsLsdbType, ospfAsLsdbLsid, ospfAsLsdbRouterld }
::= { ospfAsLsdbTable 1 }

Ospf AsLsdbEntry :: =
SEQUENCE {

ospf AsLsdbType
| NTEGER

ospf AsLsdbLsi d
| pAddr ess,

ospf AsLsdbRout er | d
Rout er | D,

ospf AsLsdbSequence
I nt eger 32,

ospf AsLsdbAge
I nt eger 32,

ospf AsLsdbChecksum
I nt eger 32,

ospf AsLsdbAdverti sement
OCTET STRI NG

}
ospf AsLsdbType OBJECT- TYPE
SYNTAX | NTEGER {

asExt ernal Li nk (5),
asOpaqueli nk (11)

}

MAX- ACCESS  not-accessi bl e

STATUS current

DESCRI PTI ON
"The type of the link state advertisenent.
Each link state type has a separate
advertisement format."

REFERENCE
"OSPF Version 2, Appendix A 4.1 The Link State
Adverti senent header”

::= { ospfAsLsdbEntry 1 }

ospf AsLsdbLsi d OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Link State IDis an LS Type Specific field
containing either a Router ID or an |IP address;

Gal ecki, et al. St andards Track [ Page 78]



RFC 4750 OSPFv2 M B Decenber 2006

it identifies the piece of the routing donain

that is being described by the advertisenent."
REFERENCE

"OSPF Version 2, Section 12.1.4 Link State ID"
::= { ospfAsLsdbEntry 2 }

ospf AsLsdbRout erl d OBJECT- TYPE

SYNTAX Router|I D

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononmous System "
REFERENCE

"OSPF Version 2, Appendix C 1 dobal paraneters"”
::= { ospfAsLsdbEntry 3 }

ospf AsLsdbSequence OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The sequence nunber field is a signed 32-bit
integer. It starts with the value '80000001 h,
or -' 7FFFFFFF h, and increments until ’7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.
It is used to detect old and duplicate link state
advertisenents. The space of sequence nunbers is linearly
ordered. The larger the sequence nunber, the nore recent
t he advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
nunber "
::= { ospfAsLsdbEntry 4 }

ospf AsLsdbAge OBJECT- TYPE
SYNTAX I nteger32 -- Shoul d be 0..MaxAge, except when
-- doNot Age bit is set

UNI TS "seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the age of the link state
advertisenment in seconds."
REFERENCE
"OSPF Version 2, Section 12.1.1 LS age"
::= { ospfAsLsdbEntry 5 }
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ospf AsLsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conpl ete
contents of the advertisenent, excepting the
age field. The age field is excepted so that
an advertisenent’s age can be increnented
wi t hout updating the checksum The checksum
used is the same that is used for 1SO
connectionl ess datagrans; it is commonly referred
to as the Fletcher checksum"
REFERENCE
"OSPF Version 2, Section 12.1.7 LS checksunt
::= { ospfAsLsdbEntry 6 }

ospf AsLsdbAdverti sement OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenent, including
its header."

REFERENCE

"OSPF Version 2, Section 12 Link State
Adverti senments.

Note that for variable |l ength LSAs, SNWP agents
may not be able to return the largest string size."
.= { ospfAsLsdbEntry 7 }
-- OSPF Area LSA Counter Table

ospf Ar eaLsaCount Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf ArealsaCountEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"This table maintains per-area, per-LSA-type counters"
c:={ ospf 20 }
ospf Ar eaLsaCount Entry OBJECT- TYPE
SYNTAX Gspf AreaLsaCount Entry
MAX- ACCESS  not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry with a nunmber of l|ink advertisenents
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of a given type for a given area."
| NDEX { ospf ArealLsaCount Areal d, ospf ArealLsaCount LsaType }
::= { ospfArealLsaCount Table 1 }

Gspf AreaLsaCount Entry :: =
SEQUENCE {

ospf Ar eaLsaCount Areal d
Areal D,

ospf Ar eaLsaCount LsaType
| NTECER,

ospf Ar eaLsaCount Numnber
Gauge32

}

ospf Ar eaLsaCount Areal d OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This entry Area ID."
::= { ospfAreaLsaCountEntry 1 }

ospf AreaLsaCount LsaType OBJECT- TYPE
SYNTAX | NTEGER {

routerlLink (1),
net wor kLi nk (2),
sunmar yLi nk (3),
asSunmmar yLi nk (4),
mul ticastLink (6),
nssaExt ernal Li nk (7),
ar eaOpaqueli nk (10)

}
MAX- ACCESS not -accessible
STATUS current
DESCRI PTI ON
"This entry LSA type."
.= { ospfArealLsaCountEntry 2 }

ospf Ar eaLsaCount Nunber OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of LSAs of a given type for a given area."
::= { ospfArealLsaCountEntry 3 }

-- confornmance i nfornation
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ospf Conf ormance OBJECT I DENTIFIER ::= { ospf 15 }
ospf G oups OBJECT | DENTI FIER ::= { ospfConformance 1 }
ospf Conmpl i ances OBJECT | DENTI FI ER ::= { ospf Conformance 2 }

-- conpliance statenents

ospf Conpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"The conpliance statement for OSPF systens
conformng to RFC 1850."
MODULE -- this nodul e
MANDATORY- GROUPS {
ospf Basi cG oup,
ospf AreaG oup,
ospf St ubAr eaG oup,
ospf | f G oup,
ospflfMetricG oup,
ospfVvirtlfG oup,
ospf Nor G- oup,
ospf Vi rt Nor G oup,
ospf Ar eaAggr egat eG oup
}

GROUP ospf Host Group
DESCRI PTI ON
"This group is mandatory for OSPF systens that support
attached hosts."
GROUP  ospfLsdbG oup
DESCRI PTI ON
"This group is nandatory for OSPF systens that display
their per-area link state database."
GROUP  ospf Ext LsdbG oup

DESCRI PTI ON
"This group is mandatory for OSPF systens that display
their external |ink state database."

.= { ospfConpliances 1}

ospf Conpl i ance2 MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

"The conpliance statenent."
MODULE -- this nodul e

MANDATORY- GROUPS {
ospf Basi cGr oup2,
ospf AreaG oup?2,
ospf St ubAr eaG oup,
ospflf G oup2,
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ospflfMetricG oup,
ospfVirtlfG oup2,

ospf Nor G oup2,

ospf Vi rt Nor G oup2,

ospf Ar eaAggr egat eG oup?2
}

GROUP ospf Host Gr oup2
DESCRI PTI ON
"This group is nmandatory for OSPF systens that support
attached hosts."
GROUP  ospfLsdbG oup
DESCRI PTI ON
"This group is nandatory for OSPF systens that display
their per-area link state database."
GROUP ospf AsLsdbG oup
DESCRI PTI ON
"This group is mandatory for OSPF systens that display
their AS-scope link state database.™
GROUP ospf Local LsdbG oup
DESCRI PTI ON
"This group is mandatory for OSPF systens that display
their per-link link state database for non-virtual

links."
GROUP ospfVirtLocal LsdbG oup
DESCRI PTI ON
"This group is nandatory for OSPF systens that display
their per-link link state database for virtual |inks."
GROUP ospf ArealLsaCount G- oup
DESCRI PTI ON

"This group is nmandatory for OSPF systens that display
per-area, per-LSA-type counters.”
.= { ospfConpliances 2 }

ospf Conpl i anceCbsol et e MODULE- COVPLI ANCE
STATUS obsol ete
DESCRI PTI ON
"Cont ai ns obsol ete object groups."
MODULE -- this nodul e
GROUP ospf AreaRangeG oup
DESCRI PTI ON
"This group is obsolete, and it is mandatory only
for non-Cl assless Inter-Domain Routing (ClDR) OSPF
systens that support multiple areas."
GROUP ospf Qbsol et eG oup
DESCRI PTI ON
"This group contains obsol ete objects,
whi ch are no | onger required for OSPF systems."
.= { ospfConpliances 3}
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-- units of confornmance

ospf Basi cG oup OBJECT- GROUP
OBJECTS {

ospf Routerld,

ospf Admi nSt at

ospf Ver si onNunber ,

ospf AreaBdr Rt r St at us,
ospf ASBdr Rt r St at us,

ospf Ext er nLsaCount ,

ospf Ext er nLsaCksunum
ospf TOSSupport,

ospf Ori gi nat eNewLsas,
ospf RxNewLsas,

ospf Ext LsdbLimi t,

ospf Mul ti cast Ext ensi ons,
ospf Exi t Overfl owl nt erval,
ospf DemandExt ensi ons

}
STATUS depr ecat ed
DESCRI PTI ON

"These objects are used to nonitor/mnage
gl obal OSPF paraneters. This object group

conforms to RFC 1850."
= { ospfGoups 1}

ospf AreaGr oup OBJECT- GROUP
OBJECTS {

ospf Areal d,

ospf | nport AsExt ern,
ospf Spf Runs,

ospf AreaBdr Rt r Count ,
ospf AsBdr Rt r Count ,
ospf Ar eaLsaCount ,
ospf Ar eaLsaCksuntum
ospf AreaSummary,
ospf Ar eaSt at us

}
STATUS depr ecat ed
DESCRI PTI ON

"These obj ects are used for OSPF systens

supporting areas per RFC 1850."
= { ospfGoups 2}

ospf St ubAr eaG oup OBJECT- GROUP
OBJECTS {

Gl ecki ,

ospf St ubAr eal d,
ospf St ubTCS,
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ospf StubMetri c,
ospf St ubSt at us,
ospf St ubMet ri cType

}

STATUS current

DESCRI PTI ON
"These objects are used for OSPF systens
supporting stub areas."

.= { ospfGoups 3}

ospf LsdbG oup OBJECT- GROUP
OBJECTS {
ospf LsdbAreal d,
ospf LsdbType,
ospf LsdbLsi d,
ospf LsdbRout er | d,
ospf LsdbSequence,
ospf LsdbAge,
ospf LsdbChecksum
ospf LsdbAdverti senent

}
STATUS current
DESCRI PTI ON
"These objects are used for OSPF systens
that display their Iink state database."
.= { ospfGoups 4}

ospf Ar eaRangeG oup OBJECT- GROUP
OBJECTS {
ospf Ar eaRangeAr eal d,
ospf Ar eaRangeNet ,
ospf Ar eaRangeMask,
ospf Ar eaRangeSt at us,
ospf Ar eaRangeEf f ect

}

STATUS obsol ete

DESCRI PTI ON
"These objects are used for non-Cl DR OSPF
systens that support multiple areas. This
object group is obsolete.”

::={ ospfGoups 5}

ospf Host Group OBJECT- GROUP
OBJECTS {
ospf Host | pAddr ess,
ospf Host TGS,
ospf Host Metri c,
ospf Host St at us,
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ospf Host Areal D

}
STATUS depr ecat ed
DESCRI PTI ON

"These obj ects are used for OSPF systens
that support attached hosts."
= { ospfGroups 6 }

ospfl f G oup OBJECT- GROUP
OBJECTS {

ospf I fl pAddress,

ospf Addr essLessl f,
ospflfAreald,

ospf I f Type,

ospfl f Admi nSt at
ospflIfRtrPriority,
ospflfTransitDel ay,

ospfl fRetranslnterval,
ospflfHellolnterval,
ospfl f Rt r Deadl nt erval ,
ospflfPolllnterval,

ospflf State,

ospf | f Desi gnat edRout er,
ospf | f BackupDesi gnat edRout er,
ospflfEvents,

ospf | f Aut hType,
ospf | f Aut hKey,

ospflf Status,

ospf I fMil ticast Forwardi ng,
ospf | f Demand

}
STATUS depr ecat ed
DESCRI PTI ON

"These objects are used to nonitor/mnage OSPF
interfaces. This object group conforms to RFC 1850."
= { ospfGoups 7 }

ospflfMetricG oup OBJECT- GROUP
OBJECTS {

ospflfMetricl pAddress,
ospflfMetricAddressLesslf,
ospflfMetricTGCS,
ospflfMetricVal ue,
ospflfMetricStatus

}
STATUS current
DESCRI PTI ON

Gl ecki ,

"These objects are used for OSPF systens for supporting
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interface netrics."
.= { ospfGoups 8}

ospfVirtlfGoup OBJECT- GROUP

OBJECTS {
ospfVirtlfAreald,
ospf Vi rtlfNei ghbor,

ospfVirtlfTransitDel ay,
ospfVirtlfRetranslnterval,
ospfVirtlfHellolnterval,
ospfVirtlfRtrDeadl nterval,

ospfVirtlfState,
ospfVirtlfEvents,
ospfVirtlfAuthType,
ospf Virtlf Aut hKey,
ospfVirtlfStatus

}
STATUS depr ecat ed
DESCRI PTI ON

December

"These objects are used for OSPF systens for supporting

virtual interfaces. This object group conforns

to RFC 1850."
::={ ospfGoups 9}

ospf Nbr Gr oup OBJECT- GROUP
OBJECTS {
ospf Nor | pAddr,

ospf Nbor Addr essLessl ndex,

ospfNorRtr 1 d,

ospf Nor Opt i ons,
ospfNorPriority,

ospf Nor St at e,

ospf Nor Event s,

ospf Nor LsRet ransQLen,
ospf NbrmaNor St at us,

ospf NormaNbr Per manence,
ospf Nor Hel | oSuppr essed

}
STATUS depr ecat ed
DESCRI PTI ON

"These obj ects are used to nonitor/mnage OSPF nei ghbors.

Thi s object group conforns to RFC 1850."

::={ ospfGoups 10 }

ospf Vi rt Nor G oup OBJECT- GROUP

OBJECTS {
ospf Vi rt Nor Ar ea,
ospfVirtNorRtr | d,
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ospf Vi rt Nor | pAddr,

ospfVirt Nor Opti ons,

ospf Vi rt Nor St at e,

ospf Vi rt Nor Event s,

ospf Vi rt NorLsRet ransQLen,
ospf Vi rt Nbr Hel | oSuppr essed

}

STATUS depr ecat ed

DESCRI PTI ON
"These objects are used to nonitor/mnage OSPF virtual
nei ghbors. This object group conforns to RFC 1850."

.= { ospfGoups 11 }

ospf Ext LsdbG oup OBJECT- GROUP
OBJECTS {
ospf Ext LsdbType,
ospf Ext LsdbLsi d,
ospf Ext LsdbRout er 1 d,
ospf Ext LsdbSequence,
ospf Ext LsdbAge,
ospf Ext LsdbChecksum
ospf Ext LsdbAdverti senent

}

STATUS depr ecat ed

DESCRI PTI ON
"These objects are used for OSPF systens that display
their link state database. This object group
conforms to RFC 1850.

This object group is replaced by the ospfAsLsdbG oup
in order to support any AS-scope LSA type in a single
table."”

c:={ ospfGoups 12 }

ospf Ar eaAggr egat eG oup OBJECT- GROUP
OBJECTS {
ospf Ar eaAggr egat eAr eal D,
ospf Ar eaAggr egat eLsdbType,
ospf Ar eaAggr egat eNet ,
ospf Ar eaAggr egat eMask,
ospf Ar eaAggr egat eSt at us,
ospf Ar eaAggr egat eEf f ect
}

STATUS depr ecat ed

DESCRI PTI ON
"These objects are used for OSPF systens to support
networ k prefix aggregation across areas."
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.= { ospfGoups 13 }

ospf Local LsdbGr oup OBJECT- GROUP
OBJECTS {
ospf Local LsdbSequence,
ospf Local LsdbAge,
ospf Local LsdbChecksum
ospf Local LsdbAdverti senent

}
STATUS current
DESCRI PTI ON
"These objects are used for OSPF systens
that display their link-local |ink state databases
for non-virtual |inks."

::= { ospfGoups 14 }

ospfVirtLocal LsdbG oup OBJECT- GROUP
OBJECTS {
ospf Vi rt Local LsdbSequence,
ospfVirtLocal LsdbAge,
ospf VirtLocal LsdbChecksum
ospfVirtLocal LsdbAdverti senent

}
STATUS current
DESCRI PTI ON
"These objects are used for OSPF systens
that display their link-local |ink state databases
for virtual links."

::={ ospfGoups 15 }

ospf AsLsdbGr oup OBJECT- GROUP
OBJECTS {
ospf AsLsdbSequence,
ospf AsLsdbAge,
ospf AsLsdbChecksum
ospf AsLsdbAdverti senment

}
STATUS current
DESCRI PTI ON
"These objects are used for OSPF systens
that display their AS-scope |link state database.™
.= { ospfGoups 16 }

ospf Basi cG oup2 OBJECT- GROUP
OBJECTS {
ospf Routerld,
ospf Admi nSt at
ospf Ver si onNunber ,

Gal ecki, et al. St andards Track

[ Page 89]



RFC 4750

OSPFv2 M B December

ospf AreaBdr Rt r St at us,
ospf ASBdr Rt r St at us,

ospf Ext er nLsaCount ,

ospf Ext er nLsaCksunum
ospf TOSSupport,

ospf Ori gi nat eNewLsas,
ospf RxNewLsas,

ospf Ext LsdbLim t,

ospf Mul ti cast Ext ensi ons,
ospf Exi t Overfl owl nt erval,
ospf DemandExt ensi ons,
ospf RFC1583Conpati bility,
ospf OpaquelLsaSupport,
ospf Ref er enceBandwi dt h,
ospf Rest art Support,
ospfRestartlnterval,
ospfRestart Strict LsaChecki ng,
ospf Rest art St at us,

ospf Rest art Age,

ospf Rest art Exi t Reason,
ospf AsLsaCount ,

ospf AsLsaCksuntum

ospf St ubRout er Support,
ospf St ubRout er Adverti senment,
ospf Di scontinuityTinme

}
STATUS current
DESCRI PTI ON

"These objects are used to nonitor/mnage OSPF gl obal
paraneters.”
= { ospfGoups 17 }

ospf AreaG oup?2 OBJECT- GROUP
OBJECTS {

Gl ecki ,

ospf Areal d,

ospf | nport AsExt ern,

ospf Spf Runs,

ospf AreaBdr Rt r Count ,

ospf AsBdr Rt r Count ,

ospf Ar eaLsaCount ,

ospf Ar eaLsaCksuntum

ospf AreaSummary,

ospf Ar eaSt at us,

ospf AreaNssaTr ansl at or Rol e,
ospf AreaNssaTr ansl at or St at e,
ospf AreaNssaTr ansl at or St abi l i tyl nterval,
ospf Ar eaNssaTr ansl at or Event s

}
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STATUS current
DESCRI PTI ON

"These objects are used by OSPF systens

to support areas."

= { ospfGoups 18 }

ospfl f G oup2 OBJECT- GROUP
OBJECTS {

ospf I fl pAddress,

ospf Addr essLessl f,
ospflfAreald,
ospflfType,

ospfl fAdmi nSt at
ospfIfRtrPriority,
ospfl fTransit Del ay,
ospfl fRetranslnterval,
ospflfHellolnterval,
ospf | f Rt r Deadl nt erval
ospflfPolllnterval,
ospflfState,

ospf | f Desi gnat edRout er,
ospf | f BackupDesi ghat edRout er,
ospflfEvents,

ospf I f Aut hType,

ospf | f Aut hKey,
ospflfStatus,

ospf I fMilticast Forwardi ng,
ospf | f Demand,

ospf I f LsaCount,

ospf | f LsaCksunSum

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor/mnage OSPF interfaces."

= { ospfGoups 19 }

ospfVirtlfG oup2 OBJECT- GROUP
OBJECTS {

Gl ecki ,

ospfVirtlfAreald,
ospfVirtlfNei ghbor,
ospfVirtlfTransitDel ay,
ospfVirtlfRetranslnterval,
ospfVirtlfHellolnterval,
ospfVirtlfRtrDeadl nterval,
ospfVirtlfState,
ospfVirtlfEvents,
ospfVirtlfAuthType,

ospf Vi rt | f Aut hKey,
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ospfVirtlfStatus,
ospfVirtlfLsaCount,
ospfVirtlfLsaCksunSum
ospf | f Desi gnat edRout er | d,
ospf | f BackupDesi gnat edRout er | d
}

STATUS current
DESCRI PTI ON

"These objects are used to nonitor/mnage OSPF
virtual interfaces.”
= { ospfGoups 20 }

ospf Nbr G oup2 OBJECT- GROUP
OBJECTS {

ospf Nor | pAddr,

ospf Nbor Addr essLessl ndex,
ospfNorRtr 1 d,

ospf Nor Opt i ons,
ospfNorPriority,

ospf Nor St at e,

ospf Nor Event s,

ospf Nor LsRet ransQLen,

ospf NbrmaNor St at us,

ospf NormaNbr Per manence,

ospf Nor Hel | oSuppr essed,
ospf Nor Rest art Hel per St at us,
ospf Nbr Rest art Hel per Age,
ospf Nbr Rest art Hel per Exi t Reason

}
STATUS current
DESCRI PTI ON

"These objects are used to nonitor/nmnage OSPF
nei ghbors. "
= { ospfGoups 21 }

ospf Vi rt Nor G oup2 OBJECT- GROUP
OBJECTS {

Gl ecki ,

ospf Vi rt Nor Ar ea,
ospfVirtNorRtr | d,

ospf Vi rt Nor | pAddr ,

ospf Vi rt Nor Opti ons,

ospf Vi rt Nor St at e,

ospf Vi rt Nor Event s,

ospfVirt Nor LsRet ransQLen,

ospf Vi rt Nor Hel | oSuppr essed,
ospf Vi rt Nor Rest ar t Hel per St at us,
ospf Vi rt Nor Rest ar t Hel per Age,
ospf Vi rt Nor Rest ar t Hel per Exi t Reason
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}

STATUS current

DESCRI PTI ON
"These objects are used to nonitor/mnage OSPF
virtual neighbors.”

.= { ospfGoups 22 }

ospf Ar eaAggr egat eG oup?2 OBJECT- GROUP
OBJECTS {
ospf Ar eaAggr egat eAr eal D,
ospf Ar eaAggr egat eLsdbType,
ospf Ar eaAggr egat eNet ,
ospf Ar eaAggr egat eMask,
ospf Ar eaAggr egat eSt at us,
ospf Ar eaAggr egat eEf f ect ,
ospf Ar eaAggr egat eExt Rout eTag

}

STATUS current

DESCRI PTI ON
"These objects are used for OSPF systens to support
network prefix aggregation across areas."

1= { ospfGoups 23 }

ospf Ar eaLsaCount Gr oup OBJECT- GROUP
OBJECTS {
ospf Ar eaLsaCount Nunber
}
STATUS current
DESCRI PTI ON

"These objects are used for OSPF systens that display
per-area, per-LSA-type counters.”
::= { ospfGoups 24 }

ospf Host Gr oup?2 OBJECT- GROUP
OBJECTS {
ospf Host | pAddr ess,
ospf Host TCS,
ospf Host Metri c,
ospf Host St at us,
ospf Host Cf gAreal D

}

STATUS current

DESCRI PTI ON
"These objects are used for OSPF systens
that support attached hosts."

1= { ospfGoups 25 }

-- This object group is included for SM conformance. It is not a
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-- mandatory group for conpliance with this MB

ospf Gbsol et eG oup OBJECT- GROUP
OBJECTS {
ospf Aut hType
}

STATUS obsol et e

DESCRI PTI ON
"These objects are obsolete and are no | onger required for
OSPF systens. They are placed into this group for SM
conf or mance. "

::= { ospfGoups 26 }

END
4. OSPF Trap Overvi ew
4.1. Introduction

OSPF is an event-driven routing protocol, where an event can be a
change in an OSPF interface’s link-level status, the expiration of an
OSPF tiner, or the reception of an OSPF protocol packet. Many of the
actions that OSPF takes as a result of these events will result in a
change of the routing topol ogy.

As routing topol ogi es becone |arge and conplex, it is often difficult
to locate the source of a topol ogy change or unpredicted routing path
by polling a | arge nunber or routers. Because of the difficulty of
polling a | arge nunber of devices, a nore prudent approach is for
devices to notify a network nanager of potentially critical OSPF
events using SNWP traps.

This section defines a set of traps, objects, and nechanisns to
enhance the ability to manage I P internetworks that use OSPF as their
Interior Gateway Protocol (I1GP). It is an optional but very usefu
extension to the OSPF M B
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4.2. Approach

The nechani smfor sending traps is straightforward. Wen an
exception event occurs, the application notifies the |ocal agent, who
sends a trap to the appropriate SNVWP nanagenent stations. The
nessage includes the trap type and may include a list of trap-
specific variables. Section 5 gives the trap definitions, which
includes the variable lists. The Router ID of the originator of the
trap is included in the variable list so that the network manager may
easily determ ne the source of the trap

To limt the frequency of OSPF traps, the follow ng additiona
nmechani sns are suggest ed.

4.3. lgnoring Initial Activity

The majority of critical events occur when OSPF is enabled on a
router, at which tinme the designated router is elected and nei ghbor
adj acencies are formed. During this initial period, a potentia
flood of traps is unnecessary since the events are expected. To
avoi d unnecessary traps, a router should not originate expected OSPF
interface-related traps until two of that interface’s dead timer

i nterval s have el apsed. The expected OSPF interface traps are

ospf | f St at eChange, ospfVirtlfStateChange, ospfNorStateChange,

ospf Vi rt Nor St at eChange, ospf TxRetransmit, and ospfVirtlfTxRetransmt.
Addi tionally, ospfMaxAgeLsa and ospfOrigi nateLsa traps shoul d not be
originated until two dead timer intervals have el apsed where the dead
timer interval used should be the dead timer with the small est val ue.

4.4. Throttling Traps

The nmechanismfor throttling the traps is sinmlar to the nmechani sm
explained in RFC 1224 [ RFC1224]. The basic premise of the throttling
mechani smis that of a sliding wi ndow, defined in seconds and an
upper bound on the nunber of traps that may be generated within this
wi ndow. Note that unlike RFC 1224, traps are not sent to informthe
networ k manager that the throttling nechani smhas kicked in.

A single wi ndow should be used to throttle all OSPF trap types except
for the ospflLsdbOverfl ow and t he ospfLsdbApproachi ngOverfl ow traps,
whi ch should not be throttled. For exanple, with a wi ndow tine of 3,
an upper bound of 3, and events to cause trap types 1, 3, 5, and 7 (4
traps within a 3-second period), the type-7 (the 4th) trap shoul d not
be generat ed.

Appropriate values are 7 traps with a window tine of 10 seconds.
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4.5. One Trap Per OSPF Event

Several of the traps defined in section 5 are generated as the result
of finding an unusual condition while parsing an OSPF packet or a
processing a tiner event. There may be nore than one unusua
condition detected while handling the event. For exanple, a link
state update packet may contain several retransmitted |link state
advertisenents (LSAs), or a retransmtted database description packet
may contain several database description entries. To limt the
nunber of traps and variables, OSPF should generate at npbst one trap
per OSPF event. Only the variables associated with the first unusua
condition should be included with the trap. Simlarly, if nore than
one type of unusual condition is encountered while parsing the
packet, only the first event will generate a trap

4.6. Polling Event Counters

Many of the tables in the OSPF M B contain generalized event
counters. By enabling the traps defined in this docunment, a network
nmanager can obtain nore specific information about these events. A
networ k manager nmay want to poll these event counters and enable
specific OSPF traps when a particular counter starts increasing
abnormal 1y.

The foll owi ng table shows the rel ati onship between the event counters
defined in the OSPF M B and the trap types.

Count er 32 Trap Type
ospf Ori gi nat eNewLsas ospf Ori gi nat eLsa
ospflfEvents ospf | f St at eChange

ospf Confi gError

ospf I f Aut hFai | ure

ospf RxBadPacket

ospf TxRet ransmi t
ospfVirtlfEvents ospfVirtlfStateChange

ospfVirtlfConfigError

ospfVirtlfAuthFailure

ospf Vi rt | f RxBadPacket

ospfVirtlfTxRetransmt

ospf Nor Event s ospf Nbr St at eChange

ospfVirt Nbr Event s ospf Vi rt Nor St at eChange

ospf Ext er nLSACount ospf LsdbAppr oachi ngOver f | ow
ospf Ext er nLSACount ospf LsdbOver f 1 ow
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4.7. Translating Notification Paraneters

The definition of the OSPF notifications pre-dates the RFC 2578

[ RFC2578] requirement of having a zero value for the penultinmate
sub-identifier for translating SNMPv2/ SNMPv3 trap parameters to
SNWPv1 trap paraneters. RFC 3584 [RFC3584], section 3, defines the
translation rules that can be inplenmented by internedi ate proxy-
agents or multi-lingual agents to convert SNWPv2/ SNMPv3 notifications
to SNWPv1l notifications and vice versa. The conversion is not
reversible, that is, a conversion to one SNVP version and then back
again will result in an incorrectly formatted version of the
notification.

According to the rules specified in RFC 3584, section 3.1,

transl ation of OSPF notifications from SNMPvl to SNMPv2/ SNMPv3 woul d
result in the SNMPv2/ SNMPv3 snimpTrapO D bei ng the concat enati on of
the SNVMPvl ’"enterprise’ paraneter and two additional sub-identifiers,
"0’ and the SNWPv1l 'specific-trap’ paraneter.

According to the rules specified in RFC 3584, section 3.2,

transl ati on of OSPF notifications from SNMPv2/ SNMPv3 to SNWPv1, as
the notifications are defined in this MB, would result in the SNVPv1l
"enterprise paranmeter being set to the SNMPv2/ SNMPv3 snmpTrapd D
paranmeter value with the last sub-identifier renoved and the
"specific-trap’ paraneter being set to the last sub-identifier of the
SNVPv2/ SNMPVv3 snnpTrapO D par anet er

Note that a notification originated froman SNWv1l agent will not be
converted into the same notification that would be originated froma
nati ve SNMPv2/ SNMPv3 agent .

4.8. Historical Artifacts

The M B nodul es that are updated by this docunent were originally
witten in SMvl for SNVMPvl when only traps were used. Since this
version of the MB nodule is witten in SMv2, it should be
understood that all types of notifications, trap and i nform PDUs, may
be used by native SNWPv2 and SNWMPv3 agents, although only traps are
mentioned. Also, for backwards conpatibility, the OSPF Trap nodul e
remai ns rooted at {ospf 16}.
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5. OSPF Trap Definitions
OSPF- TRAP-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, | pAddress
FROM SNVPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF

ospfRouterld, ospflflpAddress, ospfAddressLesslf, ospflfState,

ospfVirtlfAreald, ospfVirtlfNeighbor, ospfVirtlfState,

ospf Nor | pAddr, ospf Nbr Addr essLessl ndex, ospfNorRtrld,

ospf NorState, ospfVirtNorArea, ospfVirtNorRtrld,

ospfVirt Nor State, ospflLsdbType, ospflLsdblLsid, ospflLsdbRouterld,

ospf LsdbAreal d, ospf ExtLsdbLinit, ospf, ospfAreald,

ospf AreaNssaTr ansl at or St at e, ospf Restart St at us,

ospfRestartlnterval, ospfRestartExitReason,

ospf Nor Rest art Hel per St at us, ospf Nbr Rest art Hel per Age,

ospf Nor Rest art Hel per Exi t Reason, ospf Virt NbrRest art Hel per St at us,

ospf Vi rt Nor Rest art Hel per Age, ospf Vi rt Nor Rest art Hel per Exi t Reason
FROM OSPF- M B;

ospf Trap MODULE- | DENTI TY

LAST- UPDATED "200611100000Z" -- Novemrber 10, 2006 00: 00: 00 EST
ORGANI ZATI ON "I ETF OSPF Wor ki ng G oup"

CONTACT- | NFO

"WG E-Mail: ospf@etf.org

WG Chairs: acee@i sco.com
rohit @mail .com

Editors: Dan Joyal
Nor t el
600 Technol ogy Park Drive
Billerica, MA 01821
dj oyal @ortel.com

Piotr Gal ecki

Ai rvana

19 Al pha Road

Chel msford, MA 01824
pgal ecki @i r vana. com

Spencer G acal one

CSFB

El even Madi son Ave

New Yor k, NY 10010- 3629
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spencer. gi acal one@nai | . cont'

DESCRI PTI ON
"The M B nodule to describe traps for the OSPF
Version 2 Protocol

Copyright (C The IETF Trust (2006).

This version of this MB nodule is part of
RFC 4750; see the RFCitself for full Iega
notices."

REVI SI ON "200611100000Z" -- Novenber 10, 2006 00: 00: 00 EST

DESCRI PTI ON
"Updated for |atest changes to OSPFv2:
-added graceful restart related traps
-added new config error types
-added ospfNssaTransl at or St at usChange trap
See Appendi x B of RFC 4750 for nore details.

Thi s version published as part of RFC 4750"

REVI SI ON "199501201225Z" -- Fri Jan 20 12:25:50 PST 1995
DESCRI PTI ON
"The initial SMv2 revision of this MB nodul e, published
in RFC 1850."
::={ ospf 16 }

-- Trap Support Objects

-- The follow ng are support objects for the OSPF traps.

ospf TrapControl OBJECT IDENTIFIER ::= { ospfTrap 1}
ospf Traps OBJECT IDENTIFIER ::= { ospfTrap 2 }
ospf Set Trap OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(4))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

Gl ecki ,

"A 4-octet string serving as a bit map for

the trap events defined by the OSPF traps. This
object is used to enable and disable specific
OSPF traps where a 1 in the bit field

represents enabled. The right-nost bit (least
significant) represents trap O.

This object is persistent and when witten
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the entity SHOULD save the change to non-volatile
storage. "
::={ ospfTrapControl 1}

ospf Confi gError Type OBJECT- TYPE
SYNTAX | NTEGER {
badVersi on (1),
areaM smatch (2),
unknownNbrmaNor (3), -- Router is DR eligible
unknownVi r t ual Nor (4),
aut hTypeM smat ch(5),
aut hFailure (6),
net MaskM smatch (7),
hel | ol nterval M smatch (8),
deadl nterval M smatch (9),
opti onM smatch (10),
nt uM smatch (11),
duplicateRouterld (12),
noError (13) }
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"Potential types of configuration conflicts.
Used by the ospfConfigError and
ospfConfigVirtError traps. Wen the |last value
of a trap using this object is needed, but no
traps of that type have been sent, this val ue
pertaining to this object should be returned as
noError."
::= { ospfTrapControl 2}

ospf Packet Type OBJECT- TYPE
SYNTAX | NTEGER {
hello (1),
dbDescript (2),
I sReq (3),
| sUpdate (4),
| sAck (5),
nul | Packet (6) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"OSPF packet types. Wen the last value of a trap
using this object is needed, but no traps of
that type have been sent, this value pertaining
to this object should be returned as nul | Packet."
::={ ospfTrapControl 3}
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ospf Packet Src OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The I P address of an inbound packet that cannot
be identified by a neighbor instance. Wen
the last value of a trap using this object is
needed, but no traps of that type have been sent,
this value pertaining to this object should
be returned as 0.0.0.0."

::= { ospfTrapControl 4}

--  Traps

ospfVirtlfStateChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospf Vi rtlfNei ghbor,

ospfVirtifState -- The new state
}

STATUS current

DESCRI PTI ON

"An ospfVirtlfStateChange trap signifies that there
has been a change in the state of an OSPF virtua
i nterface.

This trap shoul d be generated when the interface

2006

state regresses (e.g., goes from Point-to-Point to Down)

or progresses to a termnal state
(i.e., Point-to-Point)."
::={ ospfTraps 1}

ospf Nor St at eChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf Nor | pAddr,
ospf Nor Addr essLessl ndex,
ospfNorRtrld,
ospfNbrState -- The new state

}

STATUS current

DESCRI PTI ON
"An ospf Nor St at eChange trap signifies that
there has been a change in the state of a
non-vi rtual OSPF neighbor. This trap should be
gener at ed when the nei ghbor state regresses
(e.g., goes fromAttenpt or Full to 1-Way or
Down) or progresses to a termnal state (e.g.
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2-Way or Full). Wen an nei ghbor transitions
fromor to Full on non-broadcast nulti-access
and broadcast networks, the trap should be
generated by the designated router. A designated
router transitioning to Down will be noted by
ospf | f St at eChange. "

.= { ospfTraps 2 }

ospf Vi rt Nor St at eChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf Vi rt Nor Ar ea,
ospfVirtNorRtr i d,

ospfVirtNorState -- The new state
}

STATUS current

DESCRI PTI ON

"An ospfVirtNorStateChange trap signifies that there
has been a change in the state of an OSPF virtua
nei ghbor. This trap should be generated
when the nei ghbor state regresses (e.g., goes
fromAttenmpt or Full to 1-Way or Down) or
progresses to a termnal state (e.g., Full)."

1= { ospfTraps 3}

ospf | f Confi gError NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf I fl pAddress,
ospf Addr essLessl f,

ospf Packet Src, -- The source |P address
ospf Confi gError Type, -- Type of error
ospf Packet Type
}

STATUS current

DESCRI PTI ON

"An ospflfConfigError trap signifies that a
packet has been received on a non-virtua
interface froma router whose configuration
paranmeters conflict with this router’s
configuration paraneters. Note that the event
opti onM smat ch shoul d cause a trap only if it
prevents an adjacency fromformng."

.= { ospfTraps 4 }

ospfVirtlfConfigError NOTIFI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospfVirtlfNei ghbor,
ospf Confi gError Type, -- Type of error
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ospf Packet Type

}

STATUS current

DESCRI PTI ON
"An ospfVirtlfConfigError trap signifies that a
packet has been received on a virtual interface
froma router whose configurati on paraneters
conflict with this router’s configuration
paranmeters. Note that the event optionM smatch
shoul d cause a trap only if it prevents an
adj acency from form ng."'

.= { ospfTraps 5 }

ospf | f Aut hFai | ure NOTI FI CATI ON- TYPE

OBJECTS { ospfRouterld, -- The originator of the trap
ospf I fl pAddress,
ospf Addr essLessl f,
ospf Packet Src, -- The source | P address
ospf Confi gError Type, -- authTypeM smatch or
-- authFailure
ospf Packet Type

}

STATUS current

DESCRI PTI ON
"An ospflfAuthFailure trap signifies that a
packet has been received on a non-virtua
interface froma router whose authentication key
or authentication type conflicts with this
router’s authentication key or authentication
type."

.= { ospfTraps 6 }

ospfVirtlfAuthFail ure NOTI FI CATI ON- TYPE

Gl ecki ,

OBJECTS { ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospfVirtlfNei ghbor,
ospf Confi gError Type, -- authTypeM smatch or
-- authFailure
ospf Packet Type

}

STATUS current

DESCRI PTI ON
"An ospfVirtlfAuthFailure trap signifies that a
packet has been received on a virtual interface
froma router whose authentication key or
aut hentication type conflicts with this router’s
aut hentication key or authentication type."

2006
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.= { ospfTraps 7 }

ospf | f RxBadPacket NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf I fl pAddress,
ospf Addr essLessl f,
ospf Packet Src, -- The source | P address
ospf Packet Type

}

STATUS current

DESCRI PTI ON
"An ospflfRxBadPacket trap signifies that an
OSPF packet has been received on a non-virtua
interface that cannot be parsed."

::={ ospfTraps 8 }

ospf Virtlf RxBadPacket NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospfVirtlfNei ghbor
ospf Packet Type

}
STATUS current
DESCRI PTI ON
"An ospfVirtlfRxBadPacket trap signifies that an OSPF
packet has been received on a virtual interface
that cannot be parsed.”
::={ ospfTraps 9 }

ospf TxRetransm t NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf | fl pAddress,
ospf Addr essLessl f,
ospfNorRtrld, -- Destination
ospf Packet Type,
ospf LsdbType,
ospf LsdbLsi d,
ospfLsdbRouterld

}
STATUS current
DESCRI PTI ON
"An ospf TxRetransmt trap signifies than an
OSPF packet has been retransnitted on a
non-virtual interface. Al packets that nmay be
retransmitted are associated with an LSDB entry.
The LS type, LS ID, and Router ID are used to
identify the LSDB entry."
.= { ospfTraps 10 }
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ospfVirtlfTxRetransmit NOTI FI CATI ON- TYPE

OBJECTS { ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospf VirtlfNei ghbor,
ospf Packet Type,
ospf LsdbType,
ospf LsdbLsi d,
ospfLsdbRouterld

}

STATUS current

DESCRI PTI ON
"An ospfVirtlfTxRetransmt trap signifies than an
OSPF packet has been retransnitted on a virtua
interface. All packets that nay be retransnitted
are associated with an LSDB entry. The LS
type, LS ID, and Router ID are used to identify
the LSDB entry."

.= { ospfTraps 11 }

ospf Ori gi nat eLsa NOTI FI CATI ON- TYPE

OBJECTS { ospfRouterld, -- The originator of the trap
ospflLsdbAreald, -- 0.0.0.0 for AS Externals
ospf LsdbType,
ospf LsdbLsi d,
ospfLsdbRouterld

}

STATUS current

DESCRI PTI ON
"An ospfOriginatelLsa trap signifies that a new
LSA has been originated by this router. This
trap shoul d not be invoked for sinmple refreshes
of LSAs (which happens every 30 mnutes), but
instead will only be invoked when an LSA is
(re)originated due to a topol ogy change.
Additionally, this trap does not include LSAs that
are being flushed because they have reached
MaxAge. "

::={ ospfTraps 12 }

ospf MaxAgeLsa NOTI FI CATI ON- TYPE

Gl ecki ,

OBJECTS { ospfRouterld, -- The originator of the trap
ospflLsdbAreald, -- 0.0.0.0 for AS Externals
ospf LsdbType,
ospf LsdbLsi d,
ospfLsdbRouterld

}
STATUS current
DESCRI PTI ON
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"An ospf MaxAgelLsa trap signifies that one of
the LSAs in the router’s link state database has
aged to MaxAge."

1= { ospfTraps 13 }

ospf LsdbOver fl ow NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf Ext LsdbLi mi t

}

STATUS current

DESCRI PTI ON
"An ospfLsdbOverflow trap signifies that the
nunber of LSAs in the router’s link state
dat abase has exceeded ospf ExtLsdbLimt."

1= { ospfTraps 14 }

ospf LsdbAppr oachi ngOver f1 ow NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf Ext LsdbLi mi t

}

STATUS current

DESCRI PTI ON
"An ospf LsdbApproachi ngOverflow trap signifies
that the nunber of LSAs in the router’s
link state database has exceeded ninety percent of
ospf Ext LsdbLimt."

1= { ospfTraps 15 }

ospf | f St at eChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf | fl pAddress,
ospf Addr essLessl f,

ospflfState -- The new state
}

STATUS current

DESCRI PTI ON

"An ospflfStateChange trap signifies that there
has been a change in the state of a non-virtual
OSPF interface. This trap should be generated
when the interface state regresses (e.g., goes
fromDr to Down) or progresses to a term nal
state (i.e., Point-to-Point, DR Gther, Dr, or
Backup) . "

.= { ospfTraps 16 }

ospf NssaTr ansl at or St at usChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
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ospf Areal d,
ospf AreaNssaTransl atorState -- The current translation
-- status
}
STATUS current
DESCRI PTI ON

"An ospf NssaTransl at or St at usChange trap indi cates that
there has been a change in the router’s ability to
translate OSPF type-7 LSAs into OSPF type-5 LSAs.
This trap shoul d be generated when the transl ator
status transitions fromor to any defined status on
a per-area basis."

.= { ospfTraps 17 }

ospf Rest art St at usChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf Rest art St at us,
ospfRestartlInterval,
ospf Rest art Exi t Reason

}

STATUS current

DESCRI PTI ON
"An ospf RestartStatusChange trap signifies that
there has been a change in the graceful restart
state for the router. This trap should be
generated when the router restart status
changes. "

1= { ospfTraps 18 }

ospf Nor Rest art Hel per St at usChange NOTI FI CATI ON- TYPE
OBJECTS { ospfRouterld, -- The originator of the trap
ospf Nor | pAddr,
ospf Nor Addr essLessl ndex,
ospfNorRtr 1 d,
ospf Nor Rest art Hel per St at us,
ospf Nor Rest art Hel per Age,
ospf Nbr Rest art Hel per Exi t Reason

}
STATUS current
DESCRI PTI ON

2006

"An ospf Nor Rest art Hel per St at usChange trap signifies that

there has been a change in the graceful restart
hel per state for the neighbor. This trap should be
gener at ed when the nei ghbor restart hel per status
transitions for a neighbor."

1= { ospfTraps 19 }

ospf Vi rt Nor Rest ar t Hel per St at usChange NOTI FI CATI ON- TYPE
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OBJECTS { ospfRouterld, -- The originator of the trap
ospf Vi rt Nor Ar ea,
ospfVirtNorRtr | d,
ospf Vi rt Nor Rest ar t Hel per St at us,
ospf Vi rt Nor Rest ar t Hel per Age,
ospf Vi rt Nor Rest ar t Hel per Exi t Reason

}
STATUS current
DESCRI PTI ON

"An ospf VirtNor Rest art Hel per St at usChange trap signifies

that there has been a change in the graceful restart

hel per state for the virtual neighbor. This trap should

be generated when the virtual neighbor restart hel per
status transitions for a virtual neighbor."
::={ ospfTraps 20 }

-- conformance i nformation
ospf Tr apConf or mance OBJECT | DENTI FI ER : :

ospf Tr apGr oups OBJECT | DENTI FI ER :
ospf TrapConpl i ances OBJECT | DENTI FI ER :

{ ospfTrap 3}

-- conpliance statenents

ospf TrapConpl i ance MODULE- COVPLI ANCE

STATUS obsol et e
DESCRI PTI ON

"The conpliance statement."
MODULE -- this nodul e
MANDATORY- GROUPS { ospf TrapControl G oup }
GROUP ospf TrapCont r ol G oup
DESCRI PTI ON

"This group is optional but recommended for al
OSPF systens. "
.= { ospfTrapConpliances 1 }

ospf TrapConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement."
MODULE -- this nodul e

{ ospfTrapConfornance 1 }
{ ospf TrapConfornance 2 }

MANDATORY- GROUPS { ospf TrapControl G oup, ospfTrapEvent G oup }

OBJECT ospf Confi gError Type

M N- ACCESS accessible-for-notify

DESCRI PTI ON
"This object is only required to be supplied within
notifications."
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OBJECT ospf Packet Type
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"This object is only required to be supplied wthin
notifications."

OBJECT ospf Packet Src
M N-ACCESS accessible-for-notify
DESCRI PTI ON

"This object is only required to be supplied wthin
notifications."
::= { ospfTrapConpliances 2 }

-- units of conformance

ospf TrapCont r ol G oup OBJECT- GROUP
OBJECTS { ospf Set Tr ap,
ospf Confi gError Type,
ospf Packet Type,
ospf Packet Src }
STATUS current
DESCRI PTI ON
"These objects are required to control traps
from OSPF systens.”
.= { ospfTrapGoups 1 }

ospf TrapEvent Gr oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
ospfVirtlfStateChange,
ospf Nbr St at eChange,
ospf Vi rt Nor St at eChange,
ospf | fConfigError,
ospfVirtlfConfigError,
ospf | f Aut hFai l ure,
ospfVirtlfAuthFail ure,
ospf | f RxBadPacket ,
ospfVirtlf RxBadPacket,
ospf TxRetransmi t,
ospfVirtlfTxRetransmt,
ospf Ori gi nat eLsa,
ospf MaxAgelsa,
ospf LsdbOverfl ow,
ospf LsdbAppr oachi ngOver fl ow,
ospf | f St at eChange,
ospf NssaTr ansl at or St at usChange,
ospf Rest art St at usChange,
ospf Nbr Rest art Hel per St at usChange,
ospf Vi rt Nor Rest ar t Hel per St at usChange

}
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STATUS current

DESCRI PTI ON
"“A grouping of OSPF trap events, as specified
i n NOTI FI CATI ON- TYPE constructs.”

::={ ospfTrapG oups 2 }

END
6. Security Considerations

There are a nunber of nanagement objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
net wor k operations.

It is recomended that attention be specifically given to

i mpl enenting the MAX- ACCESS cl ause in a nunber of objects, including
ospf | f Aut hKey, ospflfAut hType, ospfVirtlfAut hKey, and
ospfVirtlfAuthType in scenarios that DO NOT use SNMPv3 strong
security (i.e., authentication and encryption). Extreme caution mnust
be used to minimze the risk of cascading security vulnerabilities
when SNWPv3 strong security is not used. Wen SNWPv3 strong security
is not used, these objects should have access of read-only, not
read-create

SNWPv1l by itself is not a secure environnment. Even if the network
itself is secure (for exanple by using |IPsec), even then, there is no
control as to who on the secure network is allowed to access and

CET/ SET (read/ change/create/ del ete) the objects in this MB

It is recormended that the inplenenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mddel RFC 3414 [RFC3414] and the View
based Access Control Mdel RFC 3415 [ RFC3415] is recommended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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7.

9.

9.

9.

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
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Appendi x A. TGOS Support
For backward conpatibility with previous versions of the CSPF M B
speci fication, TOS-specific information has been retained in this
docunent, though the TOS routing option has been del eted from OSPF
[ RFC2328] .

Appendi x B. Changes from RFC 1850

Thi s section docunents the differences between this nenp and RFC
1850.

Appendi x B.1. GCeneral G oup Changes

Added obj ect ospf RFC1583Conpatibility to indicate support with "RFC
1583 Conpatibility" [RFCL583]. This object has DEFVAL of "enabl ed".

Added obj ect ospf ReferenceBandwi dth to allow configuration of a
reference bandwi dth for cal culation of default interface netrics.

Added obj ects ospfRestart Support, ospfRestartlnterval,
ospf Rest art Age, ospfRestartStrictlLsaChecking, and
ospf Rest art Exi t Reason to support graceful restart.

Added obj ects ospf St ubRout er Support and ospf St ubRout eAdverti senent to
support stub routers.

Added obj ect ospfDiscontinuityTine in order for a nanagenment entity
to detect counter discontinuity events.

Appendi x B.2. OSPF NSSA Enhancenent Support
Added new obj ects to GspfAreaTabl e including the foll ow ng:

-ospf AreaNssaTransl atorRol e to indicate the configured NSSA
transl ation role.

-ospf AreaNssaTransl atorState to indicate the current NSSA translation
role.

-ospf AreaNssaTransl atorStabilitylnterval to indicate time to continue
to performat current translation status.

-ospf AreaNssaTransl atorEvents to indicate the nunber of tinmes OSPF
transl ation state has changed.

Added new obj ect ospf AreaAggr egat eExt Rout eTag to
ospf Ar eaAggr egat eTabl e.

Gal ecki, et al. St andards Track [ Page 113]



RFC 4750 CSPFv2 M B Decenber 2006
Added new obj ect ospf NssaTransl at or St at usChange to ospfTraps in
OSPF- TRAP- M B DEFI NI TI ONS.

Added ospfAreald to | MPORTS in OSPF- TRAP-M B DEFI NI TIONS to support
ospf NssaTr ansl at or St at usChange.

Added ospf AreaExt NssaTransl atorStatus to | MPORTS i n OSPF- TRAP-M B
DEFI NI TIONS to support ospfNssaTransl at or St at usChange.

Modi fi ed the DESCRI PTI ON cl ause of the ospfAreaSunmmary object in the
ospf AreaTabl e to indicate support for NSSA

Modi fi ed the DESCRI PTI ON cl ause of the ospflnport AsExtern object in
the ospfAreaTable for clarity.

Appendi x B.3. Opaque LSA Support

Added obj ect ospf QpaquelLsaSupport to ospfGeneral G oup to indicate
support of OSPF Opaque LSAs.

Creat ed ospflLocal LsdbTabl e, for Iink-local (type-9) LSA support. This
table is indexed by the foll ow ng:

- ospfl ocal Lsdbl pAddr ess

- ospf Local LsdbAddr essLessl f

- ospf Local LsdbType

- ospf Local LsdbLsi d

- ospf Local LsdbRouter i d

ospf Local LsdbTabl e contains the follow ng (col umar) objects:
- ospf Local LsdbSequence, to indicate LSA instance

- ospf Local LsdbAge

- ospf Local LsdbChecksum

-ospf Local LsdbAdverti senent, containing the entire LSA

Created ospfVirLocal LsdbTable, for Iink-1ocal (type-9) LSA support on
virtual links. This table is indexed by the foll ow ng:

-ospfVirtLocal LsdbTransitArea
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-ospfVirtLocal LsdbNei ghbor, to indicate the router ID of the virtua
nei ghbor
-ospf VirLocal LsdbType
-ospfVirLocal LsdbLsi d
-ospf VirLocal LsdbRouterld
ospf Vi rLocal LsdbTabl e contains the follow ng (col umar) objects:
-ospfVirLocal LsdbSequence, to indicate LSA instance
-ospf VirLocal LsdbAge
-ospf VirLocal LsdbChecksum
-ospf VirLocal LsdbAdverti senent, containing the entire LSA

Added objects to ospflfTable to support |ink-local (type-9) LSAs,
i ncl udi ng the foll ow ng:

- ospf I f LsaCount

-ospflflLsaCksunBum to indicate the sumof the type-9 link state
adverti senent checksuns on this interface

Added objects to ospfVirlfTable, to support link-local (type-9) LSAs
on virtual links, including the foll ow ng:

-ospfVirl f LsaCount

-ospfVirlfLsaCksunSum to indicate the sumof the type-9 link state
advertisenent checksums on this |ink

To support area scope (type-10) LSAs, the enuneration areaOpaqueli nk
(10) was added to ospflLsdbType in the ospflLsdbTabl e.

Creat ed ospfAsLsdbTabl e, for AS-scope LSA support. This table is
i ndexed by the foll ow ng:

- ospf AsLsdbType
- ospf AsLsdbLsi d
- ospf AsLsdbRouter i d

ospf AsLsdbTabl e contains the follow ng (columar) objects:
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- ospf AsLsdbSequence, to indicate LSA instance

- ospf AsLsdbAge

- ospf AsLsdbChecksum

- ospf AsLsdbAdverti senent, containing the entire LSA
Appendi x B.4. Gaceful Restart Support

Added obj ects ospfRestart Support, ospfRestartlnterval,

ospf Restart Age, ospfRestartStrictlLsaChecking, and

ospf Rest art Exi t Reason to general group.

Added obj ects ospf NbrRest art Hel per St at us, ospf Nbr Rest art Hel per Age,
and ospf Nor Rest art Hel per Exi t Reason to Ospf Nor Tabl e.

Added obj ects ospfVirt Nor Rest art Hel per St at us,
ospf Vi rt Nor Rest art Hel per Age, and ospf Vi rt Nbr Rest art Hel per Exi t Reason
to GspfVirtNorTabl e.

Appendi x B.5. OSPF Conpli ances

New conpl i ance statenents were added for new and for obsol eted
conformance groups. These statenents include the follow ng:

- ospf Conpl i ance2
- ospf Conpl i anceCbsol et e

New conf ornmance groups were created to support new objects added to
the group. These groups include the foll ow ng:

- ospf Basi cG oup2

- ospf AreaG oup2
-ospf 1 f Group2
-ospfVirtlf G oup2

- ospf Nor Gr oup2
-ospfVirtNor G oup2

- ospf Ar eaAggr egat eG oup?2

Added conpl etely new conformance groups, including the foll ow ng:
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- ospf Local LsdbG oup, which specifies support for Iink-local (type-9)
LSAs

-ospfVirtLocal LsdbG oup, which specifies support for |ink-Ioca
(type-9) LSAs on virtual links

- ospf Qbsol et eGroup, for obsolete objects and SM conpatibility
Appendi x B.6. OSPF Authentication and Security

As there has been significant concern in the conmmunity regarding
cascadi ng security vulnerabilities, the followi ng changes have been
i ncor por at ed:

-Modi fied the DESCRI PTI ON cl ause of ospflfAuthKey due to security
concerns and to increase clarity

-Modi fied the DESCRI PTI ON cl ause of ospfVirtlfAuthKey due to security
concerns and to increase clarity

-Modi fied the DESCRI PTI ON cl ause of ospflfAuthType due to security
concerns and to increase clarity

-Modi fied the DESCRI PTI ON cl ause of ospfVirtlfType due to security
concerns and to increase clarity

-Modified the OSPF M B MODULE DESCRI PTI ON due to security concerns
and to include a reference to the Security Considerations section in
this document that will transcend conpil ation

-Modified the Security Considerations section to provide detai

Appendi x B.7. OSPF Trap M B
Added ospf TrapEvent G oup.
Added i nmportation of NOTI FI CATI ON- GROUP

Changed the STATUS of the ospf TrapConpli ance MODULE- COVPLI ANCE
construct to obsol ete.

Added ospf TrapConpl i ance2 MODULE- COVPLI ANCE construct, which replaces
ospf TrapConpl i ance. OGspf TrapConpl i ance i ncl udes an updat ed
MANDATORY- GROUPS cl ause and new M N- ACCESS speci fications.

Added ntuM smat ch enuneration to ospfConfi gError Type object in

ospf TrapControl to inply MU m smatch trap generation. in
ospflfConfigError.

Gal ecki, et al. St andards Track [ Page 117]



RFC 4750 OSPFv2 M B Decenber 2006

Added noError enuneration to ospfConfigErrorType object for
situations when traps are requested but none have been sent. Updated
t he DESCRI PTI ON cl ause accordingly.

Added nul | Packet enuneration to ospfPacket Type object for situations
when traps are requested but none have been sent. Updated the
DESCRI PTI ON cl ause accordi ngly.

Updat ed t he DESCRI PTI ON cl ause of ospfPacketSrc for situations when
traps are requested, but none have been sent.

Added NOTI FI CATI ON- TYPE for ospfRestart St at usChange.
Added NOTI FI CATI ON- TYPE for ospf Nbr Rest art Hel per St at usChange.
Added NOTI FI CATI ON- TYPE for ospfVirtNbrRestart Hel per St at usChange.
Appendi x B.8. M scel | aneous
Various sections have been noved or nodified for clarity. Most of
t hese changes are semantic in nature and include, but are not limted
to the foll ow ng:
-The OSPF overview section’s format was revised. Unneeded
i nformation was renoved. Renoved information includes OSPF TOS

defaul t val ues.

-The trap overview section’s format and worki ng were revised.
Unneeded informati on was renoved.

-Modi fied the DESCRI PTI ON cl ause of "Status" "TEXTUAL- CONVENTI ON* for
clarity.

- The Updates section was noved fromthe overviewto its own section.
- Updat ed "REFERENCE" cl auses in all objects, as needed.

-Modi fied the SEQUENCE of the OspflfTable to reflect the true order
of the objects in the table.

-Modi fied the DESCRI PTION cl ause of all row management objects for
clarity.

Added ospfHostCfgAreal D to object to Host table with read-create
access. Deprecated ospfHost Areal D.
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Added i nportation of Interfacel ndexOrZero fromIF-MB. This
TEXTUAL- CONVENTI ON wi I | replace the Interfacel ndex TEXTUAL-
CONVENTI ON.

Changed the SYNTAX cl ause of ospf Nor AddressLessl ndex to use the
semantically identical Interfacel ndexOrZero TEXTUAL- CONVENTI ON, as
permtted by the SM.

Changed the STATUS cl ause of the TEXTUAL- CONVENTI ON | nterfacel ndex to
obsol ete and nodi fi ed the DESCRI PTI ON accordi ngly.

Changed the SYNTAX cl ause of ospfAddresslLesslf to use the
semantically identical |Interfacel ndexOrZero TEXTUAL- CONVENTI ON, as
permtted by the SM.

Changed the SYNTAX cl ause of ospflfMetricAddressLesslf to use the
semantically identical Interfacel ndexOrZero TEXTUAL- CONVENTI ON, as
permtted by the SM.

Changed inportation of mb-2 from RFC1213-M B to SNWPv2- SM

Added Intellectual Property Rights section.

Updat ed REVI SI ON DESCRI PTI ON cl auses with description of najor MB
nmodi fi cati ons.

Moved all relevant M B coments to objects’ DESCRIPTION cl auses.
Added reasoni ng for object deprecation.
Added persistence information for read-wite, read-create objects.

Descri bed conditi ons when col ums can be nodified i n RowSt at us
managed rows as required by RFC 2579.

Def i ned Gspf Aut henticationType TC and nodi fi ed authentication type
objects to use the new type.

Made i ndex objects of new tables not accessible.
Added the UNITS cl ause to several objects.

Added ospfl f Desi gnat edRouterld and ospflfBackupDesi gnat edRouterld to
the GspflfEntry.

Added the area LSA counter table.

Added | ANA Consi der ati ons section.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREIN W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
nmade any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nade to obtain a general |icense or permnission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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