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Abst r act

Thi s docunent defines basic term nology for describing different
types of Network Address Transl ation (NAT) behavi or when handling
Uni cast UDP and al so defines a set of requirements that would all ow
many applications, such as multimedia comunications or online

gam ng, to work consistently. Devel oping NATs that meet this set of
requirenents will greatly increase the |ikelihood that these
applications will function properly.
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1. Applicability Statenent

The purpose of this specification is to define a set of requirements
for NATs that would all ow many applications, such as nultinedia
conmuni cati ons or online gam ng, to work consistently. Devel oping
NATs that neet this set of requirenents will greatly increase the

i kelihood that these applications will function properly.

The requirenents of this specification apply to Traditional NATs as
descri bed in [ RFC2663].

Thi s docunent is neant to cover NATs of any size, from snal
residential NATs to large Enterprise NATs. However, it should be
under st ood that Enterprise NATs nornally provide nuch nore than just
NAT capabilities; for exanple, they typically provide firewal
functionalities. A comprehensive description of firewall behaviors
and associ ated requirenents is specifically out-of-scope for this
specification. However, this specification does cover basic firewal
aspects present in NATs (see Section 5).

Approaches using directly signaled control of mniddle boxes are out of
scope.

UDP Rel ays (e.g., Traversal Using Relay NAT [ TURN]) are out of scope.

Application aspects are out of scope, as the focus here is strictly
on the NAT itself.

Thi s docunent only covers aspects of NAT traversal related to Unicast
UDP [ RFC0768] over | P [RFC0791] and their dependenci es on ot her
pr ot ocol s.

2. Introduction

Net wor k Address Translators (NATs) are well known to cause very
significant problens with applications that carry |IP addresses in the
payl oad (see [ RFC3027]). Applications that suffer fromthis problem
i ncl ude Voice Over IP and Miultinedia Over IP (e.g., SIP [RFC3261] and
H. 323 [ITU H323]), as well as online gamng

Many techni ques are used to attenpt to nake realtime multimedi a
applications, online ganmes, and other applications work across NATs.
Application Level Gateways [ RFC2663] are one such nechanism  STUN

[ RFC3489bi s] describes a UNilateral Self-Address Fixing (UNSAF)
mechani sm [ RFC3424]. Teredo [ RFC4380] describes an UNSAF mechani sm
consi sting of tunnelling | Pv6 [ RFC2460] over UDP/IPv4. UDP Rel ays
have al so been used to enabl e applications across NATs, but these are
generally seen as a solution of last resort. Interactive
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Connectivity Establishnent [ICE] describes a nmethodol ogy for using
many of these techni ques and avoi ding a UDP relay, unless the type of
NAT is such that it forces the use of such a UDP relay. This

speci fication defines requirenments for inproving NATs. Meeting these
requi renments ensures that applications will not be forced to use UDP
rel ay.

As pointed out in UNSAF [ RFC3424], "From observations of depl oyed
networks, it is clear that different NAT box inplenmentations vary
widely in terns of how they handle different traffic and addressing

cases". This wide degree of variability is one factor in the overal
brittl eness introduced by NATs and makes it extrenely difficult to
predi ct how any given protocol will behave on a network traversing

NAT. Discussions with nmany of the major NAT vendors have nmde it
clear that they would prefer to deploy NATs that were determ nistic
and caused the least harmto applications while still neeting the
requi rements that caused their custoners to deploy NATs in the first
pl ace. The probl em NAT vendors face is that they are not sure how
best to do that or how to docunment their NATsS' behavi or

The goals of this docunent are to define a set of comon term nol ogy
for describing the behavior of NATs and to produce a set of
requi renents on a specific set of behaviors for NATs.

Thi s docunent forns a common set of requirenents that are sinple and
useful for voice, video, and ganes, which can be inplenented by NAT
vendors. This docunent will sinplify the analysis of protocols for
deci di ng whether or not they work in this environnent and will allow
providers of services that have NAT traversal issues to make
statenents about where their applications will work and where they
will not, as well as to specify their own NAT requirenents.

3. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Readers are urged to refer to [RFC2663] for information on NAT
taxonony and term nology. Traditional NAT is the nbost comon type of
NAT devi ce depl oyed. Readers may refer to [ RFC3022] for detail ed
information on traditional NAT. Traditional NAT has two main
varieties -- Basic NAT and Network Address/Port Translator (NAPT).

NAPT is by far the nmost conmonly depl oyed NAT device. NAPT all ows
multiple internal hosts to share a single public |IP address

si mul taneously. Wen an internal host opens an outgoing TCP or UDP
session through a NAPT, the NAPT assigns the session a public IP
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address and port number, so that subsequent response packets fromthe
ext ernal endpoi nt can be received by the NAPT, translated, and
forwarded to the internal host. The effect is that the NAPT
establ i shes a NAT session to translate the (private |IP address,
private port nunber) tuple to a (public I P address, public port
nunber) tuple, and vice versa, for the duration of the session. An

i ssue of relevance to peer-to-peer applications is how the NAT
behaves when an internal host initiates multiple simultaneous
sessions froma single (private IP, private port) endpoint to

mul tiple distinct endpoints on the external network. |In this
specification, the term"NAT" refers to both "Basic NAT" and " Network
Addr ess/ Port Transl ator (NAPT)".

Thi s docunment uses the term "session" as defined in RFC 2663: "TCP/
UDP sessions are uniquely identified by the tuple of (source IP
address, source TCP/UDP ports, target |IP address, target TCP/ UDP
Port)".

Thi s docunent uses the term "address and port napping" as the
transl ati on between an external address and port and an interna
address and port. Note that this is not the same as an "address
bi ndi ng" as defined in RFC 2663.

Thi s docunent uses | ANA term nol ogy for port ranges, i.e., "Wl
Known Ports" is 0-1023, "Registered" is 1024-49151, and "Dynamc
and/ or Private" is 49152-65535, as defined in

http://ww. i ana. or g/ assi gnnent s/ port - nunbers.

STUN [ RFC3489] used the terms "Full Cone", "Restricted Cone", "Port
Restricted Cone", and "Symetric" to refer to different variations of
NATs applicable to UDP only. Unfortunately, this term nol ogy has
been the source of much confusion, as it has proven inadequate at
describing real-1ife NAT behavior. This specification therefore
refers to specific individual NAT behaviors instead of using the
Cone/ Synmetric term nol ogy.

4. Network Address and Port Transl ation Behavi or
Thi s section describes the various NAT behavi ors applicable to NATs.
4.1. Address and Port Mapping
When an internal endpoint opens an outgoi ng session through a NAT,
the NAT assigns the session an external |P address and port number so
that subsequent response packets fromthe external endpoint can be
received by the NAT, translated, and forwarded to the interna

endpoint. This is a mapping between an internal |P address and port
| P: port and external IP:port tuple. It establishes the translation
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that will be perfornmed by the NAT for the duration of the session.
For many applications, it is inmportant to distinguish the behavior of
the NAT when there are multiple sinultaneous sessions established to
di fferent external endpoints.

The key behavior to describe is the criteria for reuse of a mapping
for new sessions to external endpoints, after establishing a first
mappi ng between an internal X x address and port and an externa
Y1l:yl address tuple. Let’'s assunme that the internal |IP address and
port X:x are mapped to X1':x1' for this first session. The endpoint
then sends from X:x to an external address Y2:y2 and gets a mappi ng
of X2':x2' on the NAT. The relationship between X1':x1" and X2':x2
for various conbinations of the relationship between Y1:yl and Y2:y2
is critical for describing the NAT behavior. This arrangenment is
illustrated in the follow ng di agram
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Address and Port Mappi ng
The foll owi ng address and port mappi ng behavi or are defined:
Endpoi nt - | ndependent Mappi ng:
The NAT reuses the port mapping for subsequent packets sent
fromthe sane internal |IP address and port (X x) to any

external |P address and port. Specifically, Xl :x1' equals
X2':x2' for all values of Y2:y2.
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Addr ess- Dependent Mappi ng:

The NAT reuses the port mappi ng for subsequent packets sent
fromthe sane internal |P address and port (X x) to the sane
external |P address, regardl ess of the external port.
Specifically, X1':x1" equals X2':x2' if and only if, Y2 equals
Y1.

Addr ess and Port - Dependent Mappi ng:

The NAT reuses the port mapping for subsequent packets sent
fromthe sane internal |P address and port (X:x) to the sane
external | P address and port while the mapping is still active.
Specifically, X1':x1'" equals X2':x2" if and only if, Y2:y2
equal s Y1:yl.

It is inportant to note that these three possible choices nmake no
difference to the security properties of the NAT. The security
properties are fully deterni ned by which packets the NAT allows in
and which it does not. This is determined by the filtering behavior
in the filtering portions of the NAT.

REQ 1: A NAT MJST have an "Endpoi nt -1 ndependent Mappi ng" behavi or

Justification: In order for UNSAF nethods to work, REQ 1 needs to be
net. Failure to meet REQ 1 will force the use of a UDP rel ay,
which is very often inpractical

Sone NATs are capable of assigning |P addresses froma pool of IP
addresses on the external side of the NAT, as opposed to just a
single I P address. This is especially common with | arger NATs. Sone
NATs use the external |P address mapping in an arbitrary fashion
(i.e., randomy): one internal |IP address could have nultiple
external |P address nmappings active at the same time for different
sessions. These NATs have an "I P address pooling" behavior of
"Arbitrary". Sone large Enterprise NATs use an | P address pooling
behavior of "Arbitrary" as a neans of hiding the | P address assi gned
to specific endpoints by making their assignnment |ess predictable.

O her NATs use the same external |P address mapping for all sessions
associated with the sane internal |IP address. These NATs have an "I P
address pooling" behavior of "Paired". NATs that use an "IP address
pool i ng" behavi or of "Arbitrary" can cause issues for applications
that use multiple ports fromthe sanme endpoint, but that do not
negotiate | P addresses individually (e.g., some applications using
RTP and RTCP).

Audet & Jenni ngs Best Current Practice [ Page 7]



RFC 4787 NAT UDP Uni cast Requirenents January 2007

REQ 2: It is RECOVENDED t hat a NAT have an "I P address pooling"
behavi or of "Paired". Note that this requirenment is not
applicable to NATs that do not support |P address pooling.

Justification: This will allow applications that use multiple ports
originating fromthe same internal |IP address to al so have the
sanme external |IP address. This is to avoid breaki ng peer-to-peer
applications that are not capable of negotiating the |P address
for RTP and the I P address for RTCP separately. As such it is
envi sioned that this requirenent will become |ess inportant as
applications becone NAT-friendlier with time. The nmain reason why
this requirenent is here is that in a peer-to-peer application
you are subject to the other peer’s mistake. |In particular, in
the context of SIP, if ny application supports the extensions
defined in [ RFC3605] for indicating RTP and RTCP addresses and
ports separately, but the other peer does not, there may still be
breakage in the formof the stream | osing RTCP packets. This
requirenent will avoid the loss of RTP in this context, although
the I oss of RTCP may be inevitable in this particular exanmple. It
is also worth noting that RFC 3605 is unfortunately not a
mandatory part of SIP [RFC3261]. Therefore, this requirenent wll
address a particularly nasty problemthat will prevail for a
significant period of tinme.
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4.

4.

2.

2.

Port Assi gnnment
1. Port Assignnent Behavior

This section uses the followi ng diagramfor reference.
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Port Assi gnnment

Sone NATs attenpt to preserve the port nunber used internally when
assigning a mapping to an external |P address and port (e.g., x1=x1’
x2=x2"). This port assignment behavior is referred to as "port
preservation”. |In case of port collision, these NATs attenpt a
variety of techniques for coping. For exanple, sone NATs wil|
overri dden the previous mapping to preserve the sanme port. O her
NATs will assign a different I P address froma pool of external IP
addresses; this is only possible as I ong as the NAT has enough
external | P addresses; if the port is already in use on all avail able
external |P addresses, then these NATs will pick a different port
(i.e., they don't do port preservation anynore).

Sone NATs use "Port overloading", i.e., they always use port
preservation even in the case of collision (i.e., X1'=X2" and
x1=x2=x1"=x2"). Most applications will fail if the NAT uses "Port
over | oadi ng".

A NAT that does not attenpt to make the external port nunmbers match
the internal port nunbers in any case is referred to as "no port
preservation”.
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When NATs do allocate a new source port, there is the issue of which
| ANA- defined range of port to choose. The ranges are "well-known"
fromO to 1023, "registered" from 1024 to 49151, and "dynamni c/
private" from 49152 through 65535. For mnpst protocols, these are
destination ports and not source ports, So mapping a source port to a
source port that is already registered is unlikely to have any bad
effects. Sone NATs nay choose to use only the ports in the dynamc
range; the only downside of this practice is that it limts the
nunber of ports available. Oher NAT devices may use everything but
the well-known range and may prefer to use the dynam c range first,

or possibly avoid the actual registered ports in the registered
range. O her NATs preserve the port range if it is in the well-known
range. [RFCO768] specifies that the source port is set to zero if no
reply packets are expected. 1In this case, it does not matter what
the NAT maps it to, as the source port will not be used. However,
many common OS APIs do not allow a user to send fromport zero
applications do not use port zero, and the behavior of various
existing NATs with regards to a packet with a source of port zero is
unknown. This docunent does not specify any normative behavior for a
NAT when handling a packet with a source port of zero which neans
that applications cannot count on any sort of deterninistic behavior
for these packets.

REQ 3: A NAT MJUST NOT have a "Port assignnment” behavi or of "Port
over | oadi ng".

a) If the host’s source port was in the range 0-1023, it is
RECOMVENDED t he NAT's source port be in the same range. |If the
host’ s source port was in the range 1024-65535, it is
RECOMVENDED t hat the NAT' s source port be in that range.

Justification: This requirement nust be nmet in order to enable two
applications on the internal side of the NAT both to use the same
port to try to comunicate with the sanme destination. NATs that
i mpl enent port preservation have to deal with conflicts on ports,
and the nmultiple code paths this introduces often result in
nondet erm ni stic behavior. However, it should be understood that
when a port is randomy assigned, it may just randomy happen to
be assigned the sane port. Applications nmust, therefore, be able
to deal with both port preservation and no port preservation.

a) Certain applications expect the source UDP port to be in the

wel | -known range. See the discussion of Network File System
port expectations in [RFC2623] for an exanpl e.
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4.2.2. Port Parity

Sone NATs preserve the parity of the UDP port, i.e., an even port

will be mapped to an even port, and an odd port will be mapped to an
odd port. This behavior respects the [ RFC3550] rule that RTP use
even ports, and RTCP use odd ports. RFC 3550 allows any port nunbers
to be used for RTP and RTCP if the two nunbers are specified
separately; for exanple, using [RFC3605]. However, sone

i mpl ement ati ons do not include RFC 3605, and do not recogni ze when
the peer has specified the RTCP port separately using RFC 3605. |If
such an inplenmentation receives an odd RTP port number fromthe peer
(perhaps after having been translated by a NAT), and then follows the
RFC 3550 rule to change the RTP port to the next |ower even nunber,
this would obviously result in the loss of RTP. NAT-friendly
application aspects are outside the scope of this docunent. It is
expected that this issue will fade away with time, as inplenentations
i nprove. Preserving the port parity allows for supporting

conmuni cation with peers that do not support explicit specification
of both RTP and RTCP port nunbers.

REQ 4: 1t is RECOVWENDED that a NAT have a "Port parity
preservation” behavi or of "Yes".

Justification: This is to avoid breaking peer-to-peer applications
that do not explicitly and separately specify RTP and RTCP port
nunbers and that follow the RFC 3550 rule to decrenment an odd RTP
port to nake it even. The same considerations apply, as per the
| P address pooling requirenent.

4.2.3. Port Contiguity

Sone NATs attenpt to preserve the port contiguity rule of RTCP=RTP+1
These NATs do things like sequential assignnent or port reservation
Sequential port assignnent assunmes that the application will open a
mappi ng for RTP first and then open a mapping for RTCP. It is not
practical to enforce this requirement on all applications.
Furthernore, there is a problemwth glare if many applications (or
endpoints) are trying to open nappi ngs sinultaneously. Port
preservation is also problematic since it is wasteful, especially
consi dering that a NAT cannot reliably distinguish between RTP over
UDP and ot her UDP packets where there is no contiguity rule. For
those reasons, it would be too conplex to attenpt to preserve the
contiguity rule by suggesting specific NAT behavior, and it woul d
certainly break the determ nistic behavior rule.

In order to support both RTP and RTCP, it will therefore be necessary

that applications follow rules to negotiate RTP and RTCP separately,
and account for the very real possibility that the RTCP=RTP+1 rul e
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will be broken. As this is an application requirenent, it is outside
the scope of this document.

4.3. Mapping Refresh

NAT mappi ng tinmeout inplenmentations vary, but include the tiner’'s
val ue and the way the mapping tiner is refreshed to keep the napping
alive.

The mapping tiner is defined as the tine a mapping will stay active
wi t hout packets traversing the NAT. There is great variation in the
val ues used by different NATs.

REQ 5: A NAT UDP mapping tiner MJUST NOT expire in less than two
m nutes, unl ess REQ 5a appli es.

a) For specific destination ports in the well-known port range
(ports 0-1023), a NAT MAY have shorter UDP mapping timers that
are specific to the | ANA-registered application running over
that specific destination port.

b) The val ue of the NAT UDP mapping timer MAY be configurable

c) A default value of five minutes or nore for the NAT UDP nappi ng
timer i s RECOVMENDED

Justification: This requirenment is to ensure that the timeout is
| ong enough to avoid too-frequent tiner refresh packets.

a) Some UDP protocols using UDP use very short-lived connections.
There can be very many such connections; keeping themall in a
connections table could cause consi derabl e | oad on the NAT.
Havi ng shorter timers for these specific applications is,
therefore, an optimzation technique. It is inmportant that the
shorter timers applied to specific protocols be used sparingly,
and only for protocols using well-known destination ports that
are known to have a shorter tiner, and that are known not to be
used by any applications for other purposes.

b) Configuration is desirable for adapting to specific networks
and troubl eshooti ng.

c) This default is to avoid too-frequent tiner refresh packets.
Sone NATs keep the mapping active (i.e., refresh the timer val ue)
when a packet goes fromthe internal side of the NAT to the externa

side of the NAT. This is referred to as having a NAT Qut bound
refresh behavior of "True"
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Sone NATs keep the mapping active when a packet goes fromthe
external side of the NAT to the internal side of the NAT. This is
referred to as having a NAT I nbound Refresh Behavior of "True"

Sone NATs keep the mapping active on both, in which case, both
properties are "True"

REQ 6: The NAT nmapping Refresh Direction MIST have a "NAT Cut bound
refresh behavior" of "True"

a) The NAT mappi ng Refresh Direction MAY have a "NAT | nbound
refresh behavior" of "True"

Justification: Qutbound refresh is necessary for allowi ng the client
to keep the mapping alive.

a) I nbound refresh may be useful for applications with no outgoing
UDP traffic. However, allow ng i nbound refresh may all ow an
external attacker or misbehaving application to keep a mapping
alive indefinitely. This may be a security risk. Also, if the
process is repeated with different ports, over tine, it could
use up all the ports on the NAT.

4.4, Conflicting Internal and External |P Address Spaces

Many NATs, particularly consumer-1|evel devices designed to be

depl oyed by nontechnical users, routinely obtain their external IP
address, default router, and other IP configuration information for
their external interface dynam cally from an external network, such
as an upstream | SP. The NAT, in turn, automatically sets up its own
i nternal subnet in one of the private |P address spaces assigned to
this purpose in [ RFC1918], typically providing dynamic IP
configuration services for hosts on this internal network.

Aut o- confi guration of NATs and private networks can be problematic,
however, if the NAT's external network is also in RFC 1918 private
address space. |In a common scenario, an ISP places its custoners
behi nd a NAT and hands out private RFC 1918 addresses to them Sone
of these custoners, in turn, deploy consuner-level NATs, which, in
effect, act as "second-level" NATs, nultiplexing their own private
RFC 1918 | P subnets onto the single RFC 1918 | P address provi ded by
the ISP. There is no inherent guarantee, in this case, that the
ISP's "internedi ate" privately-addressed network and the custoner’s
i nternal privately-addressed network will not use nunerically

i dentical or overlapping RFC 1918 | P subnets. Furthernore, customners
of consumer-| evel NATs cannot be expected to have the technica
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know edge to prevent this scenario fromoccurring by manual ly
configuring their internal network with non-conflicting RFC 1918
subnet s.

NAT vendors need to design their NATs to ensure that they function
correctly and robustly even in such problematic scenarios. One
possi bl e solution is for the NAT to ensure that whenever its externa
link is configured with an RFC 1918 private | P address, the NAT
automatically selects a different, non-conflicting RFC 1918 | P subnet
for its internal network. A disadvantage of this solution is that,

if the NAT's external interface is dynam cally configured or re-
configured after its internal network is already in use, then the NAT
may have to renunber its entire internal network dynamically if it
detects a conflict.

An alternative solution is for the NAT to be designed so that it can
translate and forward traffic correctly, even when its external and
internal interfaces are configured with numerically overlapping IP
subnets. |In this scenario, for exanple, if the NAT' s externa

i nterface has been assigned an | P address P in RFC 1918 space, then
there might also be an internal node | having the same RFC 1918
private I P address P. An |IP packet with destination address P on the
external network is directed at the NAT, whereas an | P packet with
the same destination address P on the internal network is directed at
node |I. The NAT therefore needs to naintain a clear operationa

di stinction between "external |IP addresses"” and "internal IP
addresses"” to avoid confusing internal node | with its own externa
interface. In general, the NAT needs to allow all internal nodes
(including 1) to comunicate with all external nodes having public
(non-RFC 1918) | P addresses, or having private | P addresses that do
not conflict with the addresses used by its internal network.

REQ 7: A NAT device whose external IP interface can be configured
dynam cally MJST either (1) automatically ensure that its interna
network uses | P addresses that do not conflict with its externa
network, or (2) be able to translate and forward traffic between
all internal nodes and all external nodes whose | P addresses
nunerically conflict with the internal network.

Justification: |If a NAT's external and internal interfaces are
configured with overlapping |IP subnets, then there is, of course,
no way for an internal host with RFC 1918 IP address Qto initiate
a direct comunication session to an external node having the sane
RFC 1918 address Q or to other external nodes with |IP addresses
that nunerically conflict with the internal subnet. Such nodes
can still open conmmuni cation sessions indirectly via NAT traversa
techni ques, however, with the help of a third-party server, such
as a STUN server having a public, non-RFC 1918 I P address. In

Audet & Jenni ngs Best Current Practice [ Page 14]



RFC 4787 NAT UDP Uni cast Requirenents January 2007

this case, nodes with conflicting private RFC 1918 addresses on
opposite sides of the second-1evel NAT can comunicate with each
other via their respective tenmporary public endpoints on the main
Internet, as long as their conmon, first-level NAT (e.g., the
upstream | SP s NAT) supports hairpinning behavior, as described in
Section 6.

5. Filtering Behavior
This section describes various filtering behaviors observed in NATs.

When an internal endpoint opens an outgoi ng session through a NAT,
the NAT assigns a filtering rule for the mappi ng between an interna
| P:port (X x) and external |P:port (Y:y) tuple.

The key behavior to describe is what criteria are used by the NAT to
filter packets originating fromspecific external endpoints.

Endpoi nt - | ndependent Filtering:

The NAT filters out only packets not destined to the interna
address and port X x, regardless of the external |IP address and
port source (Z:z). The NAT forwards any packets destined to
X:x. In other words, sending packets fromthe internal side of
the NAT to any external |IP address is sufficient to allow any
packets back to the internal endpoint.

Addr ess- Dependent Filtering:

The NAT filters out packets not destined to the interna
address X:x. Additionally, the NAT will filter out packets
fromY:y destined for the internal endpoint X:x if X x has not
sent packets to Y:any previously (independently of the port
used by Y). In other words, for receiving packets froma
specific external endpoint, it is necessary for the interna
endpoint to send packets first to that specific externa
endpoint’s | P address.

Address and Port-Dependent Filtering:

This is simlar to the previous behavior, except that the
external port is also relevant. The NAT filters out packets
not destined for the internal address X:x. Additionally, the
NAT will filter out packets fromY:y destined for the interna
endpoint X:x if X x has not sent packets to Y:y previously. In
ot her words, for receiving packets froma specific externa
endpoint, it is necessary for the internal endpoint to send
packets first to that external endpoint’s |IP address and port.
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6.

REQ-8: If application transparency is nost inportant, it is
RECOVMMENDED t hat a NAT have an "Endpoi nt-1ndependent Filtering"
behavior. If a nore stringent filtering behavior is nost

important, it is RECOVWENDED that a NAT have an "Address- Dependent
Filtering" behavior.

a) The filtering behavior MAY be an option configurable by the
admi ni strator of the NAT.

Justification: The recomendation to use Endpoi nt -1 ndependent
Filtering is ained at maxi m zing application transparency; in
particular, for applications that receive nedia sinultaneously
frommultiple | ocations (e.g., gamng), or applications that use
rendezvous techniques. However, it is also possible that, in sone
circunstances, it may be preferable to have a nore stringent
filtering behavior. Filtering independently of the externa
endpoint is not as secure: An unauthorized packet coul d get
through a specific port while the port was kept open if it was
| ucky enough to find the port open. 1In theory, filtering based on
both | P address and port is nore secure than filtering based only
on the | P address (because the external endpoint could, in
reality, be two endpoints behind anot her NAT, where one of the two
endpoints is an attacker). However, such a policy could interfere
with applications that expect to receive UDP packets on nore than
one UDP port. Using Endpoint-Independent Filtering or Address-
Dependent Filtering instead of Address and Port-Dependent
Filtering on a NAT (say, NAT-A) also has benefits when the other
endpoi nt is behind a non-BEHAVE conpliant NAT (say, NAT-B) that
does not support REQ 1. When the endpoints use ICE, if NAT-A uses
Address and Port-Dependent Filtering, connectivity will require a
UDP relay. However, if NAT-A uses Endpoint-Independent Filtering
or Address-Dependent Filtering, ICEw Il ultimately find
connectivity without requiring a UDP relay. Having the filtering
behavi or bei ng an option configurable by the adm nistrator of the
NAT ensures that a NAT can be used in the w dest variety of
depl oynment scenari os.

Hai r pi nni ng Behavi or

If two hosts (called X1 and X2) are behind the same NAT and
exchanging traffic, the NAT may all ocate an address on the outside of

the NAT for X2, called X2':x2'. |If Xl sends traffic to X2':x2", it
goes to the NAT, which nust relay the traffic fromXl to X2. This is
referred to as hairpinning and is illustrated bel ow.

Audet & Jenni ngs Best Current Practice [ Page 16]



RFC 4787 NAT UDP Uni cast Requirenents January 2007

NAT

+----+ from X1l: x1 to X2':x2’ +o---- + X1':x1
| X1 | >>>5555555555555555555555555> - +- - -
LERbR v

| v |

| v |

| v |
+----+ from X1’ :x1' to X2:x2 | v | X2 :x2
| X2 | <<<<<<<<<<<LLLLLLLLKLKLKLKLKLKLKLKLKLL - - - -
t----+ +--- - - +

Hai r pi nni ng Behavi or

Hai rpi nning all ows two endpoints on the internal side of the NAT to
conmuni cate even if they only use each other’s external |P addresses
and ports.

More formally, a NAT that supports hairpinning forwards packets
originating froman internal address, Xl:x1, destined for an externa
address X2':x2' that has an active mapping to an internal address
X2:x2, back to that internal address, X2:x2. Note that typically XU
is the sane as X2’

Furthernore, the NAT nay present the hairpinned packet with either an
internal (X1:x1) or an external (X1':x1') source |P address and port.
Therefore, the hairpinning NAT behavi or can be either "Externa

source | P address and port" or "Internal source |IP address and port".
"Internal source |IP address and port" may cause probl ens by confusing
i mpl enent ati ons that expect an external |P address and port.

REQ 9: A NAT MJST support "Hairpinning".

a) A NAT Hai r pi nni ng behavi or MJST be "External source |IP address
and port".

Justification: This requirenent is to allow comunications between
two endpoi nts behind the same NAT when they are trying each
other’s external |P addresses.

a) Using the external source |IP address is necessary for
applications with a restrictive policy of not accepting packets
fromI|P addresses that differ fromwhat is expected.

7. Application Level Gateways
Certai n NATs have inpl enented Application Level Gateways (ALGs) for

various protocols, including protocols for negotiating peer-to-peer
sessions, such as SIP.
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Certain NATs have these ALGs turned on pernmanently, others have them
turned on by default but allow themto be turned off, and others have
them turned of f by default but allow them be turned on

NAT ALGs may interfere with UNSAF nethods or protocols that try to be
NAT- awar e and therefore nmust be used with extreme caution

REQ 10: To elimnate interference with UNSAF NAT traversa
mechani sns and allow integrity protection of UDP comunications,
NAT ALGs for UDP-based protocols SHOULD be turned off. Future
standards track specifications that define ALGs can update this to
recommend the defaults for the ALGs that they define.

a) If a NAT includes ALGs, it is RECOMMENDED that the NAT all ow
the NAT administrator to enable or disable each ALG separately.

Justification: NAT ALGs may interfere with UNSAF net hods.

a) This requirenent allows the user to enable those ALGs that are
necessary to aid in the operation of sone applications w thout
enabling ALGs, which interfere with the operation of other
applications.

8. Determnistic Properties

The classification of NATs is further conplicated by the fact that,
under sone conditions, the same NAT will exhibit different behaviors.
Thi s has been seen on NATs that preserve ports or have specific
algorithms for selecting a port other than a free one. |If the
external port that the NAT wishes to use is already in use by another
session, the NAT nust select a different port. This results in

di fferent code paths for this conflict case, which results in

di fferent behavior.

For exanple, if three hosts X1, X2, and X3 all send fromthe sane
port x, through a port preserving NAT with only one external |IP
address, called X1', the first one to send (i.e., X1) will get an
external port of x, but the next two will get x2' and x3' (where
these are not equal to x). There are NATs where the External NAT
mappi ng characteristics and the External Filter characteristics
change between the Xl:x and the X2:x mapping. To nmake matters worse,
there are NATs where the behavior may be the sane on the Xl:x and
X2: x mappi ngs, but different on the third X3:x mappi ng.

Anot her exanple is that sone NATs have an "Endpoi nt - | ndependent

Mappi ng", combined with "Port Overloading", as long as two endpoints
are not establishing sessions to the same external direction, but
then switch their behavior to "Address and Port-Dependent Mappi ng"
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wi t hout "Port Preservation" upon detection of these conflicting
sessi ons establishnments.

Any NAT that changes the NAT Mapping or the Filtering behavior

wi t hout configuration changes, at any point in tinme, under any
particular conditions, is referred to as a "non-determnistic" NAT.
NATs that don't are called "determnistic".

Non- det ermini stic NATs generally change behavi or when a conflict of
some sort happens, i.e., when the port that would nornmally be used is
already in use by another mapping. The NAT mappi ng and Externa
Filtering in the absence of conflict is referred to as the Prinmary
behavi or. The behavior after the first conflict is referred to as
Secondary and after the second conflict is referred to as Tertiary.
No NATs have been observed that change on further conflicts, but it
is certainly possible that they exist.

REQ 11: A NAT MUST have determnistic behavior, i.e., it MJST NOT
change the NAT translation (Section 4) or the Filtering
(Section 5) Behavior at any point in time, or under any particular
condi tions.

Justification: Non-deterministic NATs are very difficult to
troubl eshoot because they require nore intensive testing. This
non-det erm ni stic behavior is the root cause of nuch of the
uncertainty that NATs introduce about whether or not applications
will work.

9. | CVP Destination Unreachabl e Behavi or

When a NAT sends a packet toward a host on the other side of the NAT,
an | CMP nessage nmay be sent in response to that packet. That |CW
nessage may be sent by the destination host or by any router along
the network path. The NAT s default configuration SHOULD NOT filter
| CMP nessages based on their source |IP address. Such | CVP messages
SHOULD be rewritten by the NAT (specifically, the I P headers and the
| CMP payl oad) and forwarded to the appropriate internal or externa
host. The NAT needs to performthis function for as |long as the UDP
mappi ng is active. Receipt of any sort of |CMP message MJUST NOT
destroy the NAT mapping. A NAT that perforns the functions described
in the paragraph above is referred to as "support | CMP Processing”

There is no significant security advantage to bl ocking | CWP
Destination Unreachabl e packets. Additionally, blocking | CW
Destination Unreachabl e packets can interfere with application
failover, UDP Path MIU Di scovery (see [RFC1191] and [ RFC1435]), and
traceroute. Blocking any | CVMP nmessage is di scouraged, and bl ocki ng
| CMP Destination Unreachable is strongly discouraged.
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REQ 12: Receipt of any sort of | CVP nessage MJUST NOT term nate the
NAT mappi ng.

a) The NAT' s default configuration SHOULD NOT filter |CMP nmessages
based on their source |P address.

b) It is RECOWENDED t hat a NAT support | CWVP Destination
Unr eachabl e nessages.

Justification: This is easy to do and is used for many things
i ncl udi ng MIU di scovery and rapid detection of error conditions,
and has no negative consequences.

10. Fragnentation of Qutgoing Packets

VWen the MIU of the adjacent link is too small, fragnentation of
packets going fromthe internal side to the external side of the NAT
may occur. This can occur if the NAT is doi ng Point-to-Point over

Et hernet (PPPoE), or if the NAT has been configured with a small MIU
to reduce serialization delay when sending | arge packets and snal

hi gher-priority packets, or for other reasons.

It is worth noting that many I P stacks do not use Path MIU Di scovery
wi th UDP packets.

The packet could have its Don’t Fragnment bit set to 1 (DF=1) or O
(DF=0) .

REQ 13: If the packet received on an internal |P address has DF=1
the NAT MUST send back an | CMP nessage "Fragnentation needed and
DF set" to the host, as described in [RFC0792].

a) If the packet has DF=0, the NAT MUST fragment the packet and
SHOULD send the fragnents in order

Justification: This is as per RFC 792.

a) This is the sane function a router perforns in a simlar
situation [ RFC1812].

11. Receiving Fragmented Packets
For a variety of reasons, a NAT may receive a fragmented packet. The
| P packet containing the header could arrive in any fragment,

dependi ng on network conditions, packet ordering, and the
i mpl enentation of the I P stack that generated the fragnents.
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A NAT that is capable only of receiving fragments in order (that is,
with the header in the first packet) and forwardi ng each of the
fragments to the internal host is described as "Received Fragnents
O dered".

A NAT that is capable of receiving fragnents in or out of order and
forwarding the individual fragments (or a reassenbl ed packet) to the
internal host is referred to as "Receive Fragnents Qut of Order".
See the Security Considerations section of this docunent for a

di scussion of this behavior

A NAT that is neither of these is referred to as "Receive Fragnents
None" .

REQ 14: A NAT MJST support receiving in-order and out-of - order
fragments, so it MJST have "Received Fragment CQut of Order"
behavi or.

a) A NAT' s out-of-order fragnent processing nmechani sm MJUST be
desi gned so that fragnmentation-based DoS attacks do not
conprom se the NAT's ability to process in-order and
unfragmented | P packets.

Justification: See Security Considerations.
12. Requirenents

The requirenents in this section are ainmed at ninimzing the
conplications caused by NATs to applications, such as realtinme
conmuni cations and online ganming. The requirenents listed earlier in
the docunent are consolidated here into a single section

It should be understood, however, that applications normally do not
know i n advance if the NAT conforms to the reconmendati ons defined in
this section. Peer-to-peer nmedia applications still need to use
normal procedures, such as ICE [ICE].

A NAT that supports all the mandatory requirenents of this
specification (i.e., the "MJST"), is "conpliant with this
specification". A NAT that supports all the requirements of this
specification (i.e., including the "RECOWENDED') is "fully conpliant
with all the mandatory and recomended requirenents of this

speci fication".
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REQ 1: A NAT MJST have an "Endpoi nt-1ndependent Mappi ng" behavi or.

REQ 2: It is RECOMMENDED that a NAT have an "I P address pooling"
behavior of "Paired". Note that this requirenment is not
applicable to NATs that do not support |IP address pooling.

REQ 3: A NAT MJUST NOT have a "Port assignnment” behavi or of "Port
over | oadi ng".

a) If the host’s source port was in the range 0-1023, it is
RECOMMVENDED t he NAT' s source port be in the same range. |If the
host’s source port was in the range 1024-65535, it is
RECOMMVENDED t hat the NAT' s source port be in that range.

REQ 4: It is RECOVWENDED that a NAT have a "Port parity
preservation” behavi or of "Yes".

REQ-5: A NAT UDP nmapping tinmer MJST NOT expire in less than two
m nutes, unl ess REQ 5a appli es.

a) For specific destination ports in the well-known port range
(ports 0-1023), a NAT MAY have shorter UDP mapping timers that
are specific to the | ANA-regi stered application running over
that specific destination port.

b) The val ue of the NAT UDP mapping timer MAY be confi gurable.

c) A default value of five mnutes or nore for the NAT UDP nappi ng
tinmer i s RECOMVENDED.

REQ 6: The NAT mappi ng Refresh Direction MJUST have a "NAT CQut bound
refresh behavior" of "True".

a) The NAT mappi ng Refresh Direction MAY have a "NAT | nbound
refresh behavior" of "True".

REQ 7 A NAT devi ce whose external |IP interface can be configured
dynam cally MJUST either (1) Automatically ensure that its internal
network uses | P addresses that do not conflict with its external
network, or (2) Be able to translate and forward traffic between
all internal nodes and all external nodes whose |P addresses
nunerically conflict with the internal network.

REQ-8: If application transparency is nost inportant, it is
RECOVMENDED t hat a NAT have "Endpoi nt -1 ndependent Filtering"
behavior. |If a more stringent filtering behavior is nost

important, it is RECOVWENDED t hat a NAT have "Address- Dependent
Filtering" behavior.
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a) The filtering behavior MAY be an option configurable by the
admi ni strator of the NAT.

REQ 9: A NAT MJST support "Hairpinning".

a) A NAT Hairpi nning behavi or MUST be "External source |P address
and port".

REQ 10: To elimnate interference with UNSAF NAT traversa
mechani sns and allow integrity protection of UDP comunications,
NAT ALGs for UDP-based protocols SHOULD be turned off. Future
standards track specifications that define an ALG can update this
to recommend the ALGs on which they define default.

a) If a NAT includes ALGs, it is RECOMVENDED that the NAT all ow
the NAT administrator to enable or disable each ALG separately.

REQ 11: A NAT MUST have determnistic behavior, i.e., it MJST NOT
change the NAT translation (Section 4) or the Filtering
(Section 5) Behavior at any point in time, or under any particular
condi tions.

REQ 12: Receipt of any sort of | CVP nmessage MJUST NOT term nate the
NAT mappi ng.

a) The NAT's default configuration SHOULD NOT filter |CMP nessages
based on their source |P address.

b) It is RECOWENDED t hat a NAT support |CWVP Destination
Unr eachabl e nessages.

REQ 13 |If the packet received on an internal |P address has DF=1
the NAT MUST send back an | CVMP nessage "Fragnentation needed and
DF set"” to the host, as described in [RFC0792].

a) If the packet has DF=0, the NAT MJUST fragnent the packet and
SHOULD send the fragnents in order

REQ 14: A NAT MJST support receiving in-order and out-of - order
fragments, so it MJST have "Received Fragment CQut of Order"
behavi or.

a) A NAT' s out-of-order fragnent processing nmechani sm MJST be
desi gned so that fragnmentation-based DoS attacks do not
conprom se the NAT's ability to process in-order and
unfragmented | P packets.
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13. Security Considerations

NATs are often deployed to achieve security goals. Mst of the
recomendati ons and requirenments in this document do not affect the
security properties of these devices, but a few of them do have
security inplications and are discussed in this section

Thi s docunent recomends that the tinmers for nmapping be refreshed on
out goi ng packets (see REQ 6) and does not make reconmmendati ons about
whet her or not inbound packets should update the timers. |If inbound
packets update the tiners, an external attacker can keep the mapping
alive forever and attack future devices that may end up with the sane
internal address. A device that was al so the DHCP server for the
private address space could nmtigate this by cleaning any mappi ngs
when a DHCP | ease expired. For unicast UDP traffic (the scope of
this document), it may not seemrel evant to support inbound timer
refresh; however, for multicast UDP, the question is harder. It is
expected that future docunents di scussing NAT behavior with multicast
traffic will refine the requirenents around handling of the inbound
refresh tiner. Sone devices today do update the timers on i nbound
packets.

Thi s docunent recommends that the NAT filters be specific to the
external IP address only (see REQ-8) and not to the external IP

address and UDP port. It can be argued that this is |ess secure than
using the I P and port. Devices that wish to filter on IP and port do
still conmply with these requirenents.

Non-determnistic NATs are risky froma security point of view. They
are very difficult to test because they are, well, non-determnistic.
Testing by a person configuring one may result in the person thinking
it is behaving as desired, yet under different conditions, which an
attacker can create, the NAT may behave differently. These

requi renents recomend that devices be determnistic.

Thi s docunent requires that NATs have an "external NAT mapping is
endpoi nt i ndependent" behavior. This does not reduce the security of
devices. \Which packets are allowed to flow across the device is
deterni ned by the external filtering behavior, which is independent
of the mappi ng behavi or.

When a fragnented packet is received fromthe external side, and the
packets are out of order so that the initial fragnent does not arrive
first, many systens sinply discard the out-of-order packets.

Mor eover, since sone networks deliver small packets ahead of |arge
ones, there can be many out-of-order fragnents. NATs that are
capabl e of delivering these out-of-order packets are possible, but
they need to store the out-of-order fragnents, which can open up a
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Deni al - of - Servi ce (DoS) opportunity, if done incorrectly.
Fragmentation has been a tool used in many attacks, sone involving
passi ng fragmented packets through NATs, and ot hers involving DoS
attacks based on the state needed to reassenble the fragnents. NAT
i mpl enenters should be aware of [RFC3128] and [ RFC1858].

14. | AB Consi derati ons

The |1 AB has studi ed the problemof "Unilateral Self Address Fixing"
which is the general process by which a client attenpts to determ ne
its address in another real mon the other side of a NAT through a
col | aborative protocol reflection nechani sm[RFC3424].

This specification does not, in itself, constitute an UNSAF
application. It consists of a series of requirenments for NATs ai nmed
at minimzing the negative inpact that those devices have on peer-to-
peer nedia applications, especially when those applications are using
UNSAF et hods.

Section 3 of UNSAF lists several practical issues with solutions to
NAT problens. This docunent makes recommendati ons to reduce the
uncertainty and probl ens introduced by these practical issues with
NATs. In addition, UNSAF lists five architectural considerations.

Al though this is not an UNSAF proposal, it is interesting to consider
the inpact of this work on these architectural considerations.

Arch-1: The scope of this is limted to UDP packets in NATs |ike the
ones wi dely depl oyed today. The "fix" hel ps constrain the
variability of NATs for true UNSAF sol utions such as STUN

Arch-2: This will exit at the sane rate that NATs exit. |t does not
i mply any protocol nachinery that would continue to live
after NATs were gone, or nake it nore difficult to renove
them

Arch-3: This does not reduce the overall brittleness of NATs, but
wi Il hopefully reduce sone of the nore outrageous NAT
behavi ors and nmake it easer to discuss and predict NAT
behavior in given situations.

Arch-4: This work and the results [RESULTS] of various NATs
represent the nost conprehensive work at | ETF on what the
real issues are with NATs for applications like VolP. This
wor k and STUN have pointed out, nore than anything el se, the
brittl eness NATs introduce and the difficulty of addressing
these i ssues.
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15.

16.

16.

16.

Arch-5: This work and the test results [RESULTS] provide a reference
nodel for what any UNSAF proposal night encounter in
depl oyed NATSs.
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