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Abst r act
This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nanagenent protocols in the Internet comunity.
In particular, it describes managed objects to configure and/or

nonitor a Generalized Miltiprotocol Label Switching (GWLS) Label
Swi tching Router (LSR).
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1. Introduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet community.
In particular, it describes managed objects for nodeling a
CGeneralized Multiprotocol Label Swi tching (GWLS) [RFC3945] Labe

Swi tching Router (LSR).

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

1.1. Mgration Strategy

MPLS LSRs nmay be nodel ed and nanaged using the MPLS-LSR-STD-M B
nodul e [ RFC3813] .

LSRs may be migrated to be nodel ed and nanaged using the M B npdul es
in this docunment in order to mgrate the LSRs to GWLS support, or to
take advantage of additional MB objects defined in these M B nodul es
that are applicable to MPLS-TE
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The GWLS LSR M B nodul e (GWPLS-LSR-STD-M B), defined in this
document, extends the MPLS-LSR-STD-M B nodul e [ RFC3813] through a
series of sparse augnmentations of the MB tables. The only additions
are for support of GVWPLS or to support the increased conmplexity of
MPLS and GVPLS syst ens.

In order to migrate from MPLS-LSR- STD-M B support to GWLS- LSR- STD-
M B support, an inplenentation needs only to add support for the
addi ti onal tables and objects defined in GWLS-LSR- STD-M B. The
gnpl sl nterfaceSi gnal i ngCaps object allows an inplementation to use
the objects and tables of GWLS-LSR-STD-M B wi t hout supporting the
GWPLS protocol s.

The GWLS Label M B nodul e (GWLS- LABEL- STD-M B), al so defined in
this docunment, allows |abels to be configured and exani ned, and it
supports nore varieties of |abels as appropriate for GWLS. Labels
may be referenced using a row pointer fromobjects within the GWLS-
LSR-STD-M B nodul e. MPLS i npl enentati ons (MPLS-LSR-STD-M B) nmay al so
reference | abels held in the GWLS- LABEL- STD-M B nodul e t hrough t he
various | abel pointer objects in the MPLS-LSR-STD-M B nodul e (such as
npl sl nSegrent Label Ptr), and may do so without inplenmenting the

GWPLS- LSR- STD- M B nodul e.

The conpani on docunent nodel i ng and managi ng GVPLS- based traffic
engi neeri ng [ RFC4802] extends the MPLS-TE- STD-M B nodul e [ RFC3812]
with the sane intentions.

Textual conventions are defined in [ RFC4801], which extends the set
of textual conventions originally defined in [ RFC3811].

2. Term nol ogy

Thi s docunent uses term nology fromthe document describing the MPLS
architecture [RFC3031] and the GWLS architecture [ RFC3945].

A Label Switched Path (LSP) is npdel ed as a connection consisting of
one or nore incomng segnments (in-segnments) and/or one or nore

out goi ng segnents (out-segnments) at an LSR  The association or

i nterconnection of the in-segnents and out-segnments is acconplished
by using a cross-connect. W use the term nol ogy "connection" and
"LSP" interchangeably where the nmeaning is clear fromthe context.

i n-segnent This is anal ogous to a GVWLS Label on an interface.

out - segnent This is anal ogous to a GWLS Label on an interface.
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cross-connect This describes the conceptual connection between a set
of in-segnments and out-segnents. Note that either set
may be enpty; for exanple, a cross-connect may connect
only out-segnents together with no in-segnents in the
case where an LSP originates on an LSR

The terns 'ingress’ and 'head-end” (or 'head') are used in this
document to indicate the signaling source of an LSP. This is
sonmetines also referred to as the 'sender’

The terms "egress’ and 'tail-end” (or 'tail’) are used in this
docunent to indicate the signaling destination of an LSP

The term ' upstream is used in this document to refer to the part of
an LSP that is closer to the ingress than the current point of
ref erence.

The term ' downstreanmi is used in this docunent to refer to the part
of an LSP that is closer to the egress than the current point of
ref erence.

The term’'forward’ is used in this docunent to indicate the direction
of data flow fromthe ingress toward the egress.

The term’reverse’ is used in this docunent to indicate the direction
of data flow fromthe egress toward the ingress.

3. The Internet-Standard Managerment Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managerent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Nadeau & Farrel St andards Track [ Page 4]



RFC 4803 GWLS LSR M B February 2007

4.

4.

4.

4.

4.

CQutline

1. M B Mdul es

There are two M B nmodul es defined in this document.

The GWLS-LSR- STD-M B npdul e contains tabl es that sparse augnent
tables defined in the MPLS-LSR-STD-M B nodul e [ RFC3813]. This MB
nmodul e is used in conjunction with the MPLS-LSR-STD-M B nodul e

[ RFC3813] in systens that support GWPLS.

The GWPLS- LABEL- STD-M B nodul e contai ns objects for managi ng GWLS
Label s when they cannot be represented using the textual conventions
of the MPLS-TC-STD-M B nodul e [ RFC3811], or when nore detail ed access
to the sub-fields of the labels is required.

1.1. Sunmary of the GWLS-LSR-STD-M B Mdul e

1

2.

The MB tables in the GWLS-LSR-STD-M B nodul e are as foll ows:

- The interface configuration table (gnplslnterfaceTabl e) sparse
augnments the nplsinterfaceTabl e [RFC3813] to enable the GWLS
protocol on MPLS-capable interfaces.

- The in-segnment (gnplslnSegnent Tabl e) and out - segnent
(gnpl sQut Segnent Tabl e) tabl es sparse augnment npl sl nSegnent Tabl e
and npl sQut Segnent Tabl e [ RFC3813] to enabl e configuration of
GWLS-specific parameters for LSP segments at an LSR

These tables are described in the subsequent sections.
.2. Summary of the GWPLS-LABEL- STD-M B Mdul e
There is one MB table in the GVWLS- LABEL- STD-M B nodul e as fol |l ows:

- The gnpl sLabel Tabl e al | ows Generalized Labels to be defined and
managed in a central location. Generalized Labels can be of
variable I ength and have distinct bit-by-bit interpretations
dependi ng upon how they are defined for the specific technology in
whi ch they are used. For exanple, |abels used for MPLS packet
switching are different in |length and content fromlabels used in
Time Division Miultiplexer (TDM tinmeslot switching.

Configuring Statically Provisioned LSPs

Configuring statically provisioned GWLS LSPs through an LSR invol ves
the follow ng steps:
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- Configuring an interface using the MPLS-LSR-STD-M B nodul e
[ RFC3813] .

- Enabling GWLS on GWLS-capable interfaces using the GWLS-LSR-
STD-M B nodul e in this docunent.

- Configuring in-segnents and out-segnents using the MPLS-LSR-STD
M B nodul e [ RFC3813].

- Configuring GWLS extensions to the in-segnments and out-segnents
using the GWLS-LSR-STD-M B nodul e in this docunent.

- Setting up the cross-connect table in the MPLS-LSR- STD-M B nodul e
[ RFC3813] to associate segnents and/or to indicate connection
origination and term nation.

- Optionally setting up labels in the | abel table in the GVWLS-
LABEL- STD-M B nodul e in this document if the textual convention
Mol sLabel [ RFC3811] is not capabl e of holding the required | abe
(for example, if the |label requires nmore than 32 bits to encode
it), or if the operator w shes to di sanmbi guate GWLS Label types.

- Optionally specifying | abel stack actions in the MPLS-LSR-STD-M B
nodul e [ RFC3813] .

- Optionally specifying segnent traffic paranmeters in the MPLS-LSR-
STD-M B npdul e [ RFC3813] .

5. Bidirectional LSPs

The GWLS-LSR- STD-M B nodul e supports bidirectional LSPs as required
for GWLS. A single value of nplsXClndex is shared by all of the
segnments for the entire bidirectional LSP. This facilitates a sinple
reference from[RFC3812] and [ RFC4802] and makes fate-sharing nore
obvi ous.

It is, however, inportant that the direction of segnments is
understood to avoid connecting all in-segnents to all out-segnents.
This is achieved by an object in each segnment that indicates the
direction of the segnent with respect to data fl ow

A segnent that is marked as "forward carries data fromthe 'head of

the LSP to the "tail’. A segnent narked as 'reverse’ carries data in
the reverse direction
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Where an LSP is signal ed using a conventional signaling protocol, the
"head’ of the LSP is the source of the signaling (also known as the

ingress) and the "tail’ is the destination (also known as the
egress). For manually configured LSPs, an arbitrary decision nust be
made about which segnments are 'forward and which 'reverse’ . For

consi stency, this decision should be nade across all LSRs that
participate in the LSP by assigning 'head’” and 'tail’ ends to the
LSP.

6. Exanple of LSP Setup

In this section, we provide a brief exanple of using the MB objects
described in sections 7 and 8 to set up an LSP. Wile this exanple
is not neant to illustrate every nuance of the MB nodules, it is

i ntended as an aid to understandi ng some of the key concepts. It is
nmeant to be read after going through the MB nodul es thensel ves. A
prerequisite is an understanding of the MPLS-LSR-STD-M B nodul e

[ RFC3813] .

Suppose that one would like to manually create a best-effort,

bi directional LSP. Assume that, in the forward direction, the LSP
enters the LSR via MPLS interface A with iflndex 12 and exits the LSR
via MPLS interface Bwith iflndex 13. For the reverse direction, we
assume that the LSP enters via interface B and | eaves via interface A
(i.e., the forward and reverse directions use the same bidirectiona
interfaces). Let us also assune that we do not wi sh to have a | abe
stack beneath the top | abel on the outgoing |abel ed packets. The
followi ng exanple illustrates which rows and correspondi ng objects

m ght be created to acconplish this.

We nust first create rows in the gnpl sLabel Tabl e corresponding to the
| abel s required for each of the forward- and reverse-direction in-
and out-segrments. For the purpose of this exanple, the forward and
reverse | abels on each interface will be the sane, hence we need to
create just two rows in the gnpl sLabel Table - one for each interface.

I n gnpl sLabel Tabl e:

gnpl sLabel I nterface = 12,

gnpl sLabel | ndex =1

gnpl sLabel Subi ndex = 0,

gnpl sLabel Type = gnpl sFreef ormLabel (3),
gnpl sLabel Freef orm = 0x123456789ABCDEFO

gnpl sLabel Rowst at us creat eAndCGo( 4)
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I n gnpl sLabel Tabl e:

gnpl sLabel I nterface = 13,

gnpl sLabel | ndex = 1,

gnpl sLabel Subi ndex = 0,

gnpl sLabel Type = gnpl sFreef or mLabel (3),
gnpl sLabel Freef orm = OxFEDCBA9876543210

gnpl sLabel Rowst at us
}

We nust next create the appropriate in-segnent and out-segnent
entries. These are done in [ RFC3813] using the nplslnSegnent Tabl e
and npl sQut Segnent Table. Note that we use a row pointer to the two
rows in the gnpl sLabel Table rather than specify the |abels explicitly
in the in- and out-segnment tables. Also note that the row status for
each rowis set to createAndWait(5) to allow corresponding entries in
the gnpl sl nSegnent Tabl e and gnpl sQut Segnent Tabl e to be creat ed.

creat eAndGo( 4)

For the forward direction.

I n npl sl nSegnent Tabl e:

{
npl sl nSegrrent | ndex = 0x00000015
npl sl nSegnent Label =0, -- incomng label in |abel table
npl sl nSegnment NPop = 1,
npl sl nSegnent I nterface = 12, -- inconing interface
-- RowPoi nter MJUST point to the first accessible col um.
npl sl nSegrent Tr af fi cPar anPt r = 0.0,
npl sl nSegnent Label Pt r = gnpl sLabel Tabl e(12, 1, 0)
npl sl nSegment Rowst at us = creat eAndWai t (5)

}

I n npl sQut Segrent Tabl e:

{
npl sQut Segnent | ndex = 0x00000012,
npl sQut Segnent | nt erf ace = 13, -- outgoing interface
npl sQut Segnent PushTopLabel =true(l),
npl sQut Segnent TopLabel = 0, -- outgoing label in |abel table
-- RowPoi nter MJUST point to the first accessible col um.
npl sQut Segnent Traf fi cParanPtr = 0.0,
npl sQut Segnent Label Ptr = gnpl sLabel Tabl e(13, 1, 0)
npl sQut Segnent Rowst at us = creat eAndWai t (5)

}
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For the reverse direction.

I n npl sl nSegnent Tabl e:

{
npl sl nSegrent | ndex = 0x00000016
npl sl nSegnent Label =0, -- incomng label in |abel table
npl sl nSegnment NPop =1
nmpl sl nSegnent I nterface = 13, -- inconing interface
-- RowPoi nter MJUST point to the first accessible col um.
npl sl nSegrent Tr af fi cPar anPt r = 0.0,
nmpl sl nSegment Label Ptr = gnpl sLabel Tabl e( 13, 1, 0)
npl sl nSegment RowSt at us = creat eAndWai t (5)

}

I n npl sCut Segnent Tabl e:

{
npl sQut Segnent | ndex = 0x00000013,
npl sQut Segnent | nt er f ace = 12, -- outgoing interface
npl sQut Segnent PushTopLabel =true(l),
npl sCQut Segnent TopLabel = 0, -- outgoing label in |abel table
-- RowPoi nter MJUST point to the first accessible colum.
npl sQut Segnent Traf fi cParanPtr = 0.0,
npl sCQut Segnent Label Ptr = gnpl sLabel Tabl e(12, 1, 0)
npl sQut Segnent RowsSt at us = creat eAndWai t (5)

}

These table entries are extended by entries in the

gnpl sl nSegnent Tabl e and gnpl sCQut Segnent Table. Note that the nature
of the "extends’ relationship is a sparse augnentation so that the
entry in the gnpl sl nSegnent Tabl e has the sane i ndex val ues as the
entry in the nmplsinSegnent Table. Simlarly, the entry in the

gnpl sQut Segnent Tabl e has the sanme i ndex values as the entry in the
npl sCQut Segnent Tabl e.

First for the forward direction
I n gmpl sl nSegnent Tabl e( 0x00000015)

gnpl sl nSegnent Di recti on = forward(1)
}

I n gnpl sQut Segnent Tabl e( 0x00000012)

gnpl sQut Segnent Di recti on = forward(1l)
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Next for the reverse direction:
I n gnpl sl nSegnent Tabl e( 0x00000016)

gnpl sl nSegnent Di r ecti on

I n gnpl sQut Segnent Tabl e( 0x00000013)
gnpl sQut Segnment Di recti on

Next ,

MPLS- LSR- STD-M B [ RFC3813],

segnent s toget her.

I n npl sXCTabl e:

GWLS LSR M B

February 2007

reverse(2)

reverse(2)

two cross-connect entries are created in the npl sXCTabl e of the
thereby associating the newy created

{
npl sXCl ndex = 0x01,
npl sXCl nSegnent | ndex = 0x00000015,
npl sXCQut Segrrent | ndex = 0x00000012,
npl sXCLspl d = 0x0102 -- unique ID
npl sXCLabel St ackl ndex = 0x00, -- only a single outgoing | abe
nmpl sXCRowSt at us = creat eAndGo( 4)
}
I n npl sXCTabl e:
{
npl sXCl ndex = 0x02,
npl sXCl nSegnent | ndex = 0x00000016,
npl sXCQut Segrrent | ndex = 0x00000013,
npl sXCLspl d = 0x0102 -- unique ID
npl sXClLabel St ackl ndex = 0x00, -- only a single outgoing | abe
npl sXCRowsSt at us = createAndCGo(4)
}
Finally, the in-segnents and out-segnents are activated

I n npl sl nSegnent Tabl e( 0x00000015) :
{
npl sl nSegrent RowSt at us
}
I n npl sl nSegnent Tabl e( 0x00000016) :

{
npl sl nSegnment RowSt at us
}
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I n npl sQut Segnent Tabl e(0x00000012) :

{
}

npl sQut Segnent RowsSt at us

active(l)

I n npl sQut Segnent Tabl e(0x00000013) :

npl sQut Segnent RowsSt at us

7. QGVWPLS Label Switching Router

active(l)

M B Definitions

This M B nodul e makes reference to the foll ow ng docunents:

[ RFC2578] ,
[ RFC3468] ,

[ RFC2579],
[ RFC3472] ,

GWLS-LSR-STD-M B DEFINITIONS :: =

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Unsi gned32,

FROM SNWPv2- SM
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF
RowPoi nt er
FROM SNMPv2- TC
Gmpl sSegnment Di recti onTC
FROM GWPLS- TC- STD-M B
npl sl nt er f acel ndex,
npl sl nt erfaceG oup,
npl sXCG oup, npl sPerf G oup,
FROM MPLS- LSR- STD-M B
i f General | nformati onG oup,
FROM | F-M B
npl sSt dM B
FROM MPLS- TC- STD-M B

gnpl sLsr StdM B MODULE- | DENTI TY
LAST- UPDATED
"200702270000Z" - -
ORGANI ZATI ON
"I ETF Common Contr ol

CONTACT- | NFO
" Thomas D. Nadeau
Ci sco Systens, Inc.
Emai | : tnadeau@i sco. com

Adri an Farr el
A d Dog Consulting

Nadeau & Farr el

[ RFC2580] ,
[ RFC3473] ,

npl sl nSegmrrent | ndex,
npl sl nSegrent G oup,
npl sLsrNotificationG oup

St andards Track

[ RFC2863], [RFC3209], [RFC3443],
[ RFC3811], [RFC3813], and [ RFC4801] .
BEG N

zer oDot Zer o

RFC 2578
RFC 2580
RFC 2579
RFC 4801

npl sCQut Segnent | ndex,
npl sQut Segnent G oup,

RFC 3813

i f Count er Di sconti nuityG oup

RFC 2863

RFC 3811

27 February 2007 00: 00: 00 GvIr

And Measur enent Pl ane (CCAMP) Wor ki ng G oup”
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Enmai | : adri an@l ddog. co. uk
Comment s about this document should be emailed directly to the
CCAMP working group nailing list at ccamp@ps.ietf.org."

DESCRI PTI ON
"Copyright (C) The IETF Trust (2007). This version of
this MB nodule is part of RFC 4803; see the RFC itself for
full legal notices.

This M B npdul e contai ns managed object definitions for the
CGeneralized Multiprotocol (GWLS) Label Switching Router as
defined in Generalized Miulti-Protocol Label Switching (GVWPLS)
Architecture, Mannie et al., RFC 3945, Cctober 2004."
REVI SI ON
"200702270000Z2" -- 27 February 2007 00: 00: 00 GV
DESCRI PTI ON
"Initial version issued as part of RFC 4803."
c:={ nplsStdM B 15 }

-- no notifications are currently defined.

gnpl sLsr Obj ect s OBJECT IDENTIFIER ::= { gnplsLsrStdMB 1 }
gnpl sLsr Conf or mance OBJECT IDENTIFIER ::= { gnplsLsrStdMB 2 }
gnpl sl nterfaceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gl sinterfaceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies per-interface GWLS capability and
associated information. It extends the information in the

npl si nterfaceTabl e of MPLS-LSR-STD-M B t hrough a
sparse augnentation rel ationship."
REFERENCE
"1. Multiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Management |nformati on Base (M B), RFC 3813."
::= { gnplsLsrnjects 1}

gnpl sl nterfaceEntry OBJECT- TYPE

SYNTAX Gmpl sl nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual rowin this table is created automatically by an
LSR for each interface that is both capable of supporting
GWLS and configured to support GVWPLS. Note that
support of GWLS is not limted to control plane signaling,
but may incl ude data-pl ane-only function configured through
SNVP SET comands performed on this M B nodul e.
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A conceptual rowin this table may al so be created via SNW
SET comands or automatically by the LSR to suppl enent a
conceptual row in the nplsinterfaceTabl e where the interface
is not capable of GWLS but where the other objects carried
in this row provide useful additional information for an
MPLS i nterface.

A conceptual rowin this table will exist if and only if a
corresponding entry in the nplsinterfaceTable exists, and a
corresponding entry in the ifTable exists with ifType = npl s(166).
If the associated entry in the ifTable is operationally disabled
(thus renoving the GQVWPLS capabilities on the interface) or the
entry in the nplsinterfaceTable is deleted, the corresponding entry
in this table MJST be del eted shortly thereafter.

The i ndexes are the sane as for the nmplsinterfaceTable. Thus, the
entry with index O represents the per-platformlabel space and

contains paraneters that apply to all interfaces that
participate in the per-platforml|abel space."
REFERENCE

"1. Multiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Management |nformati on Base (M B), RFC 3813."
I NDEX { npl sl nterfacel ndex }
.= { gnplsinterfaceTable 1 }

Gmpl sl nterfaceEntry ::= SEQUENCE {
gnpl sl nterfaceSi gnal i ngCaps BI TS,
gnmpl sl nterfaceRsvpHel | oPeri od Unsi gned32

gnpl sl nterfaceSi gnal i ngCaps OBJECT- TYPE
SYNTAX BITS {
unknown( 0),
rsvpGml s(1),
crl dpGmpl s(2), -- note the use of CR-LDP is deprecated

ot her Gmpl s( 3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Defines the signaling capabilities on this interface. Miltiple
bits nmay legitimtely be set at once, but if 'unknown' is set
then no other bit may be set. Setting no bits inplies that GWLS
signal i ng cannot be perforned on this interface and all LSPs
must be nmanual Iy provisioned or that this table entry is only
present to supplement an entry in the nplslnterfaceTabl e by
providing the information carried in other objects in this row"
REFERENCE
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"1. Ceneralized MPLS Signaling - CR LDP Extensions, RFC 3472.
2. The Multiprotocol Label Switching (MPLS) Wrking G oup
deci sion on MPLS signaling protocols, RFC 3468.
3. Ceneralized MPLS Signaling - RSVP-TE Extensions, RFC 3473."
DEFVAL { { rsvpGmls } }
.= { gnplsinterfaceEntry 1 }

gnpl sl nterfaceRsvpHel | oPeri od OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Period, in mlliseconds, between sending Resource Reservation
Protocol (RSVP) Hell o nessages on this interface. A value of O
i ndi cates that no Hell o nmessages should be sent on this
i nterface.

This object is only valid if gnplslnterfaceSi gnalingCaps has no
bits set or includes the rsvpGmpls bit."

REFERENCE
"1l. RSVP-TE: Extensions to RSVP for LSP Tunnels, RFC 3209,
section 5.

2. Ceneralized MPLS Signaling - RSVP-TE Extensions, RFC 3473,
section 9.3."
DEFVAL { 3000 }
::={ gnplsinterfaceEntry 2 }

gnpl sl nSegnent Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Gl sl nSegnent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e sparse augnents the npl sl nSegnent Tabl e of
MPLS-LSR-STD-M B to provide GWLS-specific information about
i ncom ng segnents to an LSR "
REFERENCE
"1. Multiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Managenent |nformati on Base (M B), RFC 3813."
::={ gnplsLsrjects 2 }

gnpl sl nSegnent Entry OBJECT- TYPE

SYNTAX Gmpl sl nSegnment Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table extends the representati on of an incom ng
segnent represented by an entry in the nplslnSegnentTable in
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MPLS- LSR- STD-M B t hrough a sparse augnentation. An entry can be
created by a network administrator via SNVWP SET commands, or in
response to signaling protocol events.

Note that the storage type for this entry is given by the val ue
of npl sl nSegnent St orageType in the corresponding entry of the
npl sl nSegrent Tabl e. "
REFERENCE
"1. Multiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Managemnent |nformati on Base (M B), RFC 3813."
I NDEX { npl sl nSegment | ndex }
;.= { gnplslnSegnent Table 1 }

Gmpl sl nSegnent Entry :: = SEQUENCE {
gnpl sl nSegnent Di r ecti on Gmpl sSegment Di recti onTC,
gnpl sl nSegment Ext r aPar ansPt r RowPoi nt er
}
gnpl sl nSegnment Di recti on OBJECT- TYPE
SYNTAX Gmpl sSegnent Di recti onTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the direction of data flow on this
segnent. This object cannot be nodified if
npl sl nSegnment RowSt at us for the corresponding entry in the
npl sl nSegnment Tabl e is active(1)."
REFERENCE
"1. Multiprotocol Label Swi tching (MPLS) Label Switching
Router (LSR) Managenent |nformation Base (MB), RFC 3813."
DEFVAL { forward }
::= { gnplslnSegnentEntry 1 }

gnpl sl nSegnent Ext r aPar ansPtr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Some tunnels will run over transports that can usefully support

technol ogy-specific additional paranmeters (for exanple,
Synchronous Optical Network (SONET) resource usage). Such can be
supplied froman external table and referenced fromhere. A value
of zeroDotZero in this attribute indicates that there is no such
additional information."

DEFVAL { zeroDot Zero }

::={ gnplslnSegnentEntry 2 }

gnpl sQut Segnent Tabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF Gl sQut Segnent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e sparse augnents the npl sQut Segnent Tabl e of
MPLS-LSR-STD-M B to provide GWLS-specific information about
out goi ng segnents froman LSR "

REFERENCE
"1. Multiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Managemnent |nformati on Base (M B), RFC 3813."
::={ gnplsLsrjects 3}

gnpl sQut Segnent Entry OBJECT- TYPE

SYNTAX Gmpl sQut Segrment Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table extends the representati on of an outgoing
segnent represented by an entry in the npl sQut Segnent Tabl e of
MPLS- LSR- STD-M B t hrough a sparse augnentation. An entry can be
created by a network administrator via SNVMP SET commands, or in
response to signaling protocol events.

Note that the storage type for this entry is given by the val ue
of npl sQut Segnent St orageType in the corresponding entry of the
npl sQut Segnent Tabl e. "

REFERENCE
"1. Multiprotocol Label Switching (MPLS) Label Switching

Rout er (LSR) Management |nformati on Base (M B), RFC 3813."
| NDEX { npl sQut Segnent | ndex }
.= { gnpl sQut Segnent Table 1 }

Gmpl sQut Segrent Entry :: = SEQUENCE {
gnpl sQut Segnment Di recti on Gmpl sSegment Di recti onTC,
gnpl sQut Segrent TTLDecr enent Unsi gned32,

gnpl sQut Segrent Ext r aPar ansPtr  RowPoi nt er

gnpl sQut Segrrent Di rect i on OBJECT- TYPE

SYNTAX Gmpl sSegment Di recti onTC
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object indicates the direction of data flow on this
segnent. This object cannot be nodified if
npl sCQut Segnent RowSt at us for the corresponding entry in the
npl sCQut Segnent Table is active(1)."
REFERENCE
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"1. Multiprotocol Label Switching (MPLS) Label Switching
Router (LSR) Managenent |nformati on Base (MB), RFC 3813."
DEFVAL { forward }
c:= { gnpl sQut SegmentEntry 1 }

gnpl sQut Segnment TTLDecr enent OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the anbunt by which to decrenent the Tine
to Live (TTL) of any payl oad packets forwarded on this segnent if
per-hop decrenenting is being done.

A value of zero indicates that no decrenent should be nade or
that per-hop decrenenting is not in use.

See the gnpl sTunnel TTLDecr enment obj ect in the gnpl sTunnel Tabl e
of GWLS-TE-STD-M B for a value by which to decrenent the TTL
for the whole of a tunnel

Thi s object cannot be nodified if npl sQut Segment RowSt at us f or
the associated entry in the npl sQut Segment Table is active(l)."
REFERENCE
"1. Time To Live (TTL) Processing in Milti-Protocol Labe
Swi tching (MPLS) Networks, RFC 3443.
2. Ceneralized Multiprotocol Label Switching (GWLS) Traffic
Engi neeri ng Managenent |Information Base, RFC 4802."
DEFVAL { 0 }
.= { gnpl sQut SegnentEntry 2 }

gnpl sQut Segrent Ext r aParamsPtr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Some tunnels will run over transports that can usefully support

technol ogy-specific additional paraneters (for exanple, SONET
resource usage). Such can be supplied froman external table and
referenced from here.

A val ue of zeroDotZero in this attribute indicates that there is
no such additional information."

DEFVAL { zeroDot Zero }

::= { gnpl sQut SegnmentEntry 3 }

gnpl sLsr Groups
OBJECT I DENTIFIER ::= { gnpl sLsrConformance 1 }
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gnpl sLsr Conpl i ances
OBJECT | DENTI FIER ::= { gnpl sLsr Confornance 2 }

-- Compliance requirement for fully conpliant inplenentations.

gnpl sLsr Modul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that provide full support for
GWLS- LSR- STD- M B.

The mandatory group has to be inplenented by all LSRs that
originate, termnate, or act as transit for TE-LSPs/tunnels.
In addition, depending on the type of tunnels supported, other
groups beconme mandatory as expl ai ned bel ow. "

MODULE IF-M B -- The Interfaces Group M B, RFC 2863.

MANDATORY- GROUPS {
i f General | nformati onG oup,
i f Count er Di sconti nui tyG oup

}
MODULE MPLS-LSR-STD-M B -- The MPLS-LSR-STD-M B, RFC3813

MANDATORY- GROUPS {
npl sl nterfaceG oup,
npl sl nSegrent G- oup,
npl sQut Segnent G oup,
npl sXCGr oup,
npl sPer f G oup,
npl sLsrNotificati onG oup

}
MODULE -- this nmodul e

MANDATORY- GROUPS {
gnpl sl nterfaceG oup,
gnpl sl nSegnent G- oup,
gnpl sQut Segrrent G oup

OBJECT gnpl sl nSegnent Di recti on
SYNTAX Gmpl sSegnent Di recti onTC
M N- ACCESS read-only
DESCRI PTI ON
"The only valid value for unidirectional LSPs is forward(1l)."
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OBJECT gnpl sQut Segnent Di recti on
SYNTAX Gmpl sSegnent Di recti onTC
M N- ACCESS read-only
DESCRI PTI ON

"The only valid value for unidirectional LSPs is forward(1l)."
OBJECT gnpl sQut Segrrent TTLDecr enent
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sl nSegment Ext r aPar ansPt r
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
CBJECT gnpl sQut Segrrent Ext r aPar ansPt r
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
::={ gnpl sLsrConpliances 1 }

-- Compliance requirement for inplenentations that provide read-only
-- access.

gnpl sLsr Modul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenment for inplenentations that only provide
read-only support for GVWPLS-LSR-STD-M B. Such devices can then
be nonitored but cannot be configured using this MB nodul e. ™

MODULE IF-M B -- The interfaces Goup MB, RFC 2863

MANDATORY- GROUPS {
i f General | nformati onG oup,
i f Count er Di sconti nuityG oup

}
MODULE MPLS-LSR- STD-M B

MANDATORY- GROUPS {
npl sl nterfaceG oup,
npl sl nSegrent Gr oup,
npl sQut Segnent G oup,
npl sXCG oup,
npl sPer f G oup
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MODULE -- this nodul e

MANDATCORY- GROUPS {
gnpl sl nterfaceG oup,
gnpl sl nSegment G- oup,
gnpl sQut Segrent Gr oup

}
OBJECT gnpl sl nt erfaceSi gnal i ngCaps
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
OBJECT gnpl sl nt erf aceRsvpHel | oPeri od
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sl nSegnent Di recti on
SYNTAX Gmpl sSegnent Di recti onTC
M N- ACCESS read-only
DESCRI PTI ON

"The only valid value for unidirectional
OBJECT gnpl sl nSegnent Ext r aPar ansPt r
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sQut Segnent Di recti on
M N- ACCESS read-only
DESCRI PTI ON

"The only valid value for unidirectional
OBJECT gnpl sQut Segrent TTLDecr enent
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sQut Segrrent Ext r aPar ansPt r
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
.= { gnpl sLsrConpliances 2 }
gnpl sl nterfaceG oup OBJECT- GROUP

OBJECTS {
gnpl sl nt er faceSi gnal i ngCaps,
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gnpl sl nterfaceRsvpHel | oPeri od

}

STATUS current

DESCRI PTI ON

"Col | ection of objects that provide additional
information for an MPLS interface and are needed
for GWLS interface configuration and performance
i nformation."

::={ gnplsLsrGoups 1}

gnpl sl nSegment G oup OBJECT- GROUP
OBJECTS {
gnpl sl nSegnent Di r ecti on,
gnpl sl nSegnent Ext r aPar ansPt r

}

STATUS current

DESCRI PTI ON
"Col | ection of objects that provide additional
i nformation for an MPLS i n-segnent and are needed
for GWLS in-segnent configuration and performance
i nformation."

::={ gnplsLsrGoups 2}

gnpl sQut Segrent Group OBJECT- GROUP
OBJECTS {
gnpl sQut Segnent Di rect i on,
gnpl sQut Segrrent TTLDecr enent ,
gnpl sQut Segrrent Ext r aPar ansPt r

}

STATUS current

DESCRI PTI ON

"Col | ection of objects that provide additional
i nformati on for an MPLS out-segnent and are needed
for GWLS out-segment configuration and performance
i nformation.”

;.= { gnplsLsrGoups 3}
END
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8. QWLS Label M B Definitions

This M B nodul e makes reference to the foll ow ng docunents:
[ RFC2578], [RFC2579], [RFC2580], [RFC2863], [RFC3032], [RFC3289],
[ RFC3471], [RFC3811], and [ RFC4801].

GWPLS- LABEL- STD-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Unsigned32, Integer32

FROM SNWVPv2- SM -- RFC 2578
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNWVPv2- CONF -- RFC 2580
RowSt at us, St orageType

FROM SNMWPv2- TC -- RFC 2579
I nterfacel ndexOr Zero

FROM | F-M B -- RFC 2863
I ndex| nt eger Next Fr ee

FROM DI FFSERV- M B -- RFC 3289
Mpl sLabel, npl sStdM B

FROM MPLS- TC- STD-M B -- RFC 3811
Gmpl sLabel TypeTC, Gmpl sFreef ornliabel TC

FROM GWLS- TC- STD-M B -- RFC 4801

gnpl sLabel St dM B MODULE- | DENTI TY
LAST- UPDATED
"200702270000Z" -- 27 February 2007 00: 00: 00 GMr
ORGANI ZATI ON
"I ETF Common Control and Measurenent Plane (CCAMP) Wbrki ng G oup”
CONTACT- | NFO
" Thomas D. Nadeau
Ci sco Systens, Inc.
Emai | : t nadeau@i sco. com

Adrian Farrel
A d Dog Consul ting
Emai | : adri an@l ddog. co. uk

Conment s about this document should be emailed directly to the
CCAMP working group mailing list at ccamp@ps.ietf.org.”

DESCRI PTI ON
"Copyright (C) The I|ETF Trust (2007). This version of
this MB nmodule is part of RFC 4803; see the RFC itself for
full legal notices.
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This M B nodul e contai ns nmanaged object definitions for |abels

within GWLS systenms as defined in

Generalized Multi-Protocol Label Switching (GWLS) Signaling

Functional Description, Berger, L. (Editor), RFC 3471,

January 2003."
REVI SI ON

"200702270000Z" -- 27 February 2007 00: 00: 00 GMT
DESCRI PTI ON

“Initial version issued as part of RFC 4803."
= { nplsStdM B 16 }

-- no notifications are currently defined.

gnpl sLabel oj ects OBJECT | DENTI FI ER ::
gnpl sLabel Conf or mance OBJECT | DENTI FI ER ::

{ gnpl sLabel St
{ gnpl sLabel St

o o

MB 1
MB 2

gnpl sLabel I ndexNext OBJECT- TYPE

SYNTAX I ndex| nt eger Next Fr ee
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains an unused val ue for gnpl sLabel I ndex,
or a zero to indicate that no unused value exists or is
avai | abl e.

A managenent application wishing to create a row in the

gnpl sLabel Tabl e may read this object and then attenpt to
create arowin the table. If rowcreation fails (because
anot her application has already created a row with the
supplied index), the managenent application should read this
obj ect again to get a new i ndex val ue.

Wen a row is created in the gnpl sLabel Table with the
gnpl sLabel I ndex val ue held by this object, an inplenentation
MJST change the value in this object.”

.= { gnpl sLabel Gbjects 1}

gnpl sLabel Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gl sLabel Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Tabl e of GWLS Labels. This table allows the representation
of the nore conplex |abel forms required for GWLS that cannot

2007

}
}

be held within the TEXTUAL- CONVENTI ON Ml sLabel ; that is, |abels
that cannot be encoded within 32 bits. It is, nevertheless, also

capabl e of holding 32-bit |abels or regular MPLS Labels if
desi red.
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Each entry in this table represents an individual GWLS Labe
val ue. The representation of Labels in tables in other MB
nodul es may be achieved by a referrence to an entry in this
table by means of a row pointer into this table. The indexing
of this table provides for arbitrary indexing and al so for
concat enati on of |abels.

For an exanpl e of |abel concatenation, see RFC 3945, section 7.1.
In essence, a GWLS Label nmay be conposite in order to identify
a set of resources in the data plane. Practical exanples are
timesl ots and wavel ength sets (which are not contiguous |ike
wavebands) .

The indexi ng nechanismallows nultiple entries inthis table to
be seen as a sequence of |abels that should be concat enat ed.
Ordering is potentially very sensitive for concatenation.”
REFERENCE
"1. Generalized Miltiprotocol Label Switching (GVWLS)
Architecture, RFC 3945, section 7.1."
.= { gnpl sLabel Gbjects 2 }

gnpl sLabel Entry OBJECT- TYPE

SYNTAX Gmpl sLabel Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents a single | abel value. There
are three indexes into the table.

- The interface index nmay be hel pful to distinguish which
| abel s are in use on which interfaces or to handl e cases
where there are a very large nunber of labels in use in the
system \Wen | abel representation is desired to apply to the
whol e systemor when it is not inportant to distinguish
| abel s by their interfaces, this index MAY be set to zero.

- The | abel index provides a way of identifying the |abel

- The |l abel sub-index is only used for concatenated |labels. It
identifies each conponent |abel. Wen non-concatenated |abels
are used, this index SHOULD be set to zero.

A storage type object is supplied to control the storage type
for each entry, but inplenentations should note that the storage
type of conceptual rows in other tables that include row
pointers to an entry in this table SHOULD dictate the storage
type of the rows in this table where the rowin the other table
is nore persistent."
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| NDEX {

gnpl sLabel I nterf ace,

gnpl sLabel | ndex,

gnpl sLabel Subi ndex }

{ gnpl sLabel Table 1 }

Gmpl sLabel Entry ::= SEQUENCE {
gnpl sLabel I nterface I nt erfacel ndexOr Zer o,
gnpl sLabel | ndex Unsi gned32,
gnpl sLabel Subi ndex Unsi gned32,
gnpl sLabel Type Gmpl sLabel TypeTC
gnpl sLabel Mol sLabel Mol sLabel
gnpl sLabel Port Wavel engt h Unsi gned32
gnpl sLabel Freef orm Gmpl sFreef ornLabel TC
gnpl sLabel Sonet SdhSi gnal | ndex | nt eger 32,
gnpl sLabel SdhVc I nt eger 32,
gnpl sLabel SdhVcBr anch I nt eger 32,
gnpl sLabel Sonet SdhBr anch I nt eger 32,
gnpl sLabel Sonet SdhGr oupBr anch | nt eger 32,
gnpl sLabel WavebandI d Unsi gned32,
gnpl sLabel WavebandSt ar t Unsi gned32,
gnpl sLabel VavebandEnd Unsi gned32
gnpl sLabel St or ageType St or ageType,
gnpl sLabel Rowst at us RowsSt at us
}

gnpl sLabel I nt erface OBJECT- TYPE

SYNTAX I nt er f acel ndexOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The interface on which this label is used. |If this object is set

to zero, the | abel MJST have applicability across the
whol e system and not be limted to a single interface."

::={ gnplsLabel Entry 1 }

gnpl sLabel | ndex OBJECT- TYPE
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SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary index into the table to identify a | abel

Note that inplenentations that are representing 32-bit |abels
within this table MAY choose to align this index with the val ue
of the label, and this may result in the use of the value zero
since it represents a valid | abel value. Such inplenentation
shoul d be aware of the inplications of sparsely popul ated
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t abl es.
A managenent application may read the gnpl sLabel | ndexNext
object to find a suitable value for this object.”

::={ gnpl sLabel Entry 2 }

gnpl sLabel Subi ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

“I'n conjunction with gnplsLabel I nterface and gnpl sLabel | ndex,
this object uniquely identifies this row This sub-index allows
a single GWLS Label to be defined as a concatenation of | abels.
This is particularly useful in TDM

The ordering of sub-labels is strict with the sub-label with
the | owest gnpl sLabel Subi ndex appearing first. Note that al
sub-l abel s of a single GWLS Label nust share the sane
gnpl sLabel I nterface and gnpl sLabel | ndex val ues. For |abels that
are not conposed of concatenated sub-1labels, this value SHOULD
be set to zero."

::={ gnpl sLabel Entry 3 }

gnpl sLabel Type OBJECT- TYPE

SYNTAX Gmpl sLabel TypeTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Identifies the type of this label. Note that this object does
not determ ne whether MPLS or GVWPLS signhaling is in use: a value
of gmpl sMol sLabel (1) denotes that an MPLS Packet Label is
present in the gnpl sLabel Mpl sLabel object and encoded using the
Mol sLabel TEXTUAL- CONVENTI ON (rmay be a 20-bit MPLS Label, a 10-
or 23-bit Frame Rel ay Label, or an Asynchronous Transfer Mode
(ATM Label), but does not describe whether this is signal ed
using MPLS or GWPLS.

The val ue of this object hel ps determni ne which of the follow ng
objects are valid. This object cannot be nodified if
gnpl sLabel RowSt atus is active(1)."
REFERENCE
"1. Ceneralized Miulti-Protocol Label Switching (GWLS) Signaling
Functional Description, RFC 3471, section 3."
::= { gnpl sLabel Entry 4 }

gnpl sLabel Mpl sLabel OBJECT- TYPE
SYNTAX Mol sLabe
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of an MPLS Label (that is a Packet Label) if this

table is used to store it. This may be used in MPLS systens even
though the | abel val ues can be adequately stored in the MPLS M B
nodul es (MPLS-LSR-STD-M B and MPLS-TE-STD-M B). Furthernore, in
m xed MPLS and GWPLS systens, it may be advantageous to store al
labels in a single |abel table. Lastly, in GWLS systens where
Packet Labels are used (that is in systems that use GWLS
signaling and GWLS Label s for packet switching), it may be
desirable to use this table.

This object is only valid if gnpl sLabel Type is set
to gnpl sWpl sLabel (1). This object cannot be nodified if
gnpl sLabel RowSt atus is active(1)."
REFERENCE
"1. MPLS Label Stack Encodi ng, RFC 3032."
DEFVAL { 0 }
::={ gnpl sLabel Entry 5 }

gnpl sLabel Port Wavel engt h OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of a Port or Wavel ength Label when carried as a
CGeneralized Label. Only valid if gnplsLabel Type is set to
gnpl sPort Wavel engt hLabel (2). This object cannot be nodified if
gnpl sLabel RowSt atus is active(1)."
REFERENCE
"1. Ceneralized Miulti-Protocol Label Switching (GWLS) Signaling
Functional Description, RFC 3471, section 3.2.1.1."
DEFVAL { 0 }
::={ gnpl sLabel Entry 6 }

gnpl sLabel Fr eef orm OBJECT- TYPE

SYNTAX Gmpl sFreef ornlLabel TC
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of a Freeform Generalized Label that does not conform
to one of the standardi zed | abel encodi ngs or that an
i mpl enent ati on chooses to represent as an octet string w thout
further decoding. Only valid if gnpl sLabel Type is set to
gnpl sFreef ornliabel (3). This object cannot be nodified
i f gnpl sLabel RowSt atus is active(1)."
REFERENCE
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"1. Ceneralized Miulti-Protocol Label Switching (GWLS) Signaling
Functional Description, RFC 3471, section 3.2."
DEFVAL { "00'h }
::={ gnpl sLabel Entry 7 }

gnpl sLabel Sonet SdhSi gnal | ndex OBJECT- TYPE

SYNTAX I nt eger 32 (0..4095)
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"The Signal Index value (S) of a SONET or SDH Ceneralized Label
Zero indicates that this field is non-significant. Only valid if
gnpl sLabel Type is set to gnpl sSonet Label (4) or gnpl sSdhLabel (5).
Thi s object cannot be nodified if gnpl sLabel RowStatus is
active(l)."

REFERENCE
"1. Ceneralized Miulti-Protocol Label Sw tching (GWLS) Extensions
for Synchronous Optical Network (SONET) and Synchronous
Digital Hierarchy (SDH) Control, RFC 4606, section 3."
DEFVAL { 0}
::= { gnpl sLabel Entry 8 }

gnpl sLabel SdhVc OBJECT- TYPE

SYNTAX I nteger32 (0..15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The VC Indicator (U of an SDH Ceneralized Label. Zero indicates
that this field is non-significant. Only valid if gnplsLabel Type
is set to gnpl sSdhLabel (5). This object cannot be nodified if
gnpl sLabel RowSt atus is active(1)."

REFERENCE
"1. Ceneralized Miulti-Protocol Label Swi tching (GWLS) Extensions
for Synchronous Optical Network (SONET) and Synchronous
Digital H erarchy (SDH) Control, RFC 4606, section 3."
DEFVAL { 0 }
::={ gnpl sLabel Entry 9 }

gnpl sLabel SdhVcBranch OBJECT- TYPE

SYNTAX I nt eger 32 (0..15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The VC Branch Indicator (K) of an SDH Generalized Label. Zero
indicates that this field is non-significant. Only valid if
gnpl sLabel Type is set to gnmpl sSdhLabel (5). This
obj ect cannot be nodified if gnplsLabel RowStatus is active(l)."

REFERENCE
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"1. CGeneralized Miulti-Protocol Label Swi tching (GWLS) Extensions
for Synchronous Optical Network (SONET) and Synchronous
Digital H erarchy (SDH) Control, RFC 4606, section 3."
DEFVAL { 0 }
::= { gnpl sLabel Entry 10 }

gnpl sLabel Sonet SdhBranch OBJECT- TYPE

SYNTAX I nt eger 32 (0..15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Branch Indicator (L) of a SONET or SDH Generalized Label
Zero indicates that this field is non-significant. Only valid
gnpl sLabel Type is set to gnpl sSonet Label (4) or
gnpl sSdhLabel (5). This object cannot be nodified if
gnpl sLabel RowSt atus is active(1)."

REFERENCE
"1. Generalized Miulti-Protocol Label Swi tching (GWLS) Extensions
for Synchronous Optical Network (SONET) and Synchronous
Digital Herarchy (SDH) Control, RFC 4606, section 3."
DEFVAL { 0 }
::= { gnpl sLabel Entry 11 }

gnpl sLabel Sonet SdhGr oupBr anch OBJECT- TYPE

SYNTAX I nteger32 (0..15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The G oup Branch Indicator (M of a SONET or SDH Ceneralized
Label. Zero indicates that this field is non-significant.

Only valid if gnpl sLabel Type is set to gnpl sSonet Label (4) or
gnpl sSdhLabel (5). This object cannot be nodified if
gnpl sLabel RowSt atus is active(1)."
REFERENCE
"1. Ceneralized Miulti-Protocol Label Swi tching (GWLS) Extensions
for Synchronous Optical Network (SONET) and Synchronous
Digital Hierarchy (SDH) Control, RFC 4606, section 3."
DEFVAL { 0}
::= { gnpl sLabel Entry 12 }

gnpl sLabel Vavebandl d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The waveband identifier conmponent of a Waveband Label. Only
valid if gnplsLabel Type is set to gnmpl sWavebandLabel (6). This
obj ect cannot be nodified if gnplsLabel RowStatus is active(l)."
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REFERENCE
"1. Generalized Multi-Protocol Label Switching (GWLS) Signaling
Functional Description, RFC 3471, section 3.3."
DEFVAL { 0 }
::= { gnpl sLabel Entry 13 }

gnpl sLabel VavebandSt art OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The starting | abel conponent of a Waveband Label. Only valid if
gnpl sLabel Type is set to gnpl sWavebandLabel (6). This object
cannot be nodified if gnplsLabel RowStatus is active(1)."

REFERENCE
"1. Ceneralized Milti-Protocol Label Switching (GWLS) Signaling
Functional Description, RFC 3471, section 3.3."
DEFVAL { 0 }
.. = { gnpl sLabel Entry 14 }

gnpl sLabel WVavebandEnd OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The end | abel conponent of a Waveband Label. Only valid if
gnpl sLabel Type is set to gnpl sWavebandLabel (6). This object
cannot be nodified if gnpl sLabel RowStatus is active(l)."
REFERENCE
"1. Generalized Miulti-Protocol Label Switching (GWLS) Signaling
Functional Description, RFC 3471, section 3.3."
DEFVAL { 0}
::= { gnpl sLabel Entry 15 }

gnpl sLabel St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row The
agent MJST ensure that this object’s value remains consistent
with the storage type of any rows in other tables that contain

pointers to this row. In particular, the storage type of this
row rmust be at |east as permanent as that of any row that points
toit.

Conceptual rows having the value ’'permanent’ need not
allow wite-access to any col umar objects in the row "
REFERENCE
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"1. Textual Conventions for SMv2, STD 58, RFC 2579, section 2."
DEFVAL { volatile }
::= { gnpl sLabel Entry 16 }

gnpl sLabel RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"This variable is used to create, nmodify, and/or delete a rowin
this table. Wien a rowin this table has a rowin the active(1)
state, no objects in this row can be nodified except the
gnpl sLabel RowSt at us and gnpl sLabel St or ageType

The gnpl sLabel Type obj ect does not have a default and nust be
set before a row can becone active. The corresponding | abe
obj ects (dependent on the val ue of gnpl sLabel Type) should al so
be set unless they happen to need to use the specified default
val ues as foll ows:

gnpl sLabel Type setting obj ects to be set

gnpl sMpl sLabel (1) gnpl sLabel Mpl sLabel
gnpl sPort Wavel engt hLabel (2) gnpl sLabel Port Wavel engt h

gnpl sFreef or nLabel (3) gnpl sLabel Freef orm

gnpl sSonet Label (4) gnpl sLabel Sonet SdhSi gnal | ndex

gnpl sLabel SdhVc

gnpl sLabel SdhVcBr anch
gnpl sLabel Sonet SdhBr anch
gnpl sLabel Sonet SdhG oupBr anch

gnpl sSdhLabel (5) gnpl sLabel Sonet SdhSi gnal | ndex
gnpl sLabel SdhVc
gnpl sLabel SdhVcBr anch
gnpl sLabel Sonet SdhBr anch
gnpl sLabel Sonet SdhG oupBr anch

gnpl s\WavebandLabel ( 6) gnpl sLabel avebandl d
gnpl sLabel WavebandSt ar t
gnpl sLabel WVavebandEnd"
::= { gnpl sLabel Entry 17 }

gnpl sLabel G oups
OBJECT | DENTI FIER ::= { gnpl sLabel Conformance 1 }
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gnpl sLabel Conpl i ances
OBJECT | DENTIFIER ::= { gnpl sLabel Conf ormance 2 }

gnpl sLabel Modul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenment for inplenentations that only provide
read-only support for GVPLS-LABEL-STD-M B. Such devices can then
be nonitored but cannot be configured using this MB nodule.”

MODULE -- this nmodul e

-- The nandatory groups have to be inplenmented by LSRs cl ai m ng

-- support for this MB nodule. This MB nodule is, however, not
-- mandatory for a working inplenmentation of a GWLS LSR with full
-- MB support if the GWLS Labels in use can be represented within
-- a 32-bit quantity.

MANDATORY- GROUPS {
gnpl sLabel Tabl eG oup

}
GROUP gnpl sLabel Packet G oup
DESCRI PTI ON
"This group extends gnpl sLabel Tabl eG oup for inplenmentations that
support Packet Labels. It is optional for inplenentations that

do not support Packet Labels."

GROUP gnpl sLabel Port Wavel engt hG oup

DESCRI PTI ON
"This group extends gnpl sLabel Tabl eG oup for inplenmentations that
support Port and Wavel ength Labels. It is optional for

i mpl enentati ons that do not support Wavel ength Label s."

GROUP gnpl sLabel Fr eef or nr oup

DESCRI PTI ON
"This group extends gnpl sLabel Tabl eG oup for inplenmentations that
support Freeform Labels. It is optional for inplenmentations that

do not support Freeform Labels."

GROUP gnpl sLabel Sonet SdhGr oup
DESCRI PTI ON
"This group extends gnpl sLabel Tabl eG oup for inplenmentations that
support SONET or SDH Labels. It is optional for inplenmentations
that do not support SONET or SDH Labels."

GROUP gnpl sLabel WavebandG oup
DESCRI PTI ON
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"This group extends gnpl sLabel Tabl eG oup for inplenmentations that

support Waveband Labels. It is optional for inplenmentations that
do not support Waveband Labels."

OBJECT gnpl sLabel Type
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sLabel Mpl sLabel
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
OBJECT gnpl sLabel Port Wavel engt h
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sLabel Freef orm
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sLabel Sonet SdhSi gnal | ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sLabel SdhVc
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sLabel SdhVcBr anch
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sLabel Sonet SdhBr anch
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sLabel Sonet SdhGr oupBr anch
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT gnpl sLabel Wavebandl d
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT gnpl sLabel WavebandSt ar t
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sLabel VavebandEnd
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT gnpl sLabel St or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
OBJECT gnpl sLabel RowsSt at us
SYNTAX Rowst atus { active(1) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and active(l)
the only status that needs to be supported.™

;.= { gnpl sLabel Conpl i ances 1 }

gnpl sLabel Modul eFul | Conpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

February 2007

is

"Conpliance statenent for agents that support the conplete

GWPLS- LABEL- STD- M B nodul e.

The mandatory groups have to be inplenmented by GVPLS LSRs

claimng support for this M B nodul e.

This MB nodule is,

however, not nandatory for a working inplementation of a GWLS
LSRwith full MB support if the GWLS Labels in use can be

represented within a 32-bit quantity."”
MODULE -- this nodul e

MANDATORY- GROUPS {
gnpl sLabel Tabl eG oup

::= { gnpl sLabel Conpl i ances 2 }
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gnpl sLabel Tabl eG oup OBJECT- GROUP
OBJECTS {
gnpl sLabel | ndexNext ,
gnpl sLabel Type,
gnpl sLabel St or ageType,
gnpl sLabel Rowst at us

}

STATUS current

DESCRI PTI ON
"Necessary, but not sufficient, set of objects to inplenent |abel
table support. In addition, depending on the type of |abels
supported, the follow ng other groups defined bel ow are
mandat ory:

gnpl sLabel VavebandG oup and/ or
gnpl sLabel Packet G oup and/ or
gnpl sLabel Port Wavel engt hG oup and/ or
gnpl sLabel Fr eef or nlar oup and/ or
gnpl sLabel Sonet SAdhG oup. "
::= { gnpl sLabel Groups 1 }

gnpl sLabel Packet G oup OBJECT- GROUP
OBJECTS {
gnpl sLabel Mol sLabel

STATUS current
DESCRI PTI ON
"Cbj ect needed to inplenent Packet (MPLS) Labels.™
.= { gnpl sLabel Groups 2 }

gnpl sLabel Port Wavel engt hG oup OBJECT- GROUP
OBJECTS {
gnpl sLabel Port Wavel engt h

}
STATUS current
DESCRI PTI ON
"Cbj ect needed to inplenment Port and Wavel ength Label s."
::= { gnpl sLabel Groups 3 }

gnpl sLabel Fr eef or na oup OBJECT- GROUP
OBJECTS {
gnpl sLabel Freef orm

}
STATUS current
DESCRI PTI ON
"Cbj ect needed to inplenent Freeform Labels.™
.= { gnpl sLabel Groups 4 }
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gnpl sLabel Sonet SdhGr oup OBJECT- GROUP

OBJECTS {
gnpl sLabel Sonet SdhSi gnal | ndex,
gnpl sLabel Sdhvc,
gnpl sLabel SdhVcBr anch
gnpl sLabel Sonet SdhBr anch
gnpl sLabel Sonet SdhGr oupBr anch

}
STATUS current
DESCRI PTI ON
"Cbj ects needed to inplenment SONET and SDH Label s."
= { gnpl sLabel Groups 5 }

gnpl sLabel WavebandG oup OBJECT- GROUP

OBJECTS {
gnpl sLabel avebandl d,
gnpl sLabel avebandSt art,
gnpl sLabel WavebandEnd

}
STATUS current
DESCRI PTI ON
"(bj ects needed to inplenment Waveband Label s."
= { gmpl sLabel G oups 6 }

END

9.

Security Consi derations

It is clear that the MB nodul es described in this docunent in
association with MPLS-LSR-STD-M B [ RFC3813] are potentially usefu

for nmonitoring of GWLS LSRs. These M B nodul es can al so be used for
configuration of certain objects, and anything that can be configured
can be incorrectly configured, with potentially disastrous results.

There are a nunber of nanagement objects defined in these M B nodul es
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o the gnplslinterfaceTabl e, gnplslnSegnent Tabl e,
gnpl sQut Segrent Tabl e, and gnpl sLabel Tabl e col l ectively contain
objects to provision GWLS interfaces, LSPs, and their associated
parameters on a Label Switching Router (LSR). Unauthorized wite
access to objects in these tables could result in disruption of

Nadeau & Farrel St andards Track [ Page 36]



RFC 4803 GWLS LSR M B February 2007

10.

traffic on the network. This is especially true if an LSP has
al ready been establ i shed.

Sone of the readable objects in these MB nodules (i.e., objects with
a MAX- ACCESS ot her than not-accessible) may be considered sensitive
or vulnerable in some network environments. It is thus inportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVWP. These are the tables and objects and their
sensitivity/vulnerability:

o the gnplslinterfaceTable, gnplslnSegnent Tabl e,
gnpl sQut Segrrent Tabl e, and gnpl sLabel Tabl e col | ectively show t he
LSP network topology and its capabilities. |If an adm nistrator
does not want to reveal this information, then these tables should
be consi dered sensitive/vul nerable.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in these M B nodul es.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an

i nstance of this MB nodule, is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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| ANA Consi der ati ons

| ANA has rooted M B objects in the two MB nodul es contained in this
docunent under the npl sStdM B subtr ee.

| ANA has nmade the follow ng assignnents in the "NETWORK MANAGEMENT
PARAMETERS" registry located at http://ww.iana. org/assi gnnents/
sm -nunbers in table:

...mb-2.transm ssion.mpl sStdM B (1.3.6.1.2.1.10. 166)

Deci mal Nane Ref er ences
15 GWPLS-LSR- STD-M B [ RFC4803]
16 GVWPLS- LABEL-STD-M B [ RFC4803]

In the future, GWLS-rel ated standards-track M B nodul es shoul d be
rooted under the nmplsStdM B (sic) subtree. |ANA has been requested
to nanage that nanmespace in the SM Nunbers registry [ RFC3811]. New
assignments can only be nmade via a Standards Action as specified in
[ RFC2434] .
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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