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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (C The IETF Trust (2007).

Abst r act

Thi s docunent defines a Structure of Managenent |nfornmation Version 2
(SMv2) Managenent |Information Base (M B) nodul e for configuring the
security policy database of a device inplenenting the | Psec protocol.
The policy-based packet filtering and the correspondi ng execution of
actions described in this docunent are of a nore general nature than
for I Psec configuration alone, such as for configuration of a
firewall. This MB nodule is designed to be extensible with other
enterprise or standards-based defined packet filters and actions.

Baer, et al. St andards Track [ Page 1]



RFC 4807 | Psec SPD configuration MB

Tabl e of Contents

okwNE

No

8.
9.
10.

Baer ,

N NN

I ntroduction .
Ter m nol ogy

The I nternet-St andard l\/anagerrent Frarrework .

Rel ati onship to the DMIF Policy Model
M B Mdul e Overvi ew . .
1 Usage Tutori al . .
5.1.1. Not at i onal Convent| ons .
5.
MB Definition .
ecurity Considerati ons

I ntroduction .

. Bootstrapping Your Configuration .
| ANA Consi derations G
Acknowl edgnent s

Ref erences .

10.1. Normative Ref erences .
10.2. Informati ve References .

et al. St andards Track

1 . .
1.2. Inplementing an Exarrpl e SPD PoI [ cy .
B
c

S

1 .
2. Protecting agai nst Unaut hentl cat ed Access

3 Protecti ng agai nst I nvoluntary Di scl osure

4

March 2007

O~NOOPWWWW

[ Page 2]



RFC 4807 | Psec SPD configuration MB March 2007

1. Introduction

Thi s docunent defines a MB nodule for configuration of an |Psec
security policy database (SPD). The IPsec nodel this MB is designed
to configure is based on the "I Psec Configuration Policy Mdel"
(I'PCP) [RFC3585]. The IPCP's IPsec nodel is, in turn, derived from
the Distributed Managenment Task Force’'s (DMIF) | Psec nodel (see

bel ow) and fromthe | Psec nodel specified in RFC 2401 [ RFC2401].
Not e: RFC 2401 has been updated by RFC 4301 [ RFC4301], but this

i mpl enentation i s based on RFC 2401. The policy-based packet
filtering and the correspondi ng execution of actions configured by
this MBis of a nore general nature than for |Psec configuration
only, such as for configuration of a firewall. It is possible to
extend this MB nodul e and add ot her packet-transform ng actions that
are perfornmed conditionally on an interface’s network traffic.

The 1 Psec- and | KE-specific actions are as docunented in
[1 Psec-ACTION] and [I KE-ACTION], respectively, and are not docunented
in this docunent.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. The Internet-Standard Managerment Franmework

For a detailed overview of the docunments that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410]

Managed objects are accessed via a virtual information store, terned
the Managerment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
bjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

4. Relationship to the DMIF Policy Mde

The Distributed Managenent Task Force (DMIF) has created an object
oriented nodel of IPsec policy informati on known as the | Psec Policy
Model White Paper [IPPMAP]. The "I Psec Configuration Policy Mdel"
(I'PCP) [RFC3585] is based, in |large part, on the DMIF' s | Psec policy
nodel and on RFC 2401 [ RFC2401]. The | PCP docunent describes a nodel
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for configuring IPsec. This MB nodule is a task-specific derivation
(i.e., an SMv2 instantiation) of the IPCP s |Psec configuration
nodel for use with Sinple Network Managenment Protocol version 3

( SNVPV3) .

The hi gh-level areas where this MB nodul e diverges fromthe | PCP
nodel are:

o Policies, Goups, Conditions, and some |levels of Actions are
generically named. In other words, |Psec-specific prefixes |like
"SA" (Security Association), or "IPsec", are not used. This
nam ng convention is used because packet classification and the
mat chi ng of conditions to actions is nore general than |IPsec. The
tables in this docunent can possibly be reused by other packet-
transform ng actions, which need to conditionally act on packets
mat ching filters.

o Filters are inplenented in a nore generic and scal abl e manner,
rather than enforcing the condition/filtering pairing of the | PCP
and its restrictions upon the user. This MB nodule offers a
conpound filter object providing greater flexibility for conplex
filters than the | PCP

5. M B Mdul e Overvi ew

The M B nmodul e is nodul ari zed into several different parts: rules,
filters, and actions.

The rul es section associ ates endpoi nts and groups of rules, and
consi sts of the spdEndpoi nt ToG oupTabl e, spdG oupCont entsTabl e, and
the spdRul eDefinitionTable. Each row of the spdRul eDefinitionTable
connects a filter to an action. It should also be noted that by
referencing the spdCompoundFilterTable, the spdRul eDefinitionTable’' s
filter columm can indicate a set of filters to be processed.

Li kewi se, by referencing the spdConpoundActionTabl e, the

spdRul eDefi nitionTabl e’s action colum can indicate multiple actions
to be executed.

This MB is structured to allow for reuse through the future creation
of extension tables that provide additional filters and/or actions.
In fact, the conpani on docunments to this one ([IPsec-ACTI ON] and

[ KE-ACTION]) do just that and define IPsec- and | KE-specific actions
to be used within this SPD configuration MB. Note: it is expected
that, in order to function properly, extension action MBs nmay inpose
additional linmitations on the objects in this MB and how they can be
used with the extended actions. An extension action may only support
a subset of the configuration options available in this MB.
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The filter section of the MB nodule is conmposed of the different
types of filters in the Policy Model. It is nade up of the
spdTrueFil ter, spdConpoundFilterTable, spdSubfiltersTable

spdl pHeader Fi |l ter Tabl e, spdl pOffsetFilterTable, spdTineFilterTable,
spdl psoHeader Fi | t er Tabl e.

The action section of this MB nodule contains only the sinple static
actions required for the firewall processing that an | Psec SPD

i mpl enentation requires (e.g., accept, drop, log, etc.). The
conpani on docurents of this docunment define the conplex actions
necessary for | Psec and | KE negoti ati ons.

As nmay have been noticed above, the MB uses recursion in a simlar
manner in several different places. |In particular, the

spdG oupCont ent sTabl e, the spdConpoundFilterTable /
spdSubfiltersTabl e conmbi nati on, and the spdConpoundActi onTable /
spdSubacti onsTabl e conbi nati on can reference thensel ves.

In the case of the spdG oupContentsTable, a row can indicate a rule
(i.e., arowin the spdRul eDefinitionTable) or a group (i.e., another
set of one or nore rows in the spdGoupContentsTable). This way, a
group can contain a set of rules and sub-groups. Sub-groups are just
ot her groups defined in the spdG oupContentsTable. There is no
inherent MBIlimt to the depth of nesting of groups.

The spdConpoundFilterTable / spdSubfiltersTabl e conbinati on and
spdConmpoundAct i onTabl e / spdSubacti onsTabl e comnbi nati on are desi gned
al nost identically, with one being for filters and the other for
actions, respectively. The follow ng descriptions for the conpound
filter tables can be directly applied to the conpound action tabl es.

The conbi nati on of the tables spdConpoundFilterTable and
spdSubfiltersTable allow a user to create a set of filters that can
be referenced fromany table as a single filter. A rowin the
spdConpoundFi | t er Tabl e has the basic configuration information for
the conmpound filter. The index of spdConpoundFilterTable,
spdConpFiltname, is also used as a partial index to reference a set
of ordered rows in the spdSubfiltersTable. Each rowin
spdSubfiltersTable points to a rowin another filter table. In this
way, the set of rows in spdSubFiltersTable with a nmatching
spdConpFi | t Name, together with the row i n spdConmpoundFi |t erTabl e

i ndexed by spdCompFiltName, create a conpound filter. Note that it
is possible for a rowin the spdSubfiltersTable to point to a rowin
the spdConmpoundFilterTable. This recursion allows the creation of a
filter set that includes other filter sets within it. There is no

i nherent MBIlimt to the nesting of conpound filters wi thin conpound
filters.
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5.1. Usage Tutoria

In order to use the tables contained in this docunent, a genera
understandi ng of firewall processing is helpful. The processing of
the security policy database (SPD) invol ves applying a set of SPD
rules to an interface on a device. The given set of rules to apply
to any given interface is defined within the spdEndpoi nt ToG oupTabl e
table. This table maps a given interface to a group of rules. In
this table, the interface itself is specified using its assigned
address. There is also one group of rules per direction (ingress and
egress) .

5.1.1. Notational Conventions
Not es about the follow ng exanpl e operations:

1. Al the exanple operations in the follow ng section nmake use of
default values for all colums not listed. The operations and
col um val ues given in the exanples are the mnimal SNVP Var bi nds
that nust be sent to create a row

2. The exanpl e operations are formatted such that a row (i.e., the
table’s Entry object) is operated on by using the indexes to that
row and the colum val ues for that row

3. Belowis a generic exanple of the notation used in the follow ng
section's exanples of this MB s usage. This exanple indicates
that the MB rowto be set is the rowwith the index val ues of
val uel for indexl, and value2 for index2. Wthin this row,
columl is set to colum_valuel, and colum2 is set to
col um_val ue2.

rowent ry(i ndex1 = val uel
i ndex2 = val ue2)

= (colum1i = col um_val uel

col umz2 = col um_val ue?2)

4. The below is a specific exanple of the notation used in the
follow ng section’s exanples of this MB s usage. This exanple
represents the status columm of a rowin the |IP-

M B: : i pAddressTabl e tabl e being set to deprecated. The index
val ues for this row are 1Pv4 and 192.0.2.1. The exanple notation
woul d | ook Iike the follow ng:

i pAddr essEnt ry(i pAddr essAddr Type = 1, -- ipvd
i pAddr essAddr = 0xC0000201 ) -- 192.0.2.1
= (1 pAddressSt at us = 2) -- deprecated
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5.1.2. Inplenenting an Exanple SPD Policy
As an exanple, let us define the follow ng adm nistrative policy: On
the network interface with I P address 192.0.2.1, all traffic from
host 192.0.2.6 will be dropped and all other traffic will be
accept ed.

This policy is enforced by setting the values in the MB to do the
foll ow ng:

O create a filter for 192.0.2.6

O create a rule that connects the 192.0.2.6 filter to a packet drop
action

0 create a rule that always accepts packets

o group these rules together in the proper order so that the
192.0.2.6 drop rule is checked first.

o connect this group of rules to the 192.0.2.1 interface

The first step to do this is creating the filter for the | Pv4 address
192.0. 2. 6:

Spdl pHeader Fi | ter Entry(spdl pHeadFi | t Nane = "192.0. 2.6")

= (spdl pHeadFi | t Type = 0x80, -- sourceAddress
spdl pHeadFi | t | PVer si on = 1, -- 1 Pv4
spdl pHeadFi | t Sr cAddr essBegi n = 0xC0000206, -- 192.0.2.6
spdl pHeadFi | t Sr cAddr essEnd = 0xC0000206, -- 192.0.2.6
spdl pHeadFi | t RowSt at us = 4) -- creat eAndGo

Next, a rule is created to connect the above "192.0.2.6" filter to an
action to "drop" the packet, as foll ows:

spdRul eDef i ni ti onEnt ry(spdRul eDef Nane
= (spdRul eDef Fi |l ter
spdl pHeadFi | t Type. 9. 49. 57. 50. 46. 48. 46. 50. 46. 54,
spdRul eDef Acti on spdDr opActi on. 0,
spdRul eDef RowsSt at us 4) -- createAndGo

"drop from 192.0.2.6")

Next, a rule is created that accepts all packets:

spdRul eDef i ni ti onEnt ry(spdRul eDef Name
= (spdRul eDef Fi |l ter
spdRul eDef Acti on
spdRul eDef RowsSt at us

"accept all")
spdTrueFilter. O,
spdAccept Acti on. O,

4) -- createAndGo
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Next, these two rules are grouped together.

an interface are processed one row at a tine.
fromlowest to highest spdG oupContPriority val ue.

that references the "accept all" rule should
gi ven the higher spdG oupContPriority val ue.

SpdG oupCont ent sent r y( spdG oupCont Nane
spdG oupCont Priority
= (spdG oupCont Conponent Name
spdG oupCont RowSt at us

SpdG oupCont ent sent r y( spdG oupCont Nane
spdG oupCont Priority
= (spdG oupCont Conponent Nane
spdG oupCont RowsSt at us

Finally, this group of rules is connected to

as foll ows:

SpdEndpoi nt ToGr oupEnt r y(spdEndG oupDi r ecti on
spdEndG oupl dent Type
spdEndG oupAddr ess

= (spdEndG oupNane = "ingress",
SpdEndG oupRowSt at us = 4)

This conpl etes the necessary steps to inplenent the policy.

of these rul es have been applied, the policy
6. MB Definition
The following MB Mdule inports from

[ RFC2580], [RFC2863], [RFC3289], [RFC3411],
uses definitions from[RFCL108], [RFC3060],

| PSEC-SPD-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
FROM SNVPv2- SM
[ RFC2578]

Unsi gned32, mb-2

TEXTUAL- CONVENTI ON, RowsSt at us, Trut hVal ue,
Ti meSt anp, St orageType, Vari abl ePoi nter

| Psec SPD configuration MB

[ RFC2578],
and [ RFC4001].
and [ RFC3629].

March 2007

Rul e groups attached to
The rows are processed
Because the row

be processed last, it is

"ingress",

65535)

"accept all",

4) -- creat eAndGo
"ingress",

1000)

“drop from 192.0. 2. 6",
4) -- createAndGo

the 192.0.2.1 interface

=1, -- ingress
= 4, -- 1 Pv4
= 0xC0000001)

cr eat eAndGo

Once all
shoul d take effect.

[ RFC2579],
It also

I nt eger 32,

FROM SNWPv2- TC
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MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

| nt er f acel ndex

FROM SNVPv 2- CONF
-- [ RFC2580]

FROM | F-M B
-~ [ RFC2863]

di ffServMBMul ti Fieldd frGoup, IfDrection,
di ffServMul ti Fi el dd fr Next Fr ee

FROM DI FFSERV- M B
-- [ RFC3289]

| net Addr essType, | net Address

FROM | NET- ADDRESS- M B
-- [RFC4001]

SnmpAdni nSt ri ng FROM SNWVP- FRAMVEWORK- M B

-- nodul e identity

-- [RFC3411]

spdM B MODULE- | DENTI TY
LAST- UPDATED "2007020700002" -- 7 February 2007
ORGANI ZATION "I ETF I P Security Policy Wrking G oup”
CONTACT- | NFO "M chael Baer

Baer ,

et al.

P. 0. Box 72682

Davis, CA 95617

Phone: +1 530 902 3131
Emai | : baerm@i sl abs. com

Ri cky Charl et
Enmai | : rcharl et @l ummi . cal pol y. edu

Wes Har daker

Sparta, Inc.

P. 0. Box 382

Davis, CA 95617

Phone: +1 530 792 1913

Emai | : hardaker @i sl abs. com

Robert Story

Revel st one Software
PO Box 1812

St andards Track
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Tucker, GA 30085
Phone: +1 770 617 3722

Email: rstory@ psp.revel stone.com
adiff Wang
ARO

4300 S. M am Bl vd.
Dur ham NC 27703
E-Mail: cliffwangmail @ahoo. cont
DESCRI PTI ON
"This M B nodul e defines configuration objects for nanagi ng
| Psec Security Policies. In general, this MB can be
i mpl enent ed anywhere | Psec security services exist (e.g.,
bunp-in-the-wire, host, gateway, firewall, router, etc.).

Copyright (C The IETF Trust (2007). This version of
this MB nmodule is part of RFC 4807; see the RFC itself for
full legal notices."

-- Revision History

REVI SI ON "200702070000Z" -- 7 February 2007
DESCRI PTION "lnitial version, published as RFC 4807."

c:={ mb-2 153 }

-- groups of related objects

spdConfi glbj ects OBJECT | DENTI FI ER
c:={ spdMB 1}

spdNoti ficati on(ojects OBJECT | DENTI FI ER
:={ spdMB 2 }

spdConf or manceQbj ect s OBJECT | DENTI FI ER
:={ spdMB 3}

spdActi ons OBJECT | DENTI FI ER
2= { spdMB 4 }

-- Textual Conventions

SpdBool eanQOper at or :: = TEXTUAL- CONVENTI ON
STATUS  current
DESCRI PTI ON
"The SpdBool eanOperator operator is used to specify
whet her sub-conponents in a decision-naking process are
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ANDed or ORed together to decide if the resulting
expression is true or false."

SYNTAX I NTEGER { or (1), and(2) }
SpdAdm nSt at us :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The SpdAdmi nStatus is used to specify the administrative
status of an object. bjects that are disabled MJUST NOT
be used by the packet processing engine."

SYNTAX | NTEGER { enabl ed(1), disabled(2) }

Spdl PPacket Loggi ng ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS  current

DESCRI PTI ON
" Spdl PPacket Loggi ng specifi es whet her an audit nessage
SHOULD be logged if a packet is passed through a Security
Association (SA) and if sone of that packet is included in
the log event. A value of '-1'" indicates no logging. A
value of 'O or greater indicates that |oggi ng SHOULD be
done and indicates the nunber of bytes starting at the
begi nning of the packet to place in the log. Values greater
than the size of the packet being processed indicate that
the entire packet SHOULD be sent.

Exanpl es:
-1 no | ogging
"0’ log but do not include any of the packet in the |og
20" log and include the first 20 bytes of the packet
inthe log."
SYNTAX Integer32 (-1..65535)
SpdTi mePeriod ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "31t"
STATUS current
DESCRI PTI ON
"This property identifies an overall range of cal endar dates
and time. 1In a boolean context, a value within this tine

range, inclusive, is considered true.

This information is encoded as an octet string using
the UTF-8 transformation format described in STD 63,
RFC 3629.

It uses the format suggested in RFC 3060. An octet string
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represents a start date and tinme and an end date and tine.
For exanpl e:

yyyymddThhnmss/ yyyymddThhnmss

Where: yyyy year nm = nont h dd
ss

= day
hh = hour mm = m nute S

= second

The first ’'yyyymddThhnmmss’ sub-string indicates the start
date and time. The second ’'yyyymddThhmrss’ sub-string

i ndicates the end date and time. The character T within
these sub-strings indicates the beginning of the tine
portion of each sub-string. The solidus character '/’
separates the start fromthe end date and tinme. The end
date and time MJST be subsequent to the start date and
time.

There are also two all owed substitutes for a
"yyyymddThhmss’ sub-string: one for the start date and
time, and one for the end date and tine.

If the start date and tine are replaced with the string
" THI SANDPRI OR', this sub-string would indicate the current
date and tinme and the previous dates and tine.

If the end date and time are replaced with the string
" THI SANDFUTURE' , this sub-string would indicate the current
date and time and the subsequent dates and time.

Any of the foll owing SHOULD be considered a

"wrongVal ue’ error

- Setting a value with the end date and tinme earlier than

or equal to the start date and tine.

- Setting the start date and time to ' TH SANDFUTURE

- Setting the end date and time to ’ THI SANDPRI OR . "
REFERENCE " RFC 3060, 3269"
SYNTAX OCTET STRING (SIZE (0..31))

-- Policy group definitions

spdLocal Confi gObj ects OBJECT | DENTI FI ER
.= { spdConfigQCbjects 1 }

spdl ngressPol i cyG oupNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS read-wite
STATUS current

Baer, et al. St andards Track [ Page 12]



RFC 4807 | Psec SPD configuration MB March 2007

DESCRI PTI ON
"This object indicates the global system policy group that
is to be applied on ingress packets (i.e., arriving at an
interface froma network) when a given endpoi nt does not
contain a policy definition in the spdEndpoi nt ToG oupTabl e.
Its value can be used as an index into the
spdG oupContentsTable to retrieve a list of policies. A
zero length string indicates that no systemw de policy exists
and the default policy of 'drop’ SHOULD be executed for
i ngress packets until one is inmposed by either this object
or by the endpoint processing a given packet.

Thi s obj ect MJUST be persistent™
DEFVAL { "" }
::= { spdLocal Confighjects 1}

spdEgr essPol i cyG oupNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object indicates the policy group containing the
gl obal systempolicy that is to be applied on egress
packets (i.e., packets leaving an interface and entering a
net wor k) when a given endpoi nt does not contain a policy
definition in the spdEndpoi nt ToG oupTable. Its value can
be used as an index into the spdG oupContentsTable to
retrieve a list of policies. A zero length string
i ndi cates that no systemw de policy exists and the default
policy of "drop’ SHOULD be executed for egress packets
until one is inmposed by either this object or by the
endpoi nt processing a given packet.

Thi s object MJST be persistent”

DEFVAL { "" }
.= { spdLocal Confighjects 2 }

spdEndpoi nt ToG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SpdEndpoi nt ToG oupEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table maps policies (groupings) onto an endpoi nt
(interface). A policy group assigned to an endpoint is then
used to control access to the network traffic passing
through that endpoint.
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I f an endpoi nt has been configured with a policy group and
no rule within that policy group matches that packet, the
default action in this case SHALL be to drop the packet.

If no policy group has been assigned to an endpoint, then
the policy group specified by spdlngressPol i cyG oupNane MJST
be used on traffic i nbound fromthe network through that
endpoi nt, and the policy group specified by
spdEgr essPol i cyGroupNane MJST be used for traffic outbound
to the network through that endpoint."

::= { spdConfigCbjects 2 }

spdEndpoi nt ToG oupEnt ry OBJECT- TYPE

SYNTAX SpdEndpoi nt ToGr oupEnt ry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A mappi ng assigning a policy group to an endpoint."

| NDEX { spdEndG oupDirection, spdEndG ouplnterface }
;.= { spdEndpoi nt ToG oupTable 1 }

SpdEndpoi nt ToGr oupEntry ::= SEQUENCE {
spdEndG oupDi recti on | fDirection,
spdEndG oupl nterface I nt erfacel ndex,
spdEndGr oupNane SnnpAdmi nStri ng,
spdEndG oupLast Changed Ti meSt anp,
spdEndGr oupSt or ageType St or ageType,
SpdEndG oupRowSt at us RowSt at us

}

spdEndG oupDi recti on OBJECT- TYPE
SYNTAX | fDirection
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"This object indicates which direction of packets crossing

the interface are associated with which spdEndG oupNane

object. Ingress packets, or packets into the device match

when this value is inbound(1l). Egress packets or packets

out of the device match when this value is outbound(2)."
;.= { spdEndpoi nt ToG oupEntry 1 }

spdEndGr oupl nt erface OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
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"This value matches the IF-MB' s ifTable' s iflndex colum
and indicates the interface associated with a given
endpoint. This object can be used to uniquely identify an
endpoint that a set of policy groups are applied to."

::= { spdEndpoi nt ToG oupEntry 2 }

spdEndG oupNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The policy group nane to apply at this endpoint. The
val ue of the spdEndG oupNane object is then used as an
i ndex into the spdG oupContentsTable to come up with a |ist
of rules that MJST be applied at this endpoint."
::= { spdEndpoi nt ToG oupEntry 3 }

spdEndG oupLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when this row was |ast nodified
or created either through SNWP SETs or by sone ot her
external nmeans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero value."

;.= { spdEndpoi nt ToG oupEntry 4 }

spdEndG oupSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row. Rows in this table that
were created through an external process MAY have a storage
type of readOnly or permanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

.= { spdEndpoi nt ToG oupEntry 5 }

spdEndG oupRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"This object indicates the conceptual status of this row

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified.

Thi s object is considered 'notReady’ and MJST NOT be set to
active until one or nmore active rows exist within the
spdG oupCont ent sTabl e for the group referenced by the
spdEndG oupNane object."

;.= { spdEndpoi nt ToG oupEntry 6 }

-- policy group definition table

spdG oupCont ent sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SpdGroupContentsEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a list of rules and/or subgroups
contained within a given policy group. For a given val ue
of spdG oupCont Nane, the set of rows sharing that val ue
forns a 'group’. The rows in a group MJST be processed
according to the value of the spdG oupContPriority object
in each row The processing MJST be executed starting with
the | owest value of spdG oupContPriority and in ascendi ng
order thereafter.

If an action is executed as the result of the processing of
arowin a group, the processing of further rows in that
group MJUST stop. Iterating to the next policy group row by
finding the next |argest spdGoupContPriority object SHALL
only be done if no actions were run while processing the
current row for a given packet."

.= { spdConfigCbjects 3}

spdG oupCont ent sentry OBJECT- TYPE

SYNTAX SpdG oupCont ent sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines a given sub-conponent within a policy group. A
sub- conponent is either a rule or another group as

i ndi cated by spdG oupCont Conmponent Type and referenced by
spdG oupCont Conponent Nane. "
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I NDEX { spdG oupCont Nane, spdG oupContPriority }
::={ spdGoupContentsTable 1 }

SpdG oupContent seEntry :: = SEQUENCE {
spdG oupCont Nane SnnpAdmi nStri ng,
spdG oupCont Priority I nt eger 32,
spdG oupCont Fi | ter Var i abl ePoi nt er,
spdG oupCont Conponent Type | NTEGER,
spdG oupCont Conponent Name SnnpAdmi nStri ng,
spdG oupCont Last Changed Ti meSt anp,
spdG oupCont St or ageType St or ageType,
spdG oupCont Rowst at us RowsSt at us

}

spdG oupCont Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The administrative nane of the group associated with this
row. A ’'group’ is formed by all the rows in this table that
have the same value of this object.”

::= { spdGoupContentsEntry 1 }

spdG oupCont Priority OBJECT- TYPE

SYNTAX I nt eger32 (0..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The priority (sequence nunber) of the sub-component in
a group that this row represents. This value indicates
the order that each row of this table MJST be processed
fromlowto high. For example, a rowwith a priority of O
is processed before a rowwith a priority of 1, a 1 before
a2, etc."

::= { spdG oupContentsEntry 2 }

spdG oupCont Fi | ter OBJECT- TYPE

SYNTAX Vari abl ePoi nt er
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"spdG oupContFilter points to a filter that is eval uated

to determ ne whet her the spdG oupCont Conponent Nanme wit hin
this rowis exercised. Mnagers can use this object to
classify groups of rules, or subgroups, together in order to
achi eve a greater degree of control and optim zation over
the execution order of the itens within the group. |If the
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filter evaluates to false, the rule or subgroup will be
ski pped and the next rule or subgroup will be eval uated

instead. This value can be used to indicate a scal ar
rowin a table. When indicating a rowin a table, thi
val ue MJST point to the first colum instance in that

An exanpl e usage of this object would be to linmt a
group of rules to executing only when the | P packet
bei ng processed is designated to be processed by |KE
This effectively creates a group of |KE-specific rules

The foll owi ng tables and scalars can be pointed to by
colum. Al but diffServMultiFielddfrTable are defin
this MB:

di ffServMul ti Fi el dd frTabl e
spdl pOF fsetFilterTable
spdTi neFi | ter Tabl e
spdConpoundFi | t er Tabl e
spdTrueFil ter

spdl psoHeader Fi | t er Tabl e

| mpl ement ati ons MAY choose to provide support for othe
filter tables or scalars.

If this colum is set to a Variabl ePointer value, whic
ref erences a non-existent row in an otherw se supporte
tabl e, the inconsistentName exception MJST be returned
the table or scalar pointed to by the Variabl ePoi nter
not supported at all, then an inconsistentVal ue except
MUST be returned.

or
S
row.

this
ed in

r

h

d

.o 0f
is

i on

If, during packet processing, arowin this table is applied

to a packet and the value of this colum in that row
ref erences a non-exi stent or non-supported object, the
packet MJUST be dropped."

REFERENCE " RFC 3289"

DEFVAL { spdTrueFilterlnstance }

::={ spdGoupContentsEntry 3 }

spdG oupCont Conponent Type OBJECT- TYPE

SYNTAX | NTEGER { group(1l), rule(2) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"I ndi cat es whet her the spdG oupCont Conponent Nane obj ect
is the name of another group defined within the
spdG oupContent sTable or is the nanme of a rule defined
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within the spdRul eDefinitionTable."
DEFVAL { rule }
::={ spdGoupContentsEntry 4 }

spdG oupCont Conponent Name OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nane of the policy rule or subgroup contained within

this row, as indicated by the spdG oupCont Corponent Type
obj ect."

::= { spdGoupContentsEntry 5 }

spdG oupCont Last Changed OBJECT- TYPE

SYNTAX Ti meSt anmp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme when this row was |ast nodified

or created either through SNMP SETs or by some other
ext ernal neans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem
this object SHOULD have a zero val ue."

::={ spdGoupContentsEntry 6 }

spdG oupCont St or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this row. Rows in this table that
were created through an external process MAY have a storage
type of readOnly or pernmanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

::= { spdGoupContentsEntry 7 }

spdG oupCont RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the conceptual status of this row.
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The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified.

Thi s object MJUST NOT be set to active until the rowto
whi ch t he spdG oupCont Conponent Name points to exists and is
active.

If active, this object MIST remain active unless one of the
following two conditions are net:

. No active row in spdEndpoi nt ToG oupTabl e exi sts that
references this rows group (i.e., indicate this rows
spdG oupCont Nane) .

Il. O at |least one other active rowin this table has a
mat chi ng spdG oupCont Nane.

If neither condition is net, an attenpt to set this rowto
sonet hing other than active MJST result in an
i nconsi stentVal ue error."

::={ spdGoupContentsEntry 8 }

-- policy definition table

spdRul eDef i ni ti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SpdRul eDefinitionEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table defines a rule by associating a filter
or a set of filters to an action to be executed."
::= { spdConfigCbjects 4 }

spdRul eDefi ni ti onEntry OBJECT- TYPE

SYNTAX SpdRul eDefiniti onEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"A row defining a particular rule definition. A rule
definition binds a filter pointer to an action pointer."
I NDEX { spdRul eDef Nane }
::= { spdRul eDefinitionTable 1 }

SpdRul eDefinitionEntry ::= SEQUENCE ({
spdRul eDef Nane SnnpAdmi nStri ng,
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spdRul eDef Descri ption SnnpAdmi nStri ng,
spdRul eDef Fi |l ter Vari abl ePoi nt er,
spdRul eDef Fi | t er Negat ed Trut hVal ue,
spdRul eDef Acti on Var i abl ePoi nt er,
spdRul eDef Adm nSt at us SpdAdm nSt at us,
spdRul eDef Last Changed Ti meSt anp,
spdRul eDef St or ageType St or ageType,
spdRul eDef RowsSt at us RowSt at us

}

spdRul eDef Name OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"spdRul eDef Name is the adm nistratively assigned nane of
the rule referred to by the spdG oupCont Conponent Name
obj ect."

::={ spdRul eDefinitionEntry 1 }

spdRul eDef Descri pti on OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A user defined string. This field MAY be used for
admi ni strative tracking purposes.”
DEFVAL { "" }
::={ spdRul eDefinitionEntry 2 }

spdRul eDef Fi | ter OBJECT- TYPE

SYNTAX Vari abl ePoi nt er

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"spdRul eDefFilter points to a filter that is used to

eval uate whether the action associated with this rowis
executed or not. The action will only execute if the
filter referenced by this object evaluates to TRUE after
first applying any negation required by the
spdRul eDef Fi | t er Negat ed obj ect .
The foll owi ng tables and scalars can be pointed to by this
colum. Al but diffServMultiFielddfrTable are defined in
this MB. |Inplenentations MAY choose to provide support
for other filter tables or scalars as well:

di ffServMul ti Fi el dd frTabl e
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spdl pOf fsetFilterTable
spdTi nmeFi | ter Tabl e
spdConpoundFi | t er Tabl e
spdTrueFil ter

If this colum is set to a Variabl ePointer val ue, which

ref erences a non-existent row in an otherw se supported
tabl e, the inconsistentNane exception MJST be returned. |If
the table or scalar pointed to by the VariablePointer is
not supported at all, then an inconsistentVal ue exception
MJST be returned.

I f, during packet processing, this colum has a val ue that
ref erences a non-exi stent or non-supported object, the
packet MJUST be dropped.”

REFERENCE " RFC 3289"

::={ spdRul eDefinitionEntry 3 }

spdRul eDef Fi | t er Negat ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"spdRul eDef Fi | t er Negat ed specifies whether or not the results of
the filter referenced by the spdRul eDefFilter object is
negat ed. "
DEFVAL { fal se }
::={ spdRul eDefinitionEntry 4 }

spdRul eDef Acti on OBJECT- TYPE
SYNTAX Var i abl ePoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This colum points to the action to be taken. It MAY,
but is not linted to, point to a rowin one of the
foll owi ng tabl es:

spdConpoundAct i onTabl e

i psaSaPreconfi guredActi onTabl e
i pi al keActi onTabl e

i pi al psecActionTabl e

It MAY al so point to one of the scalar objects beneath
spdSt ati cActi ons.

If this object is set to a pointer to a rowin an
unsupported (or unknown) table, an inconsistentVal ue
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error MJUST be returned.

If this object is set to point to a non-existent rowin an
ot herwi se supported table, an inconsistentNane error MJST
be returned.

I f, during packet processing, this colum has a val ue that
ref erences a non-exi stent or non-supported object, the
packet MJUST be dropped.”

::={ spdRul eDefinitionEntry 5 }

spdRul eDef Adm nSt at us OBJECT- TYPE

SYNTAX SpdAdm nSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I ndi cates whether the current rule definition is considered
active. |If the value is enabled, the rule MJST be eval uat ed
when processi ng packets. |[If the value is disabled, the

packet processing MJST continue as if this rule s filter
had effectively failed."

DEFVAL { enabl ed }

::={ spdRul eDefinitionEntry 6 }

spdRul eDef Last Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine when this row was | ast nodified
or created either through SNVWP SETs or by sone ot her
ext ernal neans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero val ue."

::={ spdRul eDefinitionEntry 7 }

spdRul eDef St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows in this table that
were created through an external process MAY have a
storage type of readOnly or permanent.

For a storage type of permanent, none of the colums have
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to be witable."
DEFVAL { nonVol atile }
::= { spdRul eDefinitionEntry 8 }

spdRul eDef RowsSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this row.

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified

Thi s object MJUST NOT be set to active until the containing

conditions, filters, and actions have been defined. Once

active, it MJST remain active until no active

pol i cyGroupContents entries are referencing it. A failed

attenpt to do so MUST return an inconsistentValue error."
::={ spdRul eDefinitionEntry 9 }

-- Policy conpound filter definition table

spdConpoundFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SpdConpoundFilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table defining conpound filters and their associated
paranmeters. A rowin this table can be pointed to by a
spdRul eDef Fi | ter object."

::= { spdConfigCbjects 5 }

spdConpoundFi | terEntry OBJECT- TYPE

SYNTAX SpdConmpoundFi | terEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the spdConpoundFilterTable. Each entry in this
table represents a conpound filter. A filter defined by
this table is considered to have a TRUE return value if and
only if:

spdConpFi | t Logi cType is AND and all of the sub-filters

associated with it, as defined in the spdSubfiltersTable,
are all true thenselves (after applying any required
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negation, as defined by the ficFilterlsNegated object).

spdConpFi | t Logi cType is OR and at |east one of the
sub-filters associated with it, as defined in the
spdSubfiltersTable, is true itself (after applying any
requi red negation, as defined by the ficFilterlsNegated

obj ect. "

| NDEX { spdConpFiltNare }
;.= { spdConpoundFilterTable 1 }

SpdCompoundFi Il terEntry ::= SEQUENCE ({
spdConpFi | t Nane SnnpAdmi nStri ng,
spdConpFi | t Descri ption SnnpAdmi nStri ng,
spdConpFi | t Logi cType SpdBool eanOper at or,
spdConpkFi | t Last Changed Ti meSt anp,
spdConpFi | t St or ageType St or ageType,
spdConpFi | t RowSt at us RowSt at us

}

spdConpFi | t Name OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A user definable string. This value is used as an index
into this table."
;.= { spdConpoundFilterEntry 1 }

spdConpFi | t Descri pti on OBJECT- TYPE

SYNTAX SnnpAdmi nString

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A user definable string. This field MAY be used for
your administrative tracking purposes.”

DEFVAL { "" }

.= { spdConpoundFilterEntry 2 }

spdConpFi | t Logi cType OBJECT- TYPE

SYNTAX SpdBool eanQper at or

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I ndi cat es whet her the sub-conponent filters of this
conpound filter are functionally ANDed or ORed together."

DEFVAL { and }

::= { spdConpoundFilterEntry 3 }
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spdConpFi | t Last Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine when this row was | ast nodified
or created either through SNWP SETs or by sone ot her
ext ernal neans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero val ue."

.. = { spdConpoundFilterEntry 4 }

spdConpFi | t St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows in this table that
were created through an external process MAY have a
storage type of readOnly or permanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

;.= { spdConpoundFilterEntry 5 }

spdConpFi | t RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this row.

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified.

Once active, it MJUST NOT have its val ue changed if any
active rows in the spdRul eDefinitionTable are currently
pointing at this row "

::= { spdConpoundFilterEntry 6 }

-- Policy filters in a cf table

spdSubfiltersTabl e OBJECT- TYPE

Baer, et al. St andards Track [ Page 26]



RFC 4807 | Psec SPD configuration MB March 2007

SYNTAX SEQUENCE OF SpdSubfiltersEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table defines a list of filters contained within a
gi ven conpound filter defined in the
spdConpoundFi | t er Tabl e. "

.= { spdConfigCbjects 6 }

spdSubfiltersEntry OBJECT- TYPE

SYNTAX SpdSubfiltersEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in the spdSubfiltersTable. There is an entry in
this table for each sub-filter of all compound filters
present in the spdConmpoundFilterTable."

| NDEX { spdConpFiltNane, spdSubFiltPriority }
::={ spdSubfiltersTable 1 }

SpdSubfiltersEntry ::= SEQUENCE {
spdSubFiltPriority I nt eger 32,
spdSubFi | t Subfilter Var i abl ePoi nt er,
spdSubFi | t Subfilterl sNegated Tr ut hval ue,
spdSubFi | t Last Changed Ti meSt anp,
spdSubFi | t St or ageType St or ageType,
spdSubFi | t RowsSt at us RowSt at us

}

spdSubFiltPriority OBJECT- TYPE
SYNTAX I nteger32 (0..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The priority of a given filter within a conpound filter.
The order of execution is fromlowest to highest priority
value (i.e., priority O before priority 1, 1 before 2,
etc.). Inplenmentations MAY choose to follow this ordering
as set by the manager that created the rows. This can allow
a manager to intelligently construct filter lists such that
faster filters are evaluated first."

::= { spdSubfiltersEntry 1 }

spdSubFi | t Subfilter OBJECT- TYPE
SYNTAX Vari abl ePoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The O D of the contained filter. The value of this
object is a Variabl ePointer that references the filter to
be included in this conpound filter.

The foll owi ng tables and scalars can be pointed to by this
colum. Al but diffServMultiFieldd frTable are defined in
this MB. |Inplenentations MAY choose to provi de support
for other filter tables or scalars as well:

di ffServMul ti Fi el dd frTabl e
spdl psoHeader Fi | t er Tabl e
spdl pOf fsetFilterTable
spdTi neFi | ter Tabl e
spdConpoundFi | t er Tabl e
spdTrueFil ter

If this colum is set to a Vari abl ePoi nter val ue that

ref erences a non-existent row in an otherw se supported
tabl e, the inconsistentNane exception MJST be returned. |If
the table or scalar pointed to by the VariablePointer is
not supported at all, then an inconsistentVal ue exception
MJST be returned.

I f, during packet processing, this colum has a val ue that
ref erences a non-exi stent or non-supported object, the
packet MJUST be dropped."

REFERENCE " RFC 3289"

::= { spdSubfiltersEntry 2 }

spdSubFi | t Subfilterl sNegated OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I ndi cates whether or not the result of applying this sub-filter
is negated."
DEFVAL { false }
::={ spdSubfiltersEntry 3}

spdSubFi | t Last Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when this row was |ast nodified
or created either through SNVWP SETs or by sone ot her
ext ernal neans.
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If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero value."

::={ spdSubfiltersEntry 4 }

spdSubFi | t St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row. Rows in this table that
were created through an external process MAY have a
storage type of readOnly or pernmanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

::= { spdSubfiltersEntry 5 }

spdSubFi | t Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this row

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified.

Thi s object cannot be nade active until a filter
referenced by the spdSubFiltSubfilter object is both
defined and active. An attenpt to do so MJST result in
an i nconsi stentVal ue error.

If active, this object MJST remmin active unless one of the
following two conditions are net:

I. No active row in the SpdConpoundFilterTabl e exists
that has a matching spdConpFilt Name.

Il. O, at |east one other active rowin this table has a
mat chi ng spdConpFi | t Nare.

If neither condition is net, an attenpt to set this rowto
somet hing other than active MJST result in an
i nconsi stent Val ue error."

::= { spdSubfiltersEntry 6 }
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-- Static Filters

spdStaticFilters OBJECT IDENTIFIER ::= { spdConfigCbjects 7 }

spdTrueFi | ter OBJECT- TYPE

SYNTAX I nteger32 (1)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This scalar indicates a (automatic) true result for
afilter. That is, thisis afilter that is always
true; it is useful for adding as a default filter for a
default action or a set of actions.”

c:={ spdStaticFilters 1 }

spdTrueFil terlnstance OBJECT IDENTIFIER ::= { spdTrueFilter 0 }

-- Policy IP Ofset filter definition table

spdl pOf fsetFilterTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Spdl pOffsetFilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a list of filter definitions to be
used within the spdRul eDefinitionTable or the
spdSubfiltersTabl e.

This type of filter is used to conpare an adm nistrator
specified octet string to the octets at a particular
| ocation in a packet."

.= { spdConfigCbjects 8 }

spdl pOffsetFilterEntry OBJECT- TYPE

SYNTAX Spdl pOffsetFilterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A definition of a particular filter."
| NDEX { spdlpOfFiltName }

c:={ spdipOfsetFilterTable 1 }
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Spdl pOffsetFilterEntry ::= SEQUENCE {
spdl pOf f Fi | t Nane SnnpAdmi nStri ng,
spdl pOFfFilt OF f set Unsi gned32,
spdl pOFfFi |t Type | NTEGER,
spdl pOF f Fi | t Val ue OCTET STRI NG
spdl pOf f Fi | t Last Changed Ti meSt anp,
spdl pOF fFi |l t St orageType St or ageType,
spdl pOf f Fi | t RowSt at us RowSt at us

}

spdl pOf f Fi | t Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The adm nistrative name for this filter."
c:={ spdipOfsetFilterEntry 1 }

spdl pOFfFiltOf fset OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This is the byte offset fromthe front of the entire IP
packet where the value or arithnetic conparison is done. A
value of '0' indicates the first byte of the packet header.
If this value is greater than the |l ength of the packet, the
filter represented by this row should be considered to
fail."

c:={ spdipOfsetFilterEntry 2 }

spdl pOFfFilt Type OBJECT- TYPE

SYNTAX | NTEGER { equal (1),
not Equal ( 2),
arithmeticLess(3),
arithmeti cG eaterOrEqual (4),
arithmeti cGeater(5),
arithmeti cLessOr Equal (6) }

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This defines the various tests that are used when
eval uating a given filter.

The various tests definable in this table are as foll ows:

equal :
- Tests if the OCTET STRING 'spdlpOfFiltValue , matches
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a value in the packet starting at the given offset in
the packet and conparing the entire OCTET STRI NG of
"spdl pOFfFiltValue'. Any values conpared this way are
assuned to be unsigned integer values in network byte
order of the sanme length as ’spdl pOfFiltValue'.

not Equal :

- Tests if the OCTET STRING 'spdlpOfFiltValue , does
not match a value in the packet starting at the given
of fset in the packet and conparing to the entire OCTET
STRI NG of ’'spdlpOfFiltValue' . Any values conpared
this way are assuned to be unsigned integer values in
network byte order of the sane |ength as
"spdl pOFfFiltVal ue’.

arithmeticlLess:

- Tests if the OCTET STRING ’'spdlpOfFiltValue , is
arithmetically less than ('<') the value starting at
the given offset within the packet. The value in the
packet is assunmed to be an unsigned integer in network
byte order of the sane length as ’'spdl pOfFiltValue' .

arithmeti cG eat er O Equal :

- Tests if the OCTET STRING ’'spdlpOfFiltvValue', is
arithmetically greater than or equal to ('>=") the
val ue starting at the given offset within the packet.
The value in the packet is assumed to be an unsigned
integer in network byte order of the sane length as
"spdl pOF fFi |l tVal ue’.

arithmeti cGeater:

- Tests if the OCTET STRING ’'spdlpOfFiltValue' , is
arithmetically greater than ('>'") the value starting at
the given offset within the packet. The value in the
packet is assumed to be an unsigned integer in network
byte order of the sane length as 'spdl pOfFiltVvalue' .

arithmeticLessOr Equal :

- Tests if the OCTET STRING ’'spdlpOfFiltValue' , is
arithmetically less than or equal to (’'<=") the value
starting at the given offset within the packet. The
val ue in the packet is assuned to be an unsi gned
integer in network byte order of the sane length as
"spdl pOFfFiltValue ."

c:={ spdipOfsetFilterEntry 3 }

spdl pOf fFi | t Val ue OBJECT- TYPE
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SYNTAX OCTET STRING (SI ZE(1..1024))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"spdlpOFfFiltValue is used for match compari sons of a
packet at spdlpOfFiltOffset. ™
c:={ spdipOfsetFilterEntry 4 }

spdl pOf f Fi | t Last Changed OBJECT- TYPE

SYNTAX Ti meSt anmp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme when this row was |ast nodified

or created either through SNMP SETs or by some other
ext ernal neans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero val ue."

c:={ spdipOfsetFilterEntry 5 }

spdl pOFfFilt StorageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this row. Rows in this table that
were created through an external process MAY have a
storage type of readOnly or pernanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

c:={ spdipOfsetFilterEntry 6 }

spdl pOf f Fi | t RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the conceptual status of this row

The value of this object has no effect on whether other
objects in this conceptual row can be nodified.

If active, this object MJST remmin active if it is

Baer, et al. St andards Track [ Page 33]



RFC 4807 | Psec SPD configuration MB March 2007

referenced by an active row in another table. An attenpt
to set it to anything other than active while it is
referenced by an active row in another table MJST result in
an inconsistentValue error."

c:={ spdipOfsetFilterEntry 7 }

-- Time/scheduling filter table

spdTi nmeFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SpdTineFilterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Defines a table of filters that can be used to
ef fectively enable or disable policies based on a valid
time range."

.= { spdConfigCbjects 9 }

spdTi meFil terEntry OBJECT- TYPE

SYNTAX SpdTi meFilterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A row describing a given time frame for which a policy
is filtered on to activate or deactivate the rule.

If all the colum objects in a roware true for the current
time, the row evaluates as '"true’. NMore explicitly, the
time matching colum objects in a row MIST be |ogically
ANDed t ogether to formthe bool ean true/false for the row "
I NDEX  { spdTi meFiltName }
::={ spdTineFilterTable 1 }

SpdTimeFilterEntry ::= SEQUENCE {
spdTi neFi | t Nane SnnpAdmi nStri ng,
spdTi meFi | t Peri od SpdTi mePeri od,
spdTi meFi | t Mont hOf Year Mask BI TS,
spdTi meFi | t DayOf Mont hMask OCTET STRI NG
spdTi neFi | t DayOF WeekMask BI TS
spdTi nmeFi | t Ti meOf DayMask SpdTi nmePeri od
spdTi meFi | t Last Changed Ti meSt anp,
spdTi meFi | t St or ageType St or ageType,
spdTi meFi | t RowSt at us RowSt at us

}
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spdTi nmeFi | t Name OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An administratively assigned nanme for this filter."
o= { spdTineFilterEntry 1}

spdTi meFi | t Peri od OBJECT- TYPE

SYNTAX SpdTi mePeri od

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The valid time period for this filter. This colum is
considered "true’ if the current tine is within the range of
this object.”

DEFVAL { " TH SANDPRI OR/ THI SANDFUTURE" }

.= { spdTineFilterEntry 2 }

spdTi meFi | t Mont hOF Year Mask OBJECT- TYPE
SYNTAX BITS { january(0), february(1l), march(2),
april(3), may(4), june(5), july(6),
august (7), septenber(8), october(9),
novenber (10), decenber(11) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A bit nask that indicates acceptable nonths of the year.
This colum evaluates to "true’ if the current nonth's bit
is set.”
DEFVAL { { january, february, march, april, may, june, july,
august, septenber, october, novenber, decenber } }
::={ spdTineFilterEntry 3}

spdTi nmeFi | t DayOf Mont hvask OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(8))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Defines which days of the nonth the current tine is
valid for. It is a sequence of 64 BITS, where each BIT
represents a corresponding day of the month in forward or
reverse order. Starting fromthe left-nost bit, the first
31 bits identify the day of the nmonth, counting fromthe
begi nning of the nmonth. The following 31 bits (bits 32-62)
i ndicate the day of the nonth, counting fromthe end of the
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nonth. For nonths with fewer than 31 days, the bits that
correspond to the non-existent days of that nonth are

i gnored (e.g., for non-leap year Februarys, bits 29-31 and
60-62 are ignored).

This columm evaluates to '"true’ if the current day of the
nmonth's bit is set.

For exanple, a value of 0X 80 00 00 01 00 00 00 00O
indicates that this columm evaluates to true on the first
and | ast days of the nonth.

The last two bits in the string MJST be zero."
DEFVAL { "fffffffffffffffe H}
c:={ spdTineFilterEntry 4 }

spdTi nmeFi | t DayOf WeekMask OBJECT- TYPE
SYNTAX BI TS { sunday(0), nonday(1l), tuesday(2),
wednesday(3), thursday(4), friday(5),
saturday(6) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A bit nask that defines which days of the week that the current

time is valid for. This columm evaluates to 'true’ if the
current day of the week's bit is set."
DEFVAL { { nonday, tuesday, wednesday, thursday, friday,
saturday, sunday } }
.= { spdTineFilterEntry 5 }

spdTi neFi | t Ti meOf DayMask OBJECT- TYPE
SYNTAX SpdTi mePeri od
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Indicates the start and end time of the day for which this
filter evaluates to true. The date portions of the
spdTi mePeri od TC are ignored for purposes of evaluating this
mask, and only the tine-specific portions are used.

This columm evaluates to 'true’ if the current time of day
is within the range of the start and end tines of the day
i ndi cated by this object."

DEFVAL { "00000000TO00000/00000000T240000" }

c:={ spdTineFilterEntry 6 }

spdTi nmeFi | t Last Changed OBJECT- TYPE
SYNTAX Ti meSt anp
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime when this row was |ast nodified
or created either through SNWP SETs or by sone ot her
ext ernal neans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this

obj ect SHOULD have a zero value."
::={ spdTineFilterEntry 7 }

spdTi neFi | t St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row. Rows in this table that
were created through an external process MAY have a storage

type of readOnly or pernmanent.

For a storage type of permanent, none of the colums have

to be witable.”
DEFVAL { nonVol atile }
.= { spdTineFilterEntry 8 }

spdTi meFi | t RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this

r ow.

The val ue of this object has no effect on whether other

objects in this conceptual row can be nodified

If active, this object MJST renmain active if
referenced by an active row in another table.
to set it to anything other than active while it

An attenpt

referenced by an active row in another table MJST result in

an i nconsi stentValue error."
.= { spdTineFilterEntry 9 }

-- I PSO protection authority filtering
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spdl psoHeader Fi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Spdl psoHeaderFilterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a list of |PSO header filter
definitions to be used within the spdRul eDefinitionTabl e or
the spdSubfiltersTable. |PSO headers and their values are
described in RFC 1108."

REFERENCE " RFC 1108"
::= { spdConfigCbjects 10 }

spdl psoHeader Fil terEntry OBJECT- TYPE
SYNTAX Spdl psoHeader Fil terEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A definition of a particular filter."
| NDEX { spdl psoHeadFi |t Nanme }
.= { spdlpsoHeaderFilterTable 1 }

Spdl psoHeader FilterEntry ::= SEQUENCE {
spdl psoHeadFi | t Nane SnnpAdmi nStri ng,
spdl psoHeadFi | t Type BI TS,
spdl psoHeadFi | t O assification | NTEGER
spdl psoHeadFi | t Prot ecti onAut h | NTEGER
spdl psoHeadFi | t Last Changed Ti meSt anp,
spdl psoHeadFi | t St or ageType St or ageType,
spdl psoHeadFi | t RowSt at us RowSt at us

}

spdl psoHeadFi | t Name OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The adm nistrative nane for this filter."
.= { spdlpsoHeaderFilterEntry 1 }

spdl psoHeadFi | t Type OBJECT- TYPE
SYNTAX BITS { classificationLevel (0),
protectionAuthority(1) }

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object indicates which of the I PSO header field a
packet is filtered on for this row If this object is set
to classification(0), the spdlpsoHeadFiltd assification
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obj ect indicates how the packet is filtered. |If this object
is set to protectionAuthority(1), the
spdl psoHeadFi | t Prot ecti onAut h obj ect indicates how the
packet is filtered."

::= { spdlpsoHeaderFilterEntry 2 }

spdl psoHeadFi | t Cl assi ficati on OBJECT- TYPE
SYNTAX | NTEGER { topSecret(61), secret(90),
confidential (150), unclassified(171) }

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object indicates the IPSO classification header field
val ue that the packet MJST have for this rowto evaluate to
"true'.

The val ues of these enunerations are defined by RFC 1108."
REFERENCE " RFC 1108"
::= { spdlpsoHeaderFilterEntry 3 }

spdl psoHeadFi | t Prot ecti onAut h OBJECT- TYPE
SYNTAX | NTEGER { genser(0), siopesi(l), sci(2),
nsa(3), doe(4) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the |PSO protection authority header
field value that the packet MJST have for this rowto
eval uate to ’true’

The val ues of these enunerations are defined by RFC 1108.
Hence the reason the SMv2 convention of not using O in
enunerated lists is violated here."

REFERENCE " RFC 1108"

::= { spdlpsoHeaderFilterEntry 4 }

spdl psoHeadFi | t Last Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine when this row was | ast nodified
or created either through SNVWP SETs or by sone ot her
ext ernal neans.

If this row has not been nodified since the | ast

re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero val ue."
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::= { spdlpsoHeaderFilterEntry 5 }

spdl psoHeadFi | t St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows in this table that
were created through an external process MAY have a storage
type of readOnly or permanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

;.= { spdlpsoHeaderFilterEntry 6 }

spdl psoHeadFi | t RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this row.

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified

However, this object MJUST NOT be set to active if the

requi renents of the spdl psoHeadFiltType object are not mnet.
Specifically, if the spdl psoHeadFiltType bit for
classification(0) is set, the spdl psoHeadFiltdC assification
col um MUST have a valid value for the row status to be set
to active. |If the spdlpsoHeadFiltType bit for
protectionAuthority(l) is set, the

spdl psoHeadFi | t Prot ecti onAut h col um MUST have a valid
value for the row status to be set to active

If active, this object MJST remamin active if it is
referenced by an active row in another table. An attenpt
to set it to anything other than active while it is
referenced by an active row in another table MJST result in
an inconsistentVal ue error.”

::= { spdlpsoHeaderFilterEntry 7 }

conpound actions table

spdConpoundAct i onTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF SpdConpoundActi onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Table used to allow multiple actions to be associ ated
with a rule. It uses the spdSubactionsTable to do this.

The rows from spdSubacti onsTable that are partially indexed
by spdConpAct Nane formthe set of conpound actions to be
performed. The spdConpAct Executi onStrategy colum in this
tabl e indi cates how those actions are processed."

::= { spdConfigCbjects 11 }

spdConpoundAct i onEntry OBJECT- TYPE
SYNTAX SpdConmpoundActi onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Arowin the spdConmpoundActi onTabl e."
I NDEX { spdCompAct Nanme }
;= { spdConpoundActionTable 1 }

SpdCompoundActi onEntry ::= SEQUENCE ({
spdConpAct Nane SnnpAdmi nStri ng,
spdConpAct Executi onSt r at egy | NTEGER,
spdConpAct Last Changed Ti meSt anp,
spdConpAct St or ageType St or ageType,
spdConpAct Rowst at us RowSt at us

}

spdConpAct Name OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"This is an admi nistratively assigned nanme of this
conpound action."
.= { spdConpoundActionEntry 1 }

spdConpAct Executi onStrat egy OBJECT- TYPE
SYNTAX | NTEGER { doAll (1),
doUnti | Success(2),
doUntil Failure(3) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Thi s object indicates how the sub-actions are executed
based on the success of the actions as they finish
executing.
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doAl | - run each sub-action regardl ess of the
exit status of the previous action.
This parent action is always
consi dered to have acted successfully.

doUntil Success - run each sub-action until one succeeds,
at whi ch point stop processing the
sub-actions within this parent
conpound action. |If one of the
sub-actions did execute successfully,
this parent action is al so considered
to have executed successfully.

doUntil Failure - run each sub-action until one fails,

at whi ch point stop processing the
sub-actions within this conmpound
action. |If any sub-action fails, the
result of this parent action is
consi dered to have failed."

DEFVAL { doUntil Success }

;.= { spdConpoundActionEntry 2 }

spdConpAct Last Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when this row was |ast nodified
or created either through SNWP SETs or by sone ot her
ext ernal neans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero value."

::= { spdConpoundActionEntry 3 }

spdConpAct St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row. Rows in this table that
were created through an external process MAY have a storage
type of readOnly or pernmanent.

For a storage type of permanent, none of the colums have

to be witable.”
DEFVAL { nonVol atile }
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::= { spdConpoundActionEntry 4 }

spdConpAct Rowst at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this row

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified

Once a row in the spdConmpoundActi onTabl e has been made
active, this object MJUST NOT be set to destroy w thout
first destroying all the contained rows listed in the
spdSubacti onsTabl e. "

::= { spdConpoundActionEntry 5 }

-- actions contained within a compound action

spdSubacti onsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SpdSubacti onsEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a list of the sub-actions within a
gi ven conpound action. Conpound actions executing these
actions MJST execute themin series based on the
spdSubActPriority value, with the | owest val ue executing
first."

::= { spdConfigCbjects 12 }

spdSubacti onsEntry OBJECT- TYPE

SYNTAX SpdSubacti onsEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A row containing a reference to a given conpound-action
sub-action."

I NDEX { spdCompAct Nanme, spdSubActPriority }

.. = { spdSubactionsTable 1 }

SpdSubacti onsEntry ::= SEQUENCE {
spdSubActPriority I nt eger 32,
spdSubAct SubAct i onNane Var i abl ePoi nt er,
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spdSubAct Last Changed Ti meSt anp,
spdSubAct St or ageType St or ageType,
spdSubAct Rowst at us RowSt at us

}

spdSubAct Priority OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The priority of a given sub-action within a conmpound

action. The order in which sub-actions MJST be executed
are based on the value fromthis colum, with the | owest
nuneric value executing first (i.e., priority O before
priority 1, 1 before 2, etc.)."

::= { spdSubactionsEntry 1 }

spdSubAct SubAct i onName OBJECT- TYPE
SYNTAX Var i abl ePoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This colum points to the action to be taken. It NMAY,
but is not linted to, point to a rowin one of the
foll owi ng tabl es:

spdConpoundAct i onTabl e - All owi ng recursion
i psaSaPreconfi guredActi onTabl e

i pi al keActi onTabl e

i pi al psecActionTabl e

It MAY al so point to one of the scalar objects beneath
spdSt ati cActi ons.

If this object is set to a pointer to a rowin an
unsupported (or unknown) table, an inconsistentVal ue
error MJST be returned.

If this object is set to point to a non-existent rowin
an ot herw se supported table, an inconsistentNanme error
MUST be returned.

I f, during packet processing, this colum has a val ue that
ref erences a non-exi stent or non-supported object, the
packet MJUST be dropped.”

::= { spdSubactionsEntry 2 }

spdSubAct Last Changed OBJECT- TYPE
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SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when this row was |ast nodified
or created either through SNWP SETs or by sone ot her
external nmeans.

If this row has not been nodified since the |ast
re-initialization of the network managenent subsystem this
obj ect SHOULD have a zero value."

.. = { spdSubactionsEntry 3 }

spdSubAct St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row. Rows in this table that
were created through an external process MAY have a storage
type of readOnly or permanent.

For a storage type of permanent, none of the colums have
to be witable."

DEFVAL { nonVol atile }

.= { spdSubactionsEntry 4 }

spdSubAct RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the conceptual status of this row

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified

If active, this object MIST remain active unless one of the
following two conditions are net. An attenpt to set it to
anyt hing other than active while the follow ng conditions
are not met MJUST result in an inconsistentValue error. The
two conditions are:

I. No active rowin the spdConpoundActi onTabl e exi sts
whi ch has a mat chi ng spdConpAct Nane.

Il. O, at |east one other active rowin this table has a
mat chi ng spdConpAct Nane. "
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.. = { spdSubactionsEntry 5 }

-- Static Actions

-- these are static actions that can be pointed to by the
-- spdRul eDef Acti on or the spdSubAct SubActi onNanme objects to
-- drop, accept, or reject packets.

spdSt ati cActi ons OBJECT IDENTIFIER ::= { spdConfigCbjects 13 }
spdDr opActi on OBJECT- TYPE

SYNTAX I nteger32 (1)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This scalar indicates that a packet MJST be dropped
and SHOULD NOT have acti on/ packet | ogging."
::={ spdStaticActions 1}

spdDr opAct i onLog OBJECT- TYPE
SYNTAX Integer32 (1)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This scal ar indicates that a packet MJST be dropped
and SHOULD have action/ packet | ogging."
::={ spdStaticActions 2 }

spdAccept Acti on OBJECT- TYPE
SYNTAX I nteger32 (1)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This Scal ar indicates that a packet MJST be accepted
(pass-through) and SHOULD NOT have action/packet |ogging."
::={ spdStaticActions 3}

spdAccept Acti onLog OBJECT- TYPE
SYNTAX I nteger32 (1)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This scalar indicates that a packet MJST be accepted
(pass-through) and SHOULD have acti on/ packet | ogging."
::={ spdStaticActions 4 }
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-- Notification objects information

spdNoti ficationVariables OBJECT | DENTIFIER :: =
{ spdNotificationObjects 1 }

spdNoti ficati ons OBJECT | DENTIFIER :: =
{ spdNotificati onojects 0 }

spdAct i onExecut ed OBJECT- TYPE
SYNTAX Vari abl ePoi nt er
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Points to the action instance that was executed that
resulted in the notification being sent."
::={ spdNotificationVariables 1 }

spdl PEndpoi nt AddType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"Contains the address type for the interface that the

notification triggering packet is passing through."
::={ spdNotificationVariables 2 }

spdl PEndpoi nt Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

March 2007

"Contains the interface address for the interface that the

notification triggering packet is passing through

The format of this object is specified by the
spdl PEndpoi nt AddType object."
::={ spdNotificationVvariables 3 }

spdl PSour ceType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Contains the source address type of the packet that
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triggered the notification."
::={ spdNotificationVariables 4}

spdl PSour ceAddr ess OBJECT- TYPE
SYNTAX I net Addr ess
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Contai ns the source address of the packet that
triggered the notification.

The format of this object is specified by the
spdl PSour ceType object."
::={ spdNotificationVariables 5 }

spdl PDest i nati onType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS accessible-for-notify

STATUS current

DESCRI PTI ON
"Contains the destination address type of the packet
that triggered the notification."

::={ spdNotificationVariables 6 }

spdl PDest i nat i onAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Contains the destination address of the packet that
triggered the notification.

The format of this object is specified by the
spdl PDest i nati onType object."
::={ spdNotificationVariables 7 }

spdPacket Di recti on OBJECT- TYPE
SYNTAX | fDirection
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Indicates if the packet that triggered the action in

guestions was ingress (inbound) or egress (outbound).

::={ spdNotificationVariables 8 }
spdPacket Part OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0. .65535))
MAX- ACCESS accessible-for-notify
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STATUS current

DESCRI PTI ON
"spdPacket Part is the front part of the full |P packet that
triggered this notification. The initial size limt is
determ ned by the smaller of the size, indicated by:

I. The value of the object with the TC syntax
' Spdl PPacket Loggi ng’ that indicated the packet SHOULD be
| ogged and

I1. The size of the triggering packet.

The final limt is determ ned by the SNVWP packet size when
sending the notification. The maxi mum size that can be
included will be the smaller of the initial size, given the
above, and the length that will fit in a single SNW
notification packet after the rest of the notification’s
obj ects and any other necessary packet data (headers encodi ng,
etc.) have been included in the packet."

::={ spdNotificationVariables 9 }

spdActi onNoti fication NOTIFI CATI ON- TYPE
OBJECTS { spdActi onExecut ed, spdl PEndpoi nt AddType,
spdl PEndpoi nt Addr ess,
spdl PSour ceType, spdl PSour ceAddr ess,
spdl PDest i nati onType,
spdl PDest i nat i onAddr ess,
spdPacket Di rection }
STATUS current
DESCRI PTI ON
"Notification that an action was executed by a rule.
Only actions with | ogging enabled will result in this
notification getting sent. The object includes the
spdAct i onExecut ed object, which will indicate which action
was executed within the scope of the rule. Additionally,
t he spdl PSour ceType, spdl PSour ceAddr ess,
spdl PDest i nati onType, and spdl PDesti nati onAddress obj ects
are included to indicate the packet source and destination
of the packet that triggered the action. Finally, the
spdl PEndpoi nt AddType, spdl PEndpoi nt Addr ess, and
spdPacket Di recti on objects indicate which interface the
executed action was associated with, and if the packet was
i ngress or egress through the endpoint.

A spdActionNotification SHOULD be limted to a naxi mum of
one notification sent per mnute for any action
notifications that do not have any other configuration
controlling their send rate.
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Not e that compound actions with multiple executed
sub-actions may result in multiple notifications being sent
froma single rule execution."

::={ spdNotifications 1 }

spdPacket Not i fi cati on NOTI FI CATI ON- TYPE
OBJECTS { spdActi onExecut ed, spdl PEndpoi nt AddType,
spdl PEndpoi nt Addr ess,
spdl PSour ceType, spdl PSour ceAddr ess,
spdl PDest i nati onType,
spdl PDest i nat i onAddr ess,
spdPacket Di recti on
spdPacket Part }
STATUS current
DESCRI PTI ON
"Notification that a packet passed through a Security
Association (SA). Only SAs created by actions wi th packet

| ogging enabled will result in this notification getting
sent. The objects sent MJUST include the spdActi onExecuted,
which will indicate which action was executed within the

scope of the rule. Additionally, the spdl PSourceType,

spdl PSour ceAddr ess, spdl PDesti nati onType, and

spdl PDest i nat i onAddr ess obj ects MJUST be included to

i ndi cate the packet source and destination of the packet
that triggered the action. The spdl PEndpoi nt AddType,

spdl PEndpoi nt Addr ess, and spdPacketDirecti on objects are

i ncluded to indicate which endpoint the packet was
associated with. Finally, spdPacketPart is included to
enabl e sending a variable sized part of the front of the
packet with the size dependent on the value of the object of
TC syntax ' Spdl PPacket Loggi ng’, which indicated that |ogging
shoul d be done.

A spdPacket Notification SHOULD be |limted to a nmaxi mum of
one notification sent per mnute for any action
notifications that do not have any other configuration
controlling their send rate.

An action notification SHOULD be linited to a maxi num of
one notification sent per mnute for any action
notifications that do not have any other configuration
controlling their send rate."

::={ spdNotifications 2 }

-- Conformance information
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spdConpl i ances OBJECT | DENTI FI ER
::= { spdConformancethjects 1 }
spdG oups OBJECT | DENTI FI ER
.= { spdConformancehjects 2 }

-- Compliance statenents

spdRul eFi | t er Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNWP entities that include
an | Psec MB inplementation with Endpoint, Rules, and
filters support.

When this MB is inplemented with support for read-create,
then such an inplementation can claimfull conpliance. Such
devi ces can then be both nonitored and configured with this
MB."

MODULE -- This Mdul e
MANDATORY- GROUPS { spdEndpoi nt G oup,
spdG oupCont ent sG oup,
spdRul eDef i ni ti onG oup,
spdSt ati cFilterG oup,
spdSt ati cActi onGroup ,
di ffServM BMIl ti Fi el dd frG oup }

GROUP spdl psecSyst emPol i cyNaneG oup
DESCRI PTI ON
"This group is mandatory for |Psec Policy
i npl enentati ons that support a system policy group
name. "

GROUP spdCompoundFi | t er G oup
DESCRI PTI ON
"This group is mandatory for |Psec Policy
i npl enent ati ons that support conpound filters."

GROUP spdl POfF fset Fil ter Group

DESCRI PTI ON
"This group is mandatory for |Psec Policy
i mpl enentati ons that support IP Ofset filters. |In
general, this SHOULD be supported by a conpliant |Psec
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Policy inplenmentation."”

GROUP spdTi meFi |l ter G oup
DESCRI PTI ON
"This group is mandatory for |Psec Policy
i npl enentati ons that support tine filters."

GROUP spdl psoHeader Fi | t er G- oup
DESCRI PTI ON
"This group is mandatory for |Psec Policy
i mpl enent ati ons that support |IPSO Header filters."

GROUP spdConpoundAct i onG oup
DESCRI PTI ON
"This group is nmandatory for |Psec Policy
i mpl enent ati ons that support conpound actions.”

OBJECT spdEndG oupLast Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON

"This object not required for conpliance."
OBJECT spdG oupCont Conponent Type
SYNTAX | NTEGER {

rul e(2)

}
DESCRI PTI ON

"Support of the value group(l) is only required for
i mpl enentati ons that support Policy G oups wthin
Policy G oups."

OBJECT spdG oupCont Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdRul eDef Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdConpFi | t Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdSubFi | t Last Changed
M N- ACCESS not -accessi bl e
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DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdl pOf f Fi | t Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdTi meFi | t Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdl psoHeadFi | t Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT spdConpAct Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance.

OBJECT spdSubAct Last Changed
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"This object not required for conpliance."

OBJECT di ffServMul ti Fi el dC f r Next Free
M N- ACCESS not-accessible
DESCRI PTI ON
"This object is not required for conpliance."

::= { spdConpliances 1 }

spdLoggi ngConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for SNWP entities that support

sendi ng notifications when actions are invoked."

MODULE -- This Modul e

MANDATORY- GROUPS { spdActi onLoggi ngObj ect Gr oup,
spdActionNotificati onGoup }

::= { spdConpliances 2 }
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-- ReadOnly Compliances
spdRul eFi | t er ReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNVWP entities that include
an | Psec MB inplenmentation with Endpoint, Rules, and
filters support.

If this MBis inplemented w thout support for read-create
(i.e., inread-only), it is not in full conpliance, but it
can claimread-only conpliance. Such a device can then be
noni tored, but cannot be configured with this MB."

MODULE -- This Mdul e
MANDATORY- GROUPS { spdEndpoi nt G oup,
spdG oupCont ent sG oup,
spdRul eDefi ni ti onG oup,
spdStati cFilterGoup,
spdSt ati cActi onGroup ,
di ffServM BMul ti Fi el dd frG oup }

GROUP spdl psecSyst enPol i cyNanmeG oup
DESCRI PTI ON
"This group is nandatory for |Psec Policy
i mpl enentati ons that support a system policy group
name. "

GROUP spdComnpoundFi | t er G oup
DESCRI PTI ON
"This group is nandatory for |Psec Policy
i mpl enentati ons that support conpound filters."

GROUP spdl POF fset Fil t er G oup

DESCRI PTI ON
"This group is nandatory for |Psec Policy
i mpl enentati ons that support IP Ofset filters. |
general, this SHOULD be supported by a conpliant |
Policy inplementation.”

n
Psec

GROUP spdTi meFi |t er G oup
DESCRI PTI ON
"This group is nandatory for |Psec Policy
i mpl enentati ons that support tine filters."

GROUP spdl psoHeader Fi | t er G- oup

DESCRI PTI ON
"This group is nandatory for |Psec Policy

Baer, et al. St andards Track [ Page 54]



RFC 4807 | Psec SPD configuration MB March 2007

i mpl enentati ons that support |PSO Header filters."

GROUP  spdConpoundAct i onG oup
DESCRI PTI ON
"This group is mandatory for |Psec Policy
i npl enent ati ons that support conpound actions.”

OBJECT spdConpAct Execut i onSt r at egy
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdConpAct Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdConpAct Rowst at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdConpAct St or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdConpFi | t Descri ption
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdConpFi | t Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdConpFi | t Logi cType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdConpFi | t RowSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdConpFi | t St or ageType
M N-ACCESS read-only
DESCRI PTI ON
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"Wite access is not required."

OBJECT spdEgr essPol i cyGr oupNane
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdEndGr oupLast Changed
DESCRI PTI ON

"This object is not required for conpliance."

OBJECT spdEndGr oupNane
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT SpdEndG oupRowSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdEndGr oupSt or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdG oupCont Conponent Name
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdG oupCont Conponent Type
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdG oupCont Fi | ter
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdG oupCont Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdG oupCont RowSt at us
M N-ACCESS read-only
DESCRI PTI ON
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"Wite access is not required."

OBJECT spdG oupCont St or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdl ngressPol i cyG oupNane
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdl pOf f Fi | t Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdl pOFfFi ltOF f set
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdl pOf f Fi | t RowSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdl pOfF f Fi |l t St orageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdl pOFfFilt Type
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdl pOf fFi | t Val ue
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdl psoHeadFi | t Ol assification
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdl psoHeadFi | t Last Changed
DESCRI PTI ON
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"This object is not required for conpliance."

OBJECT spdl psoHeadFi | t Prot ecti onAut h
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdl psoHeadFi | t RowSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdl psoHeadFi | t St or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdl psoHeadFi | t Type
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdRul eDef Acti on
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdRul eDef Admi nSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdRul eDef Descri ption
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdRul eDef Fi |l ter
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdRul eDef Fi | t er Negat ed
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT spdRul eDef Last Changed
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DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdRul eDef RowsSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdRul eDef St or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdSubAct Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdSubAct Rowst at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdSubAct St or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdSubAct SubAct i onName
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdSubFi | t Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdSubFi | t RowsSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdSubFi | t St or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT spdSubFi | t Subfilter
M N-ACCESS read-only
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DESCRI PTI ON

"Wite access is not required."
OBJECT spdSubFi | t Subfilterl sNegated
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdTi meFi | t DayOf Mont hMask
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdTi nmeFi | t DayOf WeekMask
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdTi nmeFi | t Last Changed
DESCRI PTI ON

"This object is not required for conpliance."
OBJECT spdTi meFi | t Mont hOf Year Mask
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdTi meFi | t Peri od
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdTi meFi | t Rowst at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT spdTi neFi | t Ti neOf DayMask
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT spdTi nmeFi | t St or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

;.= { spdConpliances 3}
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-- Compliance G oups Definitions

-- Endpoint, Rule, Filter Conpliance G oups

spdEndpoi nt G oup OBJECT- GROUP
OBJECTS {
spdEndG oupNane, spdEndG ouplLast Changed,
spdEndG oupSt or ageType, spdEndG oupRowsSt at us

}

STATUS current

DESCRI PTI ON
"This group is nmade up of objects fromthe I Psec Policy
Endpoi nt Table."

.= { spdGoups 1}

spdG oupCont ent sG oup OBJECT- GROUP
OBJECTS {
spdG oupCont Conponent Type, spdG oupContFilter,
spdG oupCont Conponent Nane, spdG oupCont Last Changed,
spdG oupCont St or ageType, spdG oupCont Rowst at us

}

STATUS current

DESCRI PTI ON
"This group is nmade up of objects fromthe I Psec Policy
Group Contents Table."

.= { spdGoups 2}

spdl psecSyst enPol i cyNaneG oup OBJECT- GROUP
OBJECTS {
spdl ngr essPol i cyG oupNare,
spdEgr essPol i cyGr oupNane

}

STATUS current

DESCRI PTI ON
"This group is nade up of objects represent the System
Policy G oup Nanes."

.= { spdGroups 3}

spdRul eDef i ni ti onG oup OBJECT- GROUP
OBJECTS {
spdRul eDef Descri ption, spdRul eDefFilter,
spdRul eDef Fi | t er Negat ed, spdRul eDef Acti on,
spdRul eDef Adm nSt at us, spdRul eDef Last Changed,
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spdRul eDef St or ageType, spdRul eDef RowSt at us

}

STATUS current

DESCRI PTI ON
"This group is nade up of objects fromthe IPsec Policy Rule
Definition Table."

.= { spdGoups 4}

spdConpoundFi | t er G oup OBJECT- GROUP
OBJECTS {
spdConpFi | t Descri pti on, spdConpFiltLogicType,
spdConpFi | t Last Changed, spdConpFilt StorageType,
spdConpFi | t Rowst at us, spdSubFiltSubfilter,
spdSubFi | t SubfilterlsNegated, spdSubFiltLast Changed,
spdSubFi | t St or ageType, spdSubFi |t RowSt at us

}
STATUS current
DESCRI PTI ON
"This group is nade up of objects fromthe | Psec Policy
Conpound Filter Table and Sub-Filter Table G oup."
::={ spdGoups 5}

spdStati cFilterGoup OBJECT- GROUP
OBJECTS { spdTrueFilter }
STATUS curr ent
DESCRI PTI ON
"The static filter group. Currently this is just a true
filter."
1= { spdGoups 6 }

spdl POfF fset Fi |l t er G oup OBJECT- GROUP
OBJECTS {
spdl pOFfFiltOffset, spdl pOffFiltType,
spdl pOfF fFi |l tVal ue, spdl pOFifFiltlLastChanged,
spdl pOFfFilt StorageType, spdl pOfFiltRowStat us

STATUS current

DESCRI PTI ON
"This group is nmade up of objects fromthe IPsec Policy IP
Ofset Filter Table.™

.= { spdGoups 7 }

spdTi neFi | t er G oup OBJECT- GROUP
OBJECTS {
spdTi meFi | t Peri od,
spdTi meFi | t Mont hOF Year Mask, spdTi neFi | t DayOf Mont hMask,
spdTi nmeFi | t DayOr WeekMask, spdTi neFi |t Ti meOf DayMask,
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spdTi nmeFi | t Last Changed,
spdTi meFi | t St or ageType, spdTi nmeFi | t Rowst at us

}

STATUS current

DESCRI PTI ON
"This group is nade up of objects fromthe IPsec Policy Tine
Filter Table."

.= { spdGoups 8 }

spdl psoHeader Fi | t er G oup OBJECT- GROUP
OBJECTS {
spdl psoHeadFi | t Type, spdl psoHeadFiltd assification,
spdl psoHeadFi | t Prot ecti onAut h, spdl psoHeadFi | t Last Changed,
spdl psoHeadFi | t St or ageType, spdl psoHeadFi | t RowSt at us

}

STATUS current

DESCRI PTI ON
"This group is nade up of objects fromthe |Psec Policy |PSO
Header Filter Table."

.= { spdGoups 9 }

-- action conpliance groups

spdSt ati cActi onGroup OBJECT- GROUP
OBJECTS {
spdDr opActi on, spdAccept Acti on,
spdDr opAct i onLog, spdAccept Acti onLog

}

STATUS curr ent

DESCRI PTI ON
"This group is nade up of objects fromthe | Psec Policy
Static Actions."

::={ spdGoups 10 }

spdConmpoundAct i onG oup OBJECT- GROUP
OBJECTS {
spdConpAct Executi onStrat egy, spdConpAct Last Changed,
spdConpAct St or ageType,

spdConpAct RowsSt at us, spdSubAct SubAct i onNane,
spdSubAct Last Changed, spdSubAct St or ageType,
spdSubAct Rowst at us

}
STATUS current

DESCRI PTI ON
"The | Psec Policy Conpound Action Table and Actions In
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Conpound Action Table G oup."
.= { spdGoups 11 }

spdAct i onLoggi ngCbj ect G- oup OBJECT- GROUP
OBJECTS {
spdAct i onExecut ed,
spdl PEndpoi nt AddType, spdl PEndpoi nt Addr ess,

spdl PSour ceType, spdl PSour ceAddr ess,
spdl PDest i nati onType, spdl PDest i nat i onAddr ess,
spdPacket Di recti on, spdPacket Par t
}
STATUS current
DESCRI PTI ON
"This group is nade up of all the Notification objects for
this MB."

1= { spdGoups 12 }

spdActionNotificati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
spdActi onNotification,
spdPacket Noti fication

}
STATUS current
DESCRI PTI ON

"This group is nade up of all the Notifications for this MB."
::={ spdGoups 13}

END
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7. Security Considerations
7.1. Introduction

Thi s docunent defines a MB npodul e used to configure I Psec policy
services. Since |IPsec provides network security services, all of its
configuration data (e.g., this entire MB) SHOULD be as secure or
nore secure than any of the security services |Psec provides. There
are two main threats you need to protect against when configuring

| Psec devi ces.

1. Malicious Configuration: This MB configures network security
services. |If an attacker has SET access to any part of this MB
the network security services configured by this M B SHOULD be
consi dered broken. The network data sent through the associated
gat eway should no | onger be considered as protected by | Psec

(i.e., it is no longer confidential or authenticated).
Therefore, only the official admnistrators SHOULD be allowed to
configure a device. |In other words, adm nistrators’ identities

SHOULD be aut henticated and their access rights checked before
they are allowed to do device configuration. The support for SET
operations to the SPD MB in a non-secure environnent, w thout
proper protection, will invalidate the security of the network
traffic affected by the SPD M B

2. Disclosure of Configuration: In general, malicious parties SHOULD
NOT be able to read security configuration data while the data is
in network transit. An attacker reading the configuration data
may be able to find m sconfigurations in the MB that enable
attacks to the network or to the configured node. Since this
entire MB is used for security configuration, it is highly
RECOMMENDED t hat only authorized administrators are allowed to
view data in this MB. In particular, nmalicious users SHOULD be
prevented fromreadi ng SNMP packets containing this MB' s data.
SNVMP GET data SHOULD be encrypted when sent across the network.

Al so, only authorized adm nistrators SHOULD be all owed SNVP GET
access to any of the M B objects.

SNWVP versions prior to SNMPv3 do not include adequate security. Even
if the network itself is secure (e.g., by using | Psec), earlier

versi ons of SNMP have virtually no control as to who on the secure
network is allowed to access (i.e., read/change/create/delete) the
objects in this M B nodul e.

It is RECOWENDED that inplementers use the security features as
provi ded by the SNWMPv3 franmework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c nechani sns (for
aut hentication and privacy).
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Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to GET or SET (change/create/delete) them

Therefore, when configuring data in the | PSEC- SPD-M B, you SHOULD use
SNWP version 3. The rest of this discussion assunes the use of
SNWPv3. This is a real strength, because it allows admi nistrators
the ability to |l oad new I Psec configuration on a device and keep the
conversation private and authenticated under the protection of SNMPv3
before any | Psec protections are available. Once initia
establ i shnent of | Psec configuration on a device has been achieved,

it would be possible to set up I Psec SAs to then al so provide
security and integrity services to the configuration conversation
This may seemredundant at first, but will be shown to have a use for
added privacy protection bel ow.

7.2. Protecting agai nst Unauthenticated Access

The current SNMPv3 User Security Model provides for key-based user
aut hentication. Typically, keys are derived from passwords (but are
not required to be), and the keys are then used in Hashed Message

Aut henti cati on Code (HMAC) algorithms (currently, MD5 and SHA-1 HVACs
are defined) to authenticate all SNWP data. Each SNWP devi ce keeps a
(configured) list of users and keys. Under SNWPv3 user keys may be
updated as often as an admini strator cares to have users enter new
passwords. But Perfect Forward Secrecy for user keys in SNWPv3 is
not yet provided by standards track docunents, although RFC2786
defines an experinmental method of doing so.

7.3. Protecting against Involuntary Disclosure

Wi | e sending | Psec configuration data to a Policy Enforcenment Point
(PEP), there are a fewcritical paraneters that MJST NOT be observed
by third parties. Specifically, except for public keys, keying

i nformati on MJUST NOT be allowed to be observed by third parties.

This includes | KE Pre-Shared Keys and possibly the private key of a
public/private key pair for use in a PKI. Wre either of those
paranmeters to be known to a third party, they could then inpersonate
the device to other | KE peers. Aside fromthose critical paraneters,
policy adm nistrators have an interest in not divulging any of their
policy configuration. Any know edge about a device’s configuration
could help an unfriendly party conprom se that device. SNWv3 offers
privacy security services, but at the time this docunent was witten,
the only standardi zed encryption al gorithm supported by SNMPv3 is the
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DES encryption algorithm Support for other (stronger) cryptographic
algorithms is in the works and may be conpleted by the tinme you read
this. As of October 2006, there is a stronger standards track

al gorithm AES [ RFC3826]. \When configuring the IPsec policy using
this MB, policy adm nistrators SHOULD use a privacy security service
that is at least as strong as the desired I Psec policy, e.g., If an
adm nistrator were to use this MB to configure an | Psec connection
that utilizes a AES algorithns, the SNMP comuni cati on configuring
the connection SHOULD be protected by an al gorithm as strong or
stronger than the AES al gorithm

7.4. Bootstrappi ng Your Configuration

Most vendors will not ship new products with a default SNMPv3 user/
password pair, but it is possible. If a device does ship with a
default user/password pair, policy admnistrators SHOULD eit her
change the password or configure a new user, deleting the default
user (or, at a mninmum restrict the access of the default user).
Most SNWPv3 distributions should, hopefully, require an out-of-band
initialization over a trusted medium such as a local console
connecti on.

8. | ANA Consi der ati ons

Only two | ANA considerations exist for this docunent. The first is
just the node nunber allocation of the IPSEC-SPD-MB itself within
the MB-2 tree. This is listed in the MB definition in Section 6.

The | PSEC-SPD-M B al so all ows for extension action MBs. Although
addi tional actions are not required to use it, the node spdActions is
al l ocated as a subtree under which | ANA can assign additiona

actions.

The second | ANA consideration is that | ANA woul d be responsible for
creating a new subregistry for and assigning nodes under the
spdActions subtree. This tree should have a prefix of

i so.org.dod.internet.ngnt.m b-2.spdM B. spdActi ons and be |isted
simlar to the follow ng:

Deci mal Nane Descri ption Ref er ences

A docunented specification is required in order to assign a numnber.
The action and it’'s neaning can be specified in an RFC or in another
publicly available reference. The specification should have
sufficient detail that interoperability between independent

i mpl enentations is possible. The product of the | ETF or of another
standards body is acceptable or an assignnment can be accepted under
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the advice of a "designated expert". (contact | ANA for the current
expert)

9. Acknow edgnents

Many peopl e contributed thoughts and ideas that

i nfluenced this MB

nodul e. Some special thanks are in order to the follow ng peopl e:

Li ndy Foster (Sparta, Inc.)
John Gllis ( ADC)

Roger Hartnuller (Sparta, Inc.)
Harri e Hazew nkel

Jam e Jason (I'ntel Corporation)
David Partain (Ericsson)
Lee Rafal ow (1BvM
Jon Saperia (JDS Consul ting)
Eri c VWyncke (Cisco Systens)
10. References
10.1. Normative References
[ RFC1108] Kent, S., "U S. Departnent of Defense Security
Options for the Internet Protocol", RFC 1108,
Novenber 1991.
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.
[ RFC2401] Kent, S. and R Atkinson, "Security Architecture for
the Internet Protocol", RFC 2401, Novenber 1998.
[ RFC2578] McC oghrie, K, Ed., Perkins, D., Ed., and J.
Schoenwael der, Ed., "Structure of Managenent
Information Version 2 (SMv2)", STD 58, RFC 2578,
April 1999.
[ RFC2579] Mcd oghrie, K, Ed., Perkins, D., Ed., and J.
Schoenwael der, Ed., "Textual Conventions for SMv2",
STD 58, RFC 2579, April 1999.
[ RFC2580] McCl oghrie, K, Perkins, D., and J. Schoenwael der,
"Conformance Statenents for SMv2", STD 58, RFC 2580,
April 1999.
[ RFC2863] McC oghrie, K and F. Kastenholz, "The Interfaces
G oup MB', RFC 2863, June 2000.
Baer, et al. St andards Track [ Page 68]



RFC 4807

[ RFC3060]

[ RFC3289]

[ RFC3411]

[ RFC3585]

[ RFC3629]

[ RFC4001]

[ RFC4301]

10. 2.

[1 Psec- ACTI ON|

[ 1 KE- ACTI ON]

I nformati ve

[ | PPMAP]

[ RFC3410]

Baer ,

et al.

| Psec SPD configuration MB March 2007

Moore, B., Ellesson, E., Strassner, J., and A
Westerinen, "Policy Core Informati on Model -- Version
1 Specification", RFC 3060, February 2001.

Baker, F., Chan, K, and A Smth, "Mnagenent
Informati on Base for the Differenti ated Services
Architecture", RFC 3289, May 2002.

Harrington, D., Presuhn, R, and B. Wjnen, "An
Architecture for Describing Sinple Network Managenent
Prot ocol (SNWP) Managenent Framewor ks", STD 62,

RFC 3411, Decenber 2002.

Jason, J., Rafalow, L., and E. VWyncke, "IPsec
Configuration Policy Information Mdel", RFC 3585,
August 2003.

Yergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, Novenber 2003.

Daniele, M, Haberman, B., Routhier, S., and J.
Schoenwael der, "Textual Conventions for |nternet
Net wor k Addr esses”, RFC 4001, February 2005.

Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, Decenber 2005.

Ref er ences

Baer, M, Charlet, R, Hardaker, W, Story, R, and
C. Wang, "IPsec Security Policy |IPsec Action MB",
Work in Progress, Cctober 2006.

Baer, M, Charlet, R, Hardaker, W, Story, R, and
C. Wwang, "IPsec Security Policy IKE Action MB", Wrk
in Progress, Cctober 2006.

Lortz, V. and L. Rafalow, "IPsec Policy Mdel Wite
Paper", Novemrber 2000.

Case, J., Mundy, R, Partain, D, and B. Stewart,
"Introduction and Applicability Statenents for

I nt ernet - Standard Managenent Franewor k", RFC 3410,
Decenber 2002.

St andards Track [ Page 69]



RFC 4807 | Psec SPD configuration MB March 2007

[ RFC3826] Blumenthal, U., Maino, F., and K M oghrie, "The
Advanced Encryption Standard (AES) C pher Al gorithm
in the SNWP User-based Security Mdel", RFC 3826,
June 2004.

Aut hors’ Addr esses

M chael Baer
Sparta, Inc.

P. O Box 72682
Davis, CA 95617
us

EMai | : baerm@i sl abs. com

Ri cky Charl et
Sel f

EMai | : rcharl et @l ummi . cal pol y. edu

Wes Har daker
Sparta, Inc.

P. O Box 382
Davis, CA 95617
us

Phone: +1 530 792 1913
EMai | : hardaker @i sl abs. com

Robert Story
Revel st one Software

PO Box 1812

Tucker, GA 30085

us

EMai |l : rstory@ psp. revel stone. com
aiff Wang

ARO

4300 S. Mam Blvd
Durham NC 27703
us

EMai |l : cliffwangmail @ahoo. com

Baer, et al. St andards Track [ Page 70]



RFC 4807 | Psec SPD configuration MB March 2007

Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Baer, et al. St andards Track [ Page 71]






