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Abst r act

This informational docunent describes and identifies the requirenents
for transactions to handle Public Key Certificate (PKC) lifecycle
transacti ons between Internet Protocol Security (IPsec) Virtua
Private Network (VPN) Systems using Internet Key Exchange (1KE)
(versions 1 and 2) and Public Key Infrastructure (PKI) Systens.

These requirements are designed to neet the needs of enterprise-scale
| Psec VPN depl oynents. It is intended that a standards track profile
of a managenent protocol will be created to address many of these
requi renents.
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1

| ntroducti on

Thi s docunent describes and identifies the requirenents for
transactions to handle PKC |lifecycle transactions between [IPsec] VPN
Systenms using IKE ([I KEvl] and [IKEv2]) and PKI Systens. This
docunent contains requirenents for a transaction-based approach

O her nodel s are concei vabl e, for exanple, a directory-centric
approach, but their requirenments are beyond the scope of this
document .

Thi s docunent enunerates requirenents for Public Key Certificate
(PKC) lifecycle transactions between different VPN System and PK
System products in order to better enable |arge scale, PKI-enabled
| Psec deploynments with a commpn set of transactions. Requirenents
for both the IPsec and the PKI products are discussed. The

requi rements are carefully designed to achieve security w thout
conprom si ng ease of managenent and depl oynent, even where the
depl oynment involves tens of thousands of |Psec users and devi ces.

The requirements address transactions for the entire PKC |ifecycle
for PKI-enabled VPN System authorization (of PKC issuance),
generation (public-private key pair and PKC request), enrollment (PKC
request, PKC response, and confirmation), maintenance (rekey, renew,
update, revoke, and confirn), and repository | ookups. These
transactions enable a VPN Operator to:

- Use a VPN Administration function (Admn), which is introduced in
this document, to manage PKC authorization and possibly act as
the sole interface for the VPN System and the PKI System

- Authorize individual or batches of PKC i ssuances based on a pre-
agreed tenplate (i.e., both types of authorization requests refer
to the pre-agreed tenplate). These authorizations can occur
either prior to the enrollment or in the sane transaction as the
enrol | ment .

- Provision PKI-based user or nmachine identity to | Psec Peers, on a
| arge scal e.

- Set the corresponding gateway or client authorization policy for
renote access and site-to-site connections.

- Establish policies for automati c PKC rekeys, renewal s, and
updat es.

- Ensure tinmely revocation information is avail able for PKCs used
i n | KE exchanges.
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These requirenments are intended to be used to profile a certificate

managenment protocol that the VPN Systemw || use to comunicate with
the PKI System Note that this profile will be in another docunent.
The certificate managenent profile will also clarify and constrain

exi sting PKIX (PKI for X 509 Certificates) and |Psec standards to
limt the conplexity of deploynment. Sone requirenents may require
either a new protocol, or changes or extensions to an existing

pr ot ocol

The desired outcone of the requirements and profil e docunents is that
both I Psec and PKI vendors create interoperable products to enable

| arge-scal e | Psec System depl oynents, and do so as quickly as
possi bl e. For exanple, a VPN Qperator should be able to use any
conformng | Psec inplenentation (VPN Administration or | Psec Peer) of
the certificate managenment profile with any conforming PKI vendor’s

i mpl enentation to performthe VPN roll out and managenent.

1.1. Scope

The docunent addresses requirenents on transactions between the VPN
Systens and the PKI Systens and between the VPN Admini stration and

| Psec Peers. The requirements strive to neet eighty percent of the
mar ket needs for |arge-scal e deploynments (i.e., VPNs including
hundreds or thousands of managed VPN gat eways or VPN renbte access
clients). Environments wll understandably exist in which |arge-
scal e depl oynment tools are desired, but |ocal security policy
stringency will not allow for the use of such comrercial tools. The
solution will possibly m ss the needs of the highest ten percent of
stringency and the | owest ten percent of convenience requirenents.
Use cases will be considered or rejected based upon this eighty
percent rule. The needs of small deploynents are a stated non-goal
however, service providers enploying the scoped solution and applying
it to many small er deploynments in aggregate nay address them

Gat eway-t 0- gat eway access and end-user renote access (to a gateway)
are both covered. End-to-end comunications are not necessarily
excluded, but are intentionally not a focus.

Only VPN-PKI transactions that ease and enabl e scal abl e PKI -enabl ed
| Psec depl oynments are addressed.
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1.2. Non-Goal s

The scenario for PKC cross-certification will not be addressed.
The protocol specification for the VPN-PKI interactions will not be
addr essed.

The protocol specification for the VPN Adm nistrator to Peer
transactions will not be addressed. These interactions are

consi dered vendor proprietary. These interactions may be
standardi zed |l ater to enable interoperability between VPN

Adm nistration function stations and | Psec Peers fromdifferent
vendors, but are far beyond the scope of this current effort, and
wi Il be described as opaque transactions in this docunent.

The protocol specification for Registration Authority - Certificate
Authority (RA-CA), CA-Repository, and RA-Repository interactions wll
not be addressed.

1.3. Definitions

VPN System

The VPN Systemis conprised of the VPN Admi nistration function
(defined below), the I Psec Peers, and the conmunicati on nmechani sm
bet ween the VPN Adm nistration and the | Psec Peers. VPN Systemis
defined in nore detail in Section 2. 1.

PKI System

The PKI System or sinmply PKlI, is the set of functions needed to
aut hori ze, issue, and manage PKCs. PKI Systemis defined in nore
detail in Section 2.2.

(VPN) Operat or

The Operator is the person or group of people that define security
policy and configure the VPN Systemto enforce that policy, with the
VPN Admi ni stration function.

| Psec Peer (Gateway or dient)

For the purposes of this docunment, an |Psec Peer, or sinply "Peer",
is any VPN System conponent that communicates |KE and | Psec to
another Peer in order to create an | Psec Security Association for
conmuni cations. It can be either a traditional security gateway
(with two network interfaces, one for the protected network and one
for the unprotected network) or an IPsec client (with a single
network interface). |In both cases, the Peer can pass traffic with no
| Psec protection, and can add | Psec protection to chosen traffic
streans. See Section 2.1.1 for nore details.

Bonatti, et al. I nf or mati onal [ Page 6]



RFC 4809 Reqs for IPsec Certificate Mgnmt Profile February 2007

(VPN) Admi n

The Admin is the VPN System function that interacts with the PK
Systemto establish PKC provisioning for the VPN connections. See
Section 2.1.2 for nore details.

End Entity

An end entity is the entity or subject that is identified in a PKC
The end entity is the one entity that will finally use a private key
associated with a PKCto digitally sign data. |In this docunent, an
| Psec Peer is certainly an end entity, but the VPN Adm n can al so
constitute an end entity. Note that end entities can have different
PKCs for different purposes (e.g., signature vs. key exchange,

Adm n-functions vs. Peer-functions).

PKC Rekey

The routine procedure for replacement of a PKCwith a new PKC with a
new public key for the same subject name. A rekey process can rely
on the existing key pair to bootstrap authentication for the new
enrol | nent.

PKC Renewa

The acquisition of a new PKC with the sane public key due to the
expiration of an existing PKC. Renewal occurs prior to the
expiration of the existing PKC to avoid any connection outages. A
renewal process can rely on the existing key pair to bootstrap

aut hentication for the new enroll ment.

PKC Updat e

A special case of a renewal -1ike occurrence where a PKC needs to be
changed prior to expiration due to sone change in its subject’s

i nformati on. Exanpl es m ght include change in the address, telephone
nunber, or nane change due to marriage of the end entity. An update
process can rely on the existing key pair to bootstrap authentication
for the new enroll nent.

Regi stration Authority (RA)

An optional entity in a PKI System given responsibility for
perform ng sone of the adm nistrative tasks necessary in the
registration of end entities, such as confirm ng the subject’s
identity and verifying that the subject has possession of the private
key associated with the public key requested for a PKC.

Certificate Authority (CA)

An authority in a PKI Systemthat is trusted by one or nore users to
create and sign PKCs. It is inportant to note that the CAis
responsi ble for the PKCs during their whole lifetine, not just for

i ssuing them
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Repository
An Internet-accessible server in a PKI Systemthat stores and nmakes
avail able for retrieval PKCs and Certificate Revocation Lists (CRLs).

Root CA/ Trust Anchor

A CAthat is directly trusted by an end entity; that is, securely
acquiring the value of a Root CA public key requires sone out-of-band
step(s). This termis not neant to inply that a Root CAis
necessarily at the top of any hierarchy, sinply that the CA in
guestion is trusted directly.

Certificate Revocation List (CRL)

A CRL is a CA-signed, tinestanped |list identifying revoked PKCs and
nade freely available in a repository. Peers retrieve the CRL to
verify that a PKC being presented to themas the identity in an |IKE
transaction has not been revoked.

CRL Distribution Point (CDP)
The CDP is a PKC extension that identifies the [ocation from which
end entities should retrieve CRLs to check status information

Authority Info Access (Al A)

The AlA is a PKC extension that indicates how to access CA
information and services for the issuer of the PKC in which the
ext ensi on appears. Information and services may include on-line
val idation services and Certificate Policy (CP) data

1.4. Requirenents Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ MUSTSHOULD] .
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2.

2.

2.

2.

Architecture

This section describes the overall architecture for a PKI-supported
| Psec VPN depl oynent. First, an explanation of the VPN Systemis
presented. Second, key points about the PKI System are stated.
Third, the VPN-PKI architecture is presented.

1. VPN System

The VPN System consists of the | Psec Peers and the VPN Admini stration
function, as depicted in Figure 1.

o +
| |
| RERERSEED + |
| | VPN | |
| e > Admin | <------- + |
| | | Function | | |
| | oo + | |
| v v |
| - + - +
| | [I1Psec | | IPsec | |
| | Peer 1 | <:::::::::::::::::::::::>| Peer 2 | |
| R + R +
| |
| VPN System |
T T s +

Figure 1: VPN System
1.1. | Psec Peer(s)

The Peers are two entities between which establishnent of an | Psec
Security Association is required. Two Peers are shown in Figure 1,
but inplenmentati ons can support an actual nunber in the hundreds or
thousands. The Peers can be gateway-to-gateway, renpte-access-host-
to-gateway, or a mix of both. The Peers authenticate thenselves in
the I KE negotiation using digital signatures generated with PKCs from
a PKI System

1.2. VPN Admini stration Function (Adm n)

Thi s docunent defines the notion of a VPN Admi nistration function,
hereafter referred to as Admin, and gives the Admi n great
responsibility within the VPN System The Adnmin is a centralized
function used by the Operator to interact with the PKI Systemto
establish PKI policy (e.g., algorithnms, key lengths, lifecycle
options, and PKC fields) for groups of |IPsec Peers. The Adnin also
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aut hori zes PKC issuance and can act as the Peer’s PKI System
interface, which allows the Admin to performmany RA-1i ke functions.

It is inmportant to note that, within this docunment, the Adnmin is
neither a device nor a person; rather, it is a function. Every

| arge-scal e VPN depl oynent will contain the Admin function. The
function can be performed on a stand-al one workstation, on a gateway,
or on an admini stration software conponent. The Adm n function can
al so be one and the sane as the gateway, client device, or software.
They are represented in the architectural diagramas different
functions, but they need not be different physical entities. As
such, the Adm n's architecture and the nmeans by which it interacts
with the participating |Psec Peers will vary widely from

i mpl enentation to inplenentation. However, sone basic functions of
the Admin are assumned.

- It, and not the PKI, will define the Certificate Policy (CP)
[ FRAME] for use in a VPN System The PKC s characteristics and
contents are a function of the CP. 1In VPN Systens, the Operator
chooses to strengthen the VPN by using PKI; PKI is a bolt-on to
the VPN System The Operator will configure |ocal security
policy in part through the Admin and its authorized PKI-enabl ed
Peers.

- It will interact directly with the PKI Systemto initiate
aut hori zation for end entity PKCs by sending the paraneters and
contents for individual PKCs or batches of PKCs based on a pre-
agreed tenplate (i.e., both types of authorization requests refer

to the pre-agreed tenplate). Tenplates will be agreed in an
out - of - band nechani sm by the VPN Operator and the PKI Operator.
It will receive back fromthe PKI a unique tuple of authorization

identifiers and one-tine authorization tokens that will authorize
Peers to request a PKC.

- It will deliver instructions to the |IPsec Peers, and the Peers
will carry out those instructions (e.g., Adm n passes Peer
i nformati on necessary to generate keys and PKC request).

2.2. PKI System
The PKI System as depicted in Figure 2, can be set up and operated
by the Operator (in-house), be provided by third party PKI providers

to which connectivity is available at the tine of provisioning
(managed PKI service), or be integrated with the VPN product.
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R +
| B T + |
| v | |
| R LT + % |
| | Repository | oo+ -+ |
| | Certs & CRLs |<->| CA |<-> RA | |
| S + +----+ +----+ |
| |
R T +

Figure 2: PKI System

This framework assunes that all conmponents of the VPN obtain PKCs
froma single PKI comunity. An |Psec Peer can accept a PKC froma
Peer that is froma CA outside of the PKI community, but the auto
provision and life cycle managenent for such a PKC or its trust
anchor PKC fall out of scope.

The PKI System contains a mechanismfor handling Adnin’s

aut hori zation requests and PKC enroll nments. This nmechanismis
referred to as the Registration Authority (RA). The PKI System
contains a Repository for Peers to retrieve each other’s PKCs and
revocation information. Last, the PKI System contains the core
function of a CA that uses a public and private key pair and signs
PKCs.

2.3. VPN-PKI Interaction

The interaction between the VPN System and the PKI Systemis the key
focus of this requirenents docunent, as shown in Figure 3.
Therefore, it is sensible to consider the steps necessary to set up,
use, and manage PKCs for one Peer to establish an association with
anot her Peer.
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e +
| PKI System |
A + |
| | Repository | +----+ +----+ |
| | Certs & CRLs | | CA | | RA | |
| Fomm e e e e + +---- 4 +---- 4 |
| |
o m o e eeeea—o--- +

N N N

1[G | [Al 1[G

| [El 1[G | [El

| [L] | [El | [L]

| [RI | [R] | [RI

| | [L] |
Fo-m - - Fom e oo - o m e e e e e oo S +
| | v | |
L oo + | |
| | [GIEILIR] VN [[G[E[L[R | |
| ECREEEEREES > Admin o ]<---oo--- + | |
| N | Function | | |
| ] R + ] |
| VvV Vv vV Vv |
| R + R +
| | [1Psec | [1] | IPsec | |
| | Peer 1 | <::::::::::::::::::::::::>| Peer 2 | |
| - + - +
| |
| VPN System |
o +

[A] = Authorization: PKC issuance

[G@ = CGeneration: Public key, private key, and PKC request

[E] = Enrollment: Sending PKC request, verifying PKC response, and

confirm ng PKC response

[I] = IKE and | Psec comuni cation

[L] = Lifecycle: Rekey, renewal, update, revocation, and confirnmation

[R] = Repository: Posting and | ookups

Figure 3. Architectural Franework for VPN-PKI Interaction

Requirenents for each of the interactions, [Al, [G, [E], [L], and
[R], are addressed in Sections 3.2 through 3.6. However, only
requirenments for [A], [E], [L], and [R] will be addressed by the
certificate nanagenment profile. Requirenments for [I] transactions
are beyond the scope of this docunent. Additionally, the act of
certification (i.e., binding the public key to the nanme) is perfornmed
at the CA and is not shown in the figure.
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3. Requirenents
3.1. Ceneral Requirements
3.1.1. One Protocol

The target profile, to be based on this requirenents docunment, MJST
call for ONE PROTOCCOL or ONE USE PROFI LE for each main el ement of the
[Al, [E]l, [L], and [R] interactions. |In order to reduce conplexity
and i mprove interoperability, having multiple conpeting protocols or
profiles to solve the same requirenent should be avoi ded whenever
possi bl e.

Meeting sone of the requirenments may necessitate the creation of a
new protocol or new extension for an existing protocol; however, the
latter is nmuch preferred

3.1.2. Secure Transacti ons

The target certificate managenent profile MJST specify the [A]l, [,
[L], and [R] transactions between VPN and PKI Systems. To support
these transactions, the Adm n and PKI MJST exchange policy details,
identities, and keys. As such, the nethod of comunication for [A]
[E], and [L] transactions MJST be secured in a nanner that ensures
privacy, authentication, and nessage data integrity. The

conmuni cati on nmethod MJST require that nmutual trust be established
between the PKI and the Adnin (see Section 3.7.1). [R] transactions
do not require authentication or nessage data integrity because the
responses (i.e., PKCs and CRLs) are already digitally signed.

Whet her [R] transactions require privacy is determned by the | oca
security policy.

The target certificate managenent profile will not specify [(
transactions. However, these transactions MJST be secured in a
manner that ensures privacy, authentication, and nessage data
integrity because these transactions are the basis for the other
transacti ons.

3.1.3. Adnmin Availability

The Adm n MJUST be reachable by the Peers. Mst inplenentations wll
neet this requirement by ensuring Peers can connect to the Admin from
anywhere on the network or Internet. However, conmunication between
the Admin and Peers can be "off-line". It can, in sone environnents,
be "rmoving media" (i.e., the configuration or data is |loaded on to a
fl oppy disk or other nedia and physically noved to the | Psec Peers).
Li kewi se, it can be entered directly on the | Psec Peer via a User
Interface (U). 1In this case, the Admin function is co-located on
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the Peer device itself. Most requirenents and scenarios in this
docunent assume on-line availability of the Admin for the life of the
VPN System

3.1.4. PKI Availability

Availability is REQURED initially for authorization transactions
between the PKI and Admin. Further availability is required in nost
cases, but the extent of this availability is a decision point for
the Operator. Mbst requirenments and scenarios in this docunent
assune on-line availability of the PKI for the life of the VPN
System

Of-line interaction between the VPN and PKI Systens (i.e., where
physical media is used as the transport method) is beyond the scope
of this docunent.

3.1.5. End-User Transparency

PKI interactions are to be transparent to the user. Users SHOULD NOT
even be aware that PKI is in use. First tine connections SHOULD
consi st of no nore than a pronpt for some identification and pass
phrase, and a status bar notifying the user that setup is in
progress.

3.1.6. PKC Profile for PKI Interaction

A PKC used for identity in VPN-PKI transactions MJST include all the
[ CERTPROFI LE] mandatory fields. It MJST also contain contents
necessary to support path validation and certificate status checking.

It is preferable that the PKC profiles for |Psec transactions

[ | KECERTPROFI LE] and VPN-PKI transactions (in the certificate
managenment profile) are the same so that one PKC coul d be used for
both transaction sets. |If the profiles are inconsistent, then

di fferent PKCs (and perhaps different processing requirenents) m ght
be required. However, the authors urge that progress continue on

ot her aspects of this standardization effort regardless of the status
of efforts to achieve PKC profile consensus.
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3.1.6.1. ldentity

PKCs MUST support identifying (i.e., nanming) Peers and Admins. The
foll owi ng name forms MUST be support ed:

Ful | y-Qualified Domai n Narme (FQDN)
RFC 822 (al so called USER FQDN)

| Pv4 Address

| Pv6 Address

3.1.6.2. Key Usage
PKCs MUST support indicating the purposes for which the key (i.e.
digital signature) can be used. Further, PKCs MJST al ways indicate
that relying parties (i.e., Peers) need to understand the indication
3.1.6.3. Extended Key Usage
Ext ended Key Usage (EKU) indications are not required. The presence
or lack of an EKU MJST NOT cause an inplenentation to fail an IKE
connecti on.

3.1.6.4. Revocation Information Location

PKCs MUST indicate the |location of CRL such that any Peer who hol ds
the PKC locally will know exactly where to go and how to request the
CRL.

3.1.7. FError Handling
The protocol for the VPN-PKI transactions MJST specify error handling
for each transaction. Thorough error condition descriptions and
handling instructions will greatly aid interoperability efforts
between the PKI and VPN System products.

3.2. Authorization
This section refers to the [A] elenents |abeled in Figure 3.

3.2.1. One Protocol
One protocol MJST be specified for the Admin to PKl (RA/ CA
interactions. This protocol MJST support privacy, authorization
aut hentication, and integrity. PKCs for authorization of the Adm n
can be initialized through an out-of-band mechani sm

The transport used to carry the authorization SHOULD be reliable
(TCP).
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The protocol SHOULD be as |ightwei ght as possi bl e.
3.2.2. Bulk Authorization

Bul k aut hori zati on MJST be supported by the certificate managenent
profile. Bulk authorization occurs when the Adm n requests of the
PKI that authorization be established for several different subjects
with al nost the sane contents. A m ninmum of one value (nore is al so
acceptable) differs per subject. Because the authorizations my
occur before any keys have been generated, the only way to ensure
uni que authorization identifiers are issued is to have at |east one
val ue differ per subject.

Aut hori zation can occur prior to a PKC enroll nent request, or the
aut hori zation and the PKC enrol Il ment request can be presented to the
PKI at the sane tine. Both of these authorization scenarios MJST be
support ed.

A bul k aut horizati on SHOULD occur in one single connection to the PK
(RA/CA), with the nunber of subjects being one or greater.

| npl enent ati ons SHOULD be able to handl e one thousand subjects in a
bat ch aut hori zati on.

3.2.3 Authorization Scenario
The aut horization scenario for VPN-PKI transactions involves a two-
step process: an authorization request and an authorization response.

Figure 4 shows the salient interactions to perform authorization
transacti ons.
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Figure 4. Authorization Transactions

1) Authorization Request [A]. Adnmin sends a list of identities and
PKC contents for the PKI Systemto authorize enrollment. See
Section 3.2.4.

2) Authorization Response [A]. The PKI returns a list of unique
aut hori zation identifiers and one-time authorization tokens to be
used for the enroll ment of each PKC (1). Response may indicate
success, failure, or errors for any particular authorization. See
Section 3.2.5.

3.2.4. Authorization Request
3.2.4.1. Specifying Fields within the PKC

The Adm n aut horizes individual PKCs or batches of PKC issuances
based on a pre-agreed tenplate. This tenplate is agreed by the VPN
Operator and PKI Operator and is referred to in each authorization
request. This allows the authorization requests to include the

m ni mal anmount of information necessary to support a VPN System

The Admi n can send the PKI Systemthe set of PKC contents that it
wants the PKI to issue to a group of IPsec Peers. |In other words, it
tells the PKI System "if you see a PKC request that |ooks like this,
fromthis person, process it and issue the PKC "

Requi rements for PKC fields used in |IPsec transactions are specified
i n [ | KECERTPRCFI LE] .
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Requirenents for PKC fields used in VPN-PKI transactions are
specified in Section 3.1.6.

3.2.4.2. Authorizations for Rekey, Renewal, and Update

When the VPN Operator and PKI QOperator pre-agree on a tenplate, they
MJUST al so agree on the |ocal policy regarding PKC renewal and PKC
update. These are:

- Adm n MJST specify if automatic renewals are allowed, that is,
the Adm n authorizes the PKI to process a future renewal for the
speci fied Peer PKC.

- Adm n MJST specify if PKC update is allowed, that is, the Adm n
aut horizes the PKI to accept a future request for a new PKC with
changes to non-key-related fields.

If a PKC renewal is authorized, the Admi n MUST further specify:

- Who can renew, that is, can only the Adnmin send a renewal request
or can the Peer send a request directly to the PKI, or either

- How |l ong before the PKC expiration date the PKI will accept and
process a renewal (i.e., N¥of validity period, or the UTC tine
after which renewal is pernmitted).

If a PKC update is authorized, the Admin MJUST further specify:
- The aspects of non-key-related fields that are changeabl e.

- The entity that can send the PKC Update request, that is, only
the Adnin, only the Peer, or either.

- How |l ong before the PKC expiration date the PKI will accept and
process an update (i.e., N¥wof validity period, or the UTC tinme
after which update is permtted).

A new aut horization by the Admin is REQUI RED for PKC rekey. No
paraneters of prior authorizations need be considered.

3.2.4.3. Oher Authorization El ements

The Admi n MJST have the ability to specify the format for the

aut hori zation I D and one-tinme authorization token. The one-tine

aut hori zati on token SHOULD be uni que per authorization ID. The nore
randommess that can be achieved in the rel ationship between an
authorization ID and its one-tine authorization token, the better.
The one-time authorization token MIUST be in UTF-8 format to avoid
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incompatibilities that may occur due to international characters. It
MUST support normalization as in [ CERTPROFILE]. The Admi n MJST have
the ability to constrain the UTF-8 character set.

There MUST be an option to specify a validation period for the
authorization ID and its one-tine authorization token. |If such a
validation period is set, any PKC requests using the authorization ID
and one-tine authorization token that arrive at the PKI outside of
the validation period MJST be dropped, and the event | ogged.

The Protocol SHOULD consi der what happens when Adm n-requested
information conflicts with PKI settings such that the Adm n request
cannot be issued as requested (e.g., Adm n requests validation period
= 3 weeks and CA is configured to only allow validation periods =1
week). Proper conflict handling MJIST be specified.

3.2.4.4. Cancel Capability

Either the Adnin or the Peer can send a cancel authorization nessage
to PKI. The canceling entity MJST provide the authorization ID and

one-time authorization token in order to cancel the authorization

At that point, the authorization will be erased fromthe PKI, and a

log entry of the event witten.

After the cancellation has been verified (a Cancel, Cancel ACK, ACK

type of a process is REQU RED to cover a | ost connections scenari o),

the PKI will accept a new authorization request with the exact sane

contents as the cancel ed one, except that the identifier MJST be new
The PKI MJUST NOT process duplicate authorization requests.

Note that if the PKI has already issued a PKC associated with an

aut hori zation, then cancellation of the authorization is not possible
and the authorization request SHOULD be refused by the PKI. Once a
PKC has been issued it MJST be revoked in accordance with Section

3. 6.

3.2.5. Authorization Response

If the authorization request is acceptable, the PKI will respond to
the Admin with a unique authorization identifier per subject

aut hori zation requested and a one-tinme authorization token per
authorization ID. See Section 3.2.4.3 for additional authorization
I D and one-tine authorization token requirenents.

The PKI can alter paraneters of the authorization request subnitted
by the Admin. |In that event, the PKI MJST return all the contents of
the aut horization request (as nmodified) to the Admin with the
confirmation of authorization success. This will allowthe Admin to
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performan "operational test" to verify that the issued PKCs wll
neet its requirements. |If the Admi n determi nes that the nodified
paranmeters are unacceptable, then the authorization should be
cancel led in accordance with Section 3.2.4.4.

After receiving a bulk authorization request fromthe Adnmin, the PK
MUST be able to reply YES to those individual PKC authorizations that
it has satisfied and NO or FAILED for those requests that cannot be
satisfied, along with sufficient reason or error codes.

A method is REQURED to identify if there is a change in PKlI settings
between the tine the authorization is granted and the PKC request
occurs, and what to do about the discrepancy.

3.2.5.1. FError Handling for Authorization

Thor ough error condition descriptions and handling instructions MJST
be provided to the Admin for each transaction in the authorization
process. Providing such error codes will greatly aid
interoperability efforts between the PKI and |Psec products.

3.3. Ceneration
This section refers to the [ elenents |abeled in Figure 3.

Once the PKI System has responded with authorization identifiers and
aut hori zation tokens (see Section 3.2), and this information is
received at the Adm n, the next step is to generate public and
private key pairs and to construct PKC requests using those key
pairs. The key generations can occur at one of three places,
dependi ng on | ocal requirenents: at the |Psec Peer, at the Adm n, or
at the PKI. The PKC request can cone fromeither the | Psec Peer, a
conbi nati on of the Peer and the Admin, or not at all
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3.3.1. GCeneration Method 1: |Psec Peer Cenerates Key Pair, Constructs
PKC Request, and Signs PKC Request

This option will be used nobst often in the field. This is the nost
secure method for keying, as the keys are generated on the end entity
and the private key never |eaves the end entity. However, it is the
nost conputationally intensive for the Peer, as it nust be "ASN. 1
aware" to support generating and digitally signing the PKC request.

B + o e e e e e i e o +
| Repository | | CA/ RA |
R + oo e e e oo oo +
E +
LR R > Admin |
| R +
|
| 1
\
oo - - + B - +
2 | | Psec | | I'Psec |
| Peer 1 | | Peer 2 |
o e e e e + Fomm e +

Figure 5. Generation Interactions:
| Psec Peer Generates Key Pair and Constructs PKC Request

1) Opaque transaction [G. Admin sends authorization identifier
one-time authorization token, and any other paraneters needed by
the Peer to generate the PKC request, including key type and size.

2) Ceneration [G. Peer receives authorization identifier, one-tine

aut hori zation token, and any paraneters. Peer generates key pair
and constructs PKC request.

Steps prior to these can be found in Section 3.2. The next step,

enrol | ment, can occur either directly between the Peer and PKI (see
Section 3.4.5) or through the Admn (see Section 3.4.6).
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3.3.2. Ceneration Method 2: | Psec Peer Cenerates Key Pair, Adm n
Constructs PKC Request, Admin Signs PKC Request

This option also supports | Psec Peer generation of a key pair, but
renoves the requirement for the Peer to be ASN.1 aware because it
does not have to construct or digitally sign the PKC request. The
drawback is that the key pair does need to be provided to the Adm n.
In the nost probabl e cases where the Admin function is renotely

| ocated fromthe peer, this neans that the private key will |eave the
crypt ographi c boundary of the peer, which is a significant security
trade-of f consideration. Wenever possible, it is always better to
have private keys generated and never |eave the cryptographic
boundary of the generating system

e T + e T +
| Repository | | CA/ RA
oo + o e e e e e +
3 - +
SRR > Admin | 4
| R +
|
| 1
\
Fom e e e oo + Fomm e m oo - +
2 | | Psec | | I'Psec |
| Peer 1 | | Peer 2 |
e + ommmem e +

Figure 6. Ceneration Interactions:
| Psec Peer Generates Key Pair, Admi n Constructs PKC Request

1) Opaque transaction [G. Admin sends command to Peer to generate
key pair, based on paraneters provided in the command.

2) Ceneration [G. Peer generates key pair.
3) Opaque transaction [G. Peer returns key pair to Adm n.
4) Ceneration [G. Adnin constructs and digitally signs PKC request.

Steps prior to these can be found in Section 3.2. The next step,
enrol I ment, occurs through the Admin (see Section 3.4.7).
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3.3.3. Ceneration Method 3: Admin Cenerates Key Pair, Constructs PKC
Request, and Si gns PKC Request

This option exists for depl oyments where Peers cannot generate their
own key pairs. Some exanples are for PDAs and handsets where to
generate an RSA key woul d be operationally inpossible due to
processi ng and battery constraints. Another case covers key recovery
requi renents, where the sane PKCs are used for other functions in
addition to I Psec, and key recovery is required (e.g., local data
encryption), therefore key escrow is needed fromthe Peer. |f key
escrow is performed then the exact requirements and procedures for it
are beyond the scope of this docunent.

e + oo +
| Repository | | CA/ RA
Fomm oo o - + Tt +
S +
| Admn | 1
Fomm - +
oo + S +
| | Psec | | I'Psec |
| Peer 1 | | Peer 2 |
o e e e e e oo + Fomm oo +

Figure 7. GCeneration Interactions:
Admi n Generates Key Pair and Constructs PKC Request

1) Generation [G. Admin generates key pair, constructs PKC request,
and digitally signs PKC request.

Steps prior to these can be found in Section 3.2. The next step,
enrol I ment, occurs through the Admin (see Section 3.4.8).

Note that separate authorizations steps are still of value even
though the Admin is also performng the key generation. The PKC
tenmpl ate, Subject fields, SubjectAtNanme fields, and nore are part of
the request, and nust be communicated in some way fromthe Admn to
the PKI. Instead of creating a new mechani sm the authorization
schema can be reused. This also allows for the feature of rol e-based
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adm ni stration, where Operator 1 is the only one allowed to have the
Admi n function pre-authorize PKCs, but Operator 2 is the one doing
batch enroll nents and VPN devi ce configurations.

3.3.4. Method 4: PKI Cenerates Key Pair

Thi s option exists for deploynents where end entities cannot generate
their own key pairs and the Admin function is a mninm

i mpl enentation. The PKI and Admin pre-agree to have the PKI generate
key pairs and PKCs. This is, in all likelihood, the easiest way to
depl oy PKCs, though it sacrifices sone security since both the CA and
the Adm n have access to the private key. However, in cases where
key escrow is required, this may be acceptable. The Admin
effectively acts as a proxy for the Peer in the PKC enroll nent

process.
oo + o e e e e e +
| Repository | CA/ RA | 1
oo + o e e a o +

R, +

| Admin |

Fommoo o +
o e e e e e oo + Fomm oo +
| | Psec | | I'Psec |
| Peer 1 | | Peer 2 |
oo + S +

Figure 8. Generation Interactions:
| Psec Peer Generates Key Pair, Admn Constructs PKC Request

1) Generation [ The PKI generates the key pair.

Steps prior to these can be found in Section 3.2. The next step,
enrol I ment, occurs through the Admi n (see Section 3.4.9).
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3.3.5. FError Handling for Generation
Thor ough error condition descriptions and handling instructions MJST
be provided for each transaction in the key generation and PKC
request construction process. Providing such error codes wll
greatly aid interoperability efforts between the PKI and | Psec
products.

Error conditions MJST be comunicated to the Adnin regardl ess of who
generated the key or PKC request.

3.4. Enroll ment
This section refers to the [E] elenents |abeled in Figure 3.
Regardl ess of where the keys were generated and the PKC request
constructed, an enrollnment process will need to occur to request that
the PKI issue a PKC and the correspondi ng PKC be returned.
The protocol MJST be exactly the sane regardl ess of whether the
enrol | ment occurs fromthe Peer to the PKI or fromthe Adnin to the
PKI .

3.4.1. One Protocol

One protocol MJST be specified for enroll nent requests, responses,
and confirmations.

3.4.2. On-line Protoco

The protocol MJST support enrollnent that occurs over the Internet
and wi thout the need for nanual intervention

3.4.3. Single Connection with | medi ate Response
Enrol | nrent requests and responses MJST be able to occur in one on-
i ne connection between the Adnmin on behalf of the Peer or the Peer
itself and the PKI (RA/ CA).

3.4.4. Manual Approval Option

Manual approval of PKC enrollments is too tine consuning for |arge
scal e inplenentations, and is therefore not required.
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3.4.5. Enrollnment Method 1: Peer Enrolls to PKI Directly

In this case, the I Psec Peer only comunicates with the PKI after
bei ng commanded to do so by the Admin. This enrollnment node is
depicted in Figure 9 and the letters in the foll owi ng description
refer to Figure 3. Prior authorization (Section 3.2) and generation
(Section 3.3.1) steps are not shown.

Most | Psec Systenms have enough CPU power to generate a public and
private key pair of sufficient strength for secure IPsec. In this
case, the end entity needs to prove to the PKI that it has such a key
pair; this is normally done by the PKI sending the end entity a
nonce, which the end entity signs and returns to the Adnin along with
the end entity’s public key.

B + o e e e e e i e o +
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Figure 9. VPN-PKI Interaction Steps:
| Psec Peer Generates Keys and PKC Request,
Enrolls Directly with PKI

1) Enrollment Request [E]. The IPsec Peer sends PKC requests to the
PKI, providing the generated public key.

2) Enrollnment Response [E]. The PKI responds to the enroll nent
request, providing either the new PKC that was generated or a
suitable error indication

3) Enrollnent Confirmation [E]. Peer positively acknow edges receipt
of new PKC back to the Adm n.
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4) Enrollnent Confirmation Receipt [E]. PKI sends enroll nent
confirmation receipt back to the Peer

3.4.6 Enrollment Method 2a: Peer Enrolls through Admn

In this case, the | Psec Peer has generated the key pair and the PKC
request, but does not enroll directly to the PKI System Instead, it
automatically sends its request to the Adnmin, and the Admin redirects
the enrollment to the PKI System The PKI System does not care where
the enroll ment comes from as long as it is a valid enrollnent. Once
the Adm n receives the PKC response, it automatically forwards it to
the | Psec Peer.

Most | Psec Systenms have enough CPU power to generate a public and
private key pair of sufficient strength for secure IPsec. In this
case, the end entity needs to prove to the Admin that it has such a
key pair; this is normally done by the Adm n sending the end entity a
nonce, which the end entity signs and returns to the Adnin along with
the end entity’'s public key.

This enrollnent nmode is depicted in Figure 10 and the letters in the
followi ng description refer to Figure 3. Prior authorization
(Section 3.2) and generation (Section 3.3.1) steps are not shown.

e + oo ee oo +
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Figure 10. VPN PKI Interaction Steps:
| Psec Peer Generates Keys and PKC Request,
Enrolls Through Admin

1) Opaque Transaction [E]. The |IPsec Peer requests a PKC fromthe
Adm n, providing the generated public key.
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3.

4.

2) Enrollnent Request [E]. The Admin forwards the enroll nent request
to the PKI.

3) Enrollnment Response [E]. The PKI responds to the enroll nent
request, providing either the new PKC that was generated or a
suitabl e error indication

4) Opaque Transaction [E]. The Admin forwards the enroll nment
response back to the | Psec Peer

5) Opaque Transaction [E]. Peer positively acknow edges receipt of
new PKC back to the Adm n.

6) Enrollnent Confirmation [E]. Adm n forwards enroll nent
confirmation back to the PKI

7) Enrollnment Confirmation Receipt [E]. PKI sends enroll nent
confirmation recei pt back to the Adm n.

8) Opaque Transaction [E]. Admn forwards PKI's enroll nment
confirmation receipt back to the Peer

7. Enrollment Method 2b: Peer Enrolls through Admn

In this case, the | Psec Peer has generated the key pair, but the PKC
request is constructed and signed by the Admin. The PKI System does
not care where the enrollment cones from as long as it is a valid
enrollment. Once the Admin retrieves the PKC, it then automatically
forwards it to the I Psec Peer along with the key pair

Sone | Psec Systens do not have enough CPU power to generate a public
and private key pair of sufficient strength for secure IPsec. In
this case, the Adm n needs to prove to the PKI that it has such a key
pair; this is normally done by the PKI sending the Adm n a nonce,
which the Admin signs and returns to the PKI along with the end
entity’'s public key. A drawback to this case is that the private key
will eventually be sent over the wire (though hopefully securely so)
fromAdmin to the | Psec Peer; whenever possible, it is preferred to
keep a key within its cryptographic boundary of origin. Failing to
do so opens the systemto risk of the private keys being sniffed and
di scer ned.

This enrollnment node is depicted in Figure 11 and the letters in the
followi ng description refer to Figure 3. Prior authorization
(Section 3.2) and generation (Section 3.3.2) steps are not shown.
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Figure 11. VPN PKI Interaction Steps:
| Psec Peer Generates Keys, Adm n Constructs and

Si gns PKC Request, Enrolls through Admn
1) Enroll ment Request [F].
provi di ng the generated public key.
2) Enrollnment Response [E]. The PKI
request,
sui tabl e error indication.
3) Opaque Transaction [FE].
response back to the I Psec Peer.
4) Opaque Transaction [E]. Peer
new PKC back to the Adm n.

5) Enrollnment Confirmation [FE].
confirmati on back to the PKI.

6) Enrollnment Confirmation Receipt [E]. PKl
confirmation recei pt back to the Adm n.

7) Opaque Transaction [FE].
confirmation recei pt back to the Peer.
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The Adm n requests a PKC fromthe PKI,

responds to the enroll nent
providing either the new PKC that was generated or a

The Adm n forwards the enroll nent

positively acknow edges receipt of

Adm n forwards enroll nent

sends enrol | nment

Adm n forwards PKI’s enroll nent
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3.4.8. Enrollnment Method 3a: Admin Authorizes and Enrolls Directly to
PKI

In this case, the Admin generates the key pair, PKC request, and
digitally signs the PKC request. The PKI System does not care where
the enroll ment comes from as long as it is a valid enrollnent. Once
the Admin retrieves the PKC, it then automatically forwards it to the
| Psec Peer along with the key pair.

Sone | Psec Systens do not have enough CPU power to generate a public
and private key pair of sufficient strength for secure IPsec. In
this case, the Adnmin needs to prove to the PKI that it has such a key
pair; this is normally done by the PKI sending the Admi n a nonce,

whi ch the Admin signs and returns to the PKI along with the end
entity’'s public key. A drawback to this case is that the private key
will eventually be sent over the wire (though hopefully securely so)
fromAdmn to the | Psec Peer; whenever possible, it is preferred to
keep a key within its cryptographic boundary of origin. Failing to
do so opens the systemto risk of the private keys being sniffed and
di scer ned.

This enrollment nmode is depicted in Figure 12 and the letters in the
followi ng description refer to Figure 3. Prior authorization
(Section 3.2) and generation (Section 3.3.3) steps are not shown.
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Figure 12. VPN-PKI Interaction Steps:
Admi n Generates Keys and PKC Request, and Enrolls Directly
with PKI
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3.

4.

1) Enrollnment Request [E]. The Adnmin requests a PKC fromthe PKI
provi di ng the generated public key.

2) Enrollnment Response [E]. The PKI responds to the enroll nent
request, providing either the new PKC that was generated or a
suitabl e error indication

3) Opaque Transaction [E]. The Admin forwards the enroll nment
response back to the | Psec Peer, along with the keys.

4) Opaque Transaction [E]. Peer positively acknow edges receipt of
new PKC back to the Adm n.

5) Enrollnent Confirmation [E]. Adm n forwards enroll nent
confirmation back to the PKI

6) Enrollnment Confirmation Receipt [E]. PKI sends enroll nent
confirmation recei pt back to the Adm n.

7) Opaque Transaction [E]. Admin forwards PKI’s enroll nent
confirmation receipt back to the Peer

9. Enrollnment Method 3b: Admin Requests and PKI Generates and
Sends PKC

In this instance, the PKI and Adnin have previously agreed to have
the PKI generate keys and certificates when the PKI receives an

aut hori zation request. The PKI returns to the |IPsec Peer through the
Admi n, the final product of a key pair and PKC. Again, the mechanism
for the Peer to Admin conmunication i s opaque.

A drawback to this case is that the private key will eventually be
sent over the wire (though hopefully securely so) fromAdnmin to the
| Psec Peer; whenever possible, it is preferred to keep a key within
its cryptographic boundary of origin. Failing to do so opens the
systemto risk of the private keys being sniffed and di scerned.

This enrollnent node is depicted in Figure 13 and the letters in the
foll owing description refer to Figure 3. Prior authorization
(Section 3.2) and generation (Section 3.3.4) steps are not shown.
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Figure 13. VPN PKI Interaction Steps:
PKI Cenerates Keys, PKC Request, and Enrolls
Directly with PKI

1) Enrollment Response [E]. The PKI responds to the authorization
request sent, providing either the new PKC and public-private key
pair that were generated or a suitable error indication.

2) Opaque Transaction [E]. The Adnmin forwards the enroll nment
response back to the I Psec Peer, along with the keys.

3) Opaque Transaction [E]. Peer positively acknow edge receipt of
new PKC back to the Adm n.

4) Enrollment Confirmation [E]. Admin forwards enroll nent
confirmation back to the PKI.

5) Enrollnment Confirnmation Receipt [E]. PKI sends enroll nment
confirmation recei pt back to the Adm n.

6) Opaque Transaction [E]. Admn forwards PKI's enroll nment
confirmation recei pt back to the Peer.

3.4.10. Confirmation Handshake
Any time a new PKC is issued by the PKI, a confirmation of PKC

recei pt MJUST be sent back to the PKI by the Peer or the Admin
(forwarding the Peer’s confirmation).
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Qperationally, the Peer MJST send a confirmation to the PKI verifying
that it has received the PKC, |oaded it, and can use it effectively
in an | KE exchange. This requirement exists so that:

- The PKI does not publish the new PKC in the repository for others
until that PKC is able to be used effectively by the Peer, and

- A revocation may be invoked if the PKCis not received and
operational within an all owabl e wi ndow of timne.

To assert such proof, the Peer MJST sign a portion of data with the
new key. The result MJST be sent to the PKI. The entity that
actually sends the result to the PKI MAY be either the Peer (sending
it directly to the PKI) or Admin (the Peer would send it to Adm n,
and Admin can, in turn, send it to the PKI).

The Adm n MJUST acknow edge the successful receipt of the
confirmation, thus signaling to the Peer that it may proceed using
this PKC in I KE connections. The PKI MJST conplete all the
processi ng necessary to enable the Peer’s operational use of the new
PKC (for exanple, witing the PKC to the repository) before sending
the confirmati on acknow edgenment. The Peer MJST NOT begi n using the
PKC until the PKI's confirmation acknow edgenent has been received.

3.4.11. Error Handling for Enroll nent
Thorough error condition descriptions and handling instructions are
REQUI RED for each transaction in the enroll ment process. Providing
such error codes will greatly aid interoperability efforts between
the PKI and | Psec products.

The profile will clarify what happens if the request and retrieva
fails for some reason. The follow ng cases MJST be covered

- Adm n or Peer cannot send the request.

- Adm n or Peer sent the request, but the PKI did not receive the
request.

- PKI received the request, but could not read it effectively.

- PKI received and read the request, but sone contents of the
request violated the PKI's configured policy such that the PK
was unabl e to generate the PKC.

- The PKI System generated the PKC, but could not send it.
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- The PKI sent the PKC, but the requestor (Admin or Peer) did not
receive it.

- The Requestor (Admin or Peer) received the PKC, but could not
process it due to incorrect contents, or other PKC- construction-
rel ated problem

- The Requestor failed trying to generate the confirmation

- The Requestor failed trying to send the confirmation.

- The Requestor sent the confirmation, but the PKI did not receive
it.

- The PKI received the confirmation but could not process it.
In each case the foll owi ng questi ons MJUST be addressed:

- What does Peer do?

- \What does Admin do?

- What does PKI do?
I s Aut horization used?

If a failure occurs after the PKI sends the PKC and before the Peer
receives it, then the Peer MJST re-request with the sane

aut hori zation ID and one-tine authorization token. The PKI, seeing
the authorization ID and authorization token, MJST send the PKC
agai n.

Enrol Il ment errors MJUST be sent to the Admin regardless of the entity
that generated the enroll nment request.

3.5. Lifecycle
This section refers to the [L] elenments |abeled in Figure 3.

Once the PKI has issued a PKC for the end entity Peer, the Peer MJST
be able to either contact the PKI directly or through the Adm n for
any subsequent rekeys, renewals, updates, or revocations. The PK
MUST support either case for renewals, updates, and revocations.
Rekeys are Admin initiated; therefore, Peer initiated rekeys MJST be
transferred via the Adm n.

3.5.1. One Protocol
One protocol MJST be specified for rekey, renew, and update requests,

responses, and confirmations. It MJST be the sanme protocol as is
specified in Section 3.4.
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Revocati on requests MAY use the sane protocol as rekey, renew, and
updat e operations. Revocation requests MAY al so occur via enail,
t el ephone, |nstant Messaging, etc.

3.5.2. PKC Rekeys, Renewal s, and Updates

Rekeys, renewal s, and updates are variants of a PKC enrol |l nent
request scenario with uni que operational and nmanagenent requirenents.

- A PKC rekey replaces an end entity’s PKC with a new PKC t hat has
a new public key for the same Subject Name and Subj ect Al t Namre
contents before the end entity’'s currently held PKC expires.

- A PKC renewal replaces an end entity’'s PKC with the sane public
key for the same Subj ect Nane and Subject AlternativeNanme contents
as an existing PKC before that PKC expires.

- A PKC update is defined as a new PKC i ssuance with the sane
public key for an altered SubjectNane or SubjectAlternativeNane
before expiration of the end entity’'s current PKC

When sendi ng rekey, renew, or update requests, the entire contents of
the PKC request needs to be sent to the PKI, not just the changed
el ement s.

The rekey, renew, and update requests MJST be signed by the private
key of the old PKC. This will allowthe PKI to verify the identity
of the requestor, and ensure that an attacker does not submt a
request and receive a PKC with another end entity’'s identity.

Whet her or not a new key is used for the new PKC in a renew or update
scenario is a matter of |ocal security policy, and MJST be specified
by the Admin to the PKI in the original authorization request.
Reusing the same key is permitted, but not encouraged. |If a new key
is used, the update or renew request must be signed by both the old
key -- to prove the right to make the request -- and the new key --
to use for the new PKC

The new PKC resulting froma rekey, renew, or update will be
retrieved in-band, using the sane nechani smas a new PKC request.

For the duration of tinme after a rekey, renew, or update has been
processed and before PKI has received confirmation of the Peer’s
successful receipt of the new PKC, both PKCs (the old and the new)
for the end entity will be valid. This will allow the Peer to
continue with uninterrupted | KE connections with the previous PKC
whil e the rekey, renewal, or update process occurs.
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After the rekey, renewal, or update occurs, the question now exists
for the PKI of what to do about the old PKC. |If the old PKCis to be
made unusable, the PKI will need to add it to the revocation |ist,
renoved fromthe repository; however this should only occur once al
connections that used the old PKC have expired. The decision about
if the old PKC shoul d be made unusable is deternmined by |ocal policy.
Either the PKI or the Admin MJUST specify this paranmeter during the
aut hori zation phase. In this case, the PKI or the Admin MJST al so
specify the length of tine fromwhen the PKI receives the end entity
Peer’s confirmation (of receipt of the PKC) until when the old PKCis
made unusabl e.

In the case where the new keys were generated for a renew or update
request and for rekey requests, once the Peer receives the
confirmati on acknow edgenent fromthe PKI, it is good practice for
the old key pair to be destroyed as soon as possible. Deletion can
occur once all connections that used the old PKC have expired.

If a PKC has been revoked, it MJST NOT be allowed a rekey, renewal,
or update.

Shoul d the PKC expire without rekey, renewal, or update, an entirely
new request MJST be nuade.

3.5.2.1. Rekey Request

Admi ns manage rekeys to ensure uninterrupted use of the VPN by Peers
wi th new keys. Rekeys can occur automatically if the Admin is
configured to initiate a new authorization for the rekey.

Scenarios for rekey are omtted as they use the same scenarios used
in the original PKC enrollnent from Sections 3.2, 3.3, and 3. 4.

3.5.2.2. Renew Request

Adm ns manage renewal s to ensure uninterrupted use of the VPN by
Peers with the same key pair.

At the tine of authorization, certain details about renewa
acceptance will be conveyed by the Admin to the PKI, as stated in
Section 3.2.4.2. The renewal request MJST match the conditions that
were specified in the original authorization for:

- Keys: New, existing, or either.

Requestor: End entity Peer, Admin, or either

Peri od: How soon before PKC expiry.

- Tine: Length of tine before making the old PKC unusabl e.
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If any of these conditions are not net, the PKI nust reject the
renewal and | og the event.

Scenarios for renewal are omitted as they use the same scenarios used
in the original PKC enrollnent from Sections 3.2, 3.3, and 3. 4.

3.5.2.3. Update Request

An update to the contents of a PKC will be necessary when details
about an end entity Peer’s identity change, but the Operator does not
want to generate a new PKC from scratch, requiring a whole new

aut hori zation. For exanple, a gateway device nay be noved from one
site to another. |Its IPv4 Address will change in the SubjectAl tNane
extension, but all other information could stay the sanme. Another
exanple is an end user who gets married and changes the | ast name or
noves from one departnent to another. In either case, only one field
(the Surname or Organizational Unit (QU) in the DN) need change.

An update differs froma rekey or a renewal in a few ways:

A new key is not necessary

- The timng of the update event is not predictable, as is the case
with a schedul ed rekey or renewal .

- The update request may occur at any tinme during a PKC s period of
validity.

- Once the update is conpleted, and the new PKC is confirned, the
ol d PKC shoul d cease to be usable, as its contents no | onger
accurately describe the subject.

At the time of authorization, certain details about update acceptance
can be conveyed by the Admin to the PKI, as stated in Section
3.2.4.2. The update request MJST match the conditions that were
specified in the original authorization for:

- Keys: new, existing, or either.

Requestor: End entity Peer, Admin, or either

The fields in the Subject and Subject AltName that are changeabl e.
- Tine: Length of tine before making the ol d PKC unusabl e.

If any of these conditions are not net, the PKI MJST reject the
update and | og the event.

I f an update authorization was not made at the time of origina

aut horization, one can be made from Admin to the PKI at any tine
during the PKC's valid Iife. Wen such an update is desired, Admn
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nmust notify the PKI Systemthat an update is authorized for the end
entity and rmust specify the new contents. Admin then initiates the
update request with the given contents in whichever nechani smthe VPN
System enpl oys (direct fromend entity to PKI, fromend entity
through Admin, or directly from Adm n).

Scenarios for update are onmtted as they use the sane scenari os used
in the original PKC enrollnent from Sections 3.2, 3.3, and 3. 4.

3.5.2.4. FError Handling for Rekey, Renewal, and Update

Thorough error condition descriptions and handling instructions are
required for each transaction in the rekey, renewal, or update
process. Providing such error codes will greatly aid
interoperability efforts between the PKI and |Psec products.

3.5.2.5. Confirmation Handshakes

The confirmati on handshake requirenments are the sane as in Sections
3.2, 3.3, and 3.4 except that depending on the Adnministrative policy
the PKI MUST al so i ssue a revocation on the original PKC before
sendi ng the confirmation response.

3.5.3. Revocation

The Peer MJUST be able to initiate revocation for its own PKC. In
this case the revocation request MJST be signed by the Peer’s current
key pair for the PKC it wi shes to revoke. Whether the actua
revocati on request transaction occurs directly with the PKI or is
first sent to Admin (who proxies or forwards the request to the PKl)
is a matter of inplenentation.

The Admi n MJST be able to initiate revocation for any PKC i ssued
under a tenplate it controls. The Admin will identify itself to the
PKI by use of its own PKC, it MJIST sign any revocation request to the
PKI with the private key fromits owm PKC. The PKI MJST have the
ability to configure Adm n(s) with revocation authority, as
identified by its PKC. Any PKC authorizations nmust specify if said
PKC may be revoked by the Admin (see Section 3.2.3.2 for nore

detail s).

The profile MJST identify the one protocol or transaction within a
protocol to be used for both Peer and Admin initiated revocations.

The profile MJUST identify the size of CRL the client will be prepared
to support.
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Bel ow are guidelines for revocation in specific transactions:

- AFTER RENEW BEFORE EXPI RATI ON: The PKI MUST be responsible for
the PKC revocation during a renew transaction. PKI MJST revoke
the PKC after receiving the confirmnotification fromthe Peer
and before sending the confirmack to the Peer. The Peer MJST
NOT revoke its own PKC in this case.

- AFTER UPDATE, BEFORE EXPI RATI ON: The PKI MJST be responsible for
the PKC revocation during an update transaction. PKI MJST revoke
the PKC after receiving the confirmnotification fromthe Peer
and before sending the confirmack to the Peer. The Peer MJST
NOT revoke its own PKC in this case.

3.6. Repositories
This section refers to the [R] elenments |abeled in Figure 3.
3.6.1. Lookups

The PKI System SHOULD be built so that |ookups resolve directly and

conpletely at the URL indicated in a CDP or AIA. The PKI SHOULD be

built such that URL contents do not contain referrals to other hosts
or URLs, as such referral | ookups will increase the tine to conplete
the | KE negotiation, and can cause inplenentations to tinmeout.

CDP MUST be flagged as required in the authorization request. The
met hod MUST al so be specified: the HTTP met hod MJST be nethod; the
Li ght wei ght Directory Access Protocol (LDAP) method MAY be supported.

The conpl ete hierarchical PKC chain (except the trust anchor) MJST be
able to be searched in their respective repositories. The

i nformati on to acconplish these searches MUST be adequately

conmuni cated in the PKCs sent during the | KE transaction.

Al PKCs nust be retrievable through a single protocol. The fina
specification will identify one protocol as a "MJST", others MAY be
listed as "OPTI ONAL".

The general requirenents for the retrieval protocol include:

- The protocol can be easily firewalled (including Network Address
Transl ation (NAT) or Port Address Translation (PAT)).

- The protocol can easily performsone query against a renpte

repository on a specific ID elenent that was given to it in a
standard PKC field.
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O her considerations include:

- Rel ative speed
- Relative ease of adm nistration
- Scalability

Internediate PKCs will be needed for the case of re-keying of the CA
or a PKI System where nultiple CAs exist.

PKCs MAY have ext endedKeyusage to help identify the proper PKC for
| Psec, though the default behavior is to not use them (see 3.1.5.3).

| Psec Peers MJST be able to resolve Internet domai n names and support
the mandatory repository access protocol at the tine of starting up
so they can performthe PKC | ookups.

| Psec Peers should cache PKCs to reduce latency in setting up Phase
1. Note that this is an operational issue, not an interoperability
i ssue.

The use case for acconplishing | ookups when PKCs are not sent in | KE
is a stated non-goal of the profile at this tinme.

3.6.2. FError Handling for Repository Lookups

Thorough error condition descriptions and handling instructions are

required for each transaction in the repository | ookup process.

Provi ding such error codes will greatly aid interoperability efforts

bet ween the PKI and | Psec products.

3.7. Trust
3.7.1. Trust Anchor PKC Acquisition

The root PKC MJST arrive on the Peer via one of two methods:

(a) Peer can get the root PKC via its secure communication with
Admin. This requires the Peer to know | ess about interaction
with the PKI.

(b) Admin can command Peer to retrieve the root cert directly from
the PKI. How retrieval of the root cert takes place is beyond

the scope of this docunent, but is assuned to occur via an
unaut henti cated but confidential enrollnent protocol
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3.7.2. Certification Path Validation

The | Psec Peer MJUST performidentity verification based on the fields
of the PKC and paraneters applicable to the VPN Security Associ ati on.
The fields of the PKC used for verification MAY include either the

X. 500 Distinguished Nane (DN) within the Subject Name, or a specific
field within the Extension SubjectAltNane (per [DO] 4.6.2.1
Identification Type Values). Usage descriptions for each foll ow

The Peers or a Sinple Certificate Validation Protocol (SCVP) server
MJST validate the certification path, as per RFC 3280. The contents
necessary in the PKCto allowthis will be enunerated in the profile
docunent .

The Peer MAY have the ability to construct the certification path
itsel f; however, Admin MJUST be able to supply Peers with the trust
anchor and any chai ni ng PKCs necessary. The Admi n MAY ensure the
tenpl ate uses the AlA extension in PKCs as a neans of facilitating
pat h validation.

DNS MUST be supported by the Peers in order to support resolving URLs
present in CDPs and Al A extensions.

3.7.3. Revocation Checking and Status Information

The PKI System MJST provi de a nechani sm whereby Peers can check the
revocation status of PKCs that are presented to it for IKE identity.
The nechani sm should allow for access to extremely fresh revocation

i nformati on. CRLs have been chosen as the mechani smfor

conmuni cating this information. Operators are RECOVMENDED to refresh
CRLs as often as logistically possible.

A single nmandatory protocol mechani smfor performng CRL | ookups MJUST
be specified by the final specification.

Al'l PKCs used in | KE MIUST have cRLDi stributionPoint and

aut horityl nfoAccess fields populated with valid URLs. This wll
allow all recipients of the PKC to know i mmedi ately how revocation is
to be acconplished, and where to find the revocation information.

The AlA is needed in an environment where multiple |ayers of CAs
exi st and for the case of a CA key roll-over.

| Psec Systens have an OPTION to turn off revocation checking. Such
may be desired when the two Peers are communicating over a network

wi t hout access to the CRL service, such as at a trade show, in a |ab,
or in a demo environnent. |If revocation checking is OFF, the

i mpl enent ati on MUST proceed to use the PKC as valid identity in the
exchange and need not perform any check
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If the revocation of a PKC is used as the only neans of deactivation
of access authorization for the Peer (or user), then the speed of
deactivation will be as rapid as the refresh rate of the CRL issued
and published by the PKI. [If nore inmedi ate deactivation of access
is required than the CRL refreshing can provide, then another
mechani sm for authorization that provides nore i medi ate access
deactivation should be | ayered into the VPN depl oynent. Such a
second nmechanismis out of the scope of this profile. (Exanples are
Xauth, L2TP's authentication, etc.)

3.7.4. FError Handling in Revocation Checking and Certificate Path
Val i dati on

Thorough error condition descriptions and handling instructions are
requi red for each transaction in the revocation checking and path
val i dation process. Providing such error codes will greatly aid
interoperability efforts between the PKI and | Psec products.

4. Security Considerations

Thi s requirenments docunent does not specify a concrete solution, and
as such has no systemrel ated security consi derati ons per se.
However, the intent of the PKI4lPSEC WG was to profile and use
concrete protocols for certificate managenent (e.g., Cryptographic
Message Syntax (CMB), Certificate Managenent over CMVMB (CMO),
Certificate Request Message Format (CRMF)). The individual security
consi derations of these protocols should be carefully considered in
the profiling effort.

In addition, this docunent allows significant flexibility in the

all ocation of functions between the roles of Peer and Admin. This
functional allocation is crucial both to achieving successful

depl oynment, and to maintaining the integrity of the PKI enroll nent
and nmanagenent processes. However, nuch of the responsibility for
this allocation necessarily falls to product inplenenters and system
operators through the selection of applicable use cases and

devel opnent of security policy constraints. These factors nust be
carefully considered to ensure the security of PKI4lPSEC certificate
managemnent .
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