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Abst r act

OSPF is a link-state intra-domain routing protocol used in IP
networks. Routers find new and detect unreachabl e nei ghbors via the

Hel | o subprotocol. Hello OSPF packets are also used to ensure two-
way connectivity within tine. Wen a router restarts its OSPF
software, it may not know its neighbors. |[If such a router sends a

Hel | o packet on an interface, its neighbors are going to reset the
adj acency, which nmay not be desirable in certain conditions.

This meno descri bes a vendor-specific nechanismthat allows OSPF
routers to informtheir neighbors about the restart process. Note
that this mechani smrequires support from nei ghboring routers. The
nmechani sm described in this docunent was proposed before Gracefu
OSPF Restart, as described in RFC 3623, canme into existence. It is
i mpl enent ed/ supported by at | east one major vendor and is currently
deployed in the field. The purpose of this docurment is to capture
the details of this mechanismfor public use. This nechanismis not
an | ETF standard.
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1. Introduction

Wil e performng a graceful restart of OSPF software [ RFC3623],
routers need to prevent their neighbors fromresetting their

adj acenci es.

However, after a reload, routers may not be aware of

t he nei ghbors they had adjacencies with in their previous

i ncarnati ons.

If such a router sends a Hello packet on an interface

and this packet does not |ist some neighbors, those neighbors wll
reset the adjacency with the restarting router.

Thi s docunent describes a technique that allows restarting routers to

informtheir

nei ghbors that they may not know about sone nei ghbors

yet and the absence of some router IDs in the Hello packets shoul d be

i gnor

ed.

2. Proposed Sol ution

Wth this Restart Signaling Solution, a new bit, called RS (restart
), is introduced into the Extended Options (EOQ TLV in the

si gha
Li nk-

Loca

Signaling (LLS) block (see [RFC4813]). The value of this

bit is 0x00000002; see Figure 1 bel ow.
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Figure 1. Bits in Extended Options TLV

For a definition of the LR bit, see [ RFC4811].
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2.1. Sending Hello Packets with the RS-bit Set

OSPF routers should set the RS-bit in the EO TLV attached to a Hello
packet when it is not known that all neighbors are listed in this
packet, but the restarting router wants themto preserve their

adj acencies. The RS-bit nust not be set in Hello packets |onger than
Rout er Deadl nt erval seconds.

2.2. Receiving Hello Packets with the RS-Bit Set

VWhen an OSPF router receives a Hello packet containing the LLS bl ock
with the EOTLV that has the RS-bit set, the router should skip the
two-way connectivity check with the announci ng nei ghbor (i.e., the
router shoul d not generate a 1-WayReceived event for the nei ghbor if
it does not find its owm router IDin the Iist of neighbors as
described in Section 10.5 of [RFC2328]), provided that the nei ghbor
Finite State Machine (FSM for this neighbor is in the Full state

The router should also send a unicast Hello back to the sender in
reply to a Hello packet with RS-bit set. This is to speed up

| earning of previously known nei ghbors. Wen sending such a reply
packet, care nust be taken to ensure that the RS-bit is clear init.

Two additional fields are introduced in the neighbor data structure:
RestartState flag and ResyncTinmeout timer. RestartState flag
indicates that a Hell o packet with the RS-bit set has been received
and the | ocal router expects its neighbor to go through the Link

St at e Dat abase (LSDB) resynchronization procedure using [ RFC4811].
ResyncTi meout is a single-shot tinmer limting the delay between the
first seen Hello packet with the RS-bit set and initialization of the
LSDB resynchroni zati on procedure. The length of ResyncTi neout tiner

i s Rout erDeadl nterval seconds.

VWhen a Hell o packet with the RS-bit set is received and RestartState
flag is not set for the neighbor, the router sets RestartState flag

and starts ResyncTinmeout timer. |If ResyncTi neout expires,
RestartState flag is cleared and a 1-WayRecei ved event is generated
for the neighbor. 1If, while ResyncTineout tinmer is running, the

nei ghbor starts LSDB resynchronizati on procedure using [ RFC4811],
ResyncTi neout timer is canceled. The router also clears RestartState
flag on conpletion of the LSDB resynchronizati on process.

Two or nore routers on the same segnent cannot have Hell o packets
with the RS-bit set at the sane time, as can be the case when two or
nore routers restart at about the sane time. |In such a scenario, the
routers should clear the RestartState flag, cancel the ResyncTi neout
timer, and generate a 1-WayReceived event.
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2.3. Ensuring Topology Stability

Under certain circunstances, it mght be desirable to stop announcing
the restarting router as fully adjacent if this may |lead to possible
routing loops. 1In order to provide this functionality, a
configurable option is provided on the neighboring routers that
instructs the OSPF process to follow the | ogics described bel ow

When an OSPF router schedules a routing table calculation due to a
change in the contents of its LSDB, it should al so reset al

adj acencies with restarting routers (those with RestartState set to
TRUE) by clearing the RestartState nei ghbor flags, canceling
ResyncTi meout timers (if running), and generating the 1-WayReceived
events for the nei ghbor FSMs.

3. Backward Conpatibility
The descri bed techni que requires cooperation from nei ghboring
routers. However, if neighbors do not support this technique, they
will just reset the adjacency.

4. Security Considerations

The described techni que does not introduce any new security issues
into the OSPF protocol

5. | ANA Consi derations

Pl ease refer to the "I ANA Considerations"” section of [RFC4813] for
nore information on the Extended Options bit definitions.
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