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Abst r act
Thi s docunent proposes four optional cryptographic user interface
suites ("U suites") for IPsec, simlar to the two suites specified
in RFC 4308. The four new suites provide conpatibility with the
United States National Security Agency’'s Suite B specifications.

Tabl e of Contents

1. I NtroduCti ON .. e 2
2. Requirements Termnol Oogy ......... .. 2
3. NeWw Ul SUI t S .o e 2
3.1. Suite "Suite-B-GCOM 128" .. ... .. 2
3.2. Suite "Suite-B-GCM 256" .. ... e 3
3.3. Suite "Suite-B-AVAC 128" . ... .. 4
3.4. Suite "Suite-B-AQVAC 256" .. ... 5
4. Security Considerati ons .......... .. e 5
5. TANA Considerati ONS . . ...ttt e e 6
6. References . ... ... .. 6
6.1. Normative References . ........ ... i 6
6.2. Informative References .......... ... 7

Law & Sol i nas | nf or mati onal [ Page 1]



RFC 4869 Suite B Cryptographic Suites for |Psec May 2007

1

3.

| ntroducti on

[ RFC4308] proposes two optional cryptographic user interface suites
("U suites") for IPsec. The two suites, VPN-A and VPN-B, represent
commonl y used present-day corporate VPN security choi ces and
anticipated future choices, respectively. This docunent proposes
four new U suites based on inplenentations of the United States
National Security Agency’'s Suite B algorithns (see [SuiteB]).

As with the VPN suites, the Suite B suites are sinply collections of
val ues for sone options in IPsec. Use of U suites does not change
the I Psec protocols in any way.

Requi renent s Ter m nol ogy

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MNAY'
in this document are to be interpreted as described in [ RFC2119].

New Ul Suites

Each of the following U suites provides choices for ESP (see

[ RFC4303]) and for IKEvl and | KEv2 (see [RFC2409] and [ RFC4306]).
The four suites are differentiated by the choice of cryptographic

al gorithm strengths and a choi ce of whether the Encapsul ating
Security Payload (ESP) is to provide both confidentiality and
integrity or integrity only. The suite names are based on the
Advanced Encryption Standard [ AES] node and AES key length specified
for ESP.

| Psec inpl enentations that use these U suites SHOULD use the suite
nanes |isted here. [|Psec inplenentations SHOULD NOT use nanes
different than those listed here for the suites that are described,
and MUST NOT use the nanes listed here for suites that do not match
these values. These requirenments are necessary for interoperability.

1. Suite "Suite-B-GCM 128"

This suite provides ESP integrity protection and confidentiality
using 128-bit AES-CGCM (see [RFC4106]). This suite or the follow ng
suite should be used when ESP integrity protection and encryption are
bot h needed.

ESP:
Encryption AES with 128-bit keys and 16-octet Integrity
Check Value (I1CV) in GCM node [ RFC4106]
Integrity NULL
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| KEv1:
Encryption AES with 128-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 256 [ RFC4868]
Hash SHA- 256 [ FI PS- 180-2] [ RFC4634]
Diffie-Hell man group 256-bit random ECP group [ RFC4753]
G oup Type ECP

For I KEvl, Phase 1 SHOULD use Main node. |KEvl inplenmentations MJST
support pre-shared key authentication [RFC2409] for interoperability.
The authenticati on nethod used with | KEvl MAY be either pre-shared
key [ RFC2409] or ECDSA-256 [ RFCA754].

| KEv2:
Encryption AES with 128-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 256 [ RFC4868]
Integrity HMAC- SHA- 256- 128 [ RFC4868]
Diffie-Hell man group 256-bit random ECP group [ RFC4753]
Aut hent i cati on ECDSA- 256 [ RFC4754]

Rekeyi ng of Phase 2 (for IKEvl) or the CREATE CH LD SA (for |KEv2)
MJST be supported by both parties in this suite.

3.2. Suite "Suite-B- GCM 256"

This suite provides ESP integrity protection and confidentiality

usi ng 256-bit AES-GCM (see [RFC4106]). This suite or the preceding
suite should be used when ESP integrity protection and encryption are
bot h needed.

ESP:
Encryption AES with 256-bit keys and 16-octet |ICV in GCM npde
[ RFC4106]
Integrity NULL
| KEv1:
Encryption AES with 256-bit keys in CBC nobde
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 384 [ RFCA4868]
Hash SHA- 384 [ FI PS-180- 2] [ RFC4634]
Diffie-Hell man group 384-bit random ECP group [ RFC4753]
G oup Type ECP

For I KEvl, Phase 1 SHOULD use Main node. |KEvl inplenmentations MJST
support pre-shared key authentication [RFC2409] for interoperability.
The authenticati on nethod used with | KEvl MAY be either pre-shared
key [ RFC2409] or ECDSA-384 [ RFCA754].
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| KEv2:
Encryption AES with 256-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 384 [ RFCA4868]
Integrity HMAC- SHA- 384- 192 [ RFC4868]
Diffie-Hell man group 384-bit random ECP group [ RFC4753]
Aut hent i cati on ECDSA- 384 [ RFCA4754]

Rekeyi ng of Phase 2 (for |IKEvl) or the CREATE_CHI LD SA (for |KEv2)
MUST be supported by both parties in this suite.

3.3. Suite "Suite-B-GVAC 128"

This suite provides ESP integrity protection using 128-bit AES- GVAC
(see [RFCA543]) but does not provide confidentiality. This suite or
the follow ng suite should be used only when there is no need for ESP
encryption.

ESP:
Encryption NULL
Integrity AES with 128-bit keys in GVAC node [ RFC4543]
| KEv1:
Encryption AES with 128-bit keys in CBC nobde
[ RFC3602]
Pseudo-random functi on HMVAC- SHA- 256 [ RFC4868]
Hash SHA- 256 [ FI PS-180-2] [ RFC4634]
Diffie-Hell man group 256-bit random ECP group [ RFC4753]
G oup Type ECP

For I KEvl, Phase 1 SHOULD use Main node. |KEvl inplenmentations MJST
support pre-shared key authentication [RFC2409] for interoperability.
The aut henticati on nethod used with | KEvl MAY be either pre-shared
key [ RFC2409] or ECDSA-256 [ RFCA754].

| KEv2:
Encryption AES with 128-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 256 [ RFCA4868]
Integrity HMAC- SHA- 256- 128 [ RFC4868]
Diffie-Hell man group 256-bit random ECP group [ RFC4753]
Aut henti cati on ECDSA- 256 [ RFC4754]

Rekeyi ng of Phase 2 (for |IKEvl) or the CREATE CHI LD SA (for |KEv2)
MUST be supported by both parties in this suite.
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3.4. Suite "Suite-B- GVAC 256"

This suite provides ESP integrity protection using 256-bit AES- GVAC
(see [RFCA543]) but does not provide confidentiality. This suite or
the preceding suite should be used only when there is no need for ESP
encryption.

ESP:
Encryption NULL
Integrity AES with 256-bit keys in GVAC node [ RFC4543]
| KEv1:
Encryption AES with 256-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 384 [ RFCA4868]
Hash SHA- 384 [ FI PS- 180- 2] [ RFC4634]
Diffie-Hell man group 384-bit random ECP group [ RFC4753]
G oup Type ECP

For | KEvl, Phase 1 SHOULD use Main node. |KEvl inplenmentations MJST
support pre-shared key authentication [RFC2409] for interoperability.
The aut henticati on nethod used with | KEvl MAY be either pre-shared
key [ RFC2409] or ECDSA-384 [ RFCA754].

| KEv2:
Encryption AES with 256-bit keys in CBC nobde
[ RFC3602]
Pseudo-random functi on HVAC- SHA- 384 [ RFCA4868]
Integrity HMAC- SHA- 384- 192 [ RFC4868]
Diffie-Hell man group 384-bit random ECP group [ RFC4753]
Aut hent i cati on ECDSA- 384 [ RFC4754]

Rekeyi ng of Phase 2 (for |IKEvl) or the CREATE_CHI LD _SA (for |KEv2)
MUST be supported by both parties in this suite.

4. Security Considerations

Thi s docunent inherits all of the security considerations of the

| Psec, I KEvl, and | KEv2 docunents. See [CNSSP-15] for guidance on
the use of AES in these suites for the protection of U S. Governnent
i nf ormati on.

Sone of the security options specified in these suites may be found

in the future to have properties significantly weaker than those that
were believed at the tinme this docunent was produced.
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5.

6.

6.

| ANA Consi der ati ons

| ANA has created and will maintain a registry called "Cryptographic
Suites for IKEvl, |1KEv2, and | Psec" (see [IANA-Suites]). The
registry consists of a text string and an RFC nunber that lists the
associ ated transforns. The four new suites in this docunment have
been added to this registry after approval by an expert designated by
the | ESG

The new values for the registry are:

I dentifier Defined in
Sui t e- B- GCM 128 RFC 4869
Sui t e- B- GCM 256 RFC 4869
Sui t e- B- GVAC- 128 RFC 4869
Sui t e- B- GVAC- 256 RFC 4869
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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