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Abst r act
Certain network access technol ogi es are capable of providing various
types of link-layer status information to IP. Link-layer event
notifications can help I P expeditiously detect configuration changes.

Thi s docunent provides a non-exhaustive catal ogue of information
avai l abl e from wel | -known access technol ogi es.
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1. Introduction

It is not an uncommon occurrence for a node to change its point of
attachment to the network. This can happen due to nobil e usage
(e.g., a nobile phone noving anong base stations) or nomadi c usage
(e.g., road-warrior case).

A node changing its point of attachment to the network nay end up
changing its | P subnet and therefore require reconfiguration of IP-

| ayer paraneters, such as |IP address, default gateway information,
and DNS server address. Detecting the subnet change can usually use
net wor k-l ayer indications (such as a change in the advertised
prefixes for IPv6). But such indications may not be al ways avail abl e
(e.g., Detecting Network Attachment in IPv6 (DNAv6)) to the node upon
changing its point of attachnent.

Li nk-1 ayer event notifications can help I P expeditiously detect
configuration changes. This docunent provides a non-exhaustive
catal og of information available from sone access technol ogi es, and
di scusses the interpretation of this information at the I P |ayer.
Thi s docunent is not intended to specify or change the behavior of
these access technol ogi es in any manner

Addi tional information can be conveyed along with the event, such as
the identifier of the network attachnment point (e.g., |EEE 802.11
Basi ¢ Service Set ldentification (BSSID) and Service Set Ildentifier
(SSID)), or network-layer configuration parameters obtained via the
i nk-1ayer attachment process if available. It is envisaged that
such event notifications can in certain circunstances be used to
expedite the inter-subnet novenent detection and reconfiguration
process. For exanple, the notification indicating that the node has
established a new |ink-layer connection may be used for imediately
probi ng the network for a possible configuration change. 1In the
absence of such a notification fromthe link layer, IP has to wait
for indications that are not imredi ately avail able, such as receipt
of the next schedul ed router advertisenent, unreachability of the
default gateway, etc.

It should be noted that a link-layer event notification does not

al ways translate into a subnet change. Even if the node has torn
down a |ink-layer connection with one attachnment point and
establ i shed a new connection with another, it nay still be attached
to the same | P subnet. For exanple, several |EEE 802.11 access
points can be attached to the same | P subnet. Mving anong these
access poi nts does not warrant any |P-layer configuration change.
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In order to enable an enhanced schenme for detecting change of subnet,
we need to define link-layer event notifications that can be
realistically expected fromvarious access technol ogies. The
objective of this docunent is to provide a catal ogue of |ink-Iayer
events and notifications in various architectures. Wile this
docunent nentions the utility of this information for detecting
change of subnet (or, detecting network attachnent - DNA), the
detailed usage is left to other documents, nanely, DNA solution

speci fications.

The docunment limts itself to the mninmmset of information that is
necessary for solving the DNA probl em [ RFC4135]. A broader set of
information (e.g., signal strength, packet |loss, etc.) and events

(e.g. link down) may be used for other problem spaces, such as
antici pati on-based Mbile I P fast handovers [ RFC4881], [RFC4068],
etc.

These event notifications are considered with hosts in mnd, although
they may al so be avail able on the network side (e.g., on the access
points and routers). An APl or protocol -based standard interface may
be defined between the link layer and I P for conveying this
information. That activity is beyond the scope of this docunent.

2. Term nol ogy
Link: is a comunication facility or medium over which network nodes
can comuni cate. Each link is associated with a minimum of two
endpoi nts. An "attachnent point" is the Iink endpoint on the link to
which the node is currently connected, such as an access point, a
base station, or a wired switch.
Link up: is an event provided by the link layer that signifies a
state change associated with the interface becomnm ng capabl e of
conmuni cati ng data packets. This event is associated with a |ink-
| ayer connection between the node and an attachnent point.
BSSI D: Basic Service Set Ildentification
DNA: Detecting Network Attachnent
GPRS: Ceneral Packet Radi o Service
PDP: Packet Data Protoco

SSID: Service Set ldentifier
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3.

Li nk- Layer Event Notifications

Li nk-1ayer event notifications are considered to be one of the inputs
to the DNA process. A DNA process is likely to take other inputs
(e.g., presence of advertised prefixes, reachability of default

gat eways) before determ ning whether |P-layer configuration nust be
updated. It is expected that the DNA process can take advantage of

i nk-1ayer notifications when they are nmade available to IP. Wile
by itself a link-layer notification nmay not constitute all the input
DNA needs, it can at |east be useful for pronpting the DNA process to
collect further information (i.e., other inputs to the process). For
exanpl e, the node may send a router solicitation as soon as it |earns
that a new |ink-layer connection is established.

The link-layer event that is considered nost useful to DNA process is
the link up event. The associated notifications can be provided to
the I P-layer after the event concludes successfully. The Iink up
events and notifications are associated with a network interface on
the node. The IP nodule may receive sinmultaneous independent
notifications fromeach one of the network interfaces on the node.

The actual event is managed by the |link |ayer of the node through
execution of link-1ayer protocols and nechani sns. Once the event
successfully conpletes within the link layer, its notification is
delivered to the IP-layer. By the tinme the notification is
delivered, the link |ayer of the node nust be ready to accept IP
packets fromthe I P and the physical layers. Each tinme an interface
changes its point of attachment, a link up event shoul d be generated.

There is a non-determnistic usage of the link up notification to
accommodat e i npl enentations that desire to indicate the link is up
but the data transnission may be bl ocked in the network (see |EEE
802. 3 discussion). A link up notification nay be generated with an
appropriate attribute, conveying its non-determnistic nature, to
convey the event. Alternatively, the |link-layer inplenentation may
choose to delay the link up notification until the risk conditions
cease to exist.

If a non-deternministic link up was generated, another |ink up mnust
follow as soon as the link layer is capable of generating a
determnistic notification. The event attributes may indicate

whet her the packets transnmitted since the previous notification were
presuned to be bl ocked or allowed by the network, if the |ink |ayer
coul d determ ne the exact conditions.
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The deternministic link up event following a non-deterministic link up
event can be treated differently by consuners of the link up event.
For exanpl e, the second link up event need not trigger a confirnmation
process, if the first one already did.

A node may have to change its | P-layer configuration even when the
i nk-1ayer connection stays the sane. An exanple scenario is the

| Pv6 subnet renunbering [RFC2461]. Therefore, there exist cases
where | P-1ayer configuration nay have to change even without the IP
| ayer receiving a link up notification. Therefore, a link-Iayer
notification is not a mandatory indication of a subnet change.

A link up notification may optionally deliver information relating to
the attachnment point. Such auxiliary information nay include the
identity of the attachment point (e.g., base station identifier), or
the I P-layer configuration parameters associated with the attached
subnet (e.g., subnet prefix, default gateway address, etc.). Wile
nerely knowi ng that a new |ink-layer connection is established may
pronpt the DNA process to i nmedi ately seek other clues for detecting
a network configuration change, auxiliary information may constitute
further clues (and even the final answers sonetines). |In cases where
there is a one-to-one mappi ng between the attachment point
identifiers and the IP-layer configurations, |earning the former can
reveal the latter. Furthernore, |P-layer configuration paraneters
obt ai ned during the |ink-layer connection may be exactly what the DNA
process is trying to discover.

The Iink-layer process leading to a link up event depend on the link
technology. While a link-layer notification nust always indicate
that the link up event occurred, the availability and types of
auxiliary infornation on the attachment point depends on the |ink-

| ayer technology as well. The follow ng subsections exanine four

l'i nk-1ayer technol ogi es and descri be when a link-layer notification
is generated and what information is included in it.

3.1. GPRS/3GPP

GSM Packet Radi o System (GPRS) provi des packet-switched data
transm ssion over a cellular network [GPRS][ GPRS- LI NK] .

The GPRS architecture consists of a Radio Access Network and a packet
domai n Cor e Net wor k.

-  The GPRS Radi 0 Access Network is conposed of Mbile Termnals

(Mrfs), a Base Station Subsystem and Servi ng GPRS Support Nodes
( SGSNs) .
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3.

2.

- An IP Core Network that acts as the transport backbone of user
dat agr ans bet ween SGSNs and Gat eway GPRS Support Nodes (GGSNs).
The GGSN ensures the GPRS | P core network connectivity with
ext ernal networks, such as the Internet or Local Area Networks.
The GGSN acts as the default |IP gateway for the MI

A GPRS MI that wants to establish I P connectivity establishes first a
connection to the GPRS network and one or nore PDP Cont ext
associ ati ons between the MI and the GGSN. It is only after the PDP
Cont ext has been established and after address autoconfiguration and
tunnel i ng mechani sm have taken place that the MI"s | P packets can be
forwarded to and fromits renote | P peers. The aim of PDP Context
establishnent is also to provide IP-level configuration on top of the
GPRS |ink-1ayer attachnent.

Successful establishnent of a PDP Context on a GPRS link signifies
the availability of IP service to the MI. Therefore, this |ink-Iayer
event generates a link up event notification sent to the IP |ayer.

An MI may establish a secondary PDP Context while reusing the IP
configuration acquired froma previously established and active PDP
Context. Such a secondary PDP Context does not provide additiona
information to the IP layer and only allows another quality-of-
service (QS) profile to be used. The activation of such a secondary
PDP context does not usually generate a |link up event since it does
not require new | P paraneters. However, other additional PDP Context
activations are to be treated as indicated earlier

Wth IPv4, the auxiliary information carried along with this
notification is the IPv4 address of the MI that is obtained as part
of the PDP Context. Wth IPv6, the PDP Context activation response
does not cone along with a usable |Pv6 address. Effectively, the

| Pv6 address received fromthe GGSN in the PDP address field of the
nmessage does not contain a valid prefix. The MN actually only uses
the interface identifier extracted fromthat field to forma |ink-

| ocal address that it uses afterwards to obtain a valid prefix (e.g.
by statel ess [ RFC2462] [ GPRS-CN] or stateful [RFC3315] [ GPRS- GSSA]
address configuration). Therefore, no | Pv6-related auxiliary
information is provided to the IP |ayer.

cdma2000/ 3GPP2

cdnma2000- based 3GPP2 packet data services provide nmobile users wide
area hi gh-speed access to packet sw tched networks [ CDMA2K]. Sone of
the maj or conponents of the 3GPP2 packet network architecture consi st
of :
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- Mobile Station (M5), which allows nobile access to packet-swi tched
networ ks over a wirel ess connection

- Radi o Access Network, which consists of the Base Station
Transcei vers, Base Station Controllers, and the Packet Contro
Functi on.

- Network Access Server known as the Packet Data Switching Node
(PDSN). The PDSN al so serves as default |IP gateway for the I P M.

3GPP2 networ ks use the Point-to-Point Protocol (PPP [RFC1661]) as the
i nk-1ayer protocol between the M5 and the PDSN. Before any IP
packets nmay be sent or received, PPP must reach the Network-Layer
Prot ocol phase, and the IP Control Protocol (IPCP [RFC1332], |PV6CP

[ RFC2472]) must reach the Opened state. Wien these states are
reached in PPP, a link up event notification is delivered to the IP

| ayer.

When the PPP is used for 3GPP2 Sinple (i.e., non-Mbile) |Pv4
Service, | PCP enabl es configuration of an | Pv4 address on the MS
This | Pv4 address is provided as the auxiliary information along with
the link up notification. |PV6CP used for Sinple |IPv6 service does
not provide an | Pv6 address, but the interface identifiers for loca
and renmpte endpoints of the PPP link. Since there is no standards-
mandat ed correl ati on between the interface identifier and other |P-

| ayer configuration paraneters, this information is deemed not usefu
for DNA (nevertheless, it may be provided as auxiliary informtion
for other uses).

3.3. | EEE 802. 11/ W Fi

| EEE 802. 11-based WFi networks are the wirel ess extension of the
Local Area Networks. Currently avail abl e standards are | EEE 802. 11b
[ 1 EEE-802. 11b], |EEE 802.11g [| EEE-802.11g], and | EEE 802.11a

[1 EEE-802. 11a]. The specifications define both the MAC | ayer and the
physical layer. The MAC |layer is the sane for all these

t echnol ogi es.

Two operating nodes are available in the | EEE 802.11 series, either
infrastructure node or ad-hoc nmode. |In infrastructure node, al
link-layer frames are transmitted to an access point (AP) that then
forwards themto the final receiver. A station (STA) establishes an
| EEE 802. 11 association with an AP in order to send and receive IP
packets. In a WFi network that uses Robust Secure Network (RSN

[ EEE-802.11i]), successful conpletion of the 4-way handshake between
the STA and AP commences the availability of IP service. The link up
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event notification is generated upon this event. |n non-RSN based
net wor ks, successful association or re-association events on the |ink
| ayer causes a link up notification sent to the IP |ayer.

As part of the link establishnent, the STA |l earns the BSSID and SSID
associated with the AP. The BSSID is a unique identifier of the AP,
usual ly set to the MAC address of the wireless interface of the AP.
The SSID carries the identifier of the Extended Service Set (ESS) --
the set conposed of APs and associ ated STAs that share a comon

di stribution system The BSSID and SSID nay be provided as auxiliary
information along with the link up notification. Unfortunately, this
i nformati on does not provide a determ nistic indication of whether
the I P-l1ayer configuration nmust be changed upon novenent. There is
no standar ds-mandated one-to-one rel ation between the BSSI D/ SSI D
pairs and | P subnets. An AP with a given BSSID can connect a STA to
any one of multiple IP subnets. Simlarly, an ESS with the given
SSID may span nmultiple I P subnets. And finally, the SSIDs are not
globally unique. The sanme SSID may be used by nultiple i ndependent
ESSs. Nevertheless, BSSID/SSID i nformati on nmay be used in a
probabilistic way by the DNA process; hence, it is provided with the
[ink up event notification.

In ad- hoc node, nobile stations (STA) in range may directly

conmuni cate with each other, i.e., without any infrastructure or

i nternedi ate hop. The set of communicating STAs is called IBSS for

| ndependent Basic Service Set. In an IBSS, only STA services are
avail able, i.e., authentication, deauthentication, privacy, and MAC
Service Data Unit (MSDU) delivery. STAs do not associate with each
ot her, and therefore may exchange data frames in state 2
(authenticated and not associated) or even in state 1

(unaut henti cated and unassociated) if the Distribution Systemis not
used (i.e., "To DS'" and "From DS" bits are clear). |If authentication
is performed, a link up indication can be generated upon

aut hentication. Concerning the link layer identification, both the
BSSI D (which is a random MAC address chosen by a STA of the |IBSS) and
SSID may be used to identify a link, but not to make any assunptions
on the I P network configuration.

3.4. | EEE 802.3 CSMAN CD

| EEE 802.3 CSMA/ CD (commonly referred to as Ethernet) is the npst
conmmonl y depl oyed Local Area Network technology in use today. As
depl oyed today, it is specified by a physical |ayer/nmedi um access
control (MAC) |ayer specification [IEEE-802.3]. 1In order to provide
connection of different LANs together into a |arger network, 802.3
LANs are often bridged together [I|EEE-802.1D
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In this section, the terns 802.3 and Ethernet are used

i nterchangeably. This section describes sonme issues in providing
i nk-1ayer indications on Ethernet networks, and shows how bri dgi ng
af fects these indications.

In Ethernet networks, hosts are connected by wires or by optic fibre
to a switch (bridge), a bus (e.g., coaxial cable), a repeater (hub),
or directly to another Ethernet device. Interfaces are symetric, in
that while many different physical |ayers nay be present, nedi um
access control is uniformfor all devices.

In order to determ ne whether the physical nmediumis ready for frane
transfer, |EEE 802.3 Ethernet specifies its own |ink nonitoring
mechani sm which is defined for some, but not all, classes of nedia.
Where available, this Link Integrity Test operation is used to
identify when packets are able to be received on an Ethernet segment.
It is applicable to both wired and optical physical |ayers, although
details vary between technologies (link pulses in twi sted pair
copper, light levels in fibre).

3.4.1. Link Integrity Tests in 802.3 Networks

Link Integrity Tests in 802.3 networks typically occur at initia
physi cal connection tine (for exanple, at the auto-negotiation stage)
and periodically afterwards. They make use of physical -1 ayer
specific operations to deternmine if a nediumis able to support |ink-
| ayer frames [ EEE-802. 3].

The status of the link as determned by the Link Integrity Test is
stored in the variable '"link _status’. Changes to the val ue of
link status (for exanple due to Link Integrity Test failure) wll
generate link indications if the technol ogy-dependent interface is
i mpl enented on an Ethernet device [l EEE-802. 3].

The |ink_status has possible values of FAIL, READY, and OK. In FAIL
state, Link Integrity Tests have failed. |In READY state, the link
segnent has passed integrity tests, but auto-negotiation has not

conpleted. In OK state, the nediumis able to send and receive
packets.

Upon transition to a particular state, the Physical Medium Attachnent
subsystens generates a PMA LINK indicate(link_status). Indications
of OK state nay be used to generate a link up event notification
These indications do not definitively ensure that packets will be

able to be received through the bridge domain, though (see the next
section). Such operations are governed by bridging.
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3.4.2. | EEE 802.1D Bridging and Its Effects on Link-layer Event
Notifications

Et her net networks commonly consi st of LANs joined together by
transparent bridges (usually inplenented as swi tches). Transparent
bridges require the active topology to be loop free. This is

achi eved through the Spanning Tree Protocol (STP) or the Rapid
Spanni ng Tree Protocol (RSTP). These protocols exchange Bridge
Protocol Data Units (BPDUs), as defined in [IEEE-802.1D]; this |eads
to the blocking of ports (i.e., not forwarding), where required.

By default, the spanning tree protocol does not know whet her a
particular newly connected piece of Ethernet will cause a | oop.

Therefore, it will block all traffic fromand to newy connected
ports with the exception of some unbridged managenent franes. The
STP will determine if the port can be connected to the network in a
| oop-free manner.

For these technol ogi es, even though the Iink |ayer appears avail abl e,
no data packet forwarding will occur until it is determ ned that the
port can be connected to the network in a | oop-free environment.

For hosts that are providing indications to upper-layer protocols,
even if the host itself does not inplenent bridging or STP, packet
delivery across the network can be affected by the presence of

bri dges.

A host connected to a bridge port does not receive any explicit

i ndication that the bridge has started forwardi ng packets.

Therefore, a host may not know when STP operations have conpl eted, or
when it is safe to informupper layers to transmt packets.

VWhere it is not known that forwarding operations are available, a
host shoul d assume that RSTP or STP is being performed. Hosts may
listen to STP/ RSTP and 802. 1AB nessages to gain further information
about the timng of full connectivity on the link, for exanple, to
override an existing indication.

Not ably, though, it is not easy for a host to distinguish between

di sabl ed bridge ports and non-bridge ports with no active
transmtters on them as Disabled ports will have no traffic on them
and i ncur 100% sender | oss.

If no bridge configuration nessages are received within the

Bri dge_Max_Age interval (default 20s) then it is likely that there is
no visible bridge whose port is enabled for bridging (S8.4.5 of

[l EEE-802. 1D]), since at |least two BPDU hell o messages woul d have
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been lost. Upon this tinmeout, a link up notification is generated,
i f one has not been al ready.

If a BPDU is received, and the adjacent bridge is running the
original Spanning Tree Protocol, then a host cannot successfully send
packets until at least twice the ForwardDel ay value in the received
BPDU has el apsed. After this tinme, a link up notification is
generated. If the previous link up notification was non-
deternministic, then this notification includes an attribute
signifying that the packets sent within the prior interval were |ost.

If the bridge is identified as perform ng Rapid Spanning Tree
Protocol (RSTP), it instead waits Bridge Max_Age after packet
reception (advertised in the BPDU s Max Age field), before
forwarding. For ports which are known to be point-to-point through
aut o-negotiation, this delay is abbreviated to 3 seconds after auto-
negoti ati on conpl etes [I| EEE-802. 1D) .

3.4.3. 802.1AB Link-Layer Discovery Protoco

The recently defined 802. 1AB Li nk-Layer Di scovery Protocol (LLDP)
provides information to devices that are directly adjacent to them on
the | ocal LAN [I EEE-802. lab].

LLDP sends information periodically and at |link status change tinme to
i ndi cate the configuration paraneters of the device. Devices nay
send or receive these nessages, or do both.

The LLDP nessage may contain a System Capabilities TLV, which
describes the MAC- and I P-layer functions that a device is currently
using. Were a host receives the System Capabilities TLV indicating
that no Bridging is occurring on the LLDP transmtter, no del ays for
STP calculation will be applied to packets sent through this
transmtter. This would allow the generation of a link up
notification.

Additionally, if a host receives a System Capabilities TLV indicating
that the LLDP transmitter is a bridge, the host’'s advertisenent that
it is an (end-host) Station-Only may tell the bridge not to run STP
and may i medi ately all ow forwarding.

Proprietary extensions nmay al so indicate that data forwarding is
al ready avail abl e on such a port. Discussion of such optimzations
is out of scope for this docunent.

Because the protocol is new and not wi dely deployed, it is unclear

how this protocol will eventually affect DNA in I Pv4 or |Pv6
net wor ks.
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3.4.4. (OQher Heuristics

In 802.3 networks, Network Interface Cards (NI Cs) are often capable
of returning a speed and duplex indication to the host. Changes in
these characteristics may indicate a connection to a new | ayer 2
net wor k.

3.4.5. Sunmary

Li nk-l ayer indications in Ethernet-like networks are conplicated by
addi ti onal unadvertised del ays due to spanning tree cal cul ati ons.
This may cause re-indication or retraction of indications previously
sent to upper |ayer protocols.

4. Security Considerations

Attackers may spoof various indications at the |link |ayer, or
mani pul ate the physical mediumdirectly in an effort to confuse the
host about the state of the link layer. For instance, attackers nay
spoof error messages or disturb the wireless nediumto cause the host
to nove its connection el sewhere or even to disconnect. Attackers
may al so spoof information to make the host believe it has a
connection when, in reality, it does not. |In addition, wreless

net wor ks such as 802.11 are susceptible to an attack called the "Evi
Twi n" attack where an attacker sets up an Access Point with the sane
SSID as a legitimte one and gets the use to connect to the fake
access point instead of the real one. These attacks may cause use of
non- preferred networks or even denial of service.

Thi s specification does not provide any protection of its own for the
i ndications fromthe | ower layers. But the vulnerabilities can be
mtigated through the use of techniques in other parts of the
protocol stack. |In particular, it is reconmended that

aut hentication, replay, and integrity protection of |ink-Iayer
managenment messages are enabl ed when avail able. For exanple, the

| EEE 802. lae standard [| EEE-802. 1lae] defines such nechanisns for |EEE
802-conpliant MAC | ayers. Additionally, the protocol stack may al so
use sonme networ k-l ayer nechanisns to achieve partial protection. For
i nstance, SEND [ RFC3971] could be used to confirm secure reachability
with a router. However, network |ayer nechanisns are unable to dea
with all problenms, such as insecure |ower-|layer notifications that
lead to the link not functioning properly.
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