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Initial dient Response

Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

To date, the Internet Message Access Protocol (IMAP) has used a

Si npl e Authentication and Security Layer (SASL) profile which always
required at |east one conplete round trip for an authentication, as
it did not support an initial client response argunment. This
additional round trip at the beginning of the session is undesirable,
especi ally when round-trip costs are high.

Thi s docunent defines an extension to | MAP which allows clients and

servers to avoid this round trip by allowing an initial client
response argunent to the | MAP AUTHENTI CATE comrand.
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1. Introduction

The SASL initial client response extension is present in any | NVAP
[ RFC3501] server inplenmentation which returns "SASL-IR' as one of the
supported capabilities in its CAPABILITY response.

Servers which support this extension will accept an optional initia
client response with the AUTHENTI CATE command for any SASL [ RFC4422]
mechani sns whi ch support it.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

In exanples, "C:" and "S:" indicate lines sent by the client and
server, respectively.

Formal syntax is defined by [ RFC4234] as extended by [ RFC3501].
3. I MAP Changes to the | MAP AUTHENTI CATE Command

Thi s extension adds an optional second argunent to the AUTHENTI CATE
conmand that is defined in Section 6.2.2 of [RFC3501]. |If this
second argunent is present, it represents the contents of the
"initial client response"” defined in Section 5.1 of [RFC4422].

As with any other client response, this initial client response MJST
be encoded as defined in Section 4 of [RFC4648]. It also MJST be
transmtted outside of a quoted string or literal. To send a zero-
length initial response, the client MJUST send a single pad character
("="). This indicates that the response is present, but is a zero-

| ength string.

When decodi ng the BASE64 [ RFC4648] data in the initial client
response, decoding errors MIST be treated as | MAP [ RFC3501] woul d
handl e themin any norrmal SASL client response. In particular, the
server shoul d check for any characters not explicitly allowed by the
BASE64 al phabet, as well as any sequence of BASE64 characters that
contains the pad character (’'=") anywhere other than the end of the
string (e.g., "=AAA" and "AAA=BBB" are not allowed).

If the client uses an initial response with a SASL nmechani smt hat

does not support an initial response, the server MIST reject the
conmand with a tagged BAD response.
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Not e: support and use of the initial client response is optional for
both clients and servers. Servers that inplenment this extensi on MUST
support clients that onit the initial client response, and clients
that inplement this extension MJST NOT send an initial client
response to servers that do not advertise the SASL-IR capability. In
such a situation, clients MJST fall back to an | MAP [ RFC3501]
conpati bl e node.

If either the client or the server do not support the SASL-IR
capability, a mechani smwhich uses an initial client response is
negoti ated using the chal |l enge/ response exchange described in

[ RFC3501], with an initial zero-length server chall enge.

Exanpl es

The following is an exanple authentication using the PLAIN (see
[ RFC4616]) SASL mechani sm (under a TLS protection |ayer, see
[ RFC4346]) and an initial client response:

client connects to server and negotiates a TLS
protection |ayer
C01 CAPABI LI TY
* CAPABI LI TY | MAP4revl SASL-1 R AUTH=PLAI N
C01 OK Conpl eted
AO1 AUTHENTI CATE PLAI N dGVzdABOZXNOAHRI c3Q=
A01 OK Success (tls protection)

WOLWwo

Note that even when a server supports this extension, the follow ng
negoti ati on (which does not use the initial response) is still valid
and MUST be supported by the server:

client connects to server and negotiates a TLS

protection |ayer
C01 CAPABI LI TY
* CAPABI LITY | MAP4revl SASL-| R AUTH=PLAI N
C01 OK Conpl eted
A0l AUTHENTI CATE PLAI N

(note that there is a space following the "+" in the
follow ng Iine)

+

dGvzdABOZXNOAHRI c3Q=
A01 OK Success (tls protection)

QuVO

wow

The following is an exanpl e authentication using the SASL EXTERNAL
mechani sm (defined in [ RFC4422]) under a TLS protection |ayer (see
[ RFC4346]) and an enpty initial client response:
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5.

client connects to server and negotiates a TLS
protection |ayer
C. Q01 CAPABILITY
S: * CAPABILITY | MAP4revl SASL-1 R AUTH=PLAI N AUTH=EXTERNAL
S: C01 K Conpl eted
C. A01 AUTHENTI CATE EXTERNAL =
S: A0l OK Success (tls protection)

This is in contrast with the handling of such a situation when an
initial response is onitted:

client connects to server and negotiates a TLS protection
| ayer ...
C01 CAPABILITY

C
S: * CAPABILITY | MAP4revl SASL-1 R AUTH=PLAI N AUTH=EXTERNAL
S: C01 K Conpl eted
C. A01 AUTHENTI CATE EXTERNAL
(note that there is a space following the "+" in the
following line)
S+
C
S: A0l K Success (tls protection)

| ANA Consi derati ons
The | ANA has added SASL-IR to the | MAP4 Capabilities Registry.
Security Consi derations

The extension defined in this docunment is subject to nmany of the
Security Considerations defined in [ RFC3501] and [ RFC4422].

Server inplenentations MIUST treat the omission of an initial client
response fromthe AUTHENTI CATE command as defined by [ RFC3501] (as if
this extension did not exist).

Al t hough [ RFC3501] has no express line length lintations, sone

i mpl enent ati ons choose to enforce them anyway. Such inplenentations
MJUST be aware that the addition of the initial response paraneter to
AUTHENTI CATE may i ncrease the maxinumline |length that | MAP parsers
may expect to support. Server inplenentations MIST be able to
receive the largest possible initial client response that their
supported nmechani sms m ght receive.
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7. Formal Syntax
The foll owi ng syntax specification uses the Augmented Backus- Naur
Form [ RFC4234] notation. [RFC3501] defines the non-terninals
capability, auth-type, and base64.
capability =/ "SASL-IR'
aut henticate = "AUTHENTI CATE' SP auth-type [SP (base64 / "=")]
*( CRLF base64)
;; redefine AUTHENTI CATE from [ RFC3501]
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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