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Probl em St at enent: Dual Stack Mbility
Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst r act

Thi s docunent di scusses the issues associated with nobility
managenment for dual stack nobile nodes. Currently, two nmobility
management protocols are defined for 1Pv4 and | Pv6. Deploying both
in a dual stack nmobile node introduces a number of problens.

Depl oynent and operational issues notivate the use of a single
nobi l ity managenent protocol. This docunent di scusses such
notivations. The docunent al so di scusses requirenents for the Mbile
| Pv4 (M Pv4) and Mobile I Pv6 (M Pv6) protocol so that they can
support mobility management for a dual stack node.
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1. Term nol ogy

Thi s docunent uses the following ternms as defined in Stateless | P/
| CVMP Translation (SIIT) [RFC2765]: |Pv4-capabl e node, | Pv4-enabl ed
node, | Pv6-capabl e node, |Pv6-enabl ed node.

The following terns are introduced in this docunent:
- M Pv4-capabl e node:

A node that supports MPv4 [RFC3344] in its inplenmentation. This
all ows the nobile node to configure a home address (statically or
dynam cal |l y) and use such address in its Mbile IPv4 signaling. A
M Pv4- capabl e node may al so be | Pv6-capabl e or |Pv6-enabl ed and
nmust be | Pv4-capabl e.

- M Pv6-capabl e node:

A node that supports MPv6 [ RFC3775] by configuring a home address
and using such address in its Mbile |IPv6 signaling. A MPv6-
enabl ed node may al so be | Pv4-capabl e or |Pv4-enabl ed and nmust be
| Pv6- capabl e.

2. Introduction and Mtivation

A M Pv4-capabl e node can use Mbile IPv4 [RFC3344] to maintain
connectivity while noving between |Pv4 subnets. Sinmilarly, a M Pv6-
capabl e node can use Mbile IPv6 [ RFC3775] to maintain connectivity
whi | e novi ng between | Pv6 subnets.

One of the ways of migrating to IPv6 is to deploy nodes that are both
| Pv4 and | Pv6 capable. Such nodes will be able to get both IPv4 and
| Pv6 addresses and thus can communi cate with the current |Pv4
Internet as well as any | Pv6 nodes and networks as they becone
avai |l abl e.

A node that is both I Pv4 and | Pv6 capabl e can use Mobile IPv4 for its
| Pv4 stack and Mobile IPv6 for its IPv6 stack so that it can nove
between |1 Pv4 and | Pv6 subnets. Wile this is possible, it does not
ensure connectivity since that al so depends on the I P version support
of the network accessed. Supporting Mbile IPv4 and Mbile IPv6 is
al so nore inefficient since it requires:
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- Mobile nodes to be both MPv4 and M Pv6 capabl e.

- Mobile nodes to send two sets of signaling nessages on every
handof f .

- Network Administrators to run and maintain two sets of mohility
nmanagenent systens on the sane network, with each of these systens
requiring its own set of optimzations.

Thi s docunent di scusses the potential inefficiencies, IP connectivity
probl ems, and operational issues that are evident when running both
nobi l ity managenent protocols sinultaneously. 1t also proposes a
work area to be taken up by the I ETF on the subject and di scusses
requi renents for appropriate solutions.

3. Probl em Description

Mobile IP (v4 and v6) uses a signaling protocol (Registration
requests in MPv4 [ RFC3344] and Bi nding updates in M Pv6 [ RFC3775])
to set up tunnels between two end points. At the nonent, Mbile IP
signaling is tightly coupled to the address famly (i.e., |Pv4 or

| Pv6) used, in the connections it attenpts to mani pulate. There are
no fundanmental technical reasons for such coupling. |If Mbile IP
were viewed as a tunnel -setup protocol, it should be able to set up
IPin IP tunnels, independently of the IP version used in the outer
and inner headers. Qher protocols -- for exanple, SIP [RFC3261] --
are able to use either an I Pv4- or |Pv6-based signaling plane to
mani pul ate 1 Pv4 and | Pv6 connecti ons.

A node that is both MPv4 and M Pv6 capable, will require the
following to roamwithin the Internet:

- The network operator needs to ensure that the hone agent supports
both protocols or that it has two separate Home Agents supporting
the two protocols, each requiring its own nanagenent.

- Doubl e the anount of configuration in the nobile node and the hone
agent (e.g., security associations).

- | P-layer local network optim zations for handovers will al so need
to be duplicated.

We argue that all of the above will make the depl oynent of Mobile

| Pv6, as well as any dual stack solution in a nobile environnent,
harder. W will discuss some of the issues with the current approach
separately in the follow ng sections.
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3.1. The Inmpossibility of Maintaining |P Connectivity

Even if a nobile node is both MPv4 and M Pv6 capabl e, connectivity
across different networks would not, in fact, be guaranteed since
that al so depends on the I Pv4/1Pv6 capabilities of the networks the
nobile is visiting; i.e., a node attenpting to connect via a | Pv4-
only network would not be able to nmmintain connectivity of its |Pv6
applications and vice versa. This is potentially the nbst serious
probl em di scussed in this docunent.

3.2. Inplenentation Burdens

As nentioned above, a node that is IPv4 and | Pv6 capabl e nmust al so be
M Pv4d and M Pv6 capable to roamwithin the Internet. The ability to

enpl oy both I P versions fromone nobility protocol nakes it possible

to inmplenent just that one protocol, assuming the protocol choice is

known. However, in situations where the nobile node nmust be capable

of working in any network, it may still need two protocols.

3.3. Operational Burdens

As nentioned earlier, deploying both protocols will require managi ng
both protocols in the nobile node and the hone agent. This adds
significant operational issues for the network operator. It would

certainly require the network operator to have deep know edge in both
protocols, which is sonmething an operator nmay not be able to justify
due to the lack of substantial gains.

In addition, deploying both protocols will require duplication of
security credentials on nobile nodes and hone agents. This includes
| Psec security associations, keying material, and new authentication
protocols for Mbile IPv6, in addition to the security credentials
and associ ations required by Mbile I Pv4. Depending on the security
mechani sns used and with some further work, it might be possible to
rely on one set of common credentials. Assum ng nothing else
changes, however, such duplication is again significant with no gain
to the operator or the nobile node.

3.4. Mobility Managenent |nefficiencies

Suppose that a nobile node is noving within a dual stack access
network. Every tine the nobile node noves, it needs to send two
nobile | P nessages to its hone agent to allowits IPv4 and | Pv6
connections to survive. There is no reason for such duplication. |If
local nmobility optimnizations were deployed (e.g., H erarchical Mobile
| Pv6 (HM Pv6) [ RFCA140], Fast handovers for Mobile | Pv4 [ RFC4068]),
the nmobile node will need to update the | ocal agents running each
protocol. Ironically, one |local agent night be running both HM Pv6
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and | ocal M Pv4 home agent. Cearly, it is not desirable to have to
send two nessages and conplete two sets of transactions for the sane
fundanental optim zation.

Hence, such parallel operation of Mbile IPv4d and Mbile I Pv6 will
conplicate mobility nanagenent within the Internet and increase the
amount of bandwi dth needed at the critical handover tine for no
apparent gain.

3.5. IPv4 to | Pv6 Transition Mechani sns

The | ETF has standardi zed a nunber of transition nmechanisns to all ow
networ ks and end nodes to gain | Pv6 connectivity while the Internet
is mgrating fromlPv4d to | Pv6. However, while some transition
nmechani sms can be combined with Mobile IPv4 or Mobile | Pv6, none of

t he known nechani sns have been shown to assist with the issues
described in this document.

4. Concl usions and Recomrendati ons

The points above highlight the tight coupling in both Mbile IPv4 and
Mobil e | Pv6 between signaling and the | P addresses used by upper

| ayers. Gven that Mbile IPv4d is currently depl oyed and Mbile | Pv6
is expected to be deployed, there is a need for gradual transition
fromIPv4 nmobility managenent to | Pv6. Running both protocols

simul taneously is inefficient and has the probl ens described above.
The gradual transition can be done when needed or deened appropriate
by operators or inplenmenters. In the meantine, it is inmportant to
ensure that the problens |isted above can be avoided. Hence, this
section lists sone actions that should be taken by the IETF to
address the problens |isted above, without nandating the use of two
nobi | ity managenent protocols simultaneously.

The Mobile I Pv6 Wrking Goup has reached the viewthat to allow for
a gradual transition based on current standards and depl oynent, the
foll owi ng work areas woul d be reasonabl e:

- It should be possible to run one nobility managenent protocol that
can nmanage nmobility for both I Pv4 and | Pv6 addresses used by upper
| ayers. Both Mobile IPv4 and Mbile IPv6 should be able to
perform such tasks. It may not be possible to support route
optim zation for Mbile IPv6 in all cases; however, nmobility
nmanagenent and session continuity can be supported.

- It should be possible to create | Pv4 extensions to Mobile IPv6 so
that an I Pv4 and | Pv6 capabl e nmobil e node can register its |Pv4
and | Pv6 honme addresses to an | Pv4- and | Pv6-enabl ed Home Agent
using M Pv6 signaling only.
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- It should be possible to create | Pv6 extensions to Mbile IPv4 so
that an I Pv4 and | Pv6 capabl e nobil e node can register its |Pv4d
and | Pv6 hone addresses to an |Pv4- and | Pv6-enabl ed Hone Agent
usi ng Mobile I Pv4 signaling only.

- It should al so be possible to extend M Pv4 [ RFC3344] and M Pv6
[ RFC3775] so that a nobil e node can register a single care-of
address (I Pv4 or IPv6) to which | Pv4 and/or |1 Pv6 packets can be
tunnel ed.

If the I ETF chooses to pursue all these paths, a vendor could choose
to support one nobility nanagenent protocol while avoiding the

i nconmpatibility and inefficiency problens listed in this docunent.
Similarly, operators could decide to continue using one mobility
managemnment protocol throughout the period of 1Pv4 and | Pv6

coexi stence. However, a nobile node would be forced to choose one
approach or the other, or nevertheless to install both and use one or
the other according to circunstances.

5. Security Considerations

Thi s docunent is a problem statenent that does not by itself
i ntroduce any security issues.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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