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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abst r act
Thi s document defines a new nane formfor inclusion in the otherNane
field of an X. 509 Subject Alternative Nane extension that allows a
certificate subject to be associated with the service nane and domain
nane conponents of a DNS Service Resource Record.
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| ntroducti on

Thi s docunent specifies a name formfor inclusion in X 509
certificates that may be used by a certificate relying party to
verify that a particular host is authorized to provide a specific
service within a domain.

RFC 2782 [ N3] defines a DNS RR (Resource Record) for specifying the
| ocation of services (SRV RR), which allows clients to ask for a
specific service/protocol for a specific domain and get back the
nanes of any avail abl e servers.

Exi sting name forms in X 509 certificates support authentication of a
host nanme. This is useful when the nanme of the host is known by the
client prior to authentication.

VWen a server host nane is discovered through DNS RR | ookup query
based on service nane, the client nay need to authenticate the
server’'s authorization to provide the requested service in addition
to the server’s host nane.

VWil e DNS servers may have the capacity to provide trusted
informati on, there may be many other situations where the binding
bet ween t he nane of the host and the provided service needs to be
supported by additional credentials.

Current dNSNanme General Name Subject Alternative name formonly

provi des for DNS host names to be expressed in "preferred nane
syntax", as specified by RFC 1034 [N4]. This definition is therefore
not broad enough to allow expression of a service related to that
donai n.
1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ N1].

Name Definitions

This section defines the SRVNanme name as a formof otherNanme fromthe
General Nane structure in SubjectA tNane defined in RFC 3280 [ N2].

i d- on- dnsSRV OBJECT IDENTIFIER ::= { id-on 7 }

SRVName ::= I A5String (Sl ZE (1..MAX))
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The SRVNane, if present, MJST contain a service nanme and a donain
nane in the followi ng form

_Servi ce. Nane

The content of the components of this nane form MUST be consi stent
with the corresponding definition of these conponents in an SRV RR
according to RFC 2782 [N3].

The content of these conponents are:

Servi ce
The synbolic nane of the desired service, as defined in
Assi gned Nunbers [N5] or locally. An underscore (_) is
prepended to the service identifier to avoid collisions with
DNS | abel s that occur in nature. Sone wi dely used services,
notably POP, don’t have a single universal name. |If Assigned
Nunbers nanes the service indicated, that nane is the only nane
that is allowed in the service component of this nanme form
The Service is case insensitive.

Name
The DNS domai n nane of the domain where the specified service
is |ocated.

If the domain nanme is an Internationalized Domain Name (IDN),
then encoding in ASCI1 form SHALL be done as defined in section
3.

Even though this nane formis based on the service resource record
(SRV RR) definition in RFC 2782 [ N3] and nay be used to enhance
subsequent authentication of DNS-based service discovery, this
standard does not define any new conditions or requirenents regarding
use of SRV RR for service discovery or where and when such use is
appropri ate.

The format of a DNS RR, according to RFC 2782, also includes a
protocol conponent (_Service. Proto.Nanme). This protocol conponent
is not included in the SRVNane specified in this docunment. The
purpose of the SRVNane is limted to authorization of service

provision within a domain. It is outside the scope of the SRVNane to
provide any nmeans to verify that the host is using any intended
protocol. By omtting the protocol conponent fromthe SRVNanme two

i mportant advant ages have been achi eved:

* One certificate with a single SRVNane can be issued to a host that
offers nultiple protocol alternatives.
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* Nanme constraints processing rules (specified in section 4)are
significantly | ess conplex to define without the protoco
conponent .

A present SRVNane in a certificate MIUST NOT be used to identify a
host unl ess one of the followi ng conditions applies:

* Use of this nane formis specified by the security protocol being
used and the identified service has a defined service nane
according to RFC 2782, or;

* Use of this name formis configured by |ocal policy.
3. Internationalized Donai n Nanes

| ASString is limted to the set of ASCII characters. To acconmodate
i nternationalized domain names in the current structure, conform ng

i npl enent ati ons MJST convert internationalized domain nanmes to the
ASCI | Conpatible Encoding (ACE) format as specified in section 4 of
RFC 3490 [N6] before storage in the Name part of SRVNane.
Specifically, conform ng inplenentati ons MUST performthe conversion
operation specified in section 4 of RFC 3490 [N6], with the foll ow ng
clarifications:

* in step 1, the domain nane SHALL be considered a "stored
string". That is, the AllowlUnassigned flag SHALL NOT be set;

* in step 3, set the flag called "UseSTD3ASCI | Rul es";

*

in step 4, process each |abel with the "ToASCI|" operation; and

*

in step 5, change all |abel separators to U+002E (full stop).

VWhen conparing DNS nanes for equality, conform ng inplenentations
MJST perform a case-insensitive exact match on the entire domain
nane. \When eval uati ng name constraints, conforning inplenentations
MUST perform a case-insensitive exact match on a | abel - by-1 abe

basi s.

| mpl ement ati ons SHOULD convert IDNs to Uni code before display.
Specifically, conform ng inplenentations SHOULD performthe
conversion operation specified in section 4 of RFC 3490 [N6], with
the following clarifications:

* in step 1, the domain name SHALL be considered a "stored
string". That is, the AllowlUnassigned flag SHALL NOT be set;

* in step 3, set the flag called "UseSTD3ASCI | Rul es";
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* in step 4, process each |abel with the "ToUni code" operation
and

* skip step 5.

Note: Inplenmentations MUST allow for increased space requirenents
for IDNs. An IDN ACE | abel will begin with the four additiona
characters "xn--" and may require as many as five ASCI| characters to

specify a single international character.
4. Nane Constraints Matching Rul es

Nanme constraining, as specified in RFC 3280, MAY be applied to the
SRVName by addi ng nane restriction in the name constraints extension
in the formof an SRVNane.

SRVName restrictions are expressed as a conpl ete SRVNane
(_mail.exanple.conm), just a service nane (_mail), or just as a DNS
nane (exanple.con. The nane restriction of the service nane part
and the DNS nane part of SRVNane are handl ed separately.

If a service nane is included in the restriction, then that
restriction can only be satisfied by an SRVNanme that includes a
correspondi ng service nanme. |If the restriction has an absent service
nane, then that restriction is satisfied by any SRVNane that mnatches
the domain part of the restriction

DNS name restrictions are expressed as host.exanple.com Any DNS
nane that can be constructed by sinply addi ng subdormains to the

| eft-hand side of the nanme satisfies the DNS name part of the nane
constraint. For exanple, www host.exanple.comwould satisfy the
constraint (host.exanple.com but 1host.exanple.comwould not.

Exanpl es:
Narme Constraints
SRVNane restriction Mat chi ng SRVNane non- mat chi ng SRVNane
exanpl e. com _mai |l . exanpl e. com _mai |l . lexanpl e. com

_ntp. exanpl e. com
_mail. 1. exanpl e. com

mai | _mai | . exanpl e. com _ntp.exanpl e. com
_mai |l . lexanpl e. com

_mai | . exanpl e. com _mai | . exanpl e. com _mai |l . 1lexanpl e. com
_mail.1. example.com _ntp.exanple.com
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5.

Security Considerations

Assi gnnent of services to hosts may be subject to change.

| mpl ementers shoul d be aware of the need to revoke old certificates
that no | onger reflect the current assignment of services and thus
nmake sure that all issued certificates are up to date

When X. 509 certificates enhanced with the name formspecified in this
standard is used to enhance authentication of service discovery based
on an SRV RR query to a DNS server, all security considerations of
RFC 2782 appli es.
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Appendi x A, ASN. 1 Synt ax

As in RFC 2459, ASN. 1 nodul es are supplied in two different variants
of the ASN.1 synt ax.

Thi s section describes data objects used by conform ng Public Key
Infrastructure (PKI) components in an "ASN. 1-1ike" syntax. This

syntax is a hybrid of the 1988 and 1993 ASN. 1 syntaxes. The 1988
ASN. 1 syntax is augnented with the 1993 UNI VERSAL Type UTF8Stri ng.

The ASN. 1 syntax does not permt the inclusion of type statements in
the ASN. 1 nodul e, and the 1993 ASN. 1 standard does not permt use of
the new UNI VERSAL types in nodul es using the 1988 syntax. As a
result, this nodule does not conformto either version of the ASN. 1
st andar d.

Appendi x A.1 may be parsed by an 1988 ASN. 1-parser by replacing the
definitions for the UNI VERSAL Types with the 1988 catch-all "ANY"

Appendi x A.2 may be parsed "as is" by a 1997-conpliant ASN. 1 parser

In case of discrepancies between these nodul es, the 1988 nodule is
the normative one.

Appendi x A. 1. 1988 ASN.1 Mdul e
PKI XSer vi ceNaneSAN88 {i so(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7) id-nmod(0)
i d- mod- dns-srv-name-83(39) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS

-- UTF8String, / nove hyphens before slash if UTF8String does not
-- resolve with your conpiler

i d- pki x
FROM PKI X1Explicit88 { iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nmechanisns(5) pkix(7)
i d-mod(0) id-pkixl-explicit(18) } ;
-- from RFC3280 [ N2]
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-- Service Name hject ldentifier and Syntax

-- id-pkix OBJECT IDENTIFIER ::= {136 155 7}
i d-on OBJECT IDENTIFIER ::= { id-pkix 8 }

i d-on-dnsSRV OBJECT IDENTIFIER ::={ id-on 7 }
SRVNane ::= | A5String (SIZE (1..MAX))

END
Appendi x A. 2. 1993 ASN. 1 Mdul e
PKI XSer vi ceNaneSAN93 {iso(1l) identified-organization(3) dod(6)
i nternet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- dns-srv-name-93(40) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS
i d- pki x
FROM PKI X1Explicit88 { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani snms(5) pkix(7)

i d-mod(0) id-pkixl-explicit(18) }
-- from RFC 3280 [ N2]

-- In the General Name definition using the 1993 ASN. 1 synt ax
-- includes:

OTHER- NAME :: = TYPE- | DENTI FI ER

-- Service Name hject ldentifier
i d-on OBJECT IDENTIFIER ::={ id-pkix 8}

i d-on-dnsSRV OBJECT IDENTIFIER ::={ id-on 7 }
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-- Service Nane

srvName OTHER- NAME :: = { SRVNane | DENTI FI ED BY { id-on-dnsSRV }}
SRVNane ::= | A5String (SIZE (1..MAX))
END
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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