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Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlinted.

Abst ract

Thi s docunent clarifies the use of addresses in Generalized

Mul tiprotocol Label Switching (GWLS) networks. The aimis to
facilitate interworking of GWLS-capabl e Label Switching Routers
(LSRs). The docunent is based on experience gained in

i mpl enentation, interoperability testing, and depl oynent.

The docurent describes how to interpret address and identifier fields
within GVWPLS protocols, and how to choose which addresses to set in
those fields for specific control plane usage nodels. It also

di scusses how to handl e | Pv6 sources and destinations in the MPLS and
GWLS Traffic Engineering (TE) Managenent |nformati on Base (M B)

nodul es.

Thi s docunent does not define new procedures or processes. Wenever

this docunment nmakes requirenents statenments or recommendations, these
are taken fromnormative text in the referenced RFCs.
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1. Introduction

This informational document clarifies the use of addresses in
General i zed Multiprotocol Label Swi tching (GWLS) [ RFC3945] networKks.
The aimis to facilitate interwrking of GWLS-capabl e Labe

Switching Routers (LSRs). The docunent is based on experience gai ned
in inmplementation, interoperability testing, and depl oynment.

The docurent describes how to interpret address and identifier fields
within GVWLS protocols (RSVP-TE [ RFC3473], GWLS OSPF [ RFC4203], and
GWLS | SIS [ RFC4205]), and how to choose which addresses to set in
those fields for specific control plane usage nodels.

Thi s docunent does not define new procedures or processes and the
protocol specifications |isted above should be treated as definitive.
Furthernore, where this docunent makes requirenments statenents or
recommendati ons, these are taken fromnormative text in the
referenced RFCs. Nothing in this docunment shoul d be consi dered
normati ve.

Thi s docunent al so di scusses how to handl e | Pv6 sources and
destinations in the MPLS and GWLS Traffic Engi neering (TE)
Management | nformati on Base (M B) nodul es [ RFC3812], [RFC4802].

2. Term nol ogy

As described in [ RFC3945], the conponents of a GWLS network may be
separated into a data plane and a control plane. The control plane
may be further split into signaling conmponents and routing
conponent s.

A data plane switch or router is called a data plane entity. It is a
node on the data plane topol ogy graph. A data plane resource is a
facility available in the data plane, such as a data plane entity
(node), data link (edge), or data |abel (such as a |anbda).

In the control plane, there are protocol speakers that are software
i mpl enent ati ons that communi cate using signaling or routing
protocols. These are control plane entities, and may be physically
| ocated separately fromthe data plane entities that they control
Further, there may be separate routing entities and signaling
entities.
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GWPLS supports a control plane entity that is responsible for one or
nore data plane entities, and supports the separation of signaling
and routing control plane entities. For the purposes of this
docunent, it is assuned that there is a one-to-one correspondence
bet ween control plane and data plane entities. That is, each data
pl ane switch has a unique control plane entity responsible for
participating in the GWLS signaling and routing protocols, and that
each such control plane presence is responsible for a single data

pl ane switch.

The conbi nati on of control plane and data plane entities is referred
to as a Label Switching Router (LSR)

Note that the term’Router ID is used in two contexts within GWLS.
It may refer to an identifier of a participant in a routing protocol
or it may be an identifier for an LSR that participates in TE
routing. These could be considered as the control plane and data

pl ane contexts.

In this docunment, the contexts are distinguished by the follow ng
definitions.

0 Loopback address: A | oopback address is a stable I P address of the
advertising router that is always reachable if there is any IP
connectivity to it [RFC3477], [RFC3630]. Thus, for exanple, an
| Pv4 127/ 24 address is excluded fromthis definition.

o TE Router ID: A stable I P address of an LSR that is al ways
reachable in the control plane if there is any |IP connectivity to
the LSR e.g., a |oopback address. The nobst inportant requirenent
is that the address does not become unusable if an interface on
the LSR is down [ RFC3477], [RFC3630].

o Router ID The OSPF protocol version 2 [RFC2328] defines the
Router ID to be a 32-bit network-uni que nunber assigned to each
router running OSPF. |S-1S [RFC1195] includes a simlar concept
in the SystemI|D. This docunent describes both concepts as the
"Router I D" of the router running the routing protocol. The
Router IDis not required to be a reachable |IP address, although
an operator may set it to a reachable |IP address on the same node.

o TElink: "ATEIlink is a representation in the |IS-1S/ OSPF Link
State advertisenents and in the link state database of certain
physi cal resources, and their properties, between two GWLS nodes"
[ RFC3945] .

o Data plane node: A vertex on the TE graph. It is a data plane
switch or router. Data plane nodes are connected by TE |inks that
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are constructed from physical data links. A data plane node is
control |l ed through some conbi nati on of managenent and contro

pl ane actions. A data plane node nay be under full or partia
control of a control plane node.

o Control plane node: A GWLS protocol speaker. It may be part of a
data plane switch or nmay be a separate conputer. Control plane
nodes are connected by control channels that are |ogica
connection-less or connection-oriented paths in the control plane.
A control plane node is responsible for controlling zero, one, or
nore data pl ane nodes.

o Interface ID: The Interface IDis defined in [RFC3477] and in
Section 9.1 of [RFC3471].

o Data Plane Address: This docurment refers to a data pl ane address
in the context of GWLS. It does not refer to addresses such as
E. 164 SAPI in Synchronous Digital Hi erarchy (SDH).

o Control Plane Address: An address used to identify a control plane
resource including, and restricted to, control plane nodes and
control channel s.

o IPTinme to Live (TTL): The IPv4 TTL field or the I1Pv6 Hop Limt
field, whichever is applicable.

o TED: Traffic Engineering Database.
o0 LSR Label Switching Router.
o FA: Forwardi ng Adjacency.
o IGP: Interior Gateway Protocol

3. Support of Nunbered and Unnumbered Links
The links in the control and data planes may be nunbered or
unnurbered [ RFC3945]. That is, their end points nay be assigned |IP
addresses, or may be assigned link IDs specific to the control plane
or data plane entity at the end of the Iink. Inplenentations nay
deci de to support nunbered and/or unnunbered addressi ng.
The argurment for nunbered addressing is that it sinmplifies
troubl eshooting. The argunent for unnunbered addressing is to save
on | P address resources.

An LSR may choose to only support its own |inks being configured as
nunbered, or may only support its own |links being configured as
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unnunbered. But an LSR nust not restrict the choice of other LSRs to
use nunbered or unnunbered links since this mght lead to
interoperablity issues. Thus, a node should be able to accept and
process |ink advertisements containing both numbered and unnumnbered
addr esses.

Nunber ed and unnumnbered addressing is described in Sections 4 and 5
of this document, respectively.

4. Nunbered Addressing

When nunbered addressing is used, addresses are assigned to each node
and link in both the control and data pl anes of the GWLS networKk.

A nunbered link is identified by a network-unique identifier (e.g.
an | P address).

4.1. Nunbered Addresses in | GPs

In this section, we discuss nunbered addressing using two Interior
Gateway Protocols (I1GPs) that have extensions defined for GVPLS:
OSPF-TE and | S-1S-TE. The routing enhancements for GWLS are defined
in [ RFC3630], [RFC3784], [RFC4202], [RFC4203], and [ RFC4205].

4.1.1. Router Address and TE Router |ID

The 1 GPs define a field called the "Router Address". It is used to
advertise the TE Router ID.

The Router Address is advertised in OSPF-TE using the Router Address
TLV structure of the TE Link State Advertisenent (LSA) [ RFC3630].

In 1S 1S-TE, this is referred to as the Traffic Engi neering router
ID, and is carried in the advertised Traffic Engineering router 1D
TLV [ RFC3784] .

4.1.2. Link ID and Renote Router ID
In OSPF-TE [ RFC3630], the Router ID of the renpte end of a TEIlink is
carried in the Link ID sub-TLV. This applies for point-to-point TE
links only; multi-access links are for further study.
In 1S 1S-TE [ RFC3784], the Extended IS Reachability TLV is used to

carry the SystemID. This corresponds to the Router |ID as described
in Section 2.
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4.1.3. Local Interface |P Address
The Local Interface |IP Address is advertised in:
o the Local Interface |IP Address sub-TLV in OSPF-TE [ RFC3630]
o the IPv4 Interface Address sub-TLV in IS 1S-TE [ RFC3784] .
This is the ID of the local end of the nunbered TE Iink. It nust be
a networ k- uni que nurmber (since this section is devoted to nunbered
addressing), but it does not need to be a routable address in the
control plane.

4.1.4. Renote Interface |IP Address
The Renote Interface |P Address is advertised in:
o the Renpte Interface | P Address sub-TLV in OSPF-TE [ RFC3630]
o the I Pv4 Neighbor Address sub-TLV in | S-1S-TE [ RFC3784].
This is the ID of the renote end of the nunbered TE link. It nust be
a networ k- uni que nunmber (since this section is devoted to numbered
addressing), but it does not need to be a routable address in the
control plane

4.2. Nunbered Addresses in RSVP-TE

The foll owi ng subsections describe the use of addresses in the GWLS
signaling protocol [RFC3209], [RFC3473].

4.2.1. |P Tunnel End Point Address in Session Object

The I P tunnel end point address of the Session Cbject [RFC3209] is
either an IPv4 or |Pv6 address.

The Session Object is invariant for all nessages relating to the sane
Label Switched Path (LSP). The initiator of a Path nessage sets the
| P tunnel end point address in the Session bject to one of:

o The TE Router ID of the egress since the TE Router IDis routable
and uniquely identifies the egress node.

0 The destination data plane address to precisely identify the
interface that should be used for the final hop of the LSP. That
is, the Renote Interface |P Address of the final TE link, if the
i ngress knows that address.
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4. 2.

4. 2.

Shi

The I P tunnel end point address in the Session Cbject is not required
to be routable in the control plane, but should be present in the
TED.

2. I P Tunnel Sender Address in Sender Tenpl ate Object

The I P tunnel sender address of the Sender Tenplate hject [RFC3209]
is either an IPv4 or |Pv6 address.

VWhen an LSP is being set up to support an |Pv4-nunbered FA, [RFC4206]
recomends that the | P tunnel sender address be set to the head-end
address of the TE link that is to be created so that the tail-end
address can be inferred as the /31 partner address.

When an LSP is being set up that will not be used to forman FA the
| P tunnel sender address in the Sender Tenpl ate Object may be set to
one of:

o The TE Router ID of the ingress LSR since the TE Router IDis a
uni que, routable |ID per node.

o The sender data plane address (i.e., the Local Interface IP
Addr ess) .

3. IF_ID RSVP_HOP bject for Nunmbered Interfaces
There are two addresses used in the I F_|I D RSVP_HOP obj ect.
1. The I Pv4/1Pv6 Next/Previous Hop Address [ RFC3473]

When used in a Path or Resv nessages, this address specifies the

| P reachabl e address of the control plane interface used to send
the nmessages, or the TE Router ID of the node that sends the
nmessage. That is, it is a routable control plane address of the
sender of the nessage and can be used to send return nessages.
Not e that because of data plane / control plane separation (see
Section 7.1) and data plane robustness in the face of contro

pl ane faults, it may be advisable to use the TE Router ID since it
is a nmore stabl e address.

2. The 1 Pv4/1Pv6 address in the Value Field of the Interface ID TLV
[ RFC3471]

This address identifies the data channel associated with the
signaling nessage. |In all cases, the data channel is indicated by
the use of the data plane local interface address at the upstream
LSR, that is, at the sender of the Path message.
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See Section 6.2 for a description of these fields when bundl ed |inks
are used.

4.2.4. Explicit Route hject (ERO

The 1 Pv4/1Pv6 address in the ERO provides a data-plane identifier of
an abstract node, TE node, or TE link to be part of the signaled LSP

See Section 6 for a description of the use of addresses in the ERO
4.2.5. Record Route Object (RRO

The 1 Pv4/1Pv6 address in the RRO provides a data-plane identifier of
either a TE node or a TE link that is part of an LSP that has been
established or is being established.

See Section 6 for a description of the use of addresses in the RRO
4.2.6. | P Packet Source Address

GWPLS signal i ng nmessages are encapsulated in IP. The I P packet
source address is either an IPv4 or | Pv6 address and nust be a
reachabl e control plane address of the node sending the TE nessage.
In order to provide control plane robustness, a stable IPv4 or |Pv6
control plane address (for exanple, the TE Router |ID) can be used.

Sone i nmpl enentations may use the | P source address of a received IP
packet containing a Path message as the destination |IP address of a
packet containing the correspondi ng Resv nessage (see Section 4.2.7).
Using a stable IPv4 or IPv6 address in the | P packet containing the
Pat h nessage supports this situation robustly when one of the contro
pl ane interfaces is down.

4.2.7. | P Packet Destinati on Address

The | P packet destination address for an | P packet carrying a GWLS
signaling nessage is either an | Pv4 or | Pv6 address, and nust be
reachable in the control plane if the nmessage is to be delivered. It
must be an address of the intended next-hop recipient of the nmessage.
That is, unlike RSVP, the |IP packet is not addressed to the ultinmate
destination (the egress).

For a Path nmessage, a stable IPv4 or |IPv6 address of the next-hop
node nay be used. This may be the TE Router |ID of the next-hop node.
A suitabl e address nmay be determ ned by exami ning the TE
advertisenents for the TE link that will formthe next-hop data |ink.
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A Resv nessage is sent to the previous-hop node. The IPv4 or |Pv6
destination of an IP packet carrying a Resv message may be any of the
foll ow ng:

o The IPv4 or IPv6 source address of the received |IP packet
contai ning the Path nessage.

o A stable IPv4 or |IPv6 address of the previous node found by
exam ning the TE advertisenments for the upstream data pl ane
i nterface.

o The value in the received in the Next/Previous Hop Address field
of the RSVP_HOP (PHOP) (nhject [ RFC2205].

5.  Unnunber ed Addressing

An unnunbered address is the conbination of a network-uni que node
identifier and a node-unique interface identifier

An unnunbered link is identified by the conbination of the TE Router
IDthat is a reachable address in the control plane and a node-uni que
Interface | D [ RFC3477].

5.1. Unnunbered Addresses in | GPs

In this section, we consider unnunbered address adverti senent using
OSPF- TE and | S-1S-TE.

5.1.1. Link Local/Renpte ldentifiers in OSPF-TE

Li nk Local and Link Renote ldentifiers are carried in OSPF using a
singl e sub-TLV of the Link TLV [ RFC4203]. They advertise the |IDs of
an unnunbered TE link’s local and renmpte ends, respectively. Link
Local / Renpte ldentifiers are nunbers unique within the scopes of the
advertising LSR and the LSR nanaging the renote end of the |ink
respectively [ RFC3477].

Note that these nunbers are not network-uni que and therefore cannot
be used as TE link end identifiers on their own. An unnunbered TE
link end network-wide identifier is conprised of two el enments as
defined in [ RFC3477] :

- A TE Router IDthat is associated with the link |ocal end

- The link local identifier
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5.1.2. Link Local/Renmpote ldentifiers in IS IS TE
The Link Local and Link Renote ldentifiers are carried in IS 1S using
a single sub-TLV of the Extended IS Reachability TLV. Link
identifiers are exchanged in the Extended Local Circuit IDfield of
the "Point-to-Point Three-Way Adjacency"” |IS-1S Option type [ RFC4205].

The sane discussion of unique identification applies here as in
Section 5.1.1.

5.2. Unnunbered Addresses in RSVP-TE

We consider in this section the interface ID fields of objects used
in RSVP-TE in the case of unnunbered addressing.

5.2.1. Sender and End Poi nt Addresses
The I P Tunnel End Point Address in the RSVP Session Cbject and the IP
Tunnel Sender Address in the RSVP Sender Tenplate Cbject cannot use
unnunber ed addresses [ RFC3209], [RFC3473].

5.2.2. |1F_ID RSVP_HOP Object for Unnunbered Interfaces

The interface ID field in the IF_INDEX TLV specifies the interface of
the data channel for an unnunbered interface.

In both Path and Resv nmessages, the value of the interface IDin the
| F_I NDEX TLV specifies the local interface I D of the associated data
channel at the upstream node (the node sending the Path nessage and
recei ving the Resv nessage).
See Section 6.2 for a description of the use bundl ed |inks.

5.2.3. Explicit Route Object (ERO

The ERO may use an unnunbered identifier of a TEIlink to be part of
the signal ed LSP

See Section 6 for a description of the use of addresses in the ERO
5.2.4. Record Route hject (RRO

The RRO records the data-plane identifiers of TE nodes and TE |i nks

that are part of an LSP that has been established or is being

established. TE links nmay be identified using unnunbered addressing.

See Section 6 for a description of the use of addresses in the RRO
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5.2.5. LSP _Tunnel Interface |ID Object

The LSP_TUNNEL_| NTERFACE | D hject includes the LSR s Router ID and
Interface ID, as described in [RFC3477], to specify an unnunbered
Forward Adj acency Interface ID. The Router ID of the GVWLS-capabl e
LSR nmust be set to the TE Router |D

5.2.6. | P Packet Addresses
| P packets can only be addressed to numbered addresses.
6. RSVP-TE Message Content

Thi s section exam nes the use of addresses in RSVP ERCs and RRGs, the
identification of conponent |inks, and forwardi ng addresses for RSVP
messages.

6.1. ERO and RRO Addresses

ERCs nmay contain strict or |oose hop subobjects. These are di scussed
separately below. A separate section describes the use of addresses
in the RRO

| mpl enent ations naking limted assunpti ons about the content of an
ERO or RRO when processing a recei ved RSVP nessage may cause or
experience interoperability issues. Therefore, inplenmentations that
want to ensure full interoperability need to support the receipt for
processing of all ERO and RRO options applicable to their hardware
capabilities.

Note that the phrase "receipt for processing" is intended to indicate
that an LSR is not expected to | ook ahead in an ERO or process any
subobj ects that do not refer to the LSRitself or to the next hop in
the ERO. An LSR is not generally expected to process an RRO except
by adding its own information.

Note al so that inplenentations do not need to support the ERO options
cont ai ni ng Conponent Link IDs if they do not support |ink bundling
[ RFC4201] .
ERO processing at region boundaries is described in [ RFC4206].
6.1.1. Strict Subobject in ERO
Dependi ng on the level of control required, a subobject in the ERO
i ncl udes an address that may specify an abstract node (i.e., a group

of nodes), a sinple abstract node (i.e., a specific node), or a
specific interface of a TE link in the data plane [ RFC3209].
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A hop may be flagged as strict (nmeaning that the LSP nmust go directly
to the identified next hop without any intervening nodes), or |oose.

If a hop is strict, the ERO may contain any of the follow ng.
1. Address prefix or AS nunber specifying a group of nodes.
2. TE Router ID identifying a specific node.

3. Link IDidentifying an incom ng TE |i nk.

4. Link IDidentifying an outgoing TE Iink, optionally followed by a
Conponent Interface I D and/or one or two Labels.

5. Link IDidentifying an inconming TE link, followed by a Link ID
identifying an outgoing TE link, optionally foll owed by a
Conponent Interface ID and/or one or two Labels.

6. TE Router ID identifying a specific node, followed by a Link ID
i dentifying an outgoing TE link, optionally followed by a
Conponent Interface I D and/or one or two Labels.

7. Link IDidentifying an incomng TE link, followed by a TE Router
IDidentifying a specific node, followed by a Link ID identifying
an outgoing TE link, optionally followed by Conponent Interface ID
and/ or one or two Labels.

The | abel value that identifies a single unidirectional resource

bet ween two nodes may be different fromthe perspective of upstream
and downstream nodes. This is typically the case in fiber swtching
because the |l abel value is a nunber indicating the port/fiber. It
may al so be the case for |anbda switching, because the | abel value is
an index for the lanbda in the hardware and may not be a globally
defi ned val ue such as the wavel ength in nanoneters.

The value of a | abel in any RSVP-TE object indicates the value from
the perspective of the sender of the object/TLV [ RFC3471].
Therefore, any label in an ERO is given using the upstream node’s
identification of the resource.
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6.1.2. Loose Subobject in ERO
There are two differences between Loose and Strict subobjects.

0 A subobject marked as a | oose hop in an ERO nmust not be foll owed
by a subobject indicating a |abel value [RFC3473].

0 A subobject narked as a | oose hop in an ERO shoul d never include
an identifier (i.e., address or ID) of the outgoing interface.

There is no way to specify in an ERO whet her a subobject identifies
an inconmng or outgoing TE link. Path conputation nust be perforned
by an LSR when it encounters a | oose hop in order to resolve the LSP

route to the identified next hop. |If an interface is specified as a
| oose hop and is treated as an incoming interface, the path
conputation will select a path that enters an LSR through that
interface. |If the interface was intended to be used as an outgoi ng

interface, the computed path may be unsati sfactory and the explicit
route in the ERO may be inmpossible to resolve. Thus a | oose hop that
identifies an interface should always identify the incomng TE |ink
in the data pl ane.

6.1.3. RRO

The RRO is used on Path and Resv nessages to record the path of an
LSP. Each LSR adds subobjects to the RROto record information. The
i nformati on added to an RRO by a node should be the sane in the Path
and the Resv message al t hough there may be some information that is
not avail abl e during LSP setup.

One use of the RROis to allow the operator to view the path of the
LSP. At any transit node, it should be possible to construct the
path of the LSP by joining together the RRO fromthe Path and the
Resv nessages.

It is also inportant that a whole RRO on a Resv nessage received at
an ingress LSR can be used as an ERO on a subsequent Path nmessage to
conpletely recreate the LSP

Theref ore, when a node adds one or nore subobjects to an RRO any of
the follow ng options is valid.

1. TE Router ID identifying the LSR
2. Link IDidentifying the incom ng (upstream TE link.

3. Link IDidentifying the outgoing (downstrean) TE |link, optionally
foll owed by a Conponent Interface ID and/or one or two Labels.
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4. Link IDidentifying the incomng (upstream) TE link, followed by a
Link I D identifying the outgoing (downstreanm) TE |ink, optionally
foll owed by a Conponent Interface |ID and/or one or two Labels.

5. TE Router ID identifying the LSR, followed by a Link ID
i dentifying the outgoing (downstream) TE link, optionally followed
by a Conponent Interface ID and/or one or two Labels.

6. Link IDidentifying the incomng (upstream) TE link, followed by
the TE Router ID identifying the LSR followed by a Link ID
i dentifying the outgoing (downstream) TE link, optionally followed
by a Conponent Interface ID and/or one or two Labels.

An inpl enentati on may choose any of these options and nust be
prepared to receive an RRO that contains any of these options.

6.1.4. Label Record Subobject in RRO

RRO Label recording is requested by an ingress node setting the Labe
Recording flag in the SESSI ON ATTRI BUTE obj ect and including an RRO
is included in the Path nmessage as described in [RFC3209]. Under
these circunstances, each LSR along the LSP should include |abe
information in the RROin the Path nmessage if it is avail able.

As described in [ RFC3209], the processing for a Resv nessage "mrrors
that of the Path" and "The only difference is that the RROin a Resv
nmessage records the path information in the reverse direction.” This
means that hops are added to the RROin the reverse order, but the

i nformati on added at each LSRis in the same order (see Sections
6.1.1, 6.1.2, and 6.1.3). Thus, when | abel recording is requested,

| abel s are included in the RRCs in both the Path and Resv nessages.

6.2. Component Link ldentification

VWhen a bundl ed |ink [RFC4201] is used to provide a data channel, a
conponent link identifier is specified in the Interface
Identification TLV in the IF_ID RSYP_HOP bject in order to indicate
whi ch data channel fromwithin the bundle is to be used. The
Interface lIdentification TLV is I F_INDEX TLV (Type 3) in the case of
an unnunbered conponent link and | Pv4 TLV (Type 1) or IPv6 TLV
(Type 2) in the case of a nunbered conponent I|ink.

The conponent |ink for the upstream data channel nmay differ fromthat
for the downstream data channel in the case of a bidirectional LSP
In this case, the Interface lIdentification TLV specifying a
downstreaminterface is foll owed by another Interface Identification
TLV speci fying an upstreaminterface
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6.

7.

7.

7.

Note that identifiers in TLVs for upstream and downstream data
channel s in both Path and Resv nmessages are specified fromthe
vi ewpoi nt of the upstream node (the node sending the Path nessage and
recei ving the Resv message), using identifiers belonging to the node.

An LSR constructing an ERO may include a Link ID that identifies a
bundled Iink. If the LSR knows the identities of the component |inks
and wi shes to exert control, it may also include conponent I|ink
identifiers in the ERO Qherw se, the conponent link identifiers
are not included in the ERO

When a bundled link is in use, the RRO may include the Link ID that
identifies the link bundle. Additionally, the RRO may include a
conponent link identifier.

3. Forwarding Destination of Path Messages with ERO

The final destination of the Path nmessage is the Egress node that is
specified by the tunnel end point address in the Session object.

The Egress node nust not forward the correspondi ng Path nessage
downstream even if the ERO includes the outgoing interface ID of the
Egress node for Egress control [RFC4003].

Topics Related to the GWLS Control Pl ane
1. Control Channel Separation

In GWLS, a control channel can be separated fromthe data channe
and there is not necessarily a one-to-one association of a contro
channel to a data channel. Two nodes that are adjacent in the data
pl ane may have nultiple I P hops between themin the control plane.

There are two broad types of separated control planes: native and
tunnel ed. These differ primarily in the nature of encapsul ati on used
for signaling messages, which also results in slightly different
address handling with respect to the control plane address.

1.1. Native and Tunnel ed Control Pl ane

A native control plane uses IP forwarding to deliver RSVP-TE messages
bet ween protocol speakers. The nessage is not further encapsul at ed.

| P forwarding applies normal rules to the IP header. Note that an IP
hop nmust not decrenent the TTL of the received RSVP-TE nmessage.

For the case where two adj acent nodes have multiple |IP hops between
themin the control plane, then as stated in Section 9 of [RFC3945],
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i mpl enent ati ons shoul d use the nechani sns of Section 6.1.1 of

[ RFC4206] whether or not they use LSP Hierarchy. Note that Section
6.1.1 of [RFC4206] applies to an "FA-LSP" as stated in that section
but also to a "TE link" for the case where a normal TE link is used.

Wth a tunnel ed control plane, the RSVP-TE nessage i s packaged in an
| P packet that is inserted into a tunnel such that the | P packet will
traverse exactly one I P hop. Various tunneling techniques can be
used including (but not linmted to) IP-in-1P, Generic Routing
Encapsul ation (GRE), and IP in MPLS.

Where the tunneling mechanismincludes a TTL, it should be treated as
for any network nessage sent on that network. |Inplenentations

recei ving RSVP-TE nessages on the tunnel interface nmust not conpare
the RSVP-TE TTL to any other TTL (whether the IP TTL or the tunne
TTL) .

It has been observed that sonme inplenmentations do not support the
tunnel ed control plane features, and it is suggested that to enable
interoperability, all inplenentations should support at least a
nati ve control plane.

7.2. Separation of Control and Data Plane Traffic

Data traffic nust not be transmitted through the control plane. This
is crucial when attenpting PSC (Packet-Sw tchi ng Capable) GWLS with
separated control and data channel s.

8. Addresses in the MPLS and GWLS TE M B Mdul es

This section describes a nmethod of defining or nmonitoring an LSP
tunnel using the MPLS-TE-STD-M B nodul e [ RFC3812] and GVPLS- TE- STD-

M B nodul e [ RFC4802] where the ingress and/or egress routers are
identified using 128-bit IPv6 addresses. This is the case when the
npl sTunnel I ngressLSRI d and npl sTunnel Egr essLSRI d objects in the

npl sTunnel Tabl e [ RFC3812] cannot be used to carry the tunnel end
poi nt address and Extended Tunnel 1d fields fromthe signal ed Session
Obj ect because the I Pv6 variant (LSP_TUNNEL_I Pv6_SESSI ON object) is
in use.

The normative text for MB objects for control and nonitoring MPLS
and GWLS nodes is found in the RFCs referenced above. This section
nakes no changes to those objects, but describes how they may be used
to provide the necessary function
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8.1. Handling IPv6 Source and Destinati on Addresses
8.1.1. ldentifying LSRs

For this feature to be used, all LSRs in the network nust advertise a
32-bit value that can be used to identify the LSR In this docunent,
this is referred to as the 32-bit LSRID. The 32-bit LSRIDis the
OSPFv3 router ID [RFC2740] or the ISIS I Pv4 TE Router |ID [RFC3784].
Note that these are different from T TE router ID (see Section 2).

8.1.2. Configuring GWLS Tunnel s

When setting up RSVP TE tunnels, it is comopn practice to copy the
val ues of the npl sTunnel I ngressLSRI d and npl sTunnel EgressLSRId fi el ds
in the MPLS TE M B npl sTunnel Tabl e [ RFC3812] into the Extended Tunne
I D and | Pv4 tunnel end point address fields, respectively, in the
RSVP- TE LSP_TUNNEL_I Pv4 SESSI ON obj ect [ RFC3209].

Thi s approach cannot be used when the ingress and egress routers are
identified by 128-bit | Pv6 addresses as the npl sTunnel I ngressLSRI d,
and mpl sTunnel EgressLSRId fields are defined to be 32-bit val ues

[ RFC3811], [RFC3812].

I nstead, the | Pv6 addresses should be configured in the npl sHopTabl e
as the first and | ast hops of the npl sTunnel HopTabl e entries defining
the explicit route for the tunnel. Note that this inplies that a
tunnel with IPv6 source and destination addresses must have an
explicit route configured, although it should be noted that the
configuration of an explicit route in this way does not inply that an
explicit route will be signal ed.

In nore detail, the tunnel is configured at the ingress router as
follows. See [RFC3812] for definitions of MB table objects and for
default (that is, "normal") behavior

The npl sTunnel | ndex and npl sTunnel I nstance fields are set as nornal

The npl sTunnel I ngressLSRI d and npl sTunnel EgressLSRId fields shoul d be
set to 32-bit LSR IDs for ingress and egress LSRs, respectively.

The npl sTunnel HopTabl el ndex must be set to a non-zero value. That
is, an explicit route nmust be specified.

The first hop of the explicit route nmust have npl sTunnel HopAddr Type
field set to ipv6(2) and should have the npl sTunnel Hopl pAddr field
set to a gl obal scope |IPv6 address of the ingress router that is
reachable in the control plane.
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The | ast hop of the explicit route nust have npl sTunnel HopAddr Type
field set to ipv6(2) and should have the npl sTunnel Hopl pAddr field
set to a global scope |IPv6 address of the egress router that is
reachable in the control plane.

The ingress router should set the signal ed val ues of the Extended

Tunnel 1D and | Pv6 tunnel end point address fields, respectively, of
the RSVP-TE LSP_TUNNEL_I| Pv6 SESSI ON obj ect [ RFC3209] fromthe

npl sTunnel Hopl pAddr object of the first and | ast hops in the
configured explicit route.

8.2. Managing and Monitoring Tunnel Table Entries

In addition to their use for configuring LSPs as described in Section
8.1, the TE M B npdul es (MPLS-TE-STD-M B and GWPLS- TE- STD-M B) may be
used for managi ng and nonitoring MPLS and GWLS TE LSPs,

respectively. This function is particularly inportant at egress and

transit LSRs.

For a tunnel with I Pv6 source and destination addresses, an LSR
i mpl enentati on should return values in the npl sTunnel Table as foll ows
(where "normal " behavior is the default taken from [ RFC3812]).

The npl sTunnel I ndex and npl sTunnel I nstance fields are set as nornal.

The npl sTunnel I ngressLSRId field and npl sTunnel EgressLSRId are set to
32-bit LSR IDs. That is, each transit and egress router naps from
the 1Pv6 address in the Extended Tunnel ID field to the 32-bit LSRID
of the ingress LSR Each transit router also nmaps fromthe |IPv6
address in the I Pv6 tunnel end point address field to the 32-bit LSR
I D of the egress LSR

9. Security Considerations

In the interoperability testing we conducted, the najor issue we
found was the use of control channels for forwarding data. This was
due to the setting of both control and data plane addresses to the
sane val ue in PSC (Packet-Sw tching Capabl e) equipnent. This
occurred when attenpting to test PSC GWPLS with separated control and
data channels. What resulted instead were parallel interfaces with
the same addresses. This could be avoided sinply by keeping the
addresses for the control and data plane separate.
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