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Abst r act
In many scenarios, users must be able prove the existence and
integrity of data, including digitally signed data, in a combn and
reproduci bl e way over a | ong and possi bly undeterm ned period of
time. This docunent specifies the syntax and processing of an

Evi dence Record, a structure designed to support |ong-term non-
repudi ati on of existence of data.
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1. Introduction
1.1. Motivation

In many application areas of el ectronic data exchange, a non-
repudi abl e proof of the existence of digital data nust be possible.
In sone cases, this proof nust survive the passage of |ong periods of
time. An inportant exanple is digitally signed data. Digita
signatures can be used to denmponstrate data integrity and to perform
source authentication. In some cases, digitally signed data nust be
archived for 30 years or nore. However, the reliability of digita
signatures over long periods is not absolute. During the archiva
peri od, hash algorithns and public key al gorithns can becone weak or
certificates can becone invalid. These events conplicate the
reliance on digitally signed data after many years by increasing the
i kelihood that forgeries can be created. To avoid |osing the
desired security properties derived fromdigital signatures, it is
necessary to prove that the digitally signed data al ready existed
before such a critical event. This can be acconplished using a

ti mestanp. However, sone tinmestanps rely upon nechanisns that wll
be subject to the sane problenms. To counter this problem timestanps
are renewed by sinply obtaining a new timestanp that covers the
original data and its tinmestanps prior to the conproni se of
nmechani sns used to generate the timestanps. This docunent provides a
syntax to support the periodic renewal of tinestanps.

It is necessary to standardize the data formats and processing
procedures for such timestanps in order to be able to verify and
conmuni cate preservation evidence. A first approach was made by | ETF
wi thin [ RFC3126], where an optional Archive Tinmestanp Attribute was
specified for integration in signatures according to the

Crypt ographi c Messages Syntax (CM5) [ RFC3852].

Evi dence Record Syntax (ERS) broadens and generalizes this approach
for data of any format and takes |ong-term archive service

requi renents [ RFC4810] into account -- in particular, the handling of
| arge sets of data objects. ERS specifies a syntax for an

Evi denceRecord, which contains a set of Archive Tinestanps and sone
additional data. This Evidence Record can be stored separately from
the archived data, as a file, or integrated into the archived data,
i.e., as an attribute. ERS also specifies processes for generation
and verification of Evidence Records. Appendi x A describes the

i ntegration and use of an EvidenceRecord in context of signed and
envel oped nessages according to the Cryptographi c Message Synt ax
(CvB). ERS does not specify a protocol for interacting with a |ong-
term archive system The Long-term Archive Protocol specification
bei ng devel oped by the | ETF LTANS WG addresses this interface.
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1.2. Ceneral Overview and Requirenents

ERS is designed to neet the requirements for data structures set
forth in [ RFC4810].

The basis of the ERS are Archive Tinestanps, which can cover a single
dat a object (as an RFC3161 conpliant tinmestanp does) or can cover a
group of data objects. Goups of data objects are addressed using
hash trees, first described by Merkle [ MER1980], conmbined with a
timestanp. The | eaves of the hash tree are hash values of the data
objects in a group. A tinestanp is requested only for the root hash
of the hash tree. The deletion of a data object in the tree does not
i nfluence the provability of others. For any particular data object,
the hash tree can be reduced to a few sets of hash values, which are
sufficient to prove the existence of a single data object.

Simlarly, the hash tree can be reduced to prove existence of a data
group, provided all nenbers of the data group have the same parent
node in the hash tree. Archive Tinestanps are conprised of an
optional reduced hash tree and a tinestanp.

An Evi denceRecord may contain many Archive Tinestanps. For the
generation of the initial Archive Tinmestanp, the data objects to be
ti mestanped have to be determ ned. Depending on the context, this
could be a file or a data object group consisting of multiple files,
such as a docunent and its associated digital signature.

Before the cryptographic algorithnms used within the Archive Timestanp
become weak or timestanp certificates becone invalid, Archive

Ti mest anps have to be renewed by generating a new Archive Ti mestanp.
(Note: Information about the weakening of the security properties of
public key and hash algorithns, as well as the risk of conpronise of
private keys of Tine Stamping Units, has to be closely watched by the
Long- Term Archi ve provider or the owner of the data objects hinself.
This information should be gathered by "out-of-band" neans and is out
of scope of this docunment.) ERS distinguishes two ways for renewa

of an Archive Tinestanp: Tinestanp Renewal and Hash-Tree Renewal

Dependi ng on the conditions, the respective type of renewal is
required: The tinmestanp renewal is necessary if the private key of a
Ti mest anmpi ng Unit has been conprom sed, or if an asymetric algorithm
or a hash algorithmused for the generation of the tinestanps is no

| onger secure for the given key size. |If the hash algorithmused to
build the hash trees in the Archive Tinestanp |loses its security
properties, the Hash-Tree Renewal is required.

In the case of Timestanp Renewal , the tinestanp of an Archive

Ti mestanp has to be hashed and ti mestanped by a new Archive
Ti mestanp. This node of renewal can only be used when it is not
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necessary to access the archived data objects covered by the
timestanp. For exanple, this sinple formof renewal is sufficient if
the public key algorithmof the timestanp is going to lose its
security or the timestanmp authority certificate is about to expire.
This is very efficient, in particular, if Archive Timestanmping is
done by an archiving systemor service, which inplenents a centra
managenent of Archive Ti nmestanps.

Ti mestanmp renewal is not sufficient if the hash algorithmused to
build the hash tree of an Archive Tinestanp becones insecure. 1In the
case of Hash-Tree Renewal, all evidence data nust be accessed and

ti mestanped. This includes not only the tinestanps but also the
conpl ete Archive Tinmestanps and the archived data objects covered by
the tinmestanps, which nmust be hashed and tinestanped again by a new
Archive Ti mestanp.

1.3. Term nol ogy

Archived data object: A data unit that is archived and has to be
preserved for a long tine by the Long-term Archive Servi ce.

Archi ved data object group: A set of two or nore of data objects,

whi ch for some reason bel ong together. For exanple, a document file
and a signature file could be an archived data object group, which
represent signed data.

Archive Timestanp: A timestanp and typically lists of hash val ues,
which allow the verification of the existence of several data objects
at a certain tinme. (In its nost sinple variant, when it covers only
one object, it nay only consist of the tinestanp.)

Archive Tinmestanmp Chain: Part of an Archive Tinmestanp Sequence, it is
a tine-ordered sequence of Archive Tinmestanps, where each Archive

Ti mestanp preserves non-repudi ati on of the previous Archive

Ti mest anp, even after the previous Archive Tinestanp becones invalid.
Overall non-repudiation is maintained until the new Archive Ti nestanp
itself beconmes invalid. The process of generating such an Archive
Timestanp Chain is called Tinmestanp Renewal .

Archive Timestanp Sequence: Part of the Evidence Record, it is a
sequence of Archive Tinestanp Chai ns, where each Archive Ti nestanp
Chai n preserves non-repudi ation of the previous Archive Tinestanp
Chai ns, even after the hash algorithmused within the previous
Archive Timestanp’s hash tree became weak. Non-repudiation is
preserved until the last Archive Tinmestanp of the | ast chain becones
invalid. The process of generating such an Archive Ti nestanp
Sequence is call ed Hash-Tree Renewal .
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Evi dence: Information that nmay be used to resolve a di spute about
various aspects of authenticity of archived data objects.

Evi dence record: Collection of evidence conpiled for one or nore

gi ven archived data objects over tinme. An evidence record includes
all Archive Tinmestanps (within structures of Archive Tinestanp Chains
and Archive Tinmestanp Sequences) and additional verification data,
like certificates, revocation information, trust anchors, policy
details, role information, etc.

Long-term Archive (LTA) Service: A service responsible for preserving
data for long periods of tinme, including generation and collection of
evi dence, storage of archived data objects and evi dence, etc.

Reduced hash tree: The process of reducing a Merkle hash tree
[ MER1980] to a list of lists of hash values. This is the basis of
storing the evidence for a single data object.

Ti mestanp: A cryptographically secure confirmati on generated by a
Time Stanmping Authority (TSA). |[RFC3161] specifies a structure for
ti mestanps and a protocol for conmunicating with a TSA. Besides
this, other data structures and protocols nay al so be appropriate,
e.g., such as defined in [ISO 18014-1.2002], [ISO 18014-2.2002],
[1SO 18014-3.2004], and [ ANSI. X9-95. 2005] .

An Archive Tinestanp relates to a data object, if the hash val ue of
this data object is part of the first hash value list of the Archive
Ti mestanp. An Archive Tinestanp relates to a data object group, if

it relates to every data object of the group and no other data
objects. An Archive Tinestanp Chain relates to a data object / data
object group, if its first Archive Tinmestanp relates to this data

obj ect/data object group. An Archive Tinmestanp Sequence relates to a
data object / data object group, if its first Archive Tinestanp Chain
relates to this data object/data object group

1.4. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. ldentification and References
2.1. ASN. 1 Module Definition

As many open ASN.1 conpilers still support the 1988 syntax, this
standard offers to support two versions of ASN. 1 1997-ASN. 1 and 1988-
ASN. 1. (For specification of ASN. 1 refer to [CCI TT. X208. 1988],

[ CClI TT. X209. 1988], [CCITT. X680.2002] and [CCI TT. X690.2002].) This
specification defines the two ASN. 1 nodul es, one for 1988 conform
ASN. 1 and another in 1997-ASN. 1 syntax. Depending on the syntax
versi on of your conpiler inplementation, you can use the inports for
the 1988 conformant ASN. 1 syntax or the inmports for the 1997-ASN. 1
syntax. The appendi x of this docunment lists the two conplete
alternative ASN.1 nodules. |If there is a conflict between both
nodul es, the 1988- ASN. 1 nodul e precedes.

2.1.1. ASN. 1 Mdule Definition for 1988 ASN. 1 Synt ax
1988 ASN. 1 Modul e start

ERS {iso(1) identified-organization(3) dod(6)

i nternet (1) security(5) mechani snms(5)

Itans(11) id-nod(0) id-nod-ers88(2) id-nopd-ers88-v1(1l) }
DEFINITIONS | MPLICI T TAGS :: =
BEG N

2.1.2. ASN. 1 Modul e Definition for 1997-ASN. 1 Synt ax
ASN. 1 Modul e start

ERS {iso(1) identified-organization(3) dod(6)

i nternet (1) security(5) nmechani sns(5)

[tans(11) id-nod(0) id-nod-ers(l) id-nod-ers-vi(1l) }
DEFINITIONS I MPLICI T TAGS :: =
BEG N

2.2. ASN. 1 Inports and Exports

The specification exports all definitions and inports various
definitions. Depending on the ASN. 1 syntax version of your

i npl enentati on, you can use the inports for the 1988 conform ASN. 1
syntax below or the inmports for the 1997-ASN. 1 syntax in

Section 2.2.2.
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2.2.1. Inports and Exports Conformw th 1988 ASN. 1
-- EXPORTS ALL --
| MPORTS

-- Inports from RFC 3852 Cryptographi c Message Synt ax
ContentInfo, Attribute
FROM Crypt ogr aphi cMessageSynt ax2004 -- FROM [ RFC3852]
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) cns-2004(24) }

-- Inports from RFC 3280 [ RFC3280], Appendix A 1
Al gorithm dentifier
FROM PKI X1Explicit 88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7)
nod(0) pkixl-explicit(18) }

2.2.2. Inports and Exports Conformw th 1997- ASN. 1
-- EXPORTS ALL --
| MPORTS

-- Inports from PKCS-7
Contentlnfo
FROM PKCS7
{iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-7(7) nodul es(0)}

-- Inports from Aut henti cati onFranmework
Al gorithm dentifier
FROM Aut hent i cat i onFr amewor k
{joint-iso-itu-t ds(5) nodul e(1)
aut henti cati onFranmewor k(7) 4}

-- Inports from I nformationFranewor k
Attribute
FROM | nf or mat i onFr anewor k
{joint-iso-itu-t ds(5) nodul e(1)
i nf or mati onFramewor k(1) 4}
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2.3. LTANS ldentification
Thi s docunent defines the LTANS object identifier tree root.
LTANS (nject ldentifier tree root

Itans OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechanisns(5) I[tans(11) }

3. Evidence Record

An Evidence Record is a unit of data, which can be used to prove the
exi stence of an archived data object or an archived data object group
at a certain tine. The Evidence Record contains Archive Tinestanps,
generated during a long archival period and possibly useful data for
validation. It is possible to store this Evidence Record separately
fromthe archived data objects or to integrate it into the data
itself. For data types, signed data and envel oped data of the CMS
integration are specified in Appendi x A

3.1. Syntax
Evi dence Record has the follow ng ASN. 1 Synt ax:

ASN. 1 Evi dence Record

Evi denceRecord :: = SEQUENCE {
version I NTEGER { v1(1) } ,
di gest Al gori t hirs SEQUENCE OF Al gorithm dentifier
cryptol nfos [0] Cryptolnfos OPTI ONAL
encryptionlnfo [1] Encryptionl nfo OPTI ONAL
ar chi veTi meSt anpSequence Archi veTi neSt anpSequence
}

Cryptolnfos ::= SEQUENCE SIZE (1..MAX) OF Attribute

The fields have the foll owi ng neanings:

The 'version’ field indicates the syntax version, for conpatibility
with future revisions of this specification and to distinguish it
fromearlier non-conformant or proprietary versions of the ERS. The
value 1 indicates this specification. Lower values indicate an
earlier version of the ERS has been used. An inplenentation
conforming to this specification SHOULD reject a version val ue bel ow
1
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digestAlgorithms is a sequence of all the hash algorithns used to
hash the data object over the archival period. It is the union of
al | digestAl gorithmvalues fromthe ArchiveTi mestanps contained in
the EvidenceRecord. The ordering of the values is not rel evant.

cryptolnfos allows the storage of data useful in the validation of
the archiveTi neSt anpSequence. This could include possible Trust
Anchors, certificates, revocation information, or the current
definition of the suitability of cryptographic algorithnms, past and
present (e.g., RSA 768-bit valid until 1998, RSA 1024-bit valid unti
2008, SHA1 valid until 2010). These itenms nay be added based on the
policy used. Since this data is not protected within any tinestanp,
the data should be verifiable through other mechanisms. Such
verification is out of scope of this docunent.

encryptionlnfo contains the necessary information to support
encrypted content to be handled. For discussion of syntax, please
refer to Section 6. 1.

Ar chi veTi meSt anpSequence is a sequence of ArchiveTi neStanpChai n
described in Section 5.

If the archive data objects were encrypted before generating Archive
Ti mest anps but a non-repudi ation proof is needed for unencrypted data
obj ects, the optional encryptioninfos field contains data necessary
to unanbi guously re-encrypt data objects. |If omtted, it nmeans that
data objects are not encrypted or that a non-repudiation proof for
the unencrypted data is not required. For further details, see
Section 6.

3.2. Ceneration
The generation of an Evi denceRecord can be described as foll ows:
1. Select a data object or group of data objects to archive.

2. Create the initial Archive Tinestanp (see Section 4, "Archive
Ti mest amp") .

3. Refresh the Archive Timestanp when necessary, by Timestanp
Renewal or Hash-Tree Renewal (see Section 5).

The process of generation depends on whether the Archive Tinestanps

are generated, stored, and managed by a centralized instance. |In the
case of central managenent, it is possible to collect nany data
objects, build hash trees, store them and reduce themlater. In

case of |local generation, it mght be easier to generate a sinple
Archive Tinmestanmp without building hash trees. This can be

Gondrom et al. St andards Track [ Page 10]



RFC 4998 ERS August 2007

acconpl i shed by omtting the reducedHashtree field fromthe
ArchiveTimestanp. 1In this case, the ArchiveTi nestanp covers a single
data object. Using this approach, it is possible to "convert"

exi sting timestanps into ArchiveTi mestanmps for renewal .

3.3. Verification

The Verification of an Evi denceRecord overall can be described as
foll ows:

1. Select an archived data object or group of data objects

2. Re-encrypt data object/data object group, if encryption field is
used (for details, see Section 6).

3. Verify Archive Timestanp Sequence (details in Section 4 and
Section 5).

4. Archive Tinestanp

An Archive Tinestanp is a timestanp and a set of lists of hash
values. The lists of hash values are generated by reduction of an
ordered Merkle hash tree [ MER1980]. The |eaves of this hash tree are
the hash values of the data objects to be tinestanped. Every inner
node of the tree contains one hash val ue, which is generated by
hashi ng the concatenation of the children nodes. The root hash

val ue, which represents unanbi guously all data objects, is

ti mest anped.

4. 1. Syntax
An Archive Tinestanp has the following ASN. 1 Synt ax:

ASN. 1 Archive Ti nestanp

ArchiveTi meStanp ::= SEQUENCE {
di gestAlgorithm [0] Al gorithm dentifier OPTI ONAL
attributes [1] Attributes OPTI ONAL
reducedHashtree [2] SEQUENCE OF Parti al Hashtree OPTI ONAL
ti meStanmp Cont ent | nf o}

Parti al Hashtree ::= SEQUENCE OF OCTET STRI NG

Attributes ::= SET SIZE (1..MAX) OF Attribute

The fields of type ArchiveTi meStanp have the foll owi ng meani ngs:
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digestAlgorithmidentifies the digest algorithmand any associ at ed
paraneters used within the reduced hash tree. |If the optional field
di gest Algorithmis not present, the digest algorithmof the timestanp
MUST be used. VWhich neans, if tinmestanps according to [ RFC3161] are
used in this case, the content of this field is identical to

hashAl gorithm of messagelnmprint field of TSTInfo.

attributes contains information an LTA nmight want to provide to
docunent individual renewal steps and the creation of the individua
Archi veTi meStanps, e.g., applied policies. As the structure of the
Archi veTi meStanp may be protected by hash and tinmestanps, the
ordering is relevant, which is why a SET is used instead of a
SEQUENCE

reducedHashtree contains lists of hash val ues, organized in
Parti al Hashtrees for easier understanding. They can be derived by
reduci ng a hash tree to the nodes necessary to verify a single data
object. Hash values are represented as octet strings. |If the
optional field reducedHashtree is not present, the ArchiveTi nestanp
sinply contains an ordinary tinestanp.

timeStanp should contain the tinmestanp as defined in Section 1.3.
(e.g., as defined with TineStanpToken in [RFC3161]). Qher types of
ti mestanp MAY be used, if they contain tinme data, tinestanped data,
and a cryptographically secure confirmation fromthe TSA of these
dat a.

4.2. GCeneration

The lists of hash values of an Archive Tinestanp can be generated by
bui | di ng and reducing a Merkl e hash tree [ MER1980].

Such a hash tree can be built as foll ows:
1. Collect data objects to be timestanped.

2. Choose a secure hash al gorithmH and generate hash val ues for the
data objects. These values will be the | eaves of the hash tree.

3. For each data group containing nore than one docunent, its
respecti ve docunent hashes are binary sorted in ascendi ng order
concat enat ed, and hashed. The hash values are the conplete
output fromthe hash algorithm i.e., |eading zeros are not
renmoved, with the nost significant bit first.

4. If there is nmore than one hash value, place themin groups and

sort each group in binary ascending order. Concatenate these
val ues and generate new hash val ues, which are inner nodes of
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this tree. (If additional hash values are needed, e.g., so that
all nodes have the same nunber of children, any data may be
hashed using H and used.) Repeat this step until there is only
one hash value, which is the root node of the hash tree.

otain a tinmestanp for this root hash value. The hash al gorithm
in the tinmestanp request MJST be the sane as the hash al gorithm

of the hash tree, or the digestAlgorithmfield of the

Archi veTi meSt anp MJUST be present and specify the hash al gorithm

of the hash tree.

An exanpl e of a constructed hash tree for 3 data groups, where data
groups 1 and 3 only contain one docunent, and data group 2 contains 3

docunent s:

R R
| h12| | h3 |
R R
/ \

/ \

oot e +

| hi | | h2abc

I ST +

/ | \
e T TR S SIS
| h2al | h2b] | h2c]
L it S S S

Figure 1. Hash tree

h1 H(d1l) where dl is the only data object in data group 1
h3 H(d3) where d3 is the only data object in data group 3
h12 = H( binary sorted and concatenated (hl, h2abc))

h123 = H( binary sorted and concatenated (hl12, h3))

h2a = H(first data object of data object group 2)

h2b = H(second data object of data object group 2)

h2c = H(third data object of data object group 2)

h2abc = H( binary sorted and concat enated (h2a, h2b, h2c))
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The hash tree can be reduced to |lists of hash val ues, necessary to
have a proof of existence for a single data object:

1. Cenerate hash value h of the data object, using hash algorithmH
of the hash tree.

2. Select all hash val ues, which have the same father node as h
CGenerate the first list of hash values by arrangi ng these hashes,
in binary ascending order. This will be stored in the structure
of the Partial Hashtree. Repeat this step for the father node of
all hashes until the root hash is reached. The father nodes
thensel ves are not saved in the hash lists -- they are
conput abl e.

3. The list of all partialHashtrees finally is the reducedHashtree.
(AI'l of the specified hash values under the sane father node,
except the father node of the nodes below, are grouped in a
Parti al Hashtree. The sequence list of all Partial hashtrees is
the reducedHashtree.)

4. Finally, add the tinmestanp and the info about the hash al gorithm
to get an Archive Ti mestanp.

Assumi ng that the sorted binary ordering of the hashes in Figure 1
is: h2abc < hl, then the reduced hash tree for data group 1 (dl) is:

|
| |
| | h2abc| | h1 | | | | h3 | | |
| +------ + -t | | A=+ ||

|

Figure 2: Reduced hash tree for data group 1

The pseudo ASNL for this reduced hash tree rhtl would | ook Iike:
rhtl = SEQ pht1, pht2)

with the Partial Hashtrees pht1l and pht?2
pht 1 SEQ (h2abc, hl)
pht2 = SEQ (h3)
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Assunmi ng the same hash tree as in Figure 1, the reduced hash tree for
all data objects in data group 2 is identical

R i R e | +----+ ] | +----+|

I
|
h2b] | h2c| | h2a| | IIh1|IIIh3||I
I

+— +

S N SR | | +----+] | +---+]

Figure 3: Reduced hash tree for data object group 2

The pseudo ASNL for this reduced hash tree would | ook |ike:
rht2 = SEQ pht3, pht4, pht5)

with the Partial Hashtrees pht3, pht4, and pht5

pht3 = SEQ (h2b, h2c, h2a)
pht4 = SEQ (h1l)
pht5 = SEQ (h3)

Note there are no restrictions on the quantity or |ength of hash-
value lists. Also note that it is profitable but not required to
buil d hash trees and reduce them An Archive Tinestanp nmay consi st
only of one list of hash-values and a tinestanp or only a tinestanp
with no hash value lists.

The data (e.g. certificates, Certificate Revocation Lists (CRLs), or
Online Certificate Status Protocol (OCSP) responses) needed to verify
the timestanp MJST be preserved, and SHOULD be stored in the
timestanp itself unless this causes unnecessary duplication. A
timestanp according to [RFC3161] is a CM5 object in which
certificates can be stored in the certificates field and CRLs can be
stored in the crls field of signed data. OCSP responses can be
stored as unsigned attributes [ RFC3126]. Note [ANSI. X9-95.2005],
[1SO 18014-2.2002], and [ISO 18014-3.2004], which specify verifiable
ti mestanps that do not depend on certificates, CRLs, or OCSP
responses.

4.3. Verification

An Archive Tinestanp shall prove that a data object existed at a
certain time, given by tinestanp. This can be verified as foll ows:

1. Calculate hash value h of the data object with hash algorithmH
given in field digestAl gorithmof the Archive Tinmestanp.
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2. Search for hash value h in the first list (partial Hashtree) of
reducedHashtree. |If not present, termnate verification process
with negative result.

3. Concatenate the hash values of the actual |ist (partial Hashtree)
of hash values in binary ascending order and cal cul ate the hash
value h" with algorithmH  This hash value h’ MJST becone a
menber of the next higher list of hash values (fromthe next
parti al Hashtree). Continue step 3 until a root hash value is
cal cul at ed.

4. Check timestanp. In case of a tinmestanmp according to [ RFC3161],
the root hash val ue nmust correspond to hashedMessage, and
di gest Al gorithm nust correspond to hashAlgorithmfield, both in
nmessagel nprint field of tineStanpToken. In case of other
timestanp formats, the hash val ue and di gest Al gorithm nmust al so
correspond to their equivalent fields if they exist.

If a proof is necessary for nore than one data object, steps 1 and 2

have to be done for all data objects to be proved. |If an additiona
proof is necessary that the Archive Tinmestanp relates to a data
object group (e.g., a document and all its signhatures), it can be

verified additionally, that only the hash values of the given data
objects are in the first hash-value |ist.

5. Archive Tinmestanp Chain and Archive Tinmestanp Sequence

An Archive Tinestanp proves the existence of single data objects or
data object group at a certain tine. However, this first Archive
Tinmestanp in the first ArchiveTi neStanpChain can becone invalid, if
hash al gorithns or public key algorithms used in its hash tree or
ti mestanp become weak or if the validity period of the tinestanp
authority certificate expires or is revoked.

Prior to such an event, the existence of the Archive Tinestanp or
archive timestanped data has to be reassured. This can be done by
creating a new Archive Tinestanp. Depending on whether the tinestanp
beconmes invalid or the hash al gorithm of the hash tree becones weak,
two kinds of Archive Tinmestanp renewal are possible:

o Timestanp Renewal : A new Archive Tinestanp is generated, which
covers the tinmestanp of the old one. One or nore Archive
Ti mest anps generated by Ti nmestanp Renewal yield an Archive
Ti mestanp Chain for a data object or data object group
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0 Hash-Tree Renewal : A new Archive Tinestanp is generated, which
covers all the old Archive Tinmestanps as well as the data objects.
A new Archive Tinestanp Chain is started. One or nore Archive
Ti mestanmp Chains for a data object or data object group yield an
Archive Ti mestanp Sequence.

After the renewal, always only the last (i.e., npst recent)
Archi veTi meStanp and the algorithnms and tinestanps used by it nust be
wat ched regardi ng expiration and | oss of security.

5.1. Syntax

Ar chi veTi meSt anpChai n and Archi veTi meSt anpSequence have the foll ow ng
ASN. 1 Synt ax:

ASN. 1 Archi veTi meSt anpChai n and Archi veTi meSt anpSequence

Ar chi veTi meSt anpChai n SEQUENCE OF Archi veTi neSt anp

Ar chi veTi meSt anpSequence ::= SEQUENCE OF

Ar chi veTi neSt anpChai n

Ar chi veTi meSt anpChai n and Archi veTi meSt anpSequence MJST be ordered
ascending by tine of tinmestanp. Wthin an ArchiveTi meSt anpChain, all
reducedHashtrees of the contained ArchiveTi neStanps MJUST use the sane
Hash- Al gorithm

5.2. Ceneration

The initial Archive Tinestanp relates to a data object or a data
obj ect group. Before cryptographic algorithnms that are used within
the nost recent Archive Timestanp (which is, at the beginning, the
initial one) become weak or their tinestanmp certificates become

i nvalid, Archive Timestanps have to be renewed by generating a new
Archi ve Ti mest anp.

In the case of Tinmestanp Renewal, the content of the tineStanp field
of the old Archive Tinmestanp has to be hashed and tinmestanped by a
new Archive Tinmestanp. The new Archive Tinmestanp MAY not contain a
reducedHashtree field, if the timestanp only sinply covers the
previous timestanp. However, generally one can collect a nunber of
old Archive Tinmestanps and build the new hash tree with the hash

val ues of the content of their tinmeStanp fields.

The new Archive Tinestanp MJUST be added to the ArchiveTi nest anmpChai n.

This hash tree of the new Archive Timestanp MJST use the sane hash
algorithmas the old one, which is specified in the digestAl gorithm
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field of the Archive Tinmestanmp or, if this value is not set (as it is
optional), within the tinmestanp itself.

In the case of Hash-Tree Renewal, the Archive Tinestanp and the
archived data objects covered by the Archive Tinmestanp nmust be hashed
and tinmestanped again, as described bel ow

1

2.

Sel ect a secure hash al gorithm H

Sel ect data objects d(i) referred to by initial Archive Tinmestanp

(objects that are still present and not deleted). GCenerate hash
values h(i) = H((d(i)). |If data groups with nore than one
docunent are present, then one will have nore than one hash for a

group, i.e., h(i_a), h(i_b).., h(i_n)

atsc(i) is the encoded ArchiveTi meSt anpSequence, the

concat enation of all previous Archive Tinmestanp Chains (in
chronol ogi cal order) related to data object d(i). Generate hash
val ue ha(i) = H(atsc(i)).

Not e: The ArchiveTi neSt anpChai ns used are DER encoded, i.e., they
contai n sequence and | ength tags.

Concat enate each h(i) with ha(i) and generate hash val ues
h(i)” = H (h(i)+ ha(i)). For multi-docunent groups, this is:
h(i_a)’ H (h(i_a)+ ha(i))

h(i_b)’ H (h(i _b)+ ha(i)), etc.

Build a new Archive Time Stanp for each h(i)’. (Hash-tree
generation and reduction is defined in Section 4.2; note that
each h(i)’ will be treated in Section 4.2 as the docurment hash
The first hash value list in the reduced hash tree should only
contain h(i)'. For a multi-docunment group, the first hash val ue
l[ist will contain the new hashes for all the documents in this
group, i.e., h(i_a)’, h(i_b)'.., h(i_n)")

Create new ArchiveTi neSt anpChai n contai ning the new Archive
Ti mestanp and append this ArchiveTi neStanpChain to the
Ar chi veTi meSt anpSequence.
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Figure 4: Hash tree from Hash-Tree Renewa

Let H be the new secure hash al gorithm

ha(1l), ha(2), ha(3) are as defined in step 4 above

hl = H( binary sorted and concatenated (H(dl),
dl is the original docunent fromdata group 1

h3’ = H( binary sorted and concatenated (H(d3),
d3 is the original docunent fromdata group 3

h2a = H(first data object of data object group 2)

héé.: H(third data object of data object group 2)
h2a’ = H( binary sorted and concatenated (h2a,

héé; = H( binary sorted and concat enated (h2c,

h2abc = H( binary sorted and concat enated (h2a’

August 2007

h2c’))

Archi veTi meSt anps that are not necessary for verification should not
be added to an ArchiveTi meSt anpChai n or ArchiveTi meSt anpSequence.

5.3. Verification

To get a non-repudi ation proof that a data object existed at a

certain time, the Archive Tinestanp Chains and their
each other and to the data objects have to be proved:

Condrom et al. St andards Track
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1. Verify that the first Archive Tinestanp of the first
Archi veTi nestampChain (the initial Archive Tinestanp) contains
the hash value of the data object.

2. Verify each ArchiveTi nestanpChain. The first hash value |ist of
each ArchiveTi mneStanp MJST contain the hash value of the
timestanp of the Archive Tinestanp before. Each Archive
Ti mestanp MJST be valid relative to the tine of the follow ng
Archive Timestanp. Al Archive Timestanps within a chain MJST
use the sane hash al gorithmand this algorithm MJST be secure at
the time of the first Archive Tinmestanp of the follow ng
Ar chi veTi meSt anpChai n

3. Verify that the first hash value list (partial Hashtree) of the
first Archive Tinestanp of all other ArchiveTi meStanpChains
contai ns a hash value of the concatenation of the data object
hash and the hash val ue of all ol der ArchiveTi neStanpChain
Verify that this Archive Timestanp was generated before the | ast
Archive Tinmestanp of the ArchiveTi neStanpChai n becane invalid.

In order to conplete the non-repudi ati on proof for the data objects,
the last Archive Tinmestanp has to be valid at the tine the
verification is performed

If the proof is necessary for nore than one data object, steps 1 and
3 have to be done for all these data objects. To prove the Archive
Ti mestanp Sequence relates to a data object group, verify that each
first Archive Tinestanp of the first ArchiveTi meStanpChain of the

Ar chi veTi meSt anpSequence of each data object does not contain other
hash values in its first hash value list (than the hash val ues of the
ot her data objects).

6. Encryption

If service providers are used to archive data and generate Archive

Ti mestanps, it mght be desirable or required that clients only send
encrypted data to be archived. However, this neans that evidence
records refer to encrypted data objects. ERS directly protects the
integrity of the bit-streamand this freezes the bit structure at the
time of archiving. This precludes changing of the encryption schene

during the archival period, e.g., if the encryption schene is no
| onger secure, a change is not possible without losing the integrity
proof of the EvidenceRecord. |n such cases, the services of a data

transformation (and by this al so possible re-encryption) done by a
notary service mght be a possible solution. To avoid problenms when
using the evidence records in the future, additional specia
precautions have to be taken
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o Evidence generated to prove the existence of encrypted data cannot
al ways be relied upon to prove the existence of unencrypted data.
It may be possible to choose an algorithmor a key for decryption
that is not the algorithmor key used for encryption. In this
case, the evidence record woul d not be a non-repudiation proof for
the unencrypted data. Therefore, only encryption nethods should
be used that nake it possible to prove that archive-tinmestanped
encrypt ed data objects unamnbi guously represent unencrypted data
objects. Al data necessary to prove unanbi guous representation
shoul d be included in the archived data objects. (Note: In
addition, the long-termsecurity of the encryption schemes shoul d
be analyzed to determine if it could be used to create collision
attacks.)

o Wen a relying party uses an evidence record to prove the
exi stence of encrypted data objects, it may be desirable for
clients to only store the unencrypted data objects and to delete
the encrypted copy. In order to use the evidence record, it nust
then be possible to unambi guously re-encrypt the unencrypted data
to get exactly the data that was originally archived. Therefore,
addi ti onal data necessary to re-encrypt data objects should be
inserted into the evidence record by the client, i.e., the LTA
never sees these val ues.

An extensible structure is defined to store the necessary paraneters
of the encryption nethods. The use of the specified
encryptionl nfoType and encryptionl nfoVal ue may be heavily dependent
on the nechani sns and has to be defined in other specifications.

6.1. Syntax

The Encryptioninfo field in EvidenceRecord has the foll ow ng syntax
dependi ng on the version of ASN. 1.

6.1.1. Encryptionlinfo in 1988 ASN. 1
1988 ASN. 1 Encryptionlinfo
Encryptionl nfo M SEQUENCE {

encryptionl nf oType OBJECT | DENTI FI ER
encrypti onl nf oVal ue ANY DEFI NED BY encrypti onl nf oType
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6.1.2. Encryptionlinfo in 1997-ASN. 1
1997- ASN. 1 Encryptionlnfo

Encryptionlnfo S SEQUENCE {
encryptionl nfoType ENCI NFO TYPE. &i d
({SupportedEncrypti onAl gorithns}),
encryptionl nfoVal ue ENCI NFO TYPE. &Type
({SupportedEncryptionAl gorithns}{@ncryptionlnfoType})

}
ENCI NFO- TYPE :: = TYPE- | DENTI FI ER
SupportedEncrypti onAl gorithms ENCINFO TYPE ::= {...}

encryptionlnfo contains information necessary for the unamnbi guous
re-encryption of unencrypted content so that it exactly matches with
the encrypted data objects protected by the Evi denceRecord.

7. Security Considerations
Secure Al gorithns

Cryptographic algorithns and paraneters that are used within Archive
Ti mest anps nust be secure at the tine of generation. This concerns
the hash algorithmused in the hash lists of Archive Tinmestanmp as
wel |l as hash algorithns and public key algorithns of the tinmestanps.
Publ i cations regarding security suitability of cryptographic

al gorithms ([N ST.800-57-Part1.2006] and [ETSI-TS102176-1-2005]) have
to be considered by verifying conponents. A generic solution for
automatic interpretation of security suitability policies in
electronic formis desirable but not the subject of this

speci fication.

Redundancy

Retrospectively, certain parts of an Archive Tinestanp nay turn out
to have lost their security suitability before this has been publicly
known. For exanple, retrospectively, it may turn out that algorithns
have lost their security suitability, and that even TSAs are
untrustworthy. This can result in Archive Tinmestanps using those

| osing their probative force. Mny TSAs are using the sane signature
algorithnms. Wiile the conpromise of a private key will only affect
the security of one specific TSA the retrospective |loss of security
of a signature algorithmw Il have inpact on a potentially |arge
nunber of TSAs at once. To counter such risks, it is recomended to
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8.

8.

generate and nmanage at |east two redundant Evi dence Records with
Ar chi veTi meSt anpSequences using different hash al gorithnms and
di fferent TSAs using different signature al gorithns.

To best achi eve and manage this redundancy, it is recomended to
manage the Archive Tinmestanps in a central LTA.

Secure Ti nest anps

Archi ve Ti mestanpi ng depends upon the security of normal tinme
stanping. Security requirenents for Time Stanping Authorities stated
in security policies have to be net. Renewed Archive Ti nestanps
shoul d have the sane or higher quality as the initial Archive

Ti mestanp. Archive Tinestanps used for signature renewal of signed
data, should have the same or higher quality than the nmaxi mumquality
of the signatures.

Secure Encryption

For non-repudiation proof, it does not natter whether encryption has
been broken or not. Neverthel ess, users should keep secret their
private keys and randons used for encryption and discl ose themonly
if needed, e.g., in a lawsuit to a judge or expert. They should use
encryption algorithms and paraneters that are prospected to be
unbreakabl e as long as confidentiality of the archived data is

i mportant.
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Appendi x A. Evidence Record Using CVB

An Evi dence Record can be added to signed data or envel oped data in
order to transfer themin a conclusive way. For CM5 a sensible

pl ace to store such an Evidence Record is an unsigned attribute
(signed nessage) or an unprotected attribute (envel oped nessage).

One advantage of storing the Evidence Record within the CMS structure
is that all data can be transferred in one conclusive file and is
directly connected. The documents, the signatures, and their

Evi dence Records can be bundl ed and managed together. The
description in the appendi x contains the normative specification of
how to integrate ERS in CMB structures.

The Evidence Record al so contains information about the selection
nmet hod that was used for the generation of the data objects to be
timestanped. 1In the case of CM5 two selection nethods can be

di sti ngui shed:

1. The CMS bject as a whole including contentinfo is selected as
dat a object and archive tinmestanped. This neans that a hash
val ue of the CMS object MJST be located in the first Iist of hash
val ues of Archive Ti mestanps.

2. The CVB bject and the signed or encrypted content are included
in the Archive Tinmestanp as separated objects. |In this case, the
hash val ue of the CM5 (bject as well as the hash val ue of the
content have to be stored in the first list of hash values as a
group of data objects.

However, other selection nmethods could al so be applied, for instance,
as in [ RFC3126].

In the case of the two sel ection nethods defi ned above, the Evidence
Record has to be added to the first signature of the CM5 (bject of
signed data. Depending on the selection nmethod, the followi ng Object
Identifiers are defined for the Evidence Record:

ASN. 1 Internal EvidenceRecord Attribute

id-aa-er-internal OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) smnme(16) id-aa(2) 49 }

ASN. 1 External Evi denceRecord Attribute

i d-aa-er-external OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) smnme(16) id-aa(2) 50 }
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The attributes SHOULD only occur once. |If they appear several tines,
they have to be stored within the first signature in chronol ogi ca
order.

If the CVS object doesn’t have the EvidenceRecord Attributes -- which
i ndi cates that the EvidenceRecord has been provided externally -- the
archive timestanped data object has to be generated over the conplete
CMS obj ect within the existing coding.

In case of verification, if only one EvidenceRecord is contained in
the CM5 object, the hash val ue nust be generated over the CMS object
wi t hout the one EvidenceRecord. This means that the attribute has to
be renoved before verification. The Ilength of fields containing tags
has to be adapted. Apart fromthat, the existing coding nust not be
nodi fi ed.

If several Archive Tinestanps occur, the data object has to be
generated as foll ows:

o During verification of the first (in chronol ogi cal order)
Evi denceRecord, all EvidenceRecord have to be renpved in order to
generate the data object.

o During verification of the nth one EvidenceRecord, the first n-1
attributes should renmain within the CV5 object.

0o The verification of the nth one EvidenceRecord nust result in a
poi nt of time when the document mnust have existed with the first n
attributes. The verification of the n+lth attribute rmust prove
that this requirenment has been net.

Appendi x B. ASN. 1- Modul e with 1988 Synt ax
ASN. 1- Modul e
ERS {iso(1) identified-organization(3) dod(6)
i nternet (1) security(5) nmechani sns(5)
ltans(11) id-nod(0) id-nod-ers88(2) id-npd-ers88-vli(1l) }

DEFINITIONS I MPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

| MPORTS

-- Inports from RFC 3852 Cryptographi c Message Synt ax
ContentInfo, Attribute
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FROM Crypt ogr aphi cMessageSynt ax2004 -- FROM [ RFC3852]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0) cns-2004(24) }

-- Inports from RFC 3280 [ RFC3280], Appendix A 1
Al gorithm dentifier
FROM PKI X1Expl i cit 88
{ iso(1l) identified-organization(3) dod(6)
internet(1l) security(5) nechanisns(5) pkix(7)
nod(0) pkix1l-explicit(18) }

Itans OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechanisns(5) I[tans(11) }

Evi denceRecord :: = SEQUENCE {
version I NTEGER { v1(1) } ,
di gest Al gori t hrs SEQUENCE OF Al gorithm dentifier,
cryptol nfos [0] Cryptolnfos OPTI ONAL,
encryptionlnfo [1] Encryptionl nfo OPTI ONAL,
ar chi veTi mneSt anpSequence Archi veTi meSt anpSequence

}
Cryptolnfos ::= SEQUENCE SIZE (1..MAX) OF Attribute

ArchiveTi meStanmp ::= SEQUENCE {
di gestAlgorithm[0] Al gorithm dentifier OPTI ONAL,
attributes [1] Attributes OPTI ONAL,
reducedHashtree [2] SEQUENCE OF Parti al Hashtree OPTI ONAL,
ti meStanp Cont ent | nf o}

Parti al Hashtree ::= SEQUENCE OF OCTET STRI NG

Attributes ::= SET SIZE (1..MAX) OF Attribute

Ar chi veTi meSt anpChai n SEQUENCE OF Archi veTi neSt anp

Ar chi veTi meSt anpSequence ::= SEQUENCE OF

Ar chi veTi meSt anpChai n

Encryptioninfo D= SEQUENCE {
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encryptionl nfoType OBJECT | DENTI FI ER,
encryptionl nf oVal ue ANY DEFI NED BY encrypti onl nf oType}

id-aa-er-internal OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) smne(16) id-aa(2) 49 }

i d-aa-er-external OBJECT IDENTIFIER ::={ iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) smnme(16) id-aa(2) 50 }

END
Appendi x C.  ASN. 1- Modul e with 1997 Synt ax
ASN. 1- Modul e

ERS {iso(1) identified-organization(3) dod(6)

i nternet (1) security(5) mechani sns(5)

[tans(11) id-nod(0) id-nod-ers(1l) id-nod-ers-vi(1l) }
DEFI NI TIONS | MPLICI T TAGS :: =
BEG N

-- EXPORTS ALL --
| MPORTS

-- Inports from PKCS-7
ContentlInfo
FROM PKCS7
{iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-7(7) nodul es(0)}

-- Imports from Aut henti cati onFr amewor k
Al gorithm dentifier
FROM Aut hent i cati onFr amewor k
{joint-iso-itu-t ds(5) nodul e(1)
aut henti cati onFramewor k(7) 4}

-- Inports from | nformationFranewor k
Attribute
FROM | nf or mat i onFr amewor k
{joint-iso-itu-t ds(5) nodul e(1)
i nfornmati onFramewor k(1) 4}

I tans OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechanisns(5) ltans(11l) }
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Evi denceRecord :: = SEQUENCE {
version I NTEGER { vi1(1) } ,
di gest Al gorithms SEQUENCE OF Al gorithm dentifier,
cryptol nf os [0] Cryptolnfos OPTI ONAL,
encryptionlnfo [1] Encryptionl nfo OPTI ONAL,
ar chi veTi neSt anpSequence Archi veTi neSt anpSequence
}

Cryptolnfos ::= SEQUENCE SIZE (1.. MAX) OF Attribute

(W TH COVPONENTS {

val uesWt hCont ext ~ ABSENT
1)

ArchiveTi meStanmp ::= SEQUENCE {
di gestAlgorithm[0] Algorithm dentifier OPTI ONAL,
attributes [1] Attributes OPTI ONAL,
reducedHashtree [2] SEQUENCE OF Parti al Hashtree OPTI ONAL,
ti meStanp Cont ent | nf o}

Parti al Hashtree ::= SEQUENCE OF OCTET STRI NG

Attributes ::= SET SIZE (1..MAX) OF Attribute
(W TH COVPONENTS {

vaI ’uesWt hCont ext ABSENT
})

Ar chi veTi meSt anpChai n

SEQUENCE OF Archi veTi meSt amp

SEQUENCE OF
Ar chi veTi neSt anpChai n

Ar chi veTi meSt anpSequence ::

Encryptionlnfo S SEQUENCE {
encryptionl nf oType ENCI NFO- TYPE. & d
({SupportedEncrypti onAl gorithns}),
encryptionl nfoVal ue ENCI NFO TYPE. &Type
({Support edEncrypti onAl gorithns}{@ncryptionlnfoType})

}

ENCI NFO TYPE :: = TYPE- | DENTI FI ER

SupportedEncrypti onAl gorithms ENCINFO-TYPE ::= {...}

id-aa-er-internal OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) sm nme(16) id-aa(2) 49 }

i d-aa-er-external OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
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us(840) rsadsi (113549) pkcs(1) pkcs9(9) smnme(16) id-aa(2) 50 }
END
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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