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Status of This Meno
This menmo provides information for the Internet community. It does
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meno is unlimted.
Abst r act
Thi s docunent specifies the conventions for using the United States
Nati onal Security Agency’'s Suite B algorithms in Secure/Miltipurpose
Internet Mail Extensions (S/MME) as specified in RFC 3851.
1. Introduction
Thi s docunment specifies the conventions for using the United States

Nati onal Security Agency’'s Suite B algorithns [SuiteB] in
Secure/ Mul ti purpose Internet Mail Extensions (S/IMM) [MSG. S/MME

makes use of the Cryptographic Message Syntax (CM5) [CMS]. In
particul ar, the signed-data and the envel oped-data content types are
used.

Since many of the Suite B algorithnms enjoy uses in other environnents
as well, the mgjority of the conventions needed for the Suite B
algorithms are already specified in other docunents. This docunent
references the source of these conventions, and the relevant details
are repeated to aid devel opers that choose to support Suite B. In a
few cases, additional algorithmidentifiers are needed, and they are
provided in this docunent.

1.1. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ STDWORDS] .

Housl ey & Sol i nas | nf or mati onal [ Page 1]



RFC 5008 Suite Bin SIMMe Sept ember 2007

1.2. ASN 1

CMS val ues are generated using ASN. 1 [ X 208-88], the Basic Encoding
Rul es (BER) [X. 209-88], and the D stingui shed Encodi ng Rul es (DER)
[ X. 509-88] .

1.3. Suite B Security Levels

Suite B offers two security levels: Level 1 and Level 2. Security
Level 2 offers greater cryptographic strength by using | onger keys.

For S/IM ME signed nessages, Suite B follows the direction set by RFC
3278 [ CVBECC], but sonme additional algorithmidentifiers are
assigned. Suite B uses these algorithns:

Security Level 1 Security Level 2
Message Di gest: SHA- 256 SHA- 384
Si gnat ur e: ECDSA with P-256 ECDSA with P-384

For S/'M ME-encrypted nessages, Suite B follows the direction set by
RFC 3278 [CMSECC] and foll ows the conventions set by RFC 3565

[ CMBAES]. Again, additional algorithmidentifiers are assigned.
Suite B uses these algorithmns:

Security Level 1 Security Level 2

Key Agreemnent: ECDH wi t h P-256 ECDH wi th P-384
Key Derivati on: SHA- 256 SHA- 384

Key W ap: AES-128 Key Wap AES- 256 Key W ap
Content Encryption: AES- 128 CBC AES- 256 CBC

2. SHA-256 and SHA- 256 Message Digest Al gorithns

This section specifies the conventions enpl oyed by inpl enentations
that support SHA-256 or SHA-384 [SHA2]. In Suite B, Security Level
1, the SHA-256 nessage digest algorithm MJST be used. 1In Suite B,
Security Level 2, SHA-384 MJST be used.

Wthin the CM5 signed-data content type, nmessage digest algorithm
identifiers are located in the SignedData digestAl gorithnms field and
the Signerinfo digestAlgorithmfield. Also, nessage digest val ues
are located in the Message Digest authenticated attribute. In

addi ti on, nmessage di gest values are input into signature algorithns.

The SHA- 256 and SHA- 384 nessage digest algorithns are defined in FIPS
Pub 180-2 [SHA2, EH]. The algorithmidentifier for SHA-256 is:
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i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashalgs(2) 1}

The algorithmidentifier for SHA-384 is:

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashal gs(2) 2}

There are two possible encodings for the Al gorithmdentifier
paranmeters field. The two alternatives arise fromthe fact that when
the 1988 syntax for Algorithmdentifier was translated into the 1997
syntax, the OPTIONAL associated with the Al gorithmdentifier
paranmeters got lost. Later, the OPTIONAL was recovered via a defect
report, but by then many peopl e thought that al gorithm paraneters
were mandatory. Because of this history some inplenmentations encode
paranmeters as a NULL el ement and others omit thementirely. The
correct encoding for the SHA-256 and SHA- 384 nessage di gest
algorithms is to omit the paraneters field; however, to ensure
conpatibility, inplenentations ought to also handle a SHA-256 and
SHA- 384 Al gorithm dentifier parameters field, which contains a NULL

For both SHA-256 and SHA-384, the Algorithm dentifier paraneters
field is OPTIONAL, and if present, the parameters field MJST contain
a NULL. |Inplenmentati ons MIST accept SHA-256 and SHA- 384

Algorithm dentifiers with absent paraneters. |nplenmentations MJST
accept SHA-256 and SHA-384 Algorithmdentifiers with NULL paraneters.
| mpl ement ati ons SHOULD gener ate SHA- 256 and SHA- 384

Al gorithmdentifiers with absent paraneters.

3. ECDSA Signature Al gorithm

Thi s section specifies the conventions enpl oyed by inpl enentations
that support Elliptic Curve Digital Signature Al gorithm (ECDSA). The
direction set by RFC 3278 [CVBECC] is followed, but additiona

nessage digest algorithns and additional elliptic curves are
enployed. |In Suite B, Security Level 1, ECDSA MJST be used with the
SHA- 256 nmessage di gest algorithmand the P-256 elliptic curve. In
Suite B, Security Level 2, ECDSA MJST be used with the SHA-384
nmessage digest algorithmand the P-384 elliptic curve. The P-256 and
P-384 elliptic curves are specified in [DSS].

Wthin the CM5 signed-data content type, signature algorithm
identifiers are located in the Signerlinfo signatureAl gorithmfield of
SignedbData. |In addition, signature algorithmidentifiers are |ocated
in the Signerinfo signatureAl gorithmfield of countersignature
attributes.
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Wthin the CM5 signed-data content type, signhature values are |ocated
in the Signerinfo signature field of SignedData. |In addition
signature values are located in the Signerinfo signature field of
countersignature attributes.

As specified in RFC 3279 [PKI X1IALG, ECDSA and Elliptic Curve
Diffie-Hell man (ECDH) use the same algorithmidentifier for subject
public keys in certificates, and it is repeated here:

i d-ecPublicKey OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) ansi-x9-62(10045) keyType(2) 1}

This object identifier is used in public key certificates for both
ECDSA si gnature keys and ECDH encrypti on keys. The intended
application for the key may be indicated in the key usage field (see
RFC 3280 [PKIX1]). The use of separate keys for signature and
encryption purposes is RECOWENDED, however, the use of a single key
for both signature and encryption purposes is not forbidden

As specified in RFC 3279 [ PKI X1IALG, ECDSA and ECDH use the sane
encodi ng for subject public keys in certificates, and it is repeated
her e:

ECPoint ::= OCTET STRI NG

The elliptic curve public key (an OCTET STRING is napped to a

subj ect public key (a BIT STRING as follows: the nost significant

bit of the OCTET STRI NG becones the nost significant bit of the BIT
STRING and the least significant bit of the OCTET STRI NG becones the
| east significant bit of the BIT STRING Note that this octet string
may represent an elliptic curve point in conpressed or unconpressed
form Inplenmentations that support elliptic curves according to this
speci ficati on MUST support the unconpressed form and MAY support the
conpressed form

ECDSA and ECDH require use of certain paranmeters with the public key.
The paranmeters nmay be inherited fromthe certificate issuer
inmplicitly included through reference to a named curve, or explicitly
included in the certificate. As specified in RFC 3279 [ PKI X1ALG,
the paraneter structure is:

EcpkParaneters ::= CHO CE {
ecParanmeters ECParaneters,
namedCur ve OBJECT | DENTI FI ER
implicitlyCA NULL }
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In Suite B, the nanmedCurve CHO CE MUST be used. The object
identifier for P-256 is:

ansi p256r1 OBJECT IDENTIFIER ::= { iso(1) memnber-body(2)
us(840) ansi-x9-62(10045) curves(3) prine(l) 7}

The object identifier for P-384 is:

secp384r1 OBJECT IDENTIFIER ::= { iso(1)
identified-organi zation(3) certicom(132) curve(0) 34 }

The algorithmidentifier used in CVM5 for ECDSA with SHA-256 signature
val ues is:

ecdsa-wi th-SHA256 OBJECT IDENTIFIER ::= { iso(1l) nemnber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-sha2(3) 2 }

The algorithmidentifier used in CVMs for ECDSA with SHA-384 signature
val ues is:

ecdsa-wi th-SHA384 OBJECT IDENTIFIER ::= { iso(1l) nemrber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-sha2(3) 3}

When either the ecdsa-w t h- SHA256 or the ecdsa-wi th-SHA384 al gorithm
identifier is used, the Algorithm dentifier paraneters field MJST be
absent .

When si gni ng, the ECDSA al gorithm generates two val ues, conmonly
called r and s. To transfer these two val ues as one signature, they
MUST be encoded using the Ecdsa-Si g-Val ue type specified in RFC 3279
[ PKI X1ALG :

Ecdsa- Si g-Value ::= SEQUENCE {
r | NTECGER,
s | NTEGER }

4. Key Managenent

CM5 accommodat es the foll owi ng general key managenent techni ques: key
agreement, key transport, previously distributed symretric key-
encryption keys, and passwords. In Suite B, epheneral -static key
agreenment MJST be used as described in Section 4. 1.

When a key agreenent algorithmis used, a key-encryption algorithmis
al so needed. In Suite B, the Advanced Encryption Standard (AES) Key
W ap, as specified in RFC 3394 [ AESWRAP, SH], MJST be used as the
key-encryption algorithm AES Key Wap is discussed further in
Section 4.2. The key-encryption key used with the AES Key Wap
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algorithmis obtained froma key derivation function (KDF). In Suite
B, there are two KDFs, one based on SHA-256 and one based on SHA- 384.
These KDFs are di scussed further in Section 4.3.

4.1. ECDH Key Agreenent Al gorithm

Thi s section specifies the conventions enployed by inmpl enentations
that support ECDH. The direction set by RFC 3278 [ CMSECC] is

foll owed, but additional key derivation functions and key w ap
algorithms are enployed. S/ MME is used in store-and-forward
conmuni cati ons, which neans that epheneral-static ECDH is al ways
enpl oyed. This neans that the message origi nator uses an epheneral
ECDH key and that the nessage recipient uses a static ECDH key, which
is obtained froman X 509 certificate. 1In Suite B, Security Level 1
epheneral -static ECDH MJST be used with the SHA-256 KDF, AES-128 Key
Wap, and the P-256 elliptic curve. 1In Suite B, Security Level 2,
epheneral -static ECDH MJUST be used with the SHA-384 KDF, AES-256 Key
Wap, and the P-384 elliptic curve.

Wthin the CM5 envel oped-data content type, key agreenent al gorithm
identifiers are located in the Envel opedData Reci pi ent | nfos
KeyAgr eeReci pi ent I nfo keyEncrypti onAl gorithmfield.

As specified in RFC 3279 [ PKI X1IALG, ECDSA and ECDH use the sane
conventions for carrying a subject public key in a certificate.
These conventions are di scussed in Section 3.

Ephereral -stati c ECDH key agreenent is defined in [ SEC1] and
[ EEE1363]. When using epheneral -static ECDH, the Envel opedDat a
Reci pi ent I nfos keyAgreeRecipientinfo field is used as foll ows:

versi on MJUST be 3.

originator MJST be the originatorKey alternative. The
originatorKey algorithmfield MJUST contain the id-ecPublicKey
object identifier (see Section 3) with NULL paraneters. The

ori gi nat orKey publicKey field MUST contain the nessage
originator’s epheneral public key, which is a DER-encoded ECPoi nt
(see Section 3). The ECPoint SHOULD be represented in
unconpressed form

ukm can be present or absent. However, nessage origi nators SHOULD
i nclude the ukm As specified in RFC 3852 [CMS], inplenentations
MUST support ukm nmessage recipient processing, so interoperability
is not a concern if the ukmis present or absent. When present,
the ukmis used to ensure that a different key-encryption key is
gener ated, even when the epheneral private key is inproperly used
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nore than once. See [RANDOM for guidance on generati on of random
val ues.

keyEncrypti onAl gorithm MUST be one of the two algorithm
identifiers listed below, and the algorithmidentifier paramneter
field MIUST be present and identify the key wap algorithm The
key wap al gorithmdenotes the symetric encryption al gorithm used
to encrypt the content-encryption key with the pairw se key-
encryption key generated using the epheneral -static ECDH key
agreement algorithm (see Section 4.3). |In Suite B, Security Leve
1, the keyEncryptionAl gorithm MJST be dhSi ngl ePass- st dDH
sha256kdf - schene, and t he keyEncrypti onAl gorithm paraneter MJST be
a KeyWapAl gorithm containing id-aesl28-wap (see Section 4.2).

In Suite B, Security Level 2, the keyEncryptionAl gorithm MJUST be
dhSi ngl ePass- st dDH sha384kdf - schenme, and the
keyEncrypti onAl gorithm paranmeter MJST be a KeyW apAl gorithm
cont ai ning id-aes256-wap (see Section 4.2). The algorithm
identifier for dhSingl ePass-stdDH sha256kdf-schene and

dhSi ngl ePass- st dDH sha384kdf - schene are:

dhSi ngl ePass- st dDH sha256kdf - schene OBJECT | DENTI FI ER
{ iso(1l) identified-organization(3) certicom 132)
schenmes(1) 11 1}

dhSi ngl ePass- st dDH sha384kdf - schene OBJECT | DENTI FI ER
{ iso(1l) identified-organization(3) certicom 132)
schenmes(1) 11 2 }

Both of these algorithmidentifiers use KeyWapAl gorithmas the
type for their paraneter:

KeyW apAl gorithm ::= Al gorithmdentifier

reci pi ent Encrypt edKeys contains an identifier and an encrypted key
for each recipient. The Recipi ent Encrypt edKey

KeyAgr eeReci pientldentifier MJST contain either the

i ssuer AndSeri al Number identifying the recipient’s certificate or
the Recipi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. |In both cases, the recipient’s
certificate contains the recipient’s static ECDH public key.

Reci pi ent Encr ypt edKey Encrypt edKey MJST contain the content-
encryption key encrypted with the epheneral -static, ECDH generated
pai rwi se key-encryption key using the algorithm specified by the
KeyW apAl gorithm (see Section 4.3).
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4.2. AES Key Wap

CMVB of fers support for symretric key-encryption key managenent;
however, it is not used in Suite B. Rather, the AES Key Wap key-
encryption algorithm as specified in RFC 3394 [ AESWRAP, SH], is used
to encrypt the content-encryption key with a pairw se key-encryption
key that is generated using epheneral-static ECDH. In Suite B,
Security Level 1, AES-128 Key Wap MJST be used as the key-encryption
algorithm In Suite B, Security Level 2, AES-256 Key Wap MJST be
used as the key-encryption algorithm

Wthin the CM5 envel oped-data content type, w apped content-
encryption keys are located in the Envel opedData Reci pi ent| nfos
KeyAgr eeReci pi ent | nfo Reci pi ent Encrypt edKeys encryptedKey field, and
key wap algorithmidentifiers are |located in the KeyWapAl gorithm
paranmeters wthin the Envel opedData Reci pi ent| nf os

KeyAgr eeReci pi ent I nfo keyEncrypti onAl gorithmfield.

The algorithmidentifiers for AES Key Wap are specified in RFC 3394
[SH, and the ones needed for Suite B are repeated here:

i d-aes128-wap OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stAl gorithnm(4) aes(1l) 5}

i d-aes256-wap OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1l) 45 }

4.3. Key Derivation Functions

CVB of fers support for deriving symmetric key-encryption keys from
passwor ds; however, password-based key managenment is not used in
Suite B. Rather, KDFs based on SHA-256 and SHA-384 are used to
derive a pairw se key-encryption key fromthe shared secret produced
by epheneral -static ECDH. |In Suite B, Security Level 1, the KDF
based on SHA-256 MJUST be used. |In Suite B, Security Level 2, KDF
based on SHA-384 MJST be used.

As specified in Section 8.2 of RFC 3278 [ CMSECC], using ECDH with the
CMB envel oped-data content type, the derivation of key-encryption
keys nakes use of the ECC-CMs-Sharedinfo type, which is repeated

her e:

ECC- CMs- Sharedl nfo  ::= SEQUENCE ({
keyl nfo Al gorithm dentifier,
entityUnfo [0] EXPLICIT OCTET STRI NG OPTI ONAL,
suppPublnfo [2] EXPLICI T OCTET STRI NG }
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In Suite B, the fields of ECC-CMs-Sharedlnfo are used as foll ows:

keyl nfo contains the object identifier of the key-encryption
algorithmthat will be used to wap the content-encryption key and
NULL paraneters. In Suite B, Security Level 1, AES-128 Key Wap
MUST be used, resulting in {id-aesl28-wap, NULL}. 1In Suite B
Security Level 2, AES-256 Key Wap MJIST be used, resulting in

{i d-aes256-wap, NULL}.

entityU nfo optionally contains a random val ue provi ded by the
message originator. |If the ukmis present, then the entityU nfo
MUST be present, and it MJST contain the ukmvalue. |If the ukmis
not present, then the entityU nfo MJUST be absent.

suppPubl nfo contains the I ength of the generated key-encryption
key, in bits, represented as a 32-bit unsigned nunber, as
described in RFC 2631 [CMSDH]. In Suite B, Security Level 1, a
128-bit AES key MJST be used, resulting in 0x00000080. 1In Suite
B, Security Level 2, a 256-bit AES key MJST be used, resulting in
0x00000100.

ECC- CM5- Shar edl nfo i s DER-encoded and used as input to the key
derivation function, as specified in Section 3.6.1 of [SEC1]. Note
that ECC- CVMB- Sharedinfo differs fromthe Qherlnfo specified in
[CVBDH]. Here, a counter value is not included in the keylnfo field
because the KDF specified in [ SECLl] ensures that sufficient keying
data i s provided.

The KDF specified in [ SECL] provides an al gorithmfor generating an
essentially arbitrary anount of keying material fromthe shared
secret produced by epheneral -static ECDH, which is called Z for the
remai nder of this discussion. The KDF can be sunmarized as:
KM = Hash ( Z || Counter || ECC CMs-Sharedlnfo )
To generate a key-encryption key, one or nore KM bl ocks are
generated, increnenting Counter appropriately, until enough materia
has been generated. The KM bl ocks are concatenated left to right:
KEK = KM ( counter=1) || KM ( counter=2 )
The el ements of the KDF are used as foll ows:
Hash is the one-way hash function, and it is either SHA-256 or

SHA-384 [SHA2]. In Suite B, Security Level 1, the SHA-256 MUST be
used. In Suite B, Security Level 2, SHA-384 MJST be used.
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Z is the shared secret val ue generated by epheneral -static ECDH
Leading zero bits MJST be preserved. |In Suite B, Security Leve
1, Z MUST be exactly 256 bits. 1In Suite B, Security Level 2, Z
MJST be exactly 384 bits.

Counter is a 32-bit unsigned nunber, represented in network byte
order. Its initial value MJST be 0x00000001 for any key
derivation operation. 1In Suite B, Security Level 1 and Security
Level 2, exactly one iteration is needed; the Counter is not

i ncr enent ed.

ECC- CVB- Sharedl nfo is conposed as descri bed above. 1t MJST be DER
encoded.

To generate a key-encryption key, one KM block is generated, with a
Count er val ue of 0x00000001:

KEK = KM ( 1) = Hash ( Z || Counter=1 || ECC- CM5- Sharedlnfo )

In Suite B, Security Level 1, the key-encryption key MJST be the nost
significant 128 bits of the SHA-256 output value. 1In Suite B
Security Level 2, the key-encryption key MJST be the nost significant
256 bits of the SHA-384 output val ue.

Note that the only source of secret entropy in this conputation is Z
The effective key space of the key-encryption key is limted by the
size of Z, in addition to any security |level considerations inposed
by the elliptic curve that is used. However, if entityUnfo is
different for each nmessage, a different key-encryption key will be
generated for each nessage.

5.  AES CBC Content Encryption

Thi s section specifies the conventions enpl oyed by inpl enentations
that support content encryption using AES [AES] in C pher Bl ock

Chai ning (CBC) nbde [ MODES]. The conventions in RFC 3565 [ CMSAES]
are followed. 1In Suite B, Security Level 1, the AES-128 in CBC nobde
MJST be used for content encryption. |In Suite B, Security Level 2,
AES- 256 in CBC node MJUST be used.

Wthin the CM5 envel oped-data content type, content encryption
algorithmidentifiers are | ocated in the Envel opedDat a

Encrypt edContent I nfo content Encrypti onAlgorithmfield. The content
encryption algorithmis used to encipher the content |ocated in the
Envel opedDat a Encrypt edContent| nfo encryptedContent field.

The AES CBC content-encryption algorithmis described in [AES] and
[MODES]. The algorithmidentifier for AES-128 in CBC node is:
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i d-aes128-CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(l) 2}

The algorithmidentifier for AES-256 in CBC node is:

i d-aes256-CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1l) 42}

The Algorithm dentifier parameters field MJST be present, and the
paranmeters field nmust contain AES-1V:

AES- 1V ::= OCTET STRING (S| ZE(16))

The 16-octet initialization vector is generated at random by the
originator. See [ RANDOM for guidance on generation of random
val ues.

6. Security Considerations

Thi s docunent specifies the conventions for using the NSA's Suite B
algorithms in SSMMe. Al of the algorithnms have been specified in
previ ous docunents, although a few new algorithmidentifiers have
been assi gned.

Two | evel s of security may be achi eved using this specification
Users must consider their risk environnent to determ ne which |eve
is appropriate for their own use.

For signed and encrypted nessages, Suite B provides a consistent
| evel of security for confidentiality and integrity of the nessage
content.

The security considerations in RFC 3852 [CM5] discuss the CMS as a
nmethod for digitally signing data and encrypting data.

The security considerations in RFC 3370 [ CMBALE di scuss
cryptographic algorithminplenmentati on concerns in the context of the
CMVB.

The security considerations in RFC 3278 [ CMSECC] di scuss the use of
elliptic curve cryptography (ECC) in the CMS.

The security considerations in RFC 3565 [ CMSAES] di scuss the use of
AES in the C\VS.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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