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Status of This Menp

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent provides an applicability statenent as well as a scope
definition for specifying Renote Authentication Dial-In User Service
(RADI US) extensions to support Mobile IPv4. The goal is to allow
specification of RADIUS attributes to assist the Mbile |Pv4
signal i ng procedures.
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| ntroducti on

To kick start the Mbile I Pv4 [ RFC3344] processing of its packets by
Mobile I P agents, a nobile node (MN) needs to be able to acquire a
pair of hone and care of addresses (HoA and CoA, respectively), find
awlling agent to act as a Hone Agent (HA) for the MN and performa
registration process with the HA. The registrati on process consists
of an exchange of a registration request and a registration reply
nessage between the MN and the HA. The specification in [ RFC3344]
allows an MN to start the registration process prior to having
acquired its hone address or the address of its HA. Acquiring those
paranmeters by the MNis typically part of a process referred to as
boot st r appi ng.

Successful processing of registration request and reply nessages,
anmong ot her things, depends on successful creation and verification
of a nunber of authentication extensions devel oped specifically to
protect the integrity and security of these nessages and the entities
processing them i.e., MN, HA and sone tines, Foreign Agents (FAs)

[ RFC3344]. Creation as well as verification of these extensions
requi res existence of trust relationships and shared keys between M
and each of the nobility agents. However, creation of these trust

rel ationships, typically referred to as mobility security

associ ations (MBAs), is considered outside the scope of the base
Mobil e | Pv4 specification defined in [RFC3344]. Avoiding the
scalability issues arising fromcreating static security associations
between an MN and all possible nobility agents is desired. Thus,
establ i shing the associ ations dynam cally, using the pre-existing

rel ati onship between the MN and the AAA server, is preferred.

To allow for utilization of an existing AAA infrastructure in the
boot st rappi ng of the Mobile |Pv4 paraneters and security

rel ati onshi ps, the Mbile | Pv4d working group has devel oped Mbile
| Pv4 extensions to allow the MN to authenticate to the home AAA
server [RFCA721]. The extensions also allow the MN to request
assi stance fromthe AAA server in creation of nobility security
associ ations [RFC3957] with the nmobility agents, using the pre-
established trust relationship between the MN and its honme AAA
server.

VWil e Mbile | Pv4 extensions are necessary for inplenenting a
utilization of the AAA infrastructure for Mbile | Pv4d purposes, they
are not sufficient. The interaction between the MN and the nmobility
agents (HA and FA) is based on Mobile IP signaling. However, the
signaling beyond the nmobility agents to the AAA server is typically
based on AAA protocols. Around the time, when the specification of
the aforementi oned Mobile | P extensions was bei ng devel oped, the AAA
conmunity was in the process of designing a successor to RADI US
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Thus, the Mobile I P group devel oped a set of guidelines and

requi rements fromthe Mbile | P standpoint [RFC2977] specifically for
such a successor (which turned out to be Dianeter). These
requirenents led to the devel opnent of a specification for using

Di ameter in Mbile | Pv4d bootstrappi ng [ RFC4004]. The requirenments
for Mobile I P Authentication, Authorization, and Accounting [ RFC2977]
were standardi zed after the standardi zati on of RADI US [ RFC2865] .

Thus, it is obvious that RADI US does not and cannot neet all the
requirenments listed in [ RFC2977] wi thout undergoi ng an extensive
desi gn change. Consequently, within I ETF no RADIUS attri butes have
been standardi zed for Mobile I P support thus far. However, in the
absence of | ETF standardi zed RADI US attributes, different wireless
SDCs have taken the path of devel opi ng Vendor Specific Attributes
(VSAs) for providing Mbile | Pv4 support. The use of different
vendor specific RADIUS attributes and procedures for the same purpose
of Mobile I Pv4 bootstrapping at different SDOs is deenmed to cause a
lack interoperability between these wirel ess standards, potentially
hi ndering nobility across these w rel ess networks.

To respond to the described issue, it is desired to standardize a set
of RADIUS attributes within IETF to allow a consi stent and

i nteroperable interaction with RADI US based AAA infrastructure during
the Mobile I Pv4 Registration procedure. The bootstrapping attributes
can include configuration paraneters as well as material used for
provi sioning security of Mbile |IPv4d nmessaging (authentication) as
defined by [ RFC4721] and [ RFC3957].

As it stands today, RADIUS cannot neet all the requirenments in

[ RFC2977]. The purpose of these requirenents is to define a set of
goal s and non-goals specifically for RADIUS when it cones to
assisting nobile nodes and nobility agents in bootstrappi ng Mbile
| Pv4 operation.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

3. Goal s and Non-Goal s
Since this docunent serves as a requirenment specification for RAD US
ext ensi ons that support Mobile IPv4 interaction with RADI US

infrastructure, the goals and non-goals refer to only those RADI US
extensions that are required to support Mobile |Pv4.
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2.

CGoal s

The scope of the work is to standardize RADIUS attributes and to
define the procedure by which the Mbile I Pv4 agents (e.g., Hone
agent (HA) and Foreign Agent (FA)) map the Mbile IP registration
nmessage fields into the proposed RADIUS attributes, and vice versa.

o RADIUS servers are REQU RED to be able to understand and process
the attributes to be defined for Mbile I Pv4d support and to
performverification of authentication extensions specified in
[ RFC4721]. RADIUS proxies are expected to be able to forward
nmessages including the Mobile IPv4 related attributes as they
woul d with any ot her RADI US nessages and attri butes.

o Al RAD US work MJUST be backward conpatible with existing RADI US
RFCs, including RFCs the follow ng: [ RFC2865], [ RFC2866],
[ RFC2867], [RFC2868], [RFC2869], [RFC3576], [RFC3579], and
[ RFC3580] .

o Mbile IP agents (FA and HA) are REQUIRED to operate as RADI US
clients (NASes in context of [RFC2865]) when translating RAD US
signaling into Mobile IP signaling, and vice versa. Details on
the behavior of Mbile IP agents as RADIUS clients are to be
provi ded by the solution docunment describing the RADI US extensi ons
for Mobile | P support.

Non- Goal s

The scope of this work is to only standardi ze RADIUS attributes and
to define the procedure by which the Mbile |IPv4 agents (e.g., Hone
agent (HA) and Foreign Agent (FA)) map the Mbile IP registration
nessage fields into the proposed RADIUS attributes, and vice versa.
Extensi on of the functionality of the existing protocol or RADIUS
servers is not intended. More specifically, the follow ng are NON
GOALS:

o Enhancing RADI US Security: Creating new security properties for
RADI US, such as creating key transport capabilities is not the
goal. No new security nechanisns are to be defined for the
transport of RADI US Access Requests in relation to the support of
Mobi l e | Pv4 bootstrapping. Existing RADI US authentication
procedures, e.g., Message-Authenticator (80) described in
[ RFC2869], are used. The security considerations for using RADI US
i n bootstrapping Mbile IPv4 are described in a later section of
thi s docunent.
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o Enhancing RADI US transport reliability: The transport properties
of RADIUS remain intact. No newreliability mechani snms are
defined in the transport of such Access Requests.

o Extendi ng RADI US nessage set: RADI US extensions for bootstrapping
Mobile IPv4 are not to define new RADI US nessages. The Dianeter
Mobile | P application [ RFC4004] has defined new conmmand codes to
support Mobile I P signaling, depending on whether Di aneter server
is dealing with a Mbile IP HA or an FA. RADI US currently does
not have any nessages that correspond to these D aneter conmands.
I nst ead, RADI US extensions for Mbile |IPv4 bootstrapping need to
provi de proposals for new RADIUS attributes that facilitate
Di amet er - RADI US nessagi ng transl ati on without defining any new
RADI US nessaging. At the sane tine, the RADI US extensions for
Mobile I Pv4 need to re-use Dianeter AVPs to the fullest extent
possi bl e.

o0 RFC 2977 conpatibility: Extending RADIUS in a way that fulfills
the full list of requirenents in [RFC2977] will not be attenpted.

Attributes

A specification of the RADI US extensions for Mbile | Pv4d needs to
describe the full set of attributes required for RAD US-Mbile IP
interaction. Wile sone of the attributes may already be
standardi zed, others will require standardi zati on and | ANA type
assi gnment s.

| ANA Consi der ati ons

Thi s requi rement docunment does not allocate any nunbers, so there are
no | ANA considerations. On the other hand, future sol ution docunents
for RADI US support of Mbile IPv4 will likely introduce new RAD US
attributes. Thus, those docunments will need new attribute type
nunbers assi gned by | ANA

Security Considerations

Enhanci ng security properties of RADI US are a specific non-goal for
the RADI US extensions providing support for Mbile IP. Also, as this
is a requirenments docunent and not a solution specification docunent,
no new security considerations are noted, aside fromthose that

al ready exist for RADIUS. As such, the existing RADI US security
consi derati ons described previously apply, and no additional security
consi derations are added here. For instance, the assunption in
RADIUS is that internmediary nodes are trusted, while at the sane tine
there is a concern on using AAA protocols that use hop-by-hop
security to distribute keys. Use of hop-by-hop security for key
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di stribution can be in conflict with some of the requirenents stated
in [ RFC4962], such as the requirenment on binding a key to its context
and the requirenent on linitation of the key scope. The former for

i nstance states that a key MJST be bound to the parties that are
expected to have access to the keying material, while the latter
inplies that parties that do not require access to a key to perform
their role MIUST not have access to the key. Both of these

requi renents rul e against trusting internmedi ary nodes and proxies
with distribution of keys. Due to |ack of end-to-end security
mechani sns for RADI US, inposing a MIUST requirenment for not trusting
proxies is not possible. The RADIUS Extension working group is in
the process of specifying procedures for wapping key materials
within RADIUS attributes. For the tine being, support of Mbile IP
within RADIUS may need to be based on trust of internediaries,
despite the security considerations described.

VWhen it comes to protecting attributes in the Access Request,

[ RFC2868], Section 3.5 provides a nechani smfor encrypting RADI US
attributes, such as passwords. There is also work under progress for
speci fying wappi ng of sensitive attributes, such as key materia

wi thin RADIUS Access Accept nmessages. This work is currently

consi dered part of RADIUS crypto-agility extensions and when

conpl eted can be used in the process of distributing sensitive
attributes, such as keying material from RADI US servers.

It is also possible to protect RADI US transactions using | Psec (e.g.
as in RFC3579).
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