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Abst ract

The Server-Based Certificate Validation Protocol (SCVP) allows a
client to delegate certification path construction and certification
path validation to a server. The path construction or validation
(e.g., naking sure that none of the certificates in the path are
revoked) is perforned according to a validation policy, which

contains one or nmore trust anchors. It allows sinplification of
client inplementations and use of a set of predefined validation
pol i ci es.
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1. Introduction
Certificate validation is conplex. |If certificate handling is to be

wi dely deployed in a variety of applications and environments, the
amount of processing an application needs to performbefore it can
accept a certificate needs to be reduced. There are a variety of
applications that can nake use of public key certificates, but these
applications are burdened with the overhead of constructing and
validating the certification paths. SCVP reduces this overhead for
two cl asses of certificate-using applications.

The first class of applications wants just two things: confirmation
that the public key belongs to the identity nanmed in the certificate
and confirmation that the public key can be used for the intended
purpose. Such clients can conpletely delegate certification path
construction and validation to the SCVP server. This is often
referred to as del egated path validation (DPV).

The second class of applications can performcertification path
val idation, but they lack a reliable or efficient method of
constructing a valid certification path. Such clients del egate
certification path construction to the SCVP server, but not
validation of the returned certification path. This is often
referred to as del egated path discovery (DPD)

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ STDWORDS] .
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2.

3.

SCVP Overvi ew

The primary goals of SCVP are to nake it easier to deploy Public Key
Infrastructure (PKI)-enabl ed applications by del egating path

di scovery and/or validation processing to a server, and to all ow
central admnistration of validation policies within an organi zation
SCVP can be used by clients that do nuch of the certificate
processi ng thensel ves but sinply want an untrusted server to collect
information for them However, when the client has conplete trust in
the SCVP server, SCVP can be used to del egate the work of
certification path construction and validation, and SCVP can be used
to ensure that policies are consistently enforced throughout an

or gani zati on.

Untrusted SCVP servers can provide clients the certification paths.
They can al so provide clients the revocation information, such as
Certificate Revocation Lists (CRLs) and Online Certificate Status
Protocol (OCSP) responses, that the clients need to validate the
certification paths constructed by the SCVP server. These services
can be valuable to clients that do not inplenent the protocols needed
to find and downl oad intermediate certificates, CRLs, and OCSP
responses.

Trusted SCVP servers can performcertification path construction and
validation for the client. For a client that uses these services,
the client inherently trusts the SCVP server as nmuch as it would its
own certification path validation software (if it contained such
software). There are two main reasons that a client nmay want to
trust such an SCVP server:

1. The client does not want to incur the overhead of including
certification path validation software and running it for each
certificate it receives.

2. The client is in an organization or conmunity that wants to
centralize managenent of validation policies. These policies
m ght dictate that particular trust anchors are to be used and the
types of policy checking that are to be performed during
certification path validation

SCVP Requi renent s

SCVP neets the nandatory requirenments docunented in [ RQMIS] for DPV
and DPD.
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Note that RFC 3379 states the follow ng requirenent:

The DPD response MJST indicate one of the follow ng status
alternatives:

1) one or nore certification paths was found according to the path
di scovery policy, with all of the requested revocation
i nformati on present.

2) one or nore certification paths was found according to the path
di scovery policy, with a subset of the requested revocation
i nfornmati on present.

3) one or nore certification paths was found according to the path
di scovery policy, with none of the requested revocation
i nformati on present.

4) no certification path was found according to the path di scovery
pol i cy.

5) path construction could not be performed due to an error

DPD responses constructed by SCVP servers do not differentiate
bet ween states 2) and 3). This property was di scussed on the PKI X
wor ki ng group list and determined to be conformant with the intent of

[ RQMTS] .
1.4. Validation Policies

A validation policy (as defined in RFC 3379 [ROMTS]) specifies the
rul es and paraneters to be used by the SCVP server when validating a
certificate. In SCVP, the validation policy to be used by the server
either can be fully referenced in the request by the client (and thus
no additional paraneters are necessary) or can be referenced in the
request by the client with additional paraneters.

Policy definitions can be quite | ong and conpl ex, and sone policies
may allow for the setting of a few paraneters. The request can
therefore be very sinple if an object identifier (OD) is used to
specify both the algorithmto be used and all the associated
paranmeters of the validation policy. The request can be nore conpl ex
if the validation policy fixes nmany of the paraneters but allows the
client to specify sone of them \Wen the validation policy defines
every paraneter necessary, an SCVP request needs only to contain the
certificate to be validated, the referenced validation policy, and
any run-time paraneters for the request.
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A server publishes the references of the validation policies it
supports. \Wien these policies have paraneters that may be
overridden, the server communi cates the default values for these
paranmeters as well. The client can sinmplify the request by omtting
a paraneter froma request if the default val ue published by the
server for a given validation policy reference is acceptable.

However, if there is a desire to denpbnstrate to sonmeone else that a
specific validation policy with all its paranmeters has been used, the
client will need to ask the server for the inclusion of the ful
validation policy with all the parameters in the response.

The inputs to the basic certification path processing al gorithmused
by SCVP are defined by [PKIX-1] in Section 6.1.1 and conpri se:

Certificate to be validated (by value or by reference);

Val i dation tine;

The initial policy set;

Initial inhibit policy mapping setting;

Initial inhibit anyPolicy setting; and

Initial require explicit policy setting.
The basic certification path processing al gorithmal so supports
specification of one or nore trust anchors (by value or reference) as
an input. Where the client denmands a certification path originating
with a specific Certification Authority (CA), a single trust anchor
is specified. Where the client is willing to accept paths begi nning

with any of several CAs, a set of trust anchors is specified.

The basic certification path processing al gorithm al so supports the
foll owi ng paraneters, which are defined in [PKIX-1], Section 4:

The usage of the key contained in the certificate (e.g., key
enci phernment, key agreenent, signature); and

O her application-specific purposes for which the certified public
key may be used.

Val i dation Al gorithm

The validation algorithmis determ ned by agreenment between the
client and the server and is represented as an O D. The algorithm
defines the checking that will be performed by the server to
determ ne whether the certificate is valid. A validation algorithm
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is one of the paraneters to a validation policy. SCVP defines a
basi c validation algorithmthat inplenments the basic path validation
algorithmas defined in [PKIX-1], and it permits the client to
request additional information about the certificate to be validated.
New val i dati on al gorithns can be specified that define additiona
checks if needed. These new validation algorithnms may specify
addi ti onal paraneters. The values for these paraneters nmay be
defined by any validation policy that uses the algorithmor may be
included by the client in the request.

Application-specific validation algorithms, in addition to those
defined in this docunent, can be defined to neet specific

requi renments not covered by the basic validation algorithm The

val idation al gorithnms documented here should serve as a guide for the
devel opnent of further application-specific validation algorithns.

For exanple, a new application-specific validation algorithm m ght
require the presence of a particular nane formin the subject
alternative nane extension of the certificate.

1.6. Validation Requirenments
For a certification path to be considered valid under a particul ar
validation policy, it MJST be a valid certification path as defined
in [PKIX-1], and all validation policy constraints that apply to the
certification path MJST be verified.
Revocati on checking is one aspect of certification path validation
defined in [PKIX-1]. However, revocation checking is an optiona
feature in [PKIX-1], and revocation information is distributed in
nmultiple formats. Cients specify in requests whether revocation
checki ng shoul d be perforned and whet her revocation information
shoul d be returned in the response.

Servers MJST be capabl e of indicating the sources of revocation
i nformati on that they are capabl e of processing:

1. full CRLs (or full Authority Revocation Lists);
2. OCSP responses, using [OCSP];
3. delta CRLs; and

4. indirect CRLs.
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2.

Pr ot ocol Overvi ew

SCVP uses a sinple request-response nodel. That is, the SCVP client
creates a request and sends it to the SCVP server, and then the SCVP
server creates a single response and sends it to the client. The
typical use of SCVP is expected to be over HITP [HTTP], but it can
al so be used with email or any other protocol that can transport
digitally signed objects. Appendices A and B provide the details
necessary to use SCVP with HTTP.

SCVP includes two request-response pairs. The primary request-
response pair handles certificate validation. The secondary request-
response pair is used to determine the |ist of validation policies
and default paranmeters supported by a specific SCVP server.

Section 3 defines the certificate validation request.

Section 4 defines the corresponding certificate validation response.
Section 5 defines the validation policies request.

Section 6 defines the corresponding validation policies response.

Appendi x A registers MM types for SCVP requests and responses, and
Appendi x B describes the use of these M ME types with HTTP.

Val i dati on Request

An SCVP client request to the server MJUST be a single CVRequest item
When a CVRequest is encapsulated in a M ME body part,
application/scvp-cv-request MJUST be used. There are two forns of
SCVP request: unprotected and protected. A protected request is used
to authenticate the client to the server or to provi de anonynous
client integrity over the request-response pair. The protection is
provided by a digital signature or nmessage authentication code (MAC).
In the later case, the MAC key is derived using a key agreenent
algorithm such as Diffie-Hellman. If the client’s public key is
contained in a certificate, then it may be used to authenticate the
client. Mre commonly, the client’s key agreenent public key will be
epheneral , supporting anonymous client integrity.

A server MAY require all requests to be protected, and a server NAY
di scard all unprotected requests. Alternatively, a server MAY choose
to process unprotected requests.

The unprotected request consists of a CVRequest encapsulated in a
Crypt ographi c Message Syntax (CM5) Contentlnfo [CM5]. An overview of
this structure is provided below and is only intended as
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illustrative. The definitive ASN.1 is found in [CVMS5]. Many details
are not shown, but the way that SCVP nmakes use of CM5 is clearly
illustrated.

Contentinfo {
cont ent Type i d-ct-scvp-cert Val Request,
-- (1.2.840.113549.1.9.16.1.10)
cont ent CVRequest }

The protected request consists of a CVRequest encapsulated in either
a SignedData or AuthenticatedData, which is in turn encapsulated in a
Contentinfo. That is, the Encapsul atedContentinfo field of either

Si gnedDat a or Aut henticatedData consists of an eContent Type field
with a value of id-ct-scvp-certVal Request and an eContent field that
contai ns a Distingui shed Encodi ng Rul es (DER)-encoded CVRequest.
SignedbData is used when the request is digitally signed.

Aut henticatedData is used with a nessage authenticati on code (MAC).

Al SCVP clients and servers MJST support SignedData for signed
requests and responses. SCVP clients and servers SHOULD support
Aut henti cat edData for MAC-protected requests and responses.

If the client uses SignedData, it MJST have a public key that has
been bound to a subject identity by a certificate that conforms to
the PKI X profile [PKIX-1], and that certificate MJST be suitable for
signing the SCVP request. That is:

1. If the key usage extension is present, either the digita
signature or the non-repudiation bit MJST be asserted.

2. |If the extended key usage extension is present, it MJST contain
either the SCVP client O D (see Section 3.11), the
anyExt endedKeyUsage O D, or another O D acceptable to the SCVP
server.

The client MJUST put an unanbi guous reference to its certificate in
the SignedData that encapsul ates the request. The client SHOULD
include its certificate in the request, but MAY onmt the certificate
to reduce the size of the request. The client MAY include other
certificates in the request to aid the validation of its certificates
by the SCVP server. The signerinfos field of SignedData MUST incl ude
exactly one Signerlinfo. The SignedbData MJUST NOT incl ude the

unsi gnedAttrs field.
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The client MUST put its key agreenment public key, or an unanbi guous
reference to a certificate that contains its key agreenment public
key, in the AuthenticatedData that encapsul ates the request. |[If an
epheneral key agreenment key pair is used, then the ephemeral key
agreement public key is carried in the originatorKey field of
KeyAgr eeReci pi entInfo, which requires the client to obtain the
server’'s key agreenent public key before conputing the nessage

aut hentication code (MAC). An SCVP server’s key agreenent key is
included in its validation policy response nmessage (see Section 6).
The recipientinfos field of AuthenticatedData MJST include exactly
one Reci pi entlnfo, which contains information for the SCVP server.
The Aut henti catedData MUST NOT include the unauthAttrs field.

The syntax and semantics for SignedData, AuthenticatedData, and
Contentinfo are defined in [CM5]. The syntax and semantics for
CVRequest are defined below. The CVRequest item contains the client
request. The CVRequest contains the cvRequestVersion and query
itens; the CVRequest MAY al so contain the requestorRef, requestNonce,
request or Nanme, responder Nane, request Extensions, signatureAl g, and
hashAl g itens.

The CVRequest MUST have the foll owi ng syntax:

CVRequest ::= SEQUENCE ({
cvRequest Ver si on | NTEGER DEFAULT 1
query Query,
request or Ref [ 0] GCeneral Nanes OPTI ONAL
request Nonce [1] OCTET STRI NG OPTI ONAL
request or Name [ 2] Ceneral Nane OPTI ONAL
r esponder Nane [ 3] General Nane OPTI ONAL
request Ext ensi ons [4] Extensions OPTI ONAL
si gnatureAl g [5] Algorithmdentifier OPTI ONAL
hashAl g [6] OBJECT | DENTI FI ER OPTI ONAL
request or Text [7] UTF8String (SIZE (1..256)) OPTIONAL }

Conforming clients MUST be able to construct requests with

cvRequest Versi on and query. Conformng clients MJUST DER encode the
CVRequest in both protected and unprotected nessages to facilitate
unanbi guous hash-based referencing in the correspondi ng response
message. SCVP clients that insist on creation of a fresh response
(e.g., to protect against a replay attack or ensure information is up
to date) MJST support requestNonce. Support for the remaining itens
is optional in client inplenentations.

Conform ng servers MJST be able to parse CVRequests that contain any
or all of the optional itemns.
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Each of the itens within the CVRequest is described in the follow ng
sections.

3.1. cvRequest Version

The cvRequestVersion item defines the version of the SCVP CVRequest
used in a request. The subsequent response MJST use the same version
nunber. The value of the cvRequestVersion item MJST be one (1) for a
client inmplementing this specification. Future updates to this

speci fication nust specify other values if there are any changes to
syntax or semantics. However, new extensions may be defined w thout
changi ng the version nunber.

SCVP clients MJST support asserting this value and SCVP servers MJST
be capabl e of processing this val ue.

3.2. query

The query item specifies one or nore certificates that are the

subj ect of the request; the certificates can be either public key
certificates [PKIX-1] or attribute certificates [PKIX-AC]. A query
MUST contain a queriedCerts itemas well as one checks item and one
validationPolicy item a query MAY al so contai n want Back
responseFl ags, serverContextlnfo, validationTinme, internediateCerts,
revl nfos, producedAt, and queryExtensions itens.

A Query MJST have the follow ng syntax:

Query ::= SEQUENCE {
qgueriedCerts Cert Ref er ences,
checks Cert Checks,

-- Note: tag [0O] not used --

want Back [1] Want Back OPTI ONAL,
val i dati onPol i cy Val i dati onPol i cy,
responseFl ags ResponseFl ags OPTI ONAL
server Contextlnfo [2] OCTET STRI NG OPTI ONAL
val i dati onTi ne [3] CeneralizedTi me OPTI ONAL
i nternedi ateCerts [4] CertBundl e OPTI ONAL
revl nf os [5] Revocationl nfos OPTI ONAL
pr oducedAt [6] CeneralizedTi me OPTI ONAL,
guer yExt ensi ons [ 7] Extensions OPTI ONAL }

The list of certificate references in the queriedCerts itemtells the
server the certificate(s) for which the client wants information

The checks item specifies the checking that the client wants
performed. The wantBack item specifies the objects that the client
wants the server to return in the response. The validationPolicy
itemspecifies the validation policy that the client wants the server
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to enploy. The responseFlags itemallows the client to request
optional features for the response. The serverContextinfo itemtells
the server that additional information froma previous request-
response is desired. The validationTime itemtells the date and tine
relative to which the client wants the server to performthe checks.
The internedi ateCerts and revinfos itens provide context for the
client request. The queryExtensions item provides for future
expansi on of the query syntax. The syntax and semantics of each of
these itens are discussed in the follow ng sections.

Conforming clients MIST be able to construct a Query with a
qgueriedCerts itemthat specifies at |east one certificate, checks,
and validationPolicy. Conformng SCVP clients MAY support
specification of multiple certificates and MAY support the optiona
items in the Query structure

SCVP clients that support del egated path di scovery (DPD) as defined
in [RQMIS] MJST support wantBack and responseFl ags. SCVP clients
that insist on creation of a fresh response (e.g., to protect against
a replay attack or ensure information is up to date) MJST support
responseFl ags.

Conform ng servers MJST be able to process a Query that contains any
of the optional itenms, and MJUST be able to process a Query that
specifies nmultiple certificates.

3.2.1. queriedCerts

The queriedCerts itemis a SEQUENCE of one or nmore certificates, each
of which is a subject of the request. The specified certificates are
either public key certificates or attribute certificates; if nore
than one certificate is specified, all nust be of the sanme type.

Each certificate is either directly included, or it is referenced.
When referenced, a hash value of the referenced itemis included to
ensure that the SCVP client and the SCVP server both obtain the sane
certificate when the referenced certificate is fetched. Certificate
ref erences use the SCVPCert| D type, which is described below. A
singl e request MAY contain both directly included and referenced
certificates.

Cert Ref erences has the foll owi ng syntax:

Cert References ::= CHO CE {
pkcRef s [0] SEQUENCE Sl ZE (1..MAX) OF PKCReference
acRef s [1] SEQUENCE Sl ZE (1..MAX) OF ACReference }
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PKCRef erence ::= CHO CE {
cert [0] Certificate,
pkcRef [1] SCvPCertID }
ACRef erence ::= CHO CE {
attrCert [2] AttributeCertificate,
acRef [3] SCVPCertID }
SCVPCert I D :: = SEQUENCE ({
cert Hash COCTET STRI NG,
i ssuer Seri al SCVPI ssuer Ser i al

hashAl gorithm Algorithm dentifier DEFAULT { algorithmsha-1 } }

The ASN. 1 definition of Certificate is inported from[PKIX-1] and the
definition of AttributeCertificate is inported from[PKI X-AC .

VWhen creating a SCVPCertl D, the certHash is conmputed over the entire
DER- encoded certificate including the signature. The hash algorithm
used to conpute certHash is specified in hashAl gorithm The hash

al gorithmused to conmpute certHash SHOULD be one of the hash
algorithms specified in the hashAl gorithnms item of the server’s
val i dation policy response nessage.

When encodi ng SCVPI ssuer Seri al, serial Nunber is the serial nunber
that uniquely identifies the certificate. For public key
certificates, the issuer MJUST contain only the issuer nane fromthe
certificate encoded in the directoryNane choi ce of General Names. For
attribute certificates, the issuer MJST contain the issuer nanme field
fromthe attribute certificate

Conforming clients MUST be able to reference a certificate by direct
inclusion. dients SHOULD be able to specify a certificate using the
SCVPCert I D. Conforming clients MAY be able to reference nultiple
certificates and MAY be able to reference both public key and
attribute certificates.

Conform ng SCVP Server inplenentati ons MJST be able to process

Cert References with multiple certificates. Conform ng SCVP server

i mpl enent ati ons MJUST be able to parse CertReferences that contain
either public key or attribute certificates. Conform ng SCVP server
i mpl enent ati ons MJUST be able to parse both the cert and pkcRef

choi ces in PKCReference. Conform ng SCVP server inplenentations that
process attribute certificates MUST be able to parse both the
attrCert and acRef choices in ACReference.
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3.2.2. checks

The checks item descri bes the checking that the SCVP client wants the
SCVP server to performon the certificate(s) in the queriedCerts
item The checks item contains a sequence of object identifiers
(AODs). Each ODtells the SCVP server what checking the client
expects the server to perform For each check specified in the
request, the SCVP server MJST performthe requested check, or return
an error. A server may choose to perform additional checks (e.g., a
server that is only asked to build a validated certification path nmay
choose to al so performrevocation status checks), although the server
cannot indicate in the response that the additional checks have been
perfornmed, except in the case of an error response.

The checks item uses the Cert Checks type, which has the follow ng
synt ax:

Cert Checks ::= SEQUENCE SI ZE (1..MAX) OF OBJECT | DENTI FI ER

For public key certificates, the followi ng checks are defined in this
document :

- id-stc-build-pkc-path: Build a prospective certification path to a
trust anchor (as defined in Section 6.1 of [PKIX-1]);

- id-stc-build-valid-pkc-path: Build a validated certification path
to a trust anchor (revocation checking not required);

- id-stc-buil d-status-checked-pkc-path: Build a validated
certification path to a trust anchor and performrevocation status
checks on the certification path.

Conform ng SCVP server inplenentations that support del egated path
di scovery (DPD) as defined in [ ROMIS] MJUST support the id-stc-build-
pkc-path check. Conform ng SCVP server inplementations that support
del egated path validation (DPV) as defined in [ ROMIS] MJST support
the id-stc-build-valid-pkc-path and id-stc-buil d-status-checked-pkc-
pat h checks.

For attribute certificates, the follow ng checks are defined in this
docunent :

- id-stc-build-aa-path: Build a prospective certification path to a
trust anchor for the Attribute Certificate (AC) issuer

- id-stc-build-valid-aa-path: Build a validated certification path
to a trust anchor for the AC issuer;
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- id-stc-buil d-status-checked-aa-path: Build a validated
certification path to a trust anchor for the AC issuer and perform
revocati on status checks on the certification path for the AC
i ssuer;

- id-stc-status-check-ac-and-buil d-status-checked-aa-path: Build a
validated certification path to a trust anchor for the AC issuer
and performrevocation status checks on the AC as well as the
certification path for the AC issuer.

Conform ng SCVP server inplenentations MAY support the attribute
certificates checks.

For these purposes, the following O Ds are defined:

id-stc OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) 17 }

i d-stc-buil d-pkc-path OBJECT IDENTIFIER ::={ id-stc 1}
i d-stc-build-valid-pkc-path OBJECT IDENTIFIER ::= { id-stc 2}
i d-stc-buil d-status-checked- pkc-path

OBJECT IDENTIFIER ::={ id-stc 3}
i d-stc-buil d-aa-path OBJECT IDENTIFIER ::={ id-stc 4}
i d-stc-buil d-valid-aa-path OBJECT IDENTIFIER ::={ id-stc 5}
i d-stc-buil d-status-checked-aa-path

OBJECT I DENTIFIER :: = id-stc 6 }
i d-stc-status-check-ac-and-buil d- st at us-checked- aa-path

OBJECT IDENTIFIER ::={ id-stc 7 }

O her specifications may define additional checks.

Conforming client inplenentations MJST support assertion of at |east
one of the standard checks. Conforming clients MAY support assertion
of multiple checks. Conforming clients need not support all of the
checks defined in this section

3.2.3. wantBack

The optional wantBack item describes any information the SCVP client
wants fromthe SCVP server for the certificate(s) in the queriedCerts
itemin addition to the results of the checks specified in the checks
item |If present, the wantBack item MJST contain a sequence of
object identifiers (ODs). Each ODtells the SCV/P server what the
client wants to know about the queriedCerts item For each type of
information specified in the request, the server MJST return
information regarding its finding (in a successful response).
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For exanple, a request mght include a checks itemthat only
specifies certification path building and include a wantBack item
that requests the return of the certification path built by the
server. In this case, the response would not include a status for
the validation of the certification path, but it would include a
prospective certification path. A client that wants to performits
own certification path validation mght use a request of this form

Alternatively, a request mght include a checks itemthat requests
the server to build a certification path and validate it, including
revocati on checking, and not include a wantBack item 1In this case,
the response would include only a status for the validation of the
certification path. A client that conpletely del egates certification
path validation mght use a request of this form

The want Back item uses the Want Back type, which has the follow ng
synt ax:

Want Back ::= SEQUENCE S| ZE (1..MAX) OF OBJECT | DENTI FI ER

For public key certificates, the followi ng want Backs are defined in
this docunent:

- id-swh-pkc-cert: The certificate that was the subject of the
request;

- id-swb-pkc-best-cert-path: The certification path built for the
certificate including the certificate that was validated;

- id-swh-pkc-revocation-info: Proof of revocation status for each
certificate in the certification path;

- id-swb-pkc-public-key-info: The public key fromthe certificate
that was the subject of the request;

- id-swh-pkc-all-cert-paths: A set of certification paths for the
certificate that was the subject of the request;

- id-swb-pkc-ee-revocation-info: Proof of revocation status for the
end entity certificate in the certification path; and

- id-swh-pkc-CAs-revocation-info: Proof of revocation status for
each CA certificate in the certification path.
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Al'l conform ng SCVP server inplenentations MJST support the id-swb-
pkc-cert and i d-swb-pkc-public-key-info wantBacks. Conformni ng SCVP
server inplenentations that support del egated path di scovery (DPD) as
defined in [RQMTS] MJST support the id-swb-pkc-best-cert-path and id-
swb- pkc-revocati on-i nfo want Backs.

SCVP provides two nmethods for a client to obtain nultiple
certification paths for a certificate. The client could use
serverContextlnfo to request one path at a tinme (see Section 3.2.6).
After obtaining each path, the client could submt the
serverContextlnfo fromthe previous request to obtain another path
until either the client found a suitable path or the server indicated
(by not returning a serverContextlnfo) that no nore paths were

avail able. Alternatively, the client could send a single request
with an id-swb-pkc-all-cert-paths wantBack, in which case the server
woul d return all of the available paths in a single response.

The server may, at its discretion, limt the nunmber of paths that it
returns in response to the id-swb-pkc-all-cert-paths. Wen the
request includes an id-swb-pkc-all-cert-paths want Back, the response
SHOULD NOT i nclude a server Cont ext | nfo.

For attribute certificates, the foll ow ng want Backs are defined in
this docunent:

- id-swb-ac-cert: The attribute certificate that was the subject of
the request;

- id-swb-aa-cert-path: The certification path built for the AC
i ssuer certificate;

- id-swb-ac-revocation-info: Proof of revocation status for each
certificate in the AC issuer certification path; and

- id-swb-aa-revocation-info: Proof of revocation status for the
attribute certificate.

Conform ng SCVP server inplenentati ons MAY support the attribute
certificate wantBacks.

The foll owi ng want Back can be used for either public key or attribute
certificates:

- id-swb-rel ayed-responses: Any SCVP responses received by the
server that were used to generate the response to this query.

Conform ng SCVP servers NMAY support the id-swb-rel ayed-responses
want Back.
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For these purposes, the following ODs are defined:

i d-swb OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani snms(5) pkix(7) 18 }
i d- swb- pkc-best-cert-path OBJECT IDENTIFIER ::={ id-swb 1}
i d- swb- pkc-revocation-info OBJECT IDENTIFIER ::={ id-swb 2 }
i d- swb- pkc- public-key-info OBJECT IDENTIFIER ::= { id-swbh 4 }
i d- swb-aa-cert-path OBJECT IDENTIFIER ::={ id-swb 5}
i d- swb-aa-revocation-info OBJECT IDENTIFIER ::={ id-swb 6 }
i d- swb-ac-revocation-info OBJECT IDENTIFIER ::={ id-swb 7 }
i d- swb-rel ayed-responses OBJECT IDENTIFIER ::={ id-swb 9 }
i d- swb- pkc-cert OBJECT IDENTIFIER ::={ id-swb 10}
i d- swb-ac-cert OBJECT IDENTIFIER ::= { id-swb 11}
i d- swb- pkc-all-cert-paths OBJECT IDENTIFIER ::= { id-swbh 12}
i d- swb- pkc-ee-revocation-info OBJECT IDENTIFIER ::= { id-swb 13}
i d- swb- pkc- CAs-revocation-info OBJECT IDENTIFIER ::= { id-swb 14}

QO her specifications may define additional wantBacks.

Conforming client inplenentations that support del egated path
validation (DPV) as defined in [ RQOMIS] SHOULD support assertion of at
| east one want Back. Conforming client inplenentations that support
del egated path discovery (DPD) as defined in [ RQOMIS] MJUST support
assertion of at |east one wantBack. Conform ng clients MAY support
assertion of multiple wantBacks. Conforming clients need not support
all of the wantBacks defined in this section.

3.2.4. validationPolicy

The validationPolicy itemdefines the validation policy that the
client wants the SCVP server to use during certificate validation
If this policy cannot be used for any reason, then the server MJST
return an error response.

A validation policy MJST define default values for all paraneters
necessary for processing an SCVP request. For each paraneter, a
validation policy may either allow the client to specify a non-
default value or forbid the use of a non-default value. |If the
client wishes to use the default values for all of the paraneters,
then the client need only supply a reference to the policy in this
item If the client wishes to use non-default values for one or nore
paraneters, then the client supplies a reference to the policy plus
what ever paraneters are necessary to conplete the request in this
item |If there are any conflicts between the policy referenced in
the request and any supplied paraneter values in the request, then
the server MJST return an error response.
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The syntax of the validationPolicy itemis:

Val i dationPolicy ::= SEQUENCE {
val i dat i onPol Ref Val i dat i onPol Ref,
val i dati onAl g [0] ValidationAl g OPTI ONAL
user Pol i cySet [ 1] SEQUENCE SI ZE (1..MAX) OF OBJECT

| DENTI FI ER OPTI ONAL
i nhi bi t Pol i cyMappi ng [2] BOOLEAN OPTI ONAL
requi reExplicitPolicy [3] BOOLEAN OPTI ONAL

i nhi bi t AnyPol i cy [ 4] BOOLEAN OPTI ONAL

trust Anchors [5] Trust Anchors OPTI ONAL

keyUsages [ 6] SEQUENCE OF KeyUsage OPTI ONAL

ext endedKeyUsages [ 7] SEQUENCE OF KeyPurposeld OPTI ONAL

speci fi edKeyUsages [ 8] SEQUENCE OF KeyPurposeld OPTI ONAL }

The val i dati onPol Ref itemis required, but the remaining itens are
optional. The optional itenms are used to provide validation policy
paranmeters. Wen the client uses the validation policy's default
val ues for all paranmeters, all of the optional itens are absent.

At a mnimm conformng SCVP client inplenentations MJST support the
val i dationPol Ref item Conforming client inplenentations MAY support
any or all of the optional itenms in ValidationPolicy.

Conform ng SCVP servers MJST support processing of a ValidationPolicy
that contains any or all of the optional itens.

The validationAlg itemspecifies the validation algorithm The

user PolicySet item provides an acceptable set of certificate
policies. The inhibitPolicyMapping iteminhibits certificate policy
mappi ng during certification path validation. The
requireExplicitPolicy itemrequires at |east one valid certificate
policy in the certificate policies extension. The inhibitAnyPolicy
itemindi cates whether the anyPolicy certificate policy ODis
processed or ignored when evaluating certificate policy. The

trust Anchors itemindicates the trust anchors that are acceptable to
the client. The keyUsages itemindicates the technical usage of the
public key that is to be confirned by the server as acceptable. The
ext endedKeyUsages itemindi cates the application-specific usage of
the public key that is to be confirmed by the server as acceptable.
The syntax and semantics of each of these itens are discussed in the
foll owi ng secti ons.

3.2.4.1. validationPol Ref

The reference to the validation policy is an OD that the client and
server have agreed represents a particular validation policy.
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The syntax of the validationPol Ref itemis:

Val i dat i onPol Ref : : = SEQUENCE {
val Pol 1 d OBJECT | DENTI FI ER
val Pol Par ans ANY DEFI NED BY val Pol Id OPTI ONAL }

Where a validation policy supports additional policy-specific
paranmeter settings, these values are specified using the val Pol Parans
item The syntax and semantics of the paraneters structure are
defined by the object identifier encoded as the val Pol1d. Were a
validation policy has no paraneters, such as the default validation
policy (see Section 3.2.4.1.1), this item MIUST be onmitted.

Paraneters specified in this itemare independent of the validation
al gorithmand the validation algorithms paraneters (see Section
3.2.4.2). For exanple, a server may support a validation policy
where it validates a certificate using the nane validation algorithm
and al so nakes a determ nation regarding the creditworthiness of the
subject. In this case, the validation policy paraneters could be
used to specify the value of the transaction. The validation

al gorithm paranmeters are used to specify the application identifier
and name for the name validation algorithm

Conform ng SCVP client inplenentations MJST support specification of
a validation policy. Conformng SCVP client inplenmentations MAY be
able to specify paraneters for a validation policy. Confornm ng SCVP
server inplenentations MJST be able to process val PolId and MAY be
abl e to process val Pol Par ans.

3.2.4.1.1. Default Validation Policy

The client can request the SCVP server’'s default validation policy or
anot her validation policy. The default validation policy corresponds
to standard certification path processing as defined in [PKIX-1] with
server-chosen default values (e.g., with a server-determ ned policy
set and trust anchors). The default values can be distributed out of
band or using the policy request nechanism (see Section 5). This
nmechani sm pernits the depl oynent of an SCVP server without obtaining
a new object identifier.

The object identifier that identifies the default validation policy
is:

i d-svp OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani snms(5) pkix(7) 19 }

i d-svp-defaul tVal Policy OBJECT IDENTIFIER ::={ id-svp 1}
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The default validation policy MIST use the basic validation algorithm
as its default validation algorithm (see Section 3.2.4.2.1), and has
no validation policy paranmeters (see Section 3.2.4.1).

VWhen using the default validation policy, the client can override any
of the default paranmeter val ues by supplying a specific value in the
request. The SCVP server MJST nake use of the provided paraneter
values or return an error response.

Conform ng inplenmentati ons of SCVP servers MJUST support the default
policy. However, an SCVP server may be configured to send an error
response to all requests using the default policy to neet |oca
security requirenents.

3.2.4.2. validationAlg

The optional validationAl g itemdefines the validation algorithmto
be used by the SCVP server during certificate validation. The value
of this itemcan be determ ned by agreenent between the client and
the server. The validation algorithmis represented by an object
identifier.

The syntax of the validationAlg itemis:

Val i dationAl g ::= SEQUENCE ({
val Al gl d OBJECT | DENTI FI ER
par anmeters ANY DEFI NED BY val Al gl d OPTI ONAL }

The foll owi ng section specifies the basic validation algorithm and
the nanme validation algorithm

SCVP servers MJST recogni ze and support both validation al gorithns
defined in this section. SCVP clients that support explicit
assertion of the validation algorithm MJUST support the basic

val idation al gorithmand SHOULD support the name validation
algorithm Qher validation algorithns can be specified in other
docunents for use with specific applications. SCVP clients and
servers MAY support any such validation al gorithns.

3.2.4.2.1. Basic Validation Al gorithm

The client can request use of the SCVP basic validation al gorithmor
another algorithm For identity certificates, the basic validation
al gorithm MJUST inpl ement the certification path validation algorithm
as defined in Section 6 of [PKIX-1]. For attribute certificates, the
basi c validation algorithm MJST inplement certification path
validation as defined in Section 5 of [PKIX-AC]. Qher validation

al gorithnms MAY inpl enent functions over and above those in the basic

Freeman, et al. St andards Track [ Page 22]



RFC 5055 SCVP Decenber 2007

algorithm but validation algorithnms MJST generate results conpliant
with the basic validation algorithm That is, none of the validation
requirenents in the basic algorithmnay be onitted fromany newy
defined validation algorithms. However, other validation algorithms
MAY reject paths that are valid using the basic validation algorithm
The object identifier to identify the basic validation algorithmis:

i d-svp-basicVal Alg OBJECT IDENTIFIER ::= { id-svp 3}

When id-svp-basicVal Al g appears in val Algld, the parameters item MJST
be absent.

3.2.4.2.2. Basic Validation AlgorithmErrors

The following errors are defined for the basic validation algorithm
for inclusion in the validationErrors itemin the response (see
Section 4.9.6). These errors can be used by any other validation
algorithmsince all validation algorithns MJST inpl enent the
functionality of the basic validation algorithm

i d-bvae OBJECT I DENTIFIER ::= id-svp-basicVal Al g

i d- bvae- expired OBJECT IDENTIFIER ::= { id-bvae 1 }
i d- bvae-not-yet-valid OBJECT IDENTIFIER ::={ id-bvae 2 }
i d- bvae- wrongTr ust Anchor OBJECT IDENTIFIER ::={ id-bvae 3}
i d- bvae-noVal i dCert Pat h OBJECT IDENTIFIER ::={ id-bvae 4 }
i d- bvae-revoked OBJECT IDENTIFIER ::= { id-bvae 5 }
i d- bvae-i nval i dKeyPur pose OBJECT IDENTIFIER ::= { id-bvae 9 }
i d- bvae-inval i dkeyUsage OBJECT IDENTIFIER ::= { id-bvae 10 }
i d-bvae-invalidCertPolicy OBJECT IDENTIFIER ::={ id-bvae 11 }

The id-bvae-expired value neans that the validation tine used for the
request was later than the notAfter tinme in the end certificate (the
certificate specified in the queriedCerts item.

The id-bvae-not-yet-valid value neans that the validation tinme used
for the request was before the notBefore tinme in the end certificate.

The id-bvae-w ongTrust Anchor val ue nmeans that a certification path
could not be constructed for the client-specified trust anchor(s),
but a path exists for one of the trust anchors specified in the
server’s default validation policy.

The id-bvae-noVal i dCertPath val ue neans that the server coul d not

construct a sequence of intermnmediate certificates between the trust
anchor and the target certificate that satisfied the request.
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The id-bvae-revoked val ue neans that the end certificate has been
revoked.

The i d-bvae-inval i dkeyPur pose val ue neans that the extended key usage
extension ([PKIX-1], Section 4.2.1.13) in the end certificate does
not satisfy the validation policy.

The i d-bvae-inval i dkeyUsage val ue neans that the keyUsage extension
([PKIX-1], Section 4.2.1.3) in the end certificate does not satisfy
the validation policy. For exanple, the keyUsage extension in the
certificate may assert only the keyEnci pherment bit, but the
validation policy specifies in the keyUsages itemthat

digital Signature is required.

The id-bvae-invalidCertPolicy value nmeans that the path is not valid
under any of the policies specified in the user policy set and
explicit policies are required. That is, the valid_policy tree is
NULL and the explicit_policy variable is zero ([PKIX-1], Section
6.1.5).

3.2.4.2.3. Nanme Validation Al gorithm

The nane validation algorithmallows the client to specify one or
nore subject nanes that MJST appear in the end certificate in
addition to the requirenents specified for the basic validation
algorithm The nane validation algorithmallows the client to supply
an application identifier and a nane to the server. The application
identifier defines the name matching rules to use in comparing the
nane supplied in the request with the names in the certificate.

i d-svp-naneVal Al g OBJECT IDENTIFIER ::= { id-svp 2 }

When the id-svp-naneVal Al g appears as a val Al gld, the paraneters MJST
use the NaneValidati onAl gParms syntax:

NanmeVal i dati onAl gParns :: = SEQUENCE {
naneConpAl gl d OBJECT | DENTI FI ER
val i dat i onNanes Gener al Nanes }

CGeneral Nanes is defined in [PKIX-1].

If nore than one nane is supplied in the validati onNanes val ue, al
nanes MJST be of the sane type. The certificate nust contain a
mat chi ng name for each of the names supplied in validati onNanes
according to the name matching rul es associated with the
nanmeConmpAl gld. This specification defines three sets of nane

mat chi ng rul es.
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If the nameConpAl gld supplied in the request is id-nva-dnConpAl g,
then General Names supplied in the request MJUST be a directoryNane,
and the matching rules to be used are defined in [PKIX-1]. The
certificate nust contain a matching nane in either the subject field
or a directoryName in the subjectAl tNane extension. This
specification defines the OD for id-nva-dnConpAl g as follows:

i d- nva- dnConpAl g OBJECT IDENTIFIER ::= { id-svp 4}

I f the nameConpAl gld supplied in the request is id-kp-serverAuth
[ PKI X-1], then Ceneral Names supplied in the request MJST be a
dNSNanme, and the matching rules to be used are defined in [PKIX-1].

If a subject AltNane extension is present and includes one or nore
nanmes of type dNSNane, a match in any one of the set is considered
acceptable. |If the subjectAltName extension is onitted, or does not
i ncl ude any nanmes of type dNSNane, the (nost specific) Conmon Nane
field in the subject field of the certificate MJST be used.

Nanes may contain the wildcard character *, which is considered to
mat ch any single domai n nane conponent. That is, *.a.com matches
f 0oo. a.com but not bar.foo0.a.com

I f the nameConpAl gld supplied in the request is id-kp-nailProtection
[ PKI X-1], then General Names supplied in the request MJUST be an
rfc822Nane, and the matching rules are defined in [ SM M- CERT] .

Conf orm ng SCVP servers MJST support the name validation al gorithm
and the matching rul es associated with id-nva-dnConpAl g, id-kp-
server Auth, and id-kp-mailProtection. SCVP servers MAY support other
nane natching rul es.

3.2.4.2.4. Nane Validation AlgorithmErrors

The following errors are defined for the nane validation al gorithm

i d-nvae OBJECT | DENTIFIER ::= id-svp-naneVal Al g

i d- nvae- nane- ni smat ch OBJECT IDENTIFIER ::={ id-nvae 1 }
i d- nvae- no- nane OBJECT IDENTIFIER ::= { id-nvae 2 }
i d- nvae- unknown-al g OBJECT IDENTIFIER ::= { id-nvae 3 }
i d- nvae- bad- nane OBJECT IDENTIFIER ::={ id-nvae 4 }
i d- nvae- bad- nane-type OBJECT IDENTIFIER ::={ id-nvae 5 }
i d- nvae- m xed- nanes OBJECT IDENTIFIER ::={ id-nvae 6 }

The i d-nvae-nane-ni smat ch val ue neans the client supplied a name with
the request, which the server recognized and the server found a
correspondi ng nane type in the certificate, but was unable to find a
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match to the nane supplied. For exanple, the client supplied a DNS
name of exanplel.com and the certificate contained a DNS nane of
exanpl e. com

The i d-nvae-no-nane val ue neans the client supplied a nane with the
request, which the server recogni zed, but the server could not find
the corresponding nanme type in the certificate. For exanple, the
client supplied a DNS nane of exanplel.com and the certificate only
contained a rfc822Name of user @xanpl e. com

The i d-nvae-unknown-al g value neans the client supplied a
nanmeConpAl gld that the server does not recogni ze.

The i d-nvae- bad- nanme val ue neans the client supplied either an enpty
or mal formed nane in the request.

The i d-nvae- bad- name-type val ue neans the client supplied an

i nappropriate name type for the application identifier. For exanple,
the client specified a naneConpAl gld of id-kp-serverAuth, and an
rfc822Nane of user @xanpl e. com

The i d-nvae-m xed- nanmes val ue neans the client supplied nultiple
nanes in the request of different types.

3.2.4.3. userPolicySet

The userPolicySet itemspecifies a list of certificate policy
identifiers that the SCVP server MJST use when constructing and
validating a certification path. The userPolicySet item specifies
the user-initial-policy-set as defined in Section 6 of [PKIX-1]. A
user Pol i cySet containing the anyPolicy O D indicates a user-initial-
pol i cy-set of any-policy.

SCVP clients SHOULD support the userPolicySet itemin requests, and
SCVP servers MJST support the userPolicySet itemin requests.

3.2.4.4. inhibitPolicyMapping

The inhibitPolicyMapping item specifies an input to the certification
path validation algorithm and it controls whether policy mapping is
all owed during certification path validation (see [PKIX-1], Section
6.1.1). |If the client wants the server to inhibit policy mapping,

i nhi bitPolicyMapping is set to TRUE in the request. SCVP clients MAY
support inhibiting policy mapping. SCVP servers SHOULD support

i nhi biting policy mapping.
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3.2.4.5. requireExplicitPolicy

The requireExplicitPolicy itemspecifies an input to the
certification path validation algorithm and it controls whether
there nmust be at |east one valid policy in the certificate policies
extension (see [PKIX-1], Section 6.1.1). |If the client wants the
server to require at |least one policy, requireExplicitPolicy is set
to TRUE in the request.

SCVP clients MAY support requiring explicit policies. SCVP servers
SHOULD support requiring explicit policies.

3.2.4.6. inhibitAnyPolicy
The inhibitAnyPolicy itemspecifies an input to the certification

path validation algorithm(see [PKIX-1], Section 6.1.1), and it
controls whether the anyPolicy ODis processed or ignored when

evaluating certificate policy. |If the client wants the server to
i gnore the anyPolicy A D, inhibitAnyPolicy MJST be set to TRUE in the
request.

SCVP clients MAY support ignoring the anyPolicy O D. SCVP servers
SHOULD support ignoring the anyPolicy QO D.

3.2.4.7. trustAnchors

The trust Anchors item specifies the trust anchors at which the
certification path nmust terminate if the path is to be considered
valid by the SCVP server for the request. |If a trustAnchors itemis
present, the server MJST NOT consider any certification paths ending
in other trust anchors as valid.

The Trust Anchors type contains one or nore trust anchor
specifications. A certificate reference can be used to identify the
trust anchor by certificate hash and di stinguished nane with seria
nunber. Alternatively, trust anchors can be provided directly. The
order of trust anchor specifications within the sequence is not
important. Any CA certificate that neets the requirements of
[PKIX-1] for signing certificates can be provided as a trust anchor
If a trust anchor is supplied that does not nmeet these requirenents,
the server MJST return an error response.

The trust anchor itself, regardless of its form MJST NOT be included
in any certification path returned by the SCVP server.

Trust Anchors has the foll ow ng syntax:

Trust Anchors ::= SEQUENCE SIZE (1.. MAX) OF PKCReference
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SCVP servers MJST support trustAnchors. SCVP clients SHOULD support
trust Anchors.

3.2.4.8. keyUsages

The key usage extension ([PKIX-1], Section 4.2.1.3) in the
certificate defines the technical purpose (such as enciphernent,
signature, and CRL signing) of the key contained in the certificate.
If the client wishes to confirmthe technical usage, then it can
conmuni cate the usage it wants to validate by the same structure
using the same semantics as defined in [PKIX-1]. For exanple, if the
client obtained the certificate in the context of a digita

signature, it can confirmthis use by including a keyUsage structure
with the digital signature bit set.

If the keyUsages itemis present and contains an enpty sequence, it
indicates that the client does not require any particul ar key usage.

If the keyUsages item contains one or nore keyUsage definitions, then
the certificate MUST satisfy at |east one of the specified keyUsage
definitions. |If the client is willing to accept nultiple
possibilities, then the client passes in a sequence of possible
patterns. Each keyUsage can contain a set of one or nmore bits set in
the request, all bits MJST be set in the certificate to nmatch agai nst
an instance of the keyUsage in the SCVP request. The certificate key
usage extension may contain nore usages than requested. For exanple,
if aclient wishes to check for either digital signature or non-
repudi ati on, then the client provides two keyUsage val ues, one wth
digital signature set and the other with non-repudiation set. |If the
key usage extension is absent fromthe certificate, the certificate
MUST be consi dered good for all usages and therefore any pattern in
the SCVP request will match.

SCVP clients SHOULD support keyUsages, and SCVP servers MJST support
keyUsages.

3.2.4.9. extendedKeyUsages

The extended key usage extension ([PKIX-1], Section 4.2.1.13) defines
nore specific technical purposes, in addition to, or in place of, the
purposes indicated in the key usage extension, for which the
certified public key may be used. |If the client will accept
certificates that are consistent with a particular value (or val ues)
in the extended key usage extension, then it can communicate the
appropriate usages using the same semantics as defined in [PKIX-1].
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For exanple, if the client obtained the certificate in the context of
a Transport Layer Security (TLS) server, it can confirmthe
certificate is consistent with this usage by including the extended
key usage structure with the id-kp-serverAuth object identifier

If the extension is absent, or is present and asserts the

anyExt endedKeyUsage O D, then all usages specified in the request are
a match. |If the extension is present and does not assert the

anyExt endedKeyUsage O D, all usages in the request MJST be present in
the certificate. The certificate extension may contain nore usages
than request ed.

Where the client does not require any particul ar extended key usage,
the client can specify an enpty SEQUENCE. This nmay be used to
overri de extended key usage requirenents inposed in the validation
policy specified by val Polld.

SCVP clients SHOULD support extendedKeyUsages, and SCVP servers MJST
support ext endedKeyUsages.

3.2.4.10. specifiedKeyUsages

The extended key usage extension ([PKIX-1], Section 4.2.1.13) defines
nore specific technical purposes, in addition to or in place of the
purposes indicated in the key usage extension, for which the
certified public key may be used. |If the client requires that a
particul ar value (or values) appear in the extended key usage
extension, then it can specify the required usage(s) using the same
semantics as defined in [PKIX-1]. For exanple, if the client
obtained the certificate in the context of a TLS server, it m ght
require that the server certificate include the extended key usage
structure with the id-kp-serverAuth object identifier. |In this case
the client would include a specifiedKeyUsages itemin the request and
assert the id-kp-serverAuth object identifier

If one or nore specified usages are included in the request, the
certificate MUST contain the extended key usage extension, and al
usages specified in the request MJST be present in the certificate
extension. The certificate extension nay contain nore usages than
specified in the request. Specified key usages are not satisfied by
the presence of the anyExtendedKeyUsage O D.

Where the client does not require any particul ar extended key usage,
the client can specify an enpty SEQUENCE. This may be used to
override specified key usage requirenents inposed in the validation
policy specified by val Polld.
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SCVP clients SHOULD support specifiedKeyUsages, and SCVP servers MJST
support specifi edKeyUsages.

3.2.5. responseFl ags

The optional responseFlags itemallows the client to indicate which
optional features in the CVResponse it wants the server to include.
If the default values for all of the flags are used, then the
responseFl ags item MJUST NOT be included in the request.

The syntax of the responseFlags itemis:

ResponseFl ags ::= SEQUENCE {
ful | Request | nResponse [ 0] BOOLEAN DEFAULT FALSE
responseVal i dati onPol ByRef [1] BOOLEAN DEFAULT TRUE
pr ot ect Response [ 2] BOOLEAN DEFAULT TRUE
cachedResponse [ 3] BOCOLEAN DEFAULT TRUE }

Each of the response flags is described in the foll owi ng sections.
3.2.5.1. full Requestl nResponse

By default, the server includes a hash of the request in non-cached
responses to allowthe client to identify the response. |If the
client wants the server to include the full request in the non-cached
response, full RequestlnResponse is set to TRUE. The nmmin reason a
client would request the server to include the full request in the
response is to archive the request-response exchange in a single
object. That is, the client wants to archive a single object that

i ncl udes both request and response.

SCVP clients and servers MJST support the default behavior. SCVP
clients MAY support requesting and processing the full request. SCVP
servers SHOULD support returning the full request.

3.2.5.2. responseVal i dati onPol ByRef

The responseVal i dati onPol ByRef item controls whether the response

i ncludes just a reference to the policy or a reference to the policy
plus all the paranmeters by value of the policy used to process the
request. The response MJST contain a reference to the validation
policy. |If the client wants the validation policy parameters to be
i ncl uded by val ue al so, then responseVali dati onPol ByRef is set to
FALSE. The main reason a client would request the server to include
val idation policy to be included by value is to archive the request-
response exchange in a single object. That is, the client wants to
archive the CVResponse and have it include every aspect of the

val i dation policy.
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SCVP clients MJST support requesting and processing the validation
policy by reference, and SCVP servers MJST support returning the
validation policy by reference. SCVP clients MAY support requesting
and processing the validation policy by values. SVCP servers SHOULD
support returning the validation policy by val ues.

3.2.5.3. protectResponse

The protectResponse itemindi cates whether the client requires the
server to protect the response. |If the client is perform ng ful
certification path validation on the response and it is not concerned
about the source of the response, then the client does not benefit
froma digital signature or MAC on the response. In this case, the
client can indicate to the server that protecting the nessage is
unnecessary. However, the server is always pernitted to return a
protected response.

SCVP clients that support del egated path di scovery (DPD) as defined
in [RQMIS] MJST support setting this value to FALSE

SCVP clients that support del egated path validation (DPV) as defined
in [RQMIS] require an authenticated response. Unless a protected
transport mechani sm (such as TLS) is used, such clients MJST al ways
set this value to TRUE or omt the responseFlags itementirely, which
requires the server to return a protected response.

SCVP servers MJST support returning protected responses, and SCVP
servers SHOULD support returning unprotected responses. Based on
| ocal policy, the server can be configured to return protected or
unprotected responses if this value is set to FALSE. If, based on
| ocal policy, the server is unable to return protected responses,
then the server MJST return an error if this value is set to TRUE

3.2.5.4. cachedResponse

The cachedResponse itemindicates whether the client will accept a
cached response. To enhance performance and limt the exposure of
signing keys, an SCVP service nay be designed to cache responses
until new revocation information is expected. Were cachedResponse
is set to TRUE, the client will accept a previously cached response.

Clients may insist on creation of a fresh response to protect against
a replay attack and ensure that information is up to date. Were
cachedResponse is FALSE, the client will not accept a cached
response. To ensure that a response is fresh, the client MJST al so

i ncl ude the request Nonce as defined in Section 3.4.
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Servers MJST process the cachedResponse flag. Were cachedResponse
is FALSE, servers that cannot produce fresh responses MJST reply with
an error nessage. Servers MAY choose to provide fresh responses even
wher e cachedResponse is set to TRUE

3.2.6. serverContextlnfo

The optional serverContextinfo item if present, contains context
froma previous request-response exchange with the sane SCVP server.
It allows the server to return nore than one certification path for
the sanme certificate to the client. For exanple, if a server
constructs a particular certification path for a certificate, but the
client finds it unacceptable, the client can then send the sane query
back to the server with the serverContextlinfo fromthe first

response, and the server will be able to provide a different
certification path (if another one can be found).

Contents of the serverContextlnfo are opaque to the SCVP client.
That is, the client only knows that it needs to return the val ue
provi ded by the server with the subsequent request to get a different
certification path. Note that the subsequent query needs to be
identical to the previous query with the exception of the follow ng:
- request Nonce,
- serverContextlnfo, and

- the client’s digital signature or MAC on the request.

SCVP clients MAY support serverContextlnfo, and SCVP servers SHOULD
support server Cont ext | nfo.

3.2.7. validationTine

The optional validationTime item if present, tells the date and tinme
relative to which the SCVP client wants the server to performthe

checks. If the validationTine is not present, the server MJST
performthe validation using the date and tine at which the server
processes the request. |If the validationTime is present, it MJST be

encoded as CeneralizedTinme. The validationTime provided MIST be a
retrospective time since the server can only performa validity check
using the current tine (default) or previous tinme. A server can
ignore the validationTine provided in the request if the tine is
within the clock skew of the server’s current tine.
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The revocation status infornmation is obtained with respect to the
validation tine. Wen specifying a validation time other than the
current time, the validation tine should not necessarily be identica
to the time when the private key was used. The validation tine
specified by the client my be adjusted to conpensate for:

1) tine for the end-entity to realize that its private key has been
or could possibly be, conmprom sed, and/or

2) time for the end-entity to report the key conprom se, and/or

3) time for the revocation authority to process the revocation
request fromthe end-entity, and/or

4) time for the revocation authority to update and distribute the
revocation status information.

General i zedTi me val ues MJUST be expressed in Universal Coordinated
Time (UTC) (which is also known as Greenwi ch Mean Tinme and Zulu tine)
and MJUST include seconds (i.e., tines are YYYYMVDDHHMMSSZ), even when
the nunber of seconds is zero. GeneralizedTi ne values MJST NOT

i nclude fractional seconds.

The infornmation in the corresponding CertReply itemin the response
MUST be formatted as if the server created the response at the tine
indicated in the validationTinme. However, if the server does not
have appropriate historical information, the server MJST return an
error response.

SCVP servers MJST apply a clock skew to the validation tine to allow
for minor tinme synchronization errors. The default value is 10
mnutes. |If the server uses a value other than the default, it MJST
i nclude the clock skew value in the validation policy response.

SCVP clients MAY support validationTinme other than the current tinme.
SCVP servers MJST support using its current tine, and SHOULD support
the client setting the validationTinme in the request.

3.2.8. internedi ateCerts

The optional intermedi ateCerts itemmay help the SCVP server create
valid certification paths. The internediateCerts item when present,
provides certificates that the server MAY use when forming a
certification path. Wen building certification paths, the server
MAY use the certificates in the intermediateCerts itemin addition to
any other certificates that the server can access. Wen present, the
i nternedi ateCerts item MJUST contain at |east one certificate, and
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the internedi ateCerts item MUST be structured as a CertBundle. The
certificates in the internediateCerts item MJUST NOT be consi dered as
valid by the server just because they are present in this item

The CertBundl e type contains one or nore certificates. The order of
the entries in the bundle is not inportant. CertBundle has the
fol |l owi ng synt ax:

CertBundl e ::= SEQUENCE SIZE (1..MAX) OF Certificate

SCVP clients SHOULD support internediateCerts, and SCVP servers MJST
support internedi ateCerts.

3.2.9. revinfos

The optional revinfos item specifies revocation information such as
CRLs, delta CRLs [PKIX-1], and OCSP responses [OCSP] that the SCVP
server MAY use when validating certification paths. The purpose of
the revinfos itemis to provide revocation informati on to which the
server mght not otherwi se have access, such as an OCSP response that
the client received along with the certificate. Note that the
information in the revinfos item m ght not be used by the server.

For exanple, the revocation information m ght be associated with
certificates that the server does not use in the certification path
that it constructs.

Clients SHOULD be courteous to the SCVP server by separating CRLs and
delta CRLs. However, since the two share a conmon syntax, SCVP
servers SHOULD accept delta CRLs even if they are identified as
regul ar CRLs by the SCVP client.

CRLs, delta CRLs, and OCSP responses can be provided as revocation
information. |f needed, additional object identifiers can be
assigned for additional revocation information types in the future.

The revinfos itemuses the Revocationlnfos type, which has the
fol |l owi ng synt ax:

Revocationl nfos ::= SEQUENCE Sl ZE (1.. MAX) OF Revocationlnfo
Revocationlnfo ::= CHO CE {

crl [0] Certificatelist,

delta-crl [1] Certificatelist,

ocsp [ 2] OCSPResponse,

ot her [3] GtherRevinfo }
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QO herRevl nfo ::= SEQUENCE ({
ri Type OBJECT | DENTI FI ER
ri Val ue ANY DEFI NED BY ri Type }

3.2.10. producedAt

The client MAY allow the server to use a cached SCVP response. Wen
doi ng so, the client MAY use the producedAt itemto express

requi rements on the freshness of the cached response. The producedAt
itemtells the earliest date and tinme at which an acceptabl e cached
response coul d have been produced. The producedAt itemrepresents
the date and time in UTC, using the GeneralizedTinme type. The val ue
in the producedAt itemis independent of the validation tine.

CGeneral i zedTi me val ue MUST be expressed in UTC, as defined in Section
3.2.7.

SCVP clients MAY support using producedAt values in the request.
SCVP servers MAY support the producedAt values in the request. SCVP
servers that support cached responses SHOULD support the producedAt
val ue in requests.

3.2.11. queryExtensions

The optional queryExtensions itemcontains extensions. |If present,
each extension in the sequence extends the query. This specification
does not define any extensions; the facility is provided to all ow
future specifications to extend SCVP. The syntax for Extensions is
imported from[PKIX-1]. The queryExtensions item when present, MJST
contain a sequence of Extension itens, and each of the extensions
MUST contain extnlD, critical, and extnValue itens. Each of these is
described in the foll owi ng sections.

3.2.11. 1. extnl D

The extnIDitemis an identifier for the extension. It contains the
object identifier that nanes the extension

3.2.11.2. critica

The critical itemis a BOOLEAN. Each extension is designated as
either critical (with a value of TRUE) or non-critical (with a value
of FALSE). By default, the extension is non-critical. An SCVP
server MJST reject the query if it encounters a critical extension
that it does not recognize; however, a non-critical extension MAY be
ignored if it is not recognized, but MJST be processed if it is
recogni zed.
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3.2.11.3. extnVal ue

The extnValue itemcontains an OCTET STRING Wthin the OCTET STRI NG
is the extension value. An ASN. 1 type is specified for each
extension, identified by the associ ated extnl D object identifier

3.3. requestor Ref

The optional requestorRef itemcontains a |ist of names identifying
SCVP servers, and it is intended for use in environnents where SCVP
relay is enployed. Although requestorRef is encoded as a SEQUENCE
no order is inplied. The requestorRef itemis used to detect |ooping
in sone configurations. The value and use of requestorRef are
described in Section 7.

Conform ng SCVP clients MAY support specification of the requestorRef
val ue. Conform ng SCVP server inplenmentations MJST process the
requestorRef value if present. |If the SCVP client includes a
requestor Ref value in the request, then the SCVP server MJST return
the sane value in a non-cached response. The SCVP server MAY omt

t he request orRef value from cached SCVP responses.

The requestorRef item MJUST be a sequence of General Nane. No
provi sions are nmade to ensure uni queness of the requestorRef
Gener al Nanme val ues.

3.4. requestNonce

The optional requestNonce itemcontains a request identifier

generated by the SCVP client. |If the client includes a requestNonce
value in the request, it is expressing a preference that the SCVP
server SHOULD return a non-cached response. |If the server returns a

non- cached response, it MJST include the value of requestNonce from
the request in the response as the respNonce iten however, the
server MAY return a cached response which MJUST NOT have a respNonce.

SCVP clients that insist on creation of a fresh response (e.g., to
protect against a replay attack or ensure infornmation is up to date)
MUST support requestNonce. Conforning SCVP server inplenmentations
MUST process the request Nonce value if present.

If the client includes a requestNonce and al so sets the
cachedResponse flag to FALSE as described in Section 3.2.5.4, the
client is indicating that the SCVP server MJST return either a non-
cached response including the respNonce or an error response. The
client SHOULD i nclude a requestNonce itemin every request to prevent
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an attacker fromacting as a man-in-the-mddle by replaying old
responses fromthe server. The requestNonce val ue SHOULD change with
every request sent by the client.

The client MJUST NOT set the cachedResponse flag to FALSE w thout al so
i ncludi ng a request Nonce. A server receiving such a request SHOULD
return an invali dRequest error response.

The request Nonce item if present, MJST be an OCTET STRING t hat was
generated exclusively for this request.

3.5. requestorNane

The optional requestorNanme itemis used by the client to include an
identifier in the request. The client MAY include this information
for the DPV server to copy into the response

Conform ng SCVP clients MAY support specification of this itemin
requests. SCVP servers MJST be able to process requests that include
this item

3.6. responder Nane

The optional responderNane itemis used by the client to indicate the
identity of the SCVP server that the client expects to sign the SCVP

response if the response is digitally signed. The responderNane item
SHOULD only be included if:

1. the request is either unprotected or digitally signed (i.e., is
not protected using a MAC), and

2. the responseFlags itemis either absent or present with the
pr ot ect Response set to TRUE

Conformng SCVP clients MAY support specification of this itemin
requests. SCVP servers MJST be able to process requests that include
this item SCVP servers that maintain a single private key for
signing SCVP responses or that are unable to return digitally signed
responses MAY ignore the value in this item SCVP servers that

mai ntain nore than one private key for signing SCVP responses SHOULD
either (a) digitally sign the response using a private key that
corresponds to a certificate that includes the nane specified in
responderNanme in either subject field or subjectAltNane extension or
(b) return a error indicating that the server does not possess a
certificate that asserts the specified nane.

Freeman, et al. St andards Track [ Page 37]



RFC 5055 SCVP Decenber 2007

3.7. request Extensions

The OPTI ONAL request Extensions item contains extensions. |If present,
each extension in the sequence extends the request. This

speci fication does not define any extensions; the facility is
provided to allow future specifications to extend SCVP. The syntax
for Extensions is inported from[PKIX-1]. The request Ext ensi ons
item when present, MJST contain a sequence of Extension itens, and
each of the extensions MJST contain extnlD, critical, and extnVal ue
items. Each of these is described in the foll owi ng sections.

3.7. 1. extnl D

The extnIDitemis an identifier for the extension. It contains the
object identifier that nanes the extension

3.7.2. critica

The critical itemis a BOOLEAN. Each extension is designated as
either critical (with a value of TRUE) or non-critical (with a value
of FALSE). By default, the extension is non-critical. An SCVP
server MJST reject the query if it encounters a critical extension it
does not recognize. A non-critical extension MAY be ignored if it is
not recogni zed, but MJST be processed if it is recognized.

3.7.3. extnVal ue
The extnValue item contains an OCTET STRING Wthin the OCTET STRI NG
is the extension value. An ASN. 1 type is specified for each
extension, identified by the associ ated extnl D object identifier

3.8. signatureAl g
The signatureAl g itemcontains an Al gorithmdentifier indicating
whi ch al gorithmthe server should use to sign the response nmessage.
The signatureAl g item SHOULD only be included if:

1. the request is either unprotected or digitally signed (i.e., is
not protected using a MAC), and

2. the responseFlags itemis either absent or present with the
prot ect Response set to TRUE

I f included, the signatureAl g item SHOULD specify one of the

signature algorithnms specified in the signatureCGeneration item of the
server’s validation policy response nmessage.
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3.

3.

SCVP servers MJST be able to process requests that include this item
If the server is returning a digitally signed response to this
nessage, then

1. If the signatureAlg itemis present and specifies an algorithm
that is included in the signatureGeneration itemof the server’s
val idation policy response nessage, the server MJST sign the
response using the signature algorithmspecified in signatureAlg.

2. Oherwise, if the signatureAlg itemis absent or is present but
specifies an algorithmthat is not supported by the server, the
server MJST sign the response using the server’'s default signature
algorithmas specified in the signatureGeneration itemof the
server’'s validation policy response nessage.

9. hashAlg

The hashAl g item contains an object identifier indicating which hash
al gorithmthe server should use to conpute the hash value for the
requestHash itemin the response. SCVP clients SHOULD NOT incl ude
this itemif full RequestlnResponse is set to TRUE. If included, the
hashAl g item SHOULD specify one of the hash al gorithns specified in
the hashAl gorithns item of the server’s validation policy response
nmessage.

SCVP servers MJST be able to process requests that include this item
If the server is returning a response to this nessage that includes a
request Hash, then:

1. If the hashAlg itemis present and specifies an algorithmthat is
i ncluded in the hashAlgorithns itemof the server’s validation
policy response nmessage, the server MJST use the al gorithm
specified in hashAlg to conpute the requestHash.

2. Oherwise, if the hashAlg itemis absent or is present but
specifies an algorithmthat is not supported by the server, the
server MJST conpute the requestHash using the server’s default
hash al gorithm as specified in the hashAlgorithns item of the
server’s validation policy response nmessage.

10. requestor Text
SCVP clients MAY use the requestorText itemto provide text for

inclusion in the correspondi ng response. For exanple, this field may
describe the nature or reason for the request.

Freeman, et al. St andards Track [ Page 39]



RFC 5055 SCVP Decenber 2007

Conform ng SCVP client inplenentations MAY support inclusion of this
itemin requests. Conformng SCVP server inplenentations MIST accept
requests that include this item Wen generating non-cached
responses, conform ng SCVP server inplenentati ons MJST copy the
contents of this iteminto the requestorText itemin the
correspondi ng response (see Section 4.13).

3.11. SCVP Request Authentication

It is a mtter of local policy what validation policy the server uses
when aut henticating requests. \When authenticating protected SCVP
requests, the SCVP servers SHOULD use the validation algorithm
defined in Section 6 of [PKIX-1].

If the certificate used to validate a SignedbData validation request

i ncl udes the key usage extension ([PKIX-1], Section 4.2.1.3), it MJST
have either the digital signature bit set, the non-repudiation bit
set, or both bits set.

If the certificate used to validate an AuthenticatedData validation
request includes the key usage extension, it MJST have the key
agreement bit set.

If the certificate used on a validation request contains the extended
key usage extension ([PKIX-1], Section 4.2.1.13), the server SHALL
verify that it contains the SCVP client O D, the anyExtendedKeyUsage
O D, or another O D acceptable to the server. The SCVP client AODis
defined as foll ows:

id-kp OBJECT IDENTIFIER ::={ iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) 3}

i d- kp-scvpd i ent OBJECT IDENTIFIER ::= { id-kp 16 }

If a protected request fails to neet the validation policy of the
server, it MJST be treated as an unauthenticated request.

4. Validation Response
An SCVP server response to the client MJST be a single CVResponse
item \When a CVResponse is encapsulated in a MM body part,
application/scvp-cv-response MJST be used.

There are a nunber of forns of an SCVP response:

1. A success response to a request that has protect Response set to
FALSE. These responses SHOULD NOT be protected by the server.
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2. The server MJST protect all other success responses. |If the
server is unable to return a protected success response due to
| ocal policy, then it MJST return an error response.

3. An error response to a request nmade over a protected transport
such as TLS. These responses SHOULD NOT be protected by the
server.

4. An error response to a request that has protectResponse set to
FALSE. These responses SHOULD NOT be protected by the server.

5. An error response to an authenticated request. The server SHOULD
protect these responses.

6. An error response to an AuthenticatedData request where MAC is
valid. The server MJST protect these responses.

7. Al other error responses MJUST NOT be protected by the server.

Successful responses are nmade when the server has fully conplied with
the request. That is, the server was able to attenpt to build a
certification path using the referenced or supplied validation
policy, and it was able to comply with all the requested paraneters.
If the server is unable to performvalidations using the required
validation policy or the request contains an unsupported option, then
the server MJUST return an error response.

For protected requests and responses, SCVP servers MJST support

Si gnedbDat a and SHOULD support AuthenticatedData. It is a matter of

| ocal policy which types are used. Were a protected response is
requi red, SCVP servers MJST use SignedData or AuthenticatedData, even
if the transaction is perfornmed using a protected transport (e.g.

TLS)

If the server is making a protected response to a protected request,
then the server MUST use the sane protection nechani sm (Si gnedbData or
Aut henti catedData) as in the request.

An overview of the structure used for an unprotected response is
provi ded bel ow. Many details are not shown, but the way that SCVP
makes use of CM5 is clearly illustrated.

Contentinfo {
cont ent Type i d-ct-scvp-cert Val Response
-- (1.2.840.113549.1.9.16.1.11)
cont ent CVResponse }
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The protected response consists of a CVResponse encapsul ated in
either a SignedData or an AuthenticatedData, which is in turn
encapsulated in a Contentinfo. That is, the Encapsul atedContentl|nfo
field of either SignedData or AuthenticatedData consists of an
eContent Type field with a value of id-ct-scvp-certVal Response and an
eContent field that contains a DER encoded CVResponse.

The SCVP server MJST include its own certificate in the certificates
field within SignedData. Oher certificates MAY al so be incl uded.

The SCVP server MAY al so provide one or nore CRLs in the crls field
within SignedData. The signerinfos field of SignedData MJST i ncl ude
exactly one Signerlnfo. The SignedbData MJST NOT include the

unsi gnedAttrs field.

The signedAttrs field within Signerlnfo MJST include the content-type
and nessage-digest attributes defined in [CM5], and it SHOULD i ncl ude
the signing-certificate attribute as defined in [ESS]. Wthin the
signing-certificate attribute, the first certificate identified in
the sequence of certificate identifiers MIST be the certificate of
the SCVP server. The inclusion of other certificate identifiers in
the signing-certificate attribute is OPTIONAL. The inclusion of
policies in the signing-certificate is OPTI ONAL

The recipientinfos field of AuthenticatedData MJST include exactly
one Recipientlnfo, which contains information for the client that
sent the request. The AuthenticatedData MJST NOT incl ude the
unaut hAttrs field.

The CVResponse itemcontains the server’s response. The CVResponse
MUST contain the cvResponseVersion, serverConfigurationlD,
producedAt, and responseStatus itens. The CVResponse MAY al so
contain the respValidationPolicy, requestRef, requestorRef,
request or Name, replyCbjects, respNonce, serverContextlnfo, and
cvResponseExtensions itens. The replyObjects item MJUST contain
exactly one CertReply itemfor each certificate requested. The
requestorRef item MUST be included if the request included a
requestorRef item and a non-cached response is provided. The
respNonce item MUST be included if the request included a
request Nonce item and a non-cached response is provided.
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The CVResponse MJST have the follow ng syntax:

CVResponse ::= SEQUENCE {
cvResponseVer si on | NTEGER
server ConfigurationlD | NTEGER
pr oducedAt Gener al i zedTi ne,
responsesSt at us ResponseSt at us,
respValidationPolicy [0] RespValidationPolicy OPTI ONAL
request Ref [1] Request Ref erence OPTI ONAL
request or Ref [ 2] Ceneral Nanes OPTI ONAL,
request or Name [ 3] Ceneral Nanes OPTI ONAL
repl yQbj ects [4] Repl yQbj ects OPTI ONAL
respNonce [5] OCTET STRI NG OPTI ONAL
server Cont ext I nfo [6] OCTET STRI NG OPTI ONAL
cvResponseExt ensions [ 7] Extensions OPTI ONAL
request or Text [8] UTF8String (SIZE (1..256)) OPTIONAL }

Conform ng SCVP servers MAY be capabl e of constructing a CVResponse
that includes the serverContextlnfo or cvResponseExtensions itens.
Conform ng SCVP servers MJST be capable of constructing a CVResponse
with any of the remaining optional items. Conform ng SCVP clients
MJST be capabl e of processing a CVResponse with the follow ng
optional itens: respValidationPolicy, requestRef, requestorNane,

repl yObj ects, and respNonce

Conforming SCVP clients that are capable of including requestorRef in
a request MJST be capabl e of processing a CVResponse that includes
the requestorRef item Conformng SCVP clients MJST be capabl e of
processi ng a CVResponse that includes the serverContextlnfo or
cvResponseExtensions itens. Conforming clients MIST be able to
determine if critical extensions are present in the
cvResponseExt ensi ons item

4.1. cvResponseVersion

The syntax and semantics of cvResponseVersion are the sane as
cvRequest Versi on as described in Section 3.1. The cvResponseVersion
MUST nmatch the cvRequestVersion in the request. |f the server cannot
generate a response with a matchi ng versi on nunber, then the server
MJST return an error response that indicates the hi ghest version
nunber that the server supports as the version nunber.

4.2. serverConfigurationlD
The server configuration IDitemrepresents the version of the SCVP

server configuration when it processed the request. See Section 6.4
for details.
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roducedAt itemtells the date and tine at which the SCVP server

ated the response. The producedAt

item MUST be expressed in

UTC, and it MJIST be interpreted as defined in Section 3.2.7. This
val ue i s independent of the validation tine.

4.4, re

sponsesSt at us

The responseStatus item gives status information to the SCVP cli ent
its request. The responseStatus item has a numeric status code
and an optional string that is a sequence of characters fromthe

EC 10646-1 character set encoded with the UTF-8 transformation

about

| SO |
forma

t defined in [UTF8].

The string MAY be used to transmit status information.

MAY choose to display the string to a human user

user,

the string nay be of little or

The client

However, because
there is often no way to know the | anguages understood by a human
no assi st ance.

The responseStatus item uses the ResponseStatus type

fol |l owi ng synt ax:
ResponseSt atus :: = SEQUENCE {
st at usCode CVSt at usCode DEFAULT
error Message UTF8St ri ng OPTI ONAL }
CVSt at usCode :: = ENUMERATED ({
okay (0),
ski pUnr ecogni zedl t ens (1),
t ooBusy (10),
i nval i dRequest (11),
i nternal Error (12),
badStructure (20),
unsupport edVer si on (21),
abort Unr ecogni zedl t ens (22),
unr ecogni zedSi gKey (23),
badSi gnat ur eOr MAC (24),
unabl eToDecode (25),
not Aut hori zed (26),
unsupport edChecks (27),
unsupport edVant Backs (28),
unsupport edSi gnat ur eOr MAC (29),
i nval i dSi gnat ureOr MAC (30),
pr ot ect edResponseUnsupport ed (31),
unr ecogni zedResponder Nane (32),
rel ayi ngLoop (40),
unr ecogni zedVal Pol (50),
Freeman, et al. St andards Track
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unr ecogni zedVval Al g (51),
ful | Request | nResponseUnsupported (52),
ful | Pol ResponseUnsupported (53),

i nhi bi t Pol i cyMappi ngUnsupport ed (54),
requi reExplicitPolicyUnsupported (55),

i nhi bi t AnyPol i cyUnsupported (56),
val i dat i onTi neUnsupport ed (57),
unr ecogni zedCri t Quer yExt (63),
unr ecogni zedCri t Request Ext (64) }

The CVSt at usCode val ues have the foll owi ng neani ng:

0
1

10
11

12
20
21
22
23
24
25
26
27
28

29

30

31

32

40
50

51
52

The request was fully processed.

The request included some unrecognized non-critical extensions;
however, processing was able to continue ignoring them

Too busy; try again later.

The server was able to decode the request, but there was sone
ot her problemwi th the request.

An internal server error occurred.

The structure of the request was w ong.

The version of request is not supported by this server.

The request included unrecognized itens, and the server was not
able to continue processing.

The server could not validate the key used to protect the
request.

The signature or nessage authentication code did not natch the
body of the request.

The encodi ng was not under st ood.

The request was not authorized.

The request included unsupported checks itens, and the server was
not able to continue processing.

The request included unsupported wantBack itens, and the server
was not able to continue processing.

The server does not support the signhature or nessage

aut hentication code algorithmused by the client to protect the
request.

The server could not validate the client’s signature or nessage
aut henti cation code on the request.

The server could not generate a protected response as requested
by the client.

The server does not have a certificate matching the requested
responder narne.

The request was previously relayed by the sanme server.

The request contai ned an unrecogni zed validation policy

ref erence.

The request contained an unrecogni zed val i dation al gorithm O D.
The server does not support returning the full request in the
response.

Freeman, et al. St andards Track [ Page 45]



RFC 5055 SCVP Decenber 2007

53 The server does not support returning the full validation policy
by val ue in the response.

54 The server does not support the requested value for inhibit
pol i cy mappi ng.

55 The server does not support the requested value for require
explicit policy.

56 The server does not support the requested value for inhibit
anyPol i cy.

57 The server only validates requests using current tine.

63 The query itemin the request contains a critical extension whose
ODis not recognized

64 The request contains a critical request extension whose ADis
not recogni zed.

Status codes 0-9 are reserved for codes that indicate the request was
processed by the server and therefore MJST be sent in a success
response. Status codes 10 and above indicate an error and MJST
therefore be sent in an error response.

4.5. respValidationPolicy

The respValidationPolicy itemcontains either a reference to the ful
validation policy or the full policy by value used by the server to
validate the request. It MJST be present in success responses and
MUST NOT be present in error responses. The choice between returning
the policy by reference or by value is controlled by the
responseVal i dati onPol ByRef itemin the request. The resultant
validation policy is the union of the follow ng:

1. Values fromthe request.

2. For values that are not explicitly included in the request, val ues
fromthe validation policy specified by reference in the request.

The RespValidationPolicy syntax is:
RespVal i dati onPolicy ::= ValidationPolicy

The validationPolicy itemis defined in Section 3.2.4. Wen
responseVal i dati onPol ByRef is set to FALSE in the request, all itens
in the validationPolicy item MJST be popul ated. When
responseVal i dati onPol ByRef is set to TRUE, OPTIONAL itens in the
validationPolicy itemonly need to be populated for itens for which
the value in the request differs fromthe value fromthe referenced
val i dation policy.
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Conformng SCVP clients MJST be capable of processing the validation
policy by reference. SCVP clients MAY be capabl e of processing the
optional items in the validation policy.

Conform ng SCVP server inplenentations MJST be capabl e of asserting
the policy by reference, and MUST be capabl e of including the
optional itens.

4.6. request Ref

The requestRef itemallows the SCVP client to identify the request
that corresponds to this response fromthe server. It associates the
response to a particular request using either a hash of the request
or a copy of CVRequest fromthe request.

The requestRef item does not provide authentication, but does allow
the client to determ ne that the request was not maliciously
nodi fi ed.

The requestRef itemallows the client to associate a response with a
request. The request Nonce provides an alternative mechani smfor

mat chi ng requests and responses. Wen the full Request alternative is
used, the response provides a single data structure that is suitable
for archive of the transaction.

The request Ref item uses the Request Reference type, which has the
foll owi ng syntax:

Request Ref erence ::= CHO CE {
request Hash [0] HashVal ue, -- hash of CVRequest
ful | Request [1] CVRequest }

SCVP clients MJST support requestHash, and they MAY support
full Request. SCVP servers MJST support using requestHash, and they
SHOULD support using full Request.

4.6.1. requestHash

The requestHash itemis the hash of the CVRequest. The one-way hash
function used to conpute the hash of the CVRequest is as specified in
Section 3.9. The requestHash item serves two purposes. First, it
allows a client to determne that the request was not naliciously
nodi fied. Second, it allows the client to associate a response with
a request when using connectionless protocols. The requestNonce
provi des an alternative nechanismfor matching requests and
responses.
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The requestHash item uses the HashVal ue type, which has the follow ng

synt ax:
HashVal ue ::= SEQUENCE {
al gorithm Al gorithm dentifier DEFAULT { algorithmsha-1 },
val ue OCTET STRI NG }
sha-1 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
oi W(14) secsig(3) algorithn(2) 26 }
The algorithmidentifier for SHA-1 is inported from[PKIX-ALG. It

is repeated here for convenience.

4.6.2. full Request
Li ke requestHash, the full Request alternative allows a client to
determ ne that the request was not maliciously nmodified. It also
provides a single data structure that is suitable for archive of the
transacti on.

The full Request item uses the CVRequest type. The syntax and
semantics of the CVRequest type are described in Section 3.

4.7. requestor Ref
The optional requestorRef itemis used by the client to identify the
original requestor in cases where SCVP relay is used. The value is
only of local significance to the client. |[If the SCVP client
i ncl udes a requestorRef value in the request, then the SCVP server
MUST return the sane value if the server is generating a non-cached
response.

4.8. requestorNane

The optional requestorNane itemis used by the server to return one
or nore identities associated with the client in the response.

The SCVP server MAY choose to include any or all of the foll ow ng:

(1) the identity asserted by the client in the requestorNanme item of
the request,

(2) an authenticated identity for the client froma certificate or
ot her credential used to authenticate the request, or

(3) aclient identifier froman out-of-band nechani sm

Al ternatively, the SCVP server MAY omt this item
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In the case of non-cached responses to authenticated requests, the
SCVP server SHOULD return a requestor nane.

SCVP servers that support authenticated requests SHOULD support this
item

SCVP clients MJST be able to process responses that include this
item although the item value night not inpact the processing in any
manner .

4.9. replyObjects

The replyOhjects itemreturns requested objects to the SCVP client,
each of which tells the client about a single certificate fromthe

request. The replyojects item MJST be present in the response,

unl ess the response is reporting an error. The CertReply item MJST
contain cert, replyStatus, replyVal Time, replyChecks, and

repl ywant Backs itens, and the CertReply item MAY contain the

val idationErrors, nextUpdate, and cert Repl yExtensions itens.

A success response MJST contain one CertReply for each certificate
specified in the queriedCerts itemin the request. The order is
inmportant. The first CertReply in the sequence MJST correspond to
the first certificate in the request, the second CertReply in the
sequence MUST correspond to the second certificate in the request,
and so on.

The checks itemin the request determ nes the content of the

repl yChecks itemin the response. The wantBack itemin the request
determ nes the content of the repl yWantBacks itemin the response.
The queryExtensions itens in the request controls the absence or the
presence and content of the certRepl yExtensions itemin the response.

The repl yObj ects itemuses the Repl yQhjects type, which has the
fol l owi ng synt ax:

Repl yObj ects ::= SEQUENCE S| ZE (1..MAX) OF CertReply
CertReply ::= SEQUENCE ({
cert Cert Ref er ence,
repl ySt at us Repl ySt at us DEFAULT success,
repl yval Ti ne Gener al i zedTi ne,
repl yChecks Repl yChecks,
repl yWant Backs Repl yWant Backs,
val i dati onErrors [0] SEQUENCE SI ZE (1..MAX) OF
OBJECT | DENTI FI ER OPTI ONAL
next Updat e [1] CeneralizedTi me OPTI ONAL

cert Repl yExt ensi ons [ 2] Extensions OPTI ONAL }
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4.9.1. cert

The cert itemcontains either the certificate or a reference to the
certificate about which the client is requesting information. |If the
certificate was specified by reference in the request, the request

i ncluded either the id-swb-pkc-cert or id-swb-aa-cert wantBack, and
the server was able to obtain the referenced certificate, then this
item MUST include the certificate. Oherwise, this item MJUST include
the sane value as was used in the queriedCerts itemin the request.

Cert Ref erence has the foll ow ng syntax:

Cert Reference ::= CHO CE {
pkc PKCRef er ence,
ac ACRef erence }

4.9.2. replyStatus

The replyStatus itemgives status information to the client about the
request for the specific certificate. Note that the responseStatus
itemis different fromthe replyStatus item The responseStatus item
is the status of the whole request, while the replyStatus itemis the
status for the individual query item

The replyStatus itemuses the ReplyStatus type, which has the
foll owi ng syntax:

Repl ySt at us :: = ENUMERATED {
success (0),
mal f or mredPKC (1),
mal f or redAC (2),
unavai |l abl eval i dationTine (3),
ref erenceCert HashFai | (4),
cert Pat hConst r uct Fai | (95),
cert Pat hNot Val i d (6),
cert Pat hNot Val i dNow (7),
want BackUnsati sfi ed (8) }

The neani ngs of the various ReplyStatus val ues are:

0 Success: all checks were performed successfully.

1 Failure: the public key certificate was mal f or nmed.

2 Failure: the attribute certificate was mal f orned.

3 Failure: historical data for the requested validation tine is not
avai | abl e.

4 Failure: the server could not |ocate the reference certificate or

the referenced certificate did not match the hash val ue provided.
5 Failure: no certification path could be constructed.
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6 Failure: the constructed certification path is not valid with
respect to the validation policy.

7 Failure: the constructed certification path is not valid with
respect to the validation policy, but a query at a later tinme nmay
be successful .

8 Failure: all checks were perforned successfully; however, one or
nore of the wantBacks coul d not be satisfied.

Codes 1 and 2 are used to tell the client that the request was
properly formed, but the certificate in question was not. This is
especially useful to clients that do not parse certificates.

Code 7 is used to tell the client that a valid certification path was
found with the exception that a certificate in the path is on hold,
current revocation information is unavailable, or the validation tine
precedes the notBefore time in one or nore certificates in the path.

For codes 1, 2, 3, and 4, the replyChecks and repl yWant Backs itens
are not populated (i.e., they MIUST be an enpty sequence). For codes
5, 6, 7, and 8, replyChecks MJST include an entry corresponding to
each check in the request; the replyWantBacks itemis not popul ated.

4.9.3. replyVal Tinme

The replyVal Tine itemtells the time at which the information in the
CertReply was correct. The replyValTine itemrepresents the date and
time in UTC, using GeneralizedTine type. The encoding rules for
CeneralizedTinme in Section 3.2.7 MJST be used.

Wthin the request, the optional validationTine itemtells the date
and tinme relative to which the SCVP client wants the server to
performthe checks. |If the validationTine is not present, the server
MUST respond as if the client provided the date and tinme at which the
server processes the request.

The information in the CertReply item MJUST be formatted as if the
server created this portion of the response at the tine indicated in
the validationTine itemof the query. However, if the server does
not have appropriate historical information, the server MAY either
return an error or return information for a later tine.

4.9.4. replyChecks

The repl yChecks item contains the responses to the checks itemin the
qguery. The replyChecks itemincludes the object identifier (O D)
fromthe query and an integer. The value of the integer indicates
whet her the requested check was successful. The A Ds in the checks
itemof the query are used to identify the correspondi ng repl yChecks
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val ues. Each O D specified in the checks itemin the request MJST be
mat ched by an O D in the replyChecks itemof the response. 1In the
case of an error response, the server MAY include additional checks
in the response to further explain the error. Cients MJST ignore
any unrecogni zed Repl yCheck included in the response.

The repl yChecks item uses the Repl yChecks type, which has the
foll owi ng syntax:

Repl yChecks ::= SEQUENCE OF Repl yCheck

Repl yCheck ::= SEQUENCE ({
check OBJECT | DENTI FI ER
status | NTEGER DEFAULT O }

The status value for public key certification path building to a
trusted root, { id-stc 1}, can be one of the follow ng:

0: Built a path
1: Could not build a path

The status value for public key certification path building to a
trusted root along with sinple validation processing, { id-stc 2 },
can be one of the follow ng:

0: Valid
1: Not valid

The status value for public key certification path building to a
trusted root along with conplete status checking, { id-stc 3}, can
be one of the follow ng:

0: valid

1: Not valid

2: Revocation off-line

3: Revocation unavail abl e

4: No known source for revocation information

Revocation off-line neans that the server or distribution point for
the revocation information was connected to successfully w thout a
network error but either no data was returned or if data was returned
it was stale. Revocation unavailable nmeans that a network error was
returned when an attenpt was nade to reach the server or distribution
point. No known source for revocation information neans that the
server was able to build a valid certification path but was unable to
| ocate a source for revocation information for one or nore
certificates in the path.
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The status value for AC issuer certification path building to a
trusted root, { id-stc 4 }, can be one of the follow ng:

0: Built a path
1: Could not build a path

The status value for AC issuer certification path building to a
trusted root along with sinple validation processing, { id-stc 5 },
can be one of the follow ng:

0: valid
1: Not valid

The status value for AC issuer certification path building to a
trusted root along with conplete status checking, { id-stc 6 }, can
be one of the follow ng:

0: Valid

1: Not valid

2: Revocation off-line

3: Revocation unavail abl e

4: No known source for revocation information

The status value for revocation status checking of an AC as well as
AC issuer certification path building to a trusted root along with
conpl ete status checking, { id-stc 7 }, can be one of the follow ng:

0: valid

1: Not valid

2: Revocation off-line

3: Revocation unavail abl e

4: No known source for revocation information

4.9.5. repl ywant Backs

The repl yWant Backs item contains the responses to the wantBack item
in the request. The repl yWantBacks itemincludes the object
identifier (OD) fromthe wantBack itemin the request and an OCTET
STRING Wthin the OCTET STRING is the requested value. The A Ds in
the wantBack itemin the request are used to identify the
corresponding reply value. The O Ds in the repl yWant Backs item MJST
match the O Ds in the wantBack itemin the request. For a non-error
response, replyWant Backs MJUST include exactly one Repl yWant Back for
each want Back specified in the request (excluding id-swb-pkc-cert and
i d-swb-ac-cert, where the requested information is included in the
cert item.
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The repl yWant Backs item uses the Repl yWant Backs type, which has the
foll owi ng syntax:

Repl yWant Backs ::= SEQUENCE OF Repl yWant Back
Repl yWant Back: : = SEQUENCE ({
wb OBJECT | DENTI FI ER
val ue OCTET STRI NG }

The OCTET STRING value for the certification path used to verify the
certificate in the request, { id-swb 1 }, contains the CertBundle
type. The syntax and senantics of the CertBundl e type are described
in Section 3.2.8. This CertBundle includes all the certificates in
the path, starting with the end certificate and ending with the
certificate issued by the trust anchor

The OCTET STRI NG val ue for the proof of revocation status,

{ id-swb 2 }, contains the RevlnfoWintBack type. The Revl nfoWant Back
type is a SEQUENCE of the Revocationlnfos type and an optiona
CertBundl e. The syntax and senantics of the Revocationlnfos type are
described in Section 3.2.9. The CertBundl e MJUST be included if any
certificates required to validate the revocation information were not
returned in the id-swb-pkc-best-cert-path or

i d- swb-pkc-all-cert-paths want Back. The CertBundl e MUST incl ude al
such certificates, but there are no ordering requirenents.

Revl nf oWant Back ::= SEQUENCE ({
revocati onlnfo Revocati onl nf os,
extraCerts Cert Bundl e OPTI ONAL }

The OCTET STRING value for the public key information, { id-swb 4 },
contai ns the SubjectPublicKeylnfo type. The syntax and semantics of
the Subj ect PublicKeylnfo type are described in [PKIX-1].

The OCTET STRI NG value for the AC issuer certification path used to
verify the certificate in the request, { id-swb 5}, contains the
CertBundl e type. The syntax and semantics of the CertBundle type are
described in Section 3.2.8. This CertBundle includes all the
certificates in the path, beginning with the AC issuer certificate
and ending with the certificate issued by the trust anchor

The OCTET STRING val ue for the proof of revocation status of the AC

i ssuer certification path, { id-swb 6 }, contains the RevlnfoWantBack
type. The RevlnfoWant Back type is a SEQUENCE of the Revocati onl nfos
type and an optional CertBundle. The syntax and semantics of the
Revocati onl nfos type are described in Section 3.2.9. The CertBundle
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MUST be included if any certificates required to validate the
revocation information were not returned in the id-aa-cert-path
want Back. The CertBundl e MJUST include all such certificates, but
there are no ordering requirenents.

The OCTET STRING val ue for the proof of revocation status of the
attribute certificate, { id-swb 7 }, contains the RevlnfoWnt Back
type. The RevlnfoWant Back type is a SEQUENCE of the Revocati onl nfos
type and an optional CertBundle. The syntax and semantics of the
Revocati onl nfos type are described in Section 3.2.9. The CertBundle
MJST be included if any certificates required to validate the
revocation informati on were not returned in the id-swh-aa-cert-path
want Back. The CertBundl e MJUST include all such certificates, but
there are no ordering requirenents.

The OCTET STRING value for returning all paths, { id-swh 12 },
contains an ASN. 1 type CertBundl es, as defined below. The syntax and
semantics of the CertBundle type are described in Section 3.2.8.

Each CertBundl e includes all the certificates in one path, starting
with the end certificate and ending with the certificate issued by
the trust anchor.

CertBundl es ::= SEQUENCE SI ZE (1..MAX) OF CertBundl e

The OCTET STRING val ue for relayed responses, { id-swb 9 }, contains
an ASN. 1 type SCVPResponses, as defined below. |If the SCVP server
used i nformati on obtai ned fromother SCVP servers when generating
this response, then SCVPResponses MJST include each of the SCVP
responses received fromthose servers. |f the SCVP server did not
use information obtained fromother SCVP servers when generating the
response, then SCVPResponses MJST be an enpty sequence.

SCVPResponses ::= SEQUENCE OF Contentlnfo

The OCTET STRI NG val ue for the proof of revocation status of the
path's target certificate, { id-swb-13 }, contains the

Revl nf oWant Back type. The RevlnfoWantBack type is a SEQUENCE of the
Revocationl nfos type and an optional CertBundle. The syntax and
semantics of the Revocationlnfos type are described in Section 3.2.9.
The CertBundl e MJST be included if any certificates required to
validate the revocation information were not returned in the id-swb-
pkc-best-cert-path or id-swb-pkc-all-cert-paths wantBack. The

Cert Bundl e MUST include all such certificates, but there are no
ordering requirenents.

The OCTET STRI NG val ue for the proof of revocation status of the

internediate certificates in the path, { id-swh 14 }, contains the
Revl nf oWant Back type. The RevlnfoWantBack type is a SEQUENCE of the
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Revocationl nfos type and an optional CertBundle. The syntax and
semantics of the Revocationlnfos type are described in Section 3.2.9.
The CertBundl e MJST be included if any certificates required to

val idate the revocation infornmati on were not returned in the id-swb-
pkc-best-cert-path or id-swb-pkc-all-cert-paths wantBack. The

Cert Bundl e MUST include all such certificates, but there are no
ordering requirenents.

4.9.6. validationErrors

The validationErrors item MJST only be present in failure responses.
If present, it MJST contain one or nore O Ds representing the reason
the validation failed (validation errors for the basic validation

al gorithm and name validation algorithmare defined in Sections
3.2.4.2.2 and 3.2.4.2.4). The validationErrors item SHOULD only be
i ncl uded when the replyStatus is 3, 5, 6, 7, or 8. SCVP servers are
not required to specify all of the reasons that validation fail ed.
SCVP clients MJUST NOT assunme that the O Ds included in
validationErrors represent all of the validation errors for the
certification path.

4.9.7. nextUpdate

The nextUpdate itemtells the tine at which the server expects a
refresh of information regarding the validity of the certificate to
becone avail able. The nextUpdate itemis especially interesting if
the certificate revocation status information is not available or the
certificate is suspended. The nextUpdate itemrepresents the date
and time in UTC, using the CeneralizedTinme type. The encoding rules
for CGeneralizedTine in Section 3.2.7 MJST be used.

4.9.8. certRepl yExtensions

The cert Repl yExt ensi ons item contains the responses to the
gqueryExtensions itemin the request. The certRepl yExtensions item
uses the Extensions type defined in [PKIX-1]. The object identifiers
(A Ds) in the queryExtensions itemin the request are used to
identify the corresponding reply values. The certRepl yExtensions
item when present, contains a sequence of Extension itens, each of
whi ch contains an extnIDitem a critical item and an extnVal ue
item

The extnIDitemis an identifier for the extension. It contains the
O D that nanes the extension, and it MJST match one of the O Ds in
the queryExtensions itemin the request.

The critical itemis a BOOLEAN, and it MJST be set to FALSE
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The extnValue itemcontains an OCTET STRING Wthin the OCTET STRI NG
is the extension value. An ASN. 1 type is specified for each
extension, identified by the associated extnl D object identifier

4.10. respNonce

The respNonce itemcontains an identifier to bind the request to the
response.

If the client includes a requestNonce value in the request and the
server is generating a specific non-cached response to the request
then the server MUST return the sane value in the response.

If the server is using a cached response to the request then it MJST
omit the respNonce item

If the server is returning a specific non-cached response to a
request w thout a nonce, then the server MAY include a nessage-
specific nonce. For digitally signed nessages, the server MAY use
the val ue of the nmessage-digest attribute in the signedAttrs within
Signerinfo of the request as the value in the respNonce item

The request Nonce item uses the OCTET STRI NG type.

Conforming client inplenmentations MJST be able to process a response
that includes this item Conformng servers MJST support respNonce

4.11. serverContextlnfo

The serverContextlnfo itemin a response is a nmechanismfor the
server to pass sone opaque context infornmation to the client. |If the
client does not like the certification path returned, it can make a
new query and pass along this context information.

Section 3.2.6 contains informati on about the client’s usage of this
item

The context information is opaque to the client, but it provides
information to the server that ensures that a different certification
path will be returned (if another one can be found). The context
information could indicate the state of the server, or it could
contain a sequence of hashes of certification paths that have already
been returned to the client. The protocol does not dictate any
structure or requirements for this item However, inplenenters
shoul d review the Security Considerations section of this docunent
bef ore selecting a structure.
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Servers that are incapable of returning additional paths MJST NOT
i nclude the serverContextinfo itemin the response.

4.12. cvResponseExt ensi ons

I f present, the cvResponseExtensions item contains a sequence of

ext ensions that extend the response. This specification does not
define any extensions. The facility is provided to allow future
specifications to extend SCVP. The syntax for Extensions is inmported
from[PKI X-1]. The cvResponseExtensions item when present, contains
a sequence of Extension itenms, each of which contains an extnlD item
acritical item and an extnValue item

The extnIDitemis an identifier for the extension. It contains the
object identifier (O D) that names the extension.

The critical itemis a BOOLEAN. Each extension is designated as
either critical (with a value of TRUE) or non-critical (with a value
of FALSE). An SCVP client MJST reject the response if it encounters
a critical extension it does not recogni ze; however, a non-critica
extension MAY be ignored if it is not recognized.

The extnValue item contains an OCTET STRING Wthin the OCTET STRI NG
is the extension value. An ASN. 1 type is specified for each
extension, identified by the associ ated extnl D object identifier

4.13. requestor Text
The requestorText itemcontains a text field supplied by the client.
If the client includes a requestorText value in the request and the
server is generating a specific non-cached response to the request,
then the server MJST return the sane value in the response.

If the server is using a cached response to the request, then it MJST
omt the requestorText item

The request Nonce item uses the UTF8 string type.
Conforming client inplenentations that support the requestorText item
in requests (see Section 3.10) MJST be able to process a response

that includes this item Conform ng servers MJST support
requestor Text in responses.
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4.14. SCVP Response Validation

There are two nechani sns for validation of SCVP responses, one based
on the client’s know edge of a specific SCVP server key and the other
based on validation of the certificate corresponding to the private
key used to protect the SCVP response.

4.14.1. Sinple Key Validation

The sinple key validation method is where the SCVP client has a | oca
policy of one or nore SCVP server keys that directly identify the set
of valid SCVP servers. Mechanisnms for storage of server keys or
identifiers are a local matter. For exanple, a client could store
crypt ographi ¢ hashes of public keys used to verify SignedData
responses. Alternatively, a client could store shared synmetric keys
used to verify MACs in AuthenticatedData responses.

Si npl e key validation MIST be used by SCVP clients that cannot
validate PKIX-1 certificates and are therefore making del egated path
val idation requests to the SCVP server [ROMIS]. It is a matter of
local policy with these clients whether to use SignedData or

Aut henti catedData. Sinple key validati on MAY be used by ot her SCVP
clients for other reasons.

4.14.2. SCVP Server Certificate Validation

It is a matter of local policy what validation policy the client uses
when validating responses. When validating protected SCVP responses,
SCVP clients SHOULD use the validation algorithmdefined in Section 6
of [PKIX-1]. SCVP clients may inpose additional limtations on the
algorithm such as limting the nunber of certificates in the path or
establishing initial nane constraints, as specified in Section 6.2 of
[ PKI X-1].

If the certificate used to sign the validation policy responses and
Si gnedDat a val i dati on responses contai ns the key usage extension

([ PKI X-1], Section 4.2.1.3), it MJST have either the digita
signature bit set, the non-repudiation bit set, or both bits set.

If the certificate for AuthenticatedData validation responses

contai ns the key usage extension, it MJST have the key agreement bit
set.
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If the certificate used on a validation policy response or a
val i dation response contains the extended key usage extension
([PKIX-1], Section 4.2.1.13), it MJST contain either the
anyExt endedKeyUsage O D or the following O D:

i d-kp-scvpServer OBJECT IDENTIFIER ::={ id-kp 15 }
5. Server Policy Request
An SCVP client uses the Val Pol Request itemto request information
about an SCVP server’s policies and configuration information
including the list of validation policies supported by the SCVP
server. Wen a Val Pol Request is encapsulated in a M ME body part, it
MJST be carried in an application/scvp-vp-request M ME body part.

The request consists of a Val Pol Request encapsulated in a
Contentinfo. The client does not sign the request.

Contentinfo {

cont ent Type i d-ct-scvp-val Pol Request,
-- (1.2.840.113549.1.9.16.1.12)
cont ent Val Pol Request }

The Val Pol Request type has the foll ow ng syntax:

Val Pol Request ::= SEQUENCE {
vpRequest Ver si on | NTEGER DEFAULT 1
request Nonce OCTET STRI NG }

Conform ng SCVP server inplenentati ons MJST recogni ze and process the
server policy request. Confornming clients SHOULD support the server
policy request.

5.1. vpRequest Version

The syntax and semantics of vpRequestVersion are the sane as
cvRequest Versi on as described in Section 3.1.

5.2. request Nonce

The requestNonce item contains a request identifier generated by the
SCVP client. |If the server returns a specific response, it MJST

i ncl ude the request Nonce fromthe request in the response, but the
server MAY return a cached response, which MJST NOT include a
request Nonce.
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Val i dation Policy Response

In response to a Val Pol Request, the SCVP server provides a

Val Pol Response. The Val Pol Response may not be unique to any

Val Pol Request, so may be reused by the server in response to nultiple
Val Pol Requests. The Val Pol Response al so has an indication of how
frequently the Val Pol Response may be rei ssued. The server MJST sign
the response using its digital signature certificate. Wen a

Val Pol Response is encapsulated in a MM body part, it MJST be
carried in an application/scvp-vp-response MM body part.

The response consists of a Val Pol Response encapsulated in a

Si gnedData, which is in turn encapsulated in a Contentlnfo. That is,
the Encapsul atedContentinfo field of SignedData consists of an
eContent Type field with a value of id-ct-scvp-val Pol Response
(1.2.840.113549.1.9.16.1.13) and an eContent field that contains a
DER- encoded Val Pol Response. The SCVP server MJST include its own
certificate in the certificates field within SignedData, and the
signerinfos field of SignedData MJUST include exactly one Signerlnfo.
The SignedData MJST NOT include the unsignedAttrs field.

The Val Pol Response type has the foll ow ng syntax:

Val Pol Response ::= SEQUENCE {

vpResponseVer si on

max CVRequest Ver si on
maxVPRequest Ver si on
server ConfigurationlD
t hi sUpdat e

next Updat e
suppor t edChecks
suppor t edWant Backs
val i dati onPol i ci es
val i dati onAl gs

aut hPol i ci es
responseTypes

def aul t Pol i cyVal ues
revocati onl nf oTypes
si gnat ur eGenerati on
si gnatureVerification
hashAl gori t hrrs

server Publ i cKeys

cl ockSkew
request Nonce

et al. St andards Track

| NTEGER

| NTEGER

| NTEGER

| NTEGER

Gener al i zedTi e,

General i zedTi me OPTI ONAL,

Cert Checks,

Want Back,

SEQUENCE OF OBJECT | DENTI FI ER

SEQUENCE OF OBJECT | DENTI FI ER

SEQUENCE OF Aut hPol i cy,

ResponseTypes,

RespVal i dati onPol i cy,

Revocati onl nf oTypes,

SEQUENCE OF Al gorithm dentifier

SEQUENCE OF Al gorithm dentifier

SEQUENCE SI ZE (1..MAX) OF
OBJECT | DENTI FI ER

SEQUENCE OF KeyAgr eePubl i cKey
OPTI ONAL,

| NTEGER DEFAULT 10,

OCTET STRI NG OPTI ONAL }
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ResponseTypes ::= ENUMERATED {
cached-only (0),
non-cached-only (1),
cached- and- non- cached (2) }

Revocationl nfoTypes ::= BIT STRI NG {
ful | CRLs (0)
del t aCRLs (1),

i ndi rect CRLs (2),
0CSPResponses (3) }

SCVP clients that support validation policy requests MJST support
val idation policy responses. SCVP servers MJST support validation
pol i cy responses.

SCVP servers MJST support cached policy responses and MAY support
specific responses to policy requests.

6.1. vpResponseVersion

The syntax and senmantics of the vpResponseVersion itemare the same
as cvRequest Version as described in Section 3.1. The
vpResponseVersi on used MJST be the sane as the vpRequest Versi on

unl ess the client has used a value greater than the val ues the server
supports. If the client submts a vpRequestVersion greater than the
versi on supported by the server, the server MJST return a
vpResponseVer si on usi ng the highest version nunber the server
supports as the version numnber.

6.2. maxCVRequest Ver si on

The maxCVRequest Version item defi nes the naxi num versi on nunber for
CV requests that the server supports.

6.3. maxVPRequest Ver si on

The maxVPRequest Version item defines the maxi num versi on nunber for
VP requests that the server supports.

6.4. serverConfigurationlD

The serverConfigurationlDitemis an integer that uniquely represents
the version of the server configuration as represented by the

val i dationPolicies, validationAl gs, authPolicies,

def aul t Pol i cyVal ues, and cl ockSkew. |f any of these val ues change,
the server MJST create a new Val Pol Response with a new
serverConfigurationlD. |[If the configuration has not changed, then
the server may reuse serverConfigurationlD across nultiple
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Val Pol Response nessages. However, if the server reverts to an
earlier configuration, the server MJST NOT revert the configuration
ID as well, but MUST sel ect another uni que val ue.

6.5. thisUpdate

This itemindicates the signing date and tine of this policy
response.

CGeneral i zedTi me val ues MJUST be expressed in G eenwich Mean Tine
(Zulu) and interpreted as defined in Section 3.2.7.

6.6. nextUpdate and request Nonce

These itens are used to indicate whether policy responses are
specific to policy requests. Were policy responses are cached,
these itenms indicate when the information will be updated. The
optional nextUpdate itemindicates the tine by which the next policy
response will be published. The optional requestNonce itemlinks the
response to a specific request by returning the nonce provided in the
request.

If the nextUpdate itemis onmitted, it indicates a non-cached response
generated in response to a specific request (i.e., the Val Pol Response
is bound to a specific request). If this itemis omtted, the
request Nonce item MJUST be present and MJST incl ude the requestNonce
val ue fromthe request.

If the nextUpdate itemis present, it indicates a cached response
that is not bound to a specific request. An SCVP server MJST
periodi cally generate a new response as defined by the next update
time, but MAY use the sane Val Pol Response to respond to nmultiple
requests. The requestNonce is omitted if the nextUpdate itemis
present.

It is a matter of local server policy to return a cached or non-
cached specific response.

General i zedTi me val ues i n nextUpdate MJST be expressed in G eenw ch
Mean Tinme (Zulu) as specified in Section 3.2.7.

6.7. supportedChecks

The supportedChecks item contains a sequence of object identifiers
representing the checks supported by the server.
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6.8. supportedWant Backs

The support edWant Backs item contains a sequence of object identifiers
representing the want Backs supported by the server.

6.9. validationPolicies

The validationPolicies itemcontains a sequence of object identifiers
representing the validation policies supported by the server. It is
a matter of local policy if the server wishes to process requests
using the default validation policy, and if it does not, then it MJST
NOT include the id-svp-defaultValPolicy in this list.

6.10. validationAl gs

The val i dationAlgs itemcontains a sequence of O Ds. Each OD
identifies a validation algorithm supported by the server.

6.11. authPolicies

The authPolicies itemcontains a sequence of policy references for
aut henticating to the SCVP server.

The reference to the authentication policy is an OD that the client
and server have agreed represents an authentication policy. The |ist
of policies is intended to docunent to the client if authentication
is required for sone requests and if so how

Aut hPolicy ::= OBJECT | DENTI FI ER
6.12. responseTypes

The responseTypes itemallows the server to publish the range of
response types it supports. Cached only neans the server will only
return cached responses to requests. Non-cached only neans the
server will return a specific response to the request, i.e.,
containing the requestor’s nonce. Both neans that the server
supports both cached and non-cached response types and will return
ei ther a cached or non- cached response, depending on the request.

6.13. revocationlnfoTypes

The revocationl nfoTypes itemallows the server to indicate the
sources of revocation information that it is capable of processing.
For each bit in the RevocationlnfoTypes BIT STRING the server MJST
set the bit to one if it is capable of processing the correspondi ng
revocation information type and to zero if it cannot.
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6. 14. defaul tPolicyVal ues

This is the default validation policy used by the server. It
contains a RespValidationPolicy, which is defined in Section 4.5.

All OPTIONAL itens in the validationPolicy item MJST be popul ated. A
server will use these default val ues when the request references the
default validation policy and the client does not override the
default val ues by supplying other values in the request.

This allows the client to optinize the request by onmitting paraneters
that match the server default val ues.

6.15. signatureCeneration

Thi s sequence specifies the set of digital signature algorithns
supported by an SCVP server for signing CVResponse nessages. Each
digital signature algorithmis specified as an Al gorithmdentifier
using the encoding rules associated with the signatureAlgorithmfield
in a public key certificate [PKIX-1]. Supported algorithns are
defined in [PKIX-ALG and [PKI X-ALQ?], but other signature algorithns
may al so be supported.

By including an algorithm(e.g., RSAwith SHA-1) in this list, the
server states that it has a private key and corresponding certified
public key for that asymretric al gorithm and supports the specified
hash al gorithm The list is ordered; the first digital signature
algorithmis the server’'s default algorithm The default algorithm
will be used by the server to protect signed nessages unless the
client specifies another algorithm

For servers that do not have an on-line private key, and cannot sign
CVResponse nessages, the signatureCGeneration itemis encoded as an
enpty sequence.

6.16. signatureVerification

Thi s sequence specifies the set of digital signature algorithns that
can be verified by this SCVP server. Each digital signature
algorithmis specified as an Al gorithm dentifier, using the encoding
rul es associated with the signatureAlgorithmfield in a public key
certificate [PKIX-1]. Supported algorithns are defined in [PKIX-ALG
and [ PKI X- AL&2], but other signature algorithns may al so be

support ed.

For servers that do not verify signatures on CVRequest nessages, the
signatureVerification itemis encoded as an enpty sequence.
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6.17. hashAl gorithms

Thi s sequence specifies the set of hash algorithnms that the server
can use to hash certificates and requests. The list is ordered; the
first hash algorithmis the server’'s default algorithm The default
algorithmw || be used by the server to conpute hashes included in
responses unless the client specifies another algorithm Each hash
algorithmis specified as an object identifier. [PKIX-AL&X]
specifies object identifiers for SHA-1, SHA-224, SHA-256, SHA-384,
and SHA-512. O her hash algorithns may al so be supported.

6.18. serverPublicKeys

The serverPublicKeys itemis a sequence of one or nore key agreenent
public keys and associated paraneters. It is used by clients nmaking
Aut henti cat edData requests to the server. Each itemin the
server Publ i cKeys sequence is of the KeyAgreePublicKey type:

KeyAgr eePubl i cKey ::= SEQUENCE {
al gorithm Al gorithm dentifier,
publ i cKey BI T STRI NG,
macAl gorithm Al gorithm dentifier,
k DF Al gorithm dentifier OPTIONAL }

The KeyAgreePublicKey includes the algorithmidentifier and the
server’'s public key. SCVP servers that support the key agreenent
node of AuthenticatedData for SCVP requests MJUST support

server Publ i cKeys and the Diffie-Hell man key agreenent al gorithm as
specified in [PKIX-ALG. SCVP servers that support serverPublicKeys
MUST support the 1024-bit Mdul ar Exponential (MODP) group key (group
2) as defined in [IKE]. SCVP servers that support serverPublicKeys
MAY support other Diffie-Hellman groups [|KE-GROUPS], as well as

ot her key agreenent al gorithns.

The macAl gorithmitem specifies the symmetric algorithmthe server
expects the client to use with the result of the key agreenent
algorithm A key derivation function (KDF), which derives symetric
key material fromthe key agreenent result, may be inplied by the
macAl gorithm Alternatively, the KDF may be explicitly specified
using the optional kDF item

6.19. cl ockSkew

The cl ockSkew itemis the nunber of mnutes the server will allow for
cl ock skew. The default value is 10 m nutes.
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7.

SCVP Server Rel ay

In some network environments, especially ones that include firewalls,
an SCVP server nmight not be able to obtain all of the informtion
that it needs to process a request. However, the server m ght be
configured to use the services of one or nore other SCVP servers to
fulfill all requests. In such cases, the SCVP client is unaware that
the initial SCVP server is using the services of other SCVP servers.
The initial SCVP server acts as a client to another SCVP server.
Unlike the original client, the SCVP server is expected to have

noder ate computing and nenory resources. Thi s section describes
SCVP server-to-SCVP server exchanges. This section does not inpose
any requirements on SCVP clients that are not al so SCVP servers.
Further, this section does not inpose any requirenents on SCVP
servers that do not relay requests to other SCVP servers.

VWen one SCVP server relays a request to another server, in an
incorrectly configured systemof servers, it is possible that the
sanme request will be relayed back again. Any SCVP server that relays
requests MJST inplenment the conventions described in this section to
det ect and break | oops.

VWhen an SCVP server relays a request, the request MJST include the
requestorRef item If the request to be relayed already contains a
requestorRef item then the server-generated request MJST contain a
requestorRef item constructed fromthis value and an additiona
General Nanme that contains an identifier of the SCVP server. |If the
request to be relayed does not contain a requestorRef item then the
server-generated request MJST contain a requestorRef itemthat

i ncl udes a Ceneral Nane that contains an identifier of the SCVP
server.

To prevent false | oop detection, servers should use identifiers that
are unique within their network of cooperating SCVP servers. SCVP
servers that support relay SHOULD populate this itemw th the DNS
nane of the server or the distinguished nane in the server’s
certificate. SCVP servers MAY choose other procedures for generating
identifiers that are unique within their comunity.

VWhen an SCVP server receives a request that contains a requestorRef
item the server MJST check the sequence of names in the requestor Ref
itemfor its owm identifier. |If the server discovers its own
identifier in the requestorRef item it MJST respond with an error
setting the statusCode in the responseStatus itemto 40.

VWhen an SCVP server generates a non-cached response to a rel ayed
request, the server MJIST include the requestorRef itemfromthe
request in the response.
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8. SCVP ASN. 1 Mbdul e

This section defines the syntax for SCVP request-response pairs. The
semantics for the nmessages are defined in Sections 3, 4, 5, and 6.
The SCVP ASN. 1 nodul e fol | ows.

SCVvP

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-md(0) 21 }

DEFINITIONS IMPLICI T TAGS ::= BEG N
| MPORTS

Algorithmdentifier, Attribute, Certificate, Extensions,
-- Inport UTF8String if required by conpiler
-- UTF8String, -- CertificatelList, CertificateSerial Nunber
FROM PKI X1Explicit88 -- RFC 3280
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0) 18 }

Gener al Nanes, Ceneral Nane, KeyUsage, KeyPurposeld
FROM PKI X1l nplicit88 -- RFC 3280
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmd(0) 19 }

AttributeCertificate
FROM PKI XAttri buteCertificate -- RFC 3281
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-md(0) 12 }

OCSPResponse
FROM OCSP -- RFC 2560
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0) 14 }

ContentlInfo
FROM Crypt ogr aphi cMessageSynt ax2004 -- RFC 3852
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sm nme(16) nodul es(0) cns-2004(24) }

-- SCVP Certificate Validation Request
id-ct OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

us(840) rsadsi (113549) pkcs(1) pkcs9(9)
id-smme(l6) 1}
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i d-ct-scvp-certVal Request OBJECT IDENTIFIER ::={ id-ct 10 }
CVRequest ::= SEQUENCE ({

cvRequest Ver si on | NTEGER DEFAULT 1,

query Query,

request or Ref [ 0] General Nanes OPTI ONAL,

request Nonce [1] OCTET STRI NG OPTI ONAL,

request or Name [ 2] Ceneral Nane OPTI ONAL,

r esponder Name [ 3] Ceneral Nane OPTI ONAL,

request Ext ensi ons [4] Extensions OPTI ONAL,

si gnat ureAl g [5] Algorithm dentifier OPTI ONAL,

hashAl g [ 6] OBJECT | DENTI FI ER OPTI ONAL,

request or Text [7] UTF8String (SIZE (1..256)) OPTIONAL }
Query ::= SEQUENCE ({

queriedCerts Cert Ref er ences,

checks Cert Checks,

want Back [1] want Back OPTI ONAL,

val i dati onPolicy Val i dati onPol i cy,

responseFl ags ResponseFl ags OPTI ONAL,

server ContextInfo [2] OCTET STRI NG OPTI ONAL,

val i dati onTi me [3] CeneralizedTi me OPTI ONAL,

i nternedi ateCerts [4] CertBundl e OPTI ONAL,

revl nf os [ 5] Revocationl nfos OPTI ONAL,

pr oducedAt [6] CeneralizedTi me OPTI ONAL,

guer yExt ensi ons [ 7] Extensions OPTI ONAL }
Cert References ::= CHO CE {

pkcRef s [0] SEQUENCE Sl ZE (1..MAX) OF PKCReference,

acRef s [1] SEQUENCE Sl ZE (1..MAX) OF ACReference }
Cert Ref erence: : = CHO CE {

pkc PKCRef er ence,

ac ACRef er ence }
PKCRef erence ::= CHO CE {

cert [0] Certificate,

pkcRef [1] SCvPCertID }
ACRef erence ::= CHO CE {

attrCert [2] AttributeCertificate,

acRef [3] SCVPCertlID }
SCVPCert I D :: = SEQUENCE {

cert Hash OCTET STRI NG,
i ssuer Seri al SCVPI ssuer Seri al ,

hashAl gorithm Al gorithm dentifier DEFAULT { algorithmsha-1 } }
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SCVPI ssuer Seri al ::= SEQUENCE {
i ssuer Cener al Nanes,
seri al Nunber CertificateSerial Nunber
}
Val idationPolicy ::= SEQUENCE {
val i dat i onPol Ref Val i dat i onPol Ref,
val i dati onAl g [0] ValidationAl g OPTI ONAL,
user Pol i cySet [1] SEQUENCE Sl ZE (1..MAX) OF OBJECT

| DENTI FI ER OPTI ONAL,
i nhi bi t Pol i cyMappi ng [ 2] BOOLEAN OPTI ONAL,
requireExplicitPolicy [3] BOOLEAN OPTI ONAL,

i nhi bi t AnyPol i cy [4] BOOLEAN OPTI ONAL,

trust Anchors [5] TrustAnchors OPTI ONAL,

keyUsages [ 6] SEQUENCE OF KeyUsage OPTI ONAL,

ext endedKeyUsages [ 7] SEQUENCE OF KeyPurposeld OPTI ONAL,

speci fi edKeyUsages [ 8] SEQUENCE OF KeyPurposeld OPTI ONAL }
Cert Checks ::= SEQUENCE SIZE (1..MAX) OF OBJECT | DENTI FI ER
Want Back ::= SEQUENCE S| ZE (1..MAX) OF OBJECT | DENTI FI ER
Val i dat i onPol Ref ::= SEQUENCE {

val Pol | d OBJECT | DENTI FI ER,
val Pol Par ans ANY DEFI NED BY val Pol I d OPTI ONAL }

Val i dati onAl g ::= SEQUENCE ({

val Al gl d OBJECT | DENTI FI ER,

par anet ers ANY DEFI NED BY val Al gl d OPTI ONAL }
NaneVal i dati onAl gParnms ::= SEQUENCE {

nanmeConpAl gl d OBJECT | DENTI FI ER,

val i dat i onNanes Gener al Nares }
Trust Anchors ::= SEQUENCE SIZE (1..MAX) OF PKCReference
KeyAgr eePubl i cKey ::= SEQUENCE {

al gorithm Al gorithmdentifier,

publ i cKey BI T STRI NG

macAl gorithm Al gorithm dentifier,

k DF Al gorithm dentifier OPTIONAL }
ResponseFl ags ::= SEQUENCE {

ful | Request | nResponse [0] BOOLEAN DEFAULT FALSE,

responseVal i dati onPol ByRef [1] BOOLEAN DEFAULT TRUE,

pr ot ect Response [ 2] BOOLEAN DEFAULT TRUE,

cachedResponse [ 3] BOOLEAN DEFAULT TRUE }
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CertBundl e ::= SEQUENCE SIZE (1..MAX) OF Certificate
Revocationl nfos ::= SEQUENCE Sl ZE (1.. MAX) OF Revocationlnfo
Revocationlnfo ::= CHO CE {

crl [0] CertificatelList,

delta-crl [1] Certificatelist,

ocsp [ 2] OCSPResponse,

ot her [3] O herRevinfo }
O herRevl nfo ::= SEQUENCE ({

ri Type OBJECT | DENTI FI ER,

ri Val ue ANY DEFI NED BY ri Type }

-- SCVP Certificate Validation Response

i d-ct-scvp-certVal Response OBJECT IDENTIFIER ::= { id-ct 11 }
CVResponse ::= SEQUENCE {
cvResponseVer si on | NTECER,
server ConfigurationlD | NTECGER,
pr oducedAt Gener al i zedTi e,
responseSt at us ResponseSt at us,
respVal i dati onPol i cy [0] RespValidationPolicy OPTI ONAL,
request Ref [1] Request Ref erence OPTI ONAL,
request or Ref [ 2] Ceneral Nanes OPTI ONAL,
request or Name [ 3] Ceneral Nanes OPTI ONAL,
repl yQbj ects [4] Repl yQbj ects OPTI ONAL,
respNonce [5] OCTET STRI NG OPTI ONAL,
server Contextlnfo [ 6] OCTET STRI NG OPTI ONAL,
cvResponseExt ensi ons [ 7] Extensions OPTI ONAL,
request or Text [8] UTF8String (SIZE (1..256)) OPTI ONAL }
ResponseSt at us :: = SEQUENCE {
st at usCode CVSt at usCode DEFAULT okay,
error Message UTF8Stri ng OPTI ONAL }
CVSt at usCode :: = ENUMERATED ({
okay (0),
ski pUnr ecogni zedl t ens (1),
t ooBusy (10),
i nval i dRequest (11),
i nternal Error (12),
badStructure (20),
unsupport edVer si on (21),
abor t Unr ecogni zedl t ens (22),
unr ecogni zedSi gKey (23),
badSi gnat ur eOr MAC (24),
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unabl eToDecode (25),
not Aut hori zed (26),
unsupport edChecks (27),
unsupport edVant Backs (28),
unsupport edSi gnat ur eOr MAC (29),
i nval i dSi gnat ureOr MAC (30),
pr ot ect edResponseUnsupport ed (31),
unr ecogni zedResponder Nane (32),
rel ayi ngLoop (40),
unr ecogni zedVal Pol (50),
unr ecogni zedVal Al g (51),
ful | Request | nResponseUnsupported (52),
ful | Pol ResponseUnsupported (53),

i nhi bi t Pol i cyMappi ngUnsupport ed (54),
requi reExplicitPolicyUnsupported (55),
i nhi bi t AnyPol i cyUnsupport ed (56),
val i dat i onTi meUnsupport ed (57),
unr ecogni zedCri t Quer yExt (63),
unr ecogni zedCri t Request Ext (64) }

RespVal i dati onPolicy ::= ValidationPolicy

Request Ref erence ::= CHO CE {
request Hash [0] HashVal ue, -- hash of CVRequest
ful | Request [1] CVRequest }

HashVal ue ::= SEQUENCE {
al gorithm Al gorithm dentifier DEFAULT { algorithm sha-1 },
val ue OCTET STRI NG }

sha-1 OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
oi W(14) secsig(3) algorithn(2) 26 }

Repl yObj ects ::= SEQUENCE S| ZE (1..MAX) OF CertReply

Cert Reply ::= SEQUENCE ({
cert Cert Ref er ence,
repl ySt at us Repl ySt at us DEFAULT success,
repl yval Ti me General i zedTi ne,
repl yChecks Repl yChecks,
r epl yWant Backs Repl yWant Backs,
val i dationErrors [0] SEQUENCE SI ZE (1..MAX) OF

OBJECT | DENTI FI ER OPTI ONAL,

next Updat e [1] CeneralizedTi me OPTI ONAL,
cert Repl yExt ensi ons [ 2] Extensions OPTI ONAL }

Freeman, et al. St andards Track [ Page 72]



RFC 5055 SCVP Decenber 2007

Repl ySt at us :: = ENUMERATED {

success (0),

mal f or mredPKC (1),

mal f or medAC (2),

unavai |l abl eval i dati onTine (3),

ref erenceCert HashFai | (4),

cert Pat hConst r uct Fai | (95),

cert Pat hNot Val i d (6),

cert Pat hNot Val i dNow (7,

want BackUnsat i sfi ed (8) }
Repl yChecks ::= SEQUENCE OF Repl yCheck
Repl yCheck ::= SEQUENCE ({

check OBJECT | DENTI FI ER,

status | NTEGER DEFAULT O }
Repl yWant Backs ::= SEQUENCE OF Repl yWant Back
Repl yWant Back: : = SEQUENCE {

wb OBJECT | DENTI FI ER,

val ue OCTET STRI NG }
CertBundl es ::= SEQUENCE SI ZE (1..MAX) OF CertBundl e
Revl nf oWant Back ::= SEQUENCE ({

revocati onl nfo Revocati onl nf os,

extraCerts Cert Bundl e OPTI ONAL }
SCVPResponses ::= SEQUENCE OF Contentlnfo

-- SCVP Validation Policies Request

i d-ct-scvp-val Pol Request OBJECT IDENTIFIER ::={ id-ct 12 }
Val Pol Request ::= SEQUENCE ({

vpRequest Ver si on | NTEGER DEFAULT 1,

request Nonce OCTET STRI NG }

-- SCVP Validation Policies Response

i d-ct-scvp-val Pol Response OBJECT IDENTIFIER ::={ id-ct 13 }
Val Pol Response ::= SEQUENCE {

vpResponseVer si on I NTEGER,

max CVRequest Ver si on | NTEGER,

maxVPRequest Ver si on | NTEGER,

server ConfigurationlD | NTEGER,
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next Updat e

support edChecks
suppor t edWant Backs
val i dati onPolicies
val i dati onAl gs

aut hPol i ci es
responseTypes

def aul t Pol i cyVal ues
revocati onl nf oTypes
si gnat ureGener ation
signatureVerification
hashAl gorit hrs

server Publ i cKeys

cl ockSkew
request Nonce

ResponseTypes ::= ENUMERATED {
cached-only (0),
non- cached-only (1),

SCVP

Decenmber 2007

General i zedTi e,

Ceneral i zedTi ne OPTI ONAL

Cert Checks,

Want Back,

SEQUENCE OF OBJECT | DENTI FI ER

SEQUENCE OF OBJECT | DENTI FI ER

SEQUENCE OF Aut hPol i cy,

ResponseTypes,

RespVal i dati onPol i cy,

Revocati onl nf oTypes,

SEQUENCE OF Al gorithm dentifier

SEQUENCE OF Al gorithm dentifier

SEQUENCE SI ZE (1.. MAX) OF
OBJECT | DENTI FI ER

SEQUENCE OF KeyAgr eePubl i cKey
OPTI ONAL,

| NTEGER DEFAULT 10,

OCTET STRI NG OPTI ONAL }

cached- and- non- cached (2) }
Revocationl nfoTypes ::= BIT STRI NG {

full CRLs (0)

del t aCRLs (1),

i ndi rect CRLs (2),

0CSPResponses (3) }
Aut hPol i cy ::= OBJECT | DENTI FI ER

-- SCVP Check ldentifiers

id-stc OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) 17 }

i d-stc-build-pkc-path OBJECT IDENTIFIER ::= { id-stc 1}
i d-stc-build-valid-pkc-path OBJECT IDENTIFIER ::= { id-stc 2 }
i d-stc-buil d-status-checked- pkc-path

OBJECT IDENTIFIER ::= { id-stc 3}
i d-stc-buil d-aa-path OBJECT IDENTIFIER ::={ id-stc 4 }
i d-stc-buil d-valid-aa-path OBJECT IDENTIFIER ::={ id-stc 5}
i d-stc-buil d-status-checked-aa-path

OBJECT IDENTIFIER ::= { id-stc 6 }
i d- st c-status-check-ac-and-bui | d- st at us-checked- aa- path

OBJECT IDENTIFIER ::= { id-stc 7 }
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i denti fi ed-organi zati on(3)

id-swb 1
id-swb 2
id-swb 4
id-swb 5
id-swb 6
id-swb 7
id-swb 9 }
id-swb 10}
i d-swb 11}
i d-swb 12}
id-swb 13}

SCVP
-- SCVP Want Back ldentifiers
i d-swb OBJECT IDENTIFIER ::= { iso(1l)
dod(6) internet(1) security(5) mechani snms(5) pkix(7) 18 }

i d- swb- pkc-best-cert-path OBJECT | DENTI FI ER :
i d- swb- pkc-revocation-info OBJECT | DENTI FI ER :
i d- swb- pkc- public-key-info OBJECT | DENTI FI ER :
i d- swb-aa-cert-path OBJECT | DENTI FI ER :
i d- swb-aa-revocation-info OBJECT | DENTI FI ER :
i d- swb-ac-revocation-info OBJECT | DENTI FI ER :
i d- swb-rel ayed-responses OBJECT | DENTI FI ER ::
i d- swb- pkc-cert OBJECT | DENTI FI ER :
i d- swb-ac-cert OBJECT | DENTI FI ER :
i d- swb- pkc-all-cert-paths OBJECT | DENTI FI ER :
i d- swb- pkc-ee-revocation-info OBJECT | DENTI FI ER :
i d- swb- pkc- CAs-revocation-info OBJECT | DENTIFI ER :

-- SCVP Validation Policy and Algorithmldentifiers

Lt Yt Yt Nt Ve W W W W e Lot Yot

i d-swb 14}

i d-svp OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) 19 }
i d-svp-defaultVal Policy OBJECT IDENTIFIER ::={ id-svp 1}
-- SCVP Basic Validation Al gorithmldentifier
i d-svp-basicVal Alg OBJECT IDENTIFIER ::= { id-svp 3}
-- SCVP Basic Validation AlgorithmErrors
i d-bvae OBJECT | DENTIFIER ::= id-svp-basicVal Al g
i d- bvae- expired OBJECT IDENTIFIER ::= { id-bvae 1 }
i d- bvae-not-yet-valid OBJECT IDENTIFIER ::= { id-bvae 2 }
i d- bvae-wr ongTr ust Anchor OBJECT IDENTIFIER ::={ id-bvae 3 }
i d- bvae-noVval i dCert Pat h OBJECT IDENTIFIER ::={ id-bvae 4 }
i d- bvae-revoked OBJECT IDENTIFIER ::={ id-bvae 5 }
i d- bvae-inval i dKeyPur pose OBJECT IDENTIFIER ::= { id-bvae 9}
i d- bvae-inval i dkeyUsage OBJECT IDENTIFIER ::= { id-bvae 10 }
i d-bvae-invalidCertPolicy OBJECT IDENTIFIER ::= { id-bvae 11 }
-- SCVP Nanme Validation Algorithmldentifier
i d-svp-nameVal Alg OBJECT IDENTIFIER ::= { id-svp 2}
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-- SCVP Nanme Validation Al gorithm DN conparison algorithm
i d- nva- dnConpAl g OBJECT IDENTIFIER ::= { id-svp 4}

-- SCVP Nanme Validation AlgorithmErrors

i d-nvae OBJECT | DENTIFIER ::= id-svp-naneVal Al g
i d- nvae- nane- nmi smat ch OBJECT IDENTIFIER ::= { id-nvae 1 }
i d- nvae- no- nane OBJECT IDENTIFIER ::= { id-nvae 2 }
i d- nvae- unknown-al g OBJECT IDENTIFIER ::= { id-nvae 3 }
i d- nvae- bad- nane OBJECT IDENTIFIER ::={ id-nvae 4 }
i d- nvae- bad- nane-type OBJECT IDENTIFIER ::={ id-nvae 5 }
i d- nvae- m xed- nanes OBJECT IDENTIFIER ::={ id-nvae 6 }
-- SCVP Extended Key Usage Key Purpose ldentifiers
id-kp OBJECT IDENTIFIER ::={ iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) 3}
i d- kp-scvpServer OBJECT IDENTIFIER ::={ id-kp 15}
i d-kp-scvpdient OBJECT IDENTIFIER ::={ id-kp 16 }
END

9. Security Considerations

For security considerations specific to the Cryptographic Message
Syntax nessage formats, see [CMB]. For security considerations
specific to the process of PKI certification path validation, see
[ PKI X-1] .

A client that trusts a server’s response for validation of a
certificate inherently trusts that server as much as it would trust
its own validation software. This neans that if an attacker
conprom ses a trusted SCVP server, the attacker can change the

val i dation processing for every client that relies on that server.
Thus, an SCVP server must be protected at |least as well as the trust
anchors that the SCVP server trusts.

Clients MJUST verify that the response matches their original request.
Clients need to ensure that the server has performed the appropriate
checks for the correct certificates under the requested validation
policy for the specified validation tinme, and that the response

i ncl udes the requested want Backs and nmeets the client’s freshness
requi renents.
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When the SCVP response is used to determine the validity of a
certificate, the client MJUST validate the digital signature or MAC on
the response to ensure that the expected SCVP server generated it.

If the client does not check the digital signature or MAC on the
response, a man-in-the-mddle attack could fool the client into
bel i eving nodified responses fromthe server or responses to
guestions the client did not ask.

If the client does not include a requestNonce item or if the client
does not check that the requestNonce in the response matches the
value in the request, an attacker can replay previous responses from
the SCVP server.

If the server does not require sonme sort of authorization (such as
signed requests), an attacker can get the server to respond to
arbitrary requests. Such responses may give the attacker information
about weaknesses in the server or about the tineliness of the
server’'s checking. This infornmation may be valuable for a future
attack.

If the server uses the serverContextInfo itemto indicate sone server
state associated with a requestor, inplenenters nust take appropriate
nmeasur es agai nst deni al -of -service attacks where an attacker sends in
a lot of requests at one tinme to force the server to keep a |l ot of
state information.

SCVP does not include any confidentiality nechanisns. |If
confidentiality is needed, it can be achieved with a | ower-|ayer
security protocol such as TLS [TLS].

If an SCVP client is not operating on a network with good physica
protection, it nust ensure that there is integrity over the SCVP
request-response pair. The client can ensure integrity by using a
protected transport such as TLS. It can ensure integrity by using
MACs or digital signatures to individually protect the request and
response nessages.

If an SCVP client popul ates the userPolicySet in a request with a
val ue other than anyPolicy, but does not set the
requireExplicitPolicy flag, the server may return an affirmative
answer for paths that do not satisfy any of the specified policies.
In general, when a client popul ates the userPolicySet in a request
with a value other than anyPolicy, the requireExplicitPolicy flag
shoul d al so be set. This guarantees that all valid paths satisfy at
| east one of the requested policies.
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10.

11.

11.

In SCVP, historical validation of a certificate returns the known
status of the certificate at the time specified in validationTinmne.
This may be used to denonstrate due diligence, but does not
necessarily provide the nost conplete information. A certificate may
have been revoked after the time specified in validationTime, but the
revocation notice nay specify an invalidity date that precedes the
validationTinme. The SCVP server would provide an affirmative
response even though the nost current information avail abl e indicates
the certificate should not be trusted at that time. SCVP clients may
wi sh to specify a validationTime |ater than the actual time of
interest to mtigate this risk.

| ANA Consi der ati ons

The details of SCVP requests and responses are comruni cated using
object identifiers (ODs). The objects are defined in an arc

del egated by 1ANA to the PKIX Wirking Group. This document al so

i ncludes four MME type registrations in Appendix A No further

action by I ANA is necessary for this docunent or any anticipated

updat es.
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Appendi x A. M ME Media Type Registrations
Four M ME nedia type registrations are provided in this appendi x.
A.1. application/scvp-cv-request

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/scvp-cv-request

M ME nedia type nane: application
M ME subtype nane: scvp-cv-request
Requi red parameters: None

Opti onal parameters: None
Encodi ng consi derations: Binary

Security considerations: Carries a request for information. This
request may optionally be cryptographically protected.

Interoperability considerations: None
Publ i shed specification: RFC 5055

Applications that use this nedia type: SCVP clients sending
certificate validation requests

Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .SCQ
Maci ntosh File Type Code(s): None

Person & email address to contact for further infornmation:
Anbari sh Mal pani <anbari sh@ahoo. conr

I nt ended usage: COVMON

Restrictions on usage: This nedia type can be used with any protoco
that can transport digitally signed objects.

Aut hor: Anbarish Ml pani <anbari sh@ahoo. conp

Change controller: |ESG
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A. 2. application/scvp-cv-response

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/scvp-cv-response

M ME nedia type nane: application

M ME subtype nane: scvp-cv-response

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: Binary

Security considerations: The client may require that this response be
cryptographically protected, or may choose to use a secure transport
nmechani sm DPD responses nay be unprotected, but the client

val idates the information provided in the request.

Interoperability considerations: None

Publ i shed specification: RFC 5055

Applications that use this nmedia type: SCVP servers responding to
certificate validation requests

Addi tional information
Magi ¢ nunber(s): None
File extension(s): .SCS
Maci ntosh File Type Code(s): none

Person & emai|l address to contact for further information:
Anmbari sh Mal pani <anbari sh@ahoo. conr

I nt ended usage: COVMON

Restrictions on usage: This nedia type can be used with any protoco
that can transport digitally signed objects.

Aut hor: Anbari sh Ml pani <amnbari sh@ahoo. cone

Change controller: |ESG
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A 3.

Fre

appl i cati on/ scvp-vp-request

To: ietf-types@ana.org

Subj ect: Registration of MM nedia type application/scvp-vp-request

M ME nedia type nane: application

M ME subtype nane: scvp-vp-request

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: Binary

Security considerations: Carries a request for information
Interoperability considerations: None

Publ i shed specification: RFC 5055

Applications that use this nedia type: SCVP clients sending
val idation policy requests

Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .SPQ
Maci ntosh File Type Code(s): none

Person & email address to contact for further infornmation:
Anbari sh Ml pani <anbari sh@ahoo. conp

I nt ended usage: COVMON
Restrictions on usage: None
Aut hor: Anbarish Ml pani <anbari sh@ahoo. conp

Change controller: |ESG
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A. 4. application/scvp-vp-response

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/scvp-vp-response

M ME nedia type nane: application

M ME subtype nane: scvp-vp-response
Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: Binary
Security considerations: None
Interoperability considerations: None
Publ i shed specification: RFC 5055

Applications that use this nmedia type: SCVP servers responding to
val idation policy requests

Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .SPP

Maci ntosh File Type Code(s): none

Person & email address to contact for further infornmation:
Anbari sh Ml pani <anbari sh@ahoo. conp

I nt ended usage: COVMON

Restrictions on usage: This nedia type can be used with any protoco
that can transport digitally signed objects.

Aut hor: Anbarish Ml pani <anbari sh@ahoo. conp

Change controller: |ESG
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App

B. 1.

B. 2.

Fre

endi x B. SCVP over HITP

Thi s appendi x describes the formatting and transportation conventions
for the SCVP request and response when carried by HITP.

In order for SCVP clients and servers using HTTP to interoperate, the
following rules apply.

- Cients MIST use the POST nmethod to submit their requests.
- Servers MJIST use the 200 response code for successful responses.

- Cients MAY attenpt to send HTTPS requests using TLS 1.0 or later,
al t hough servers are not required to support TLS.

- Servers MJST NOT assune client support for any type of HTTP
aut hentication such as cookies, Basic authentication, or D gest
aut henti cati on.
- Cients and servers are expected to follow the other rules and
restrictions in [HTTP]. Note that some of those rules are for
HTTP net hods other than POST; clearly, only the rules that apply
to POST are relevant for this specification
SCVP Request
An SCVP request using the POST nethod is constructed as foll ows:

The Content-Type header MJST have the val ue "application/scvp-cv-
request”.

The body of the nessage is the binary value of the DER encodi ng of
the CVRequest, wapped in a CM5 body as described in Section 3.

SCVP Response

An HTTP- based SCVP response is conposed of the appropriate HTTP
headers, followed by the binary value of the BER encodi ng of the
CVResponse, wrapped in a CM5 body as described in Section 4.

The Content-Type header MJST have the value "application/scvp-cv-
response”.
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B.3. SCVP Policy Request
An SCVP request using the POST nethod is constructed as foll ows:

The Content-Type header MJUST have the val ue "application/scvp-vp-
request”.

The body of the nessage is the binary value of the BER encodi ng of
the Val Pol Request, wrapped in a CM5 body as described in Section 5.

B.4. SCVP Policy Response

An HTTP- based SCVP policy response is conposed of the appropriate
HTTP headers, followed by the binary value of the DER encodi ng of the
Val Pol Response, wrapped in a CM5S body as described in Section 6. The
Cont ent - Type header MJST have the val ue "application/scvp-vp-
response".
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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