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Usi ng OpenPGP Keys for Transport Layer Security (TLS) Authentication
Status of This Menp

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmenop is unlimted.

Abst r act
Thi s meno proposes extensions to the Transport Layer Security (TLS)
protocol to support the OQpenPGP key format. The extensions di scussed
here include a certificate type negotiati on nechani sm and the
required nodi fications to the TLS Handshake Protocol
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1. Introduction

The I ETF has two sets of standards for public key certificates, one
set for use of X. 509 certificates [PKIX] and one for OpenPGP
certificates [OpenPGP]. At the time of witing, TLS [TLS] standards
are defined to use only X. 509 certificates. This docunent specifies
a way to negotiate use of QoenPGP certificates for a TLS session, and
specifies how to transport OpenPGP certificates via TLS. The
proposed extensions are backward conpatible with the current TLS
specification, so that existing client and server inplenmentations
that make use of X. 509 certificates are not affected.

2. Term nol ogy

The term "QpenPGP key" is used in this docunent as in the OpenPGP
specification [QpenPGP]. W use the term " OpenPGP certificate" to
refer to OpenPGP keys that are enabl ed for authentication

Thi s docunent uses the sane notation and term nology used in the TLS
Protocol specification [TLS].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Changes to the Handshake Message Contents

Thi s section describes the changes to the TLS handshake nessage
contents when OpenPGP certificates are to be used for authentication

3.1. dient Hello

In order to indicate the support of multiple certificate types,
clients MJST include an extension of type "cert_type" (see Section 5)
to the extended client hello nessage. The hell o extension mechani sm
is described in [ TLSEXT].

This extension carries a list of supported certificate types the
client can use, sorted by client preference. This extension MJST be
omitted if the client only supports X 509 certificates. The
"extension_data" field of this extension contains a
CertificateTypeExtension structure.
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enum { client, server } CientO ServerExtension
enum { X 509(0), OpenPGP(1l), (255) } CertificateType;

struct {
sel ect (Cli ent Or Server Ext ensi on) {
case client:
CertificateType certificate types<l..2"8-1>;
case server:
CertificateType certificate_type;

} CertificateTypeExtension

No new ci pher suites are required to use OpenPCGP certificates. Al
exi sting cipher suites that support a conpatible, with the key, key
exchange net hod can be used in conbination with OpenPGP certificates.

3.2. Server Hello

If the server receives a client hello that contains the "cert _type"
ext ensi on and chooses a cipher suite that requires a certificate,
then two outconmes are possible. The server MIST either select a
certificate type fromthe certificate_types field in the extended
client hello or terminate the connection with a fatal alert of type
"unsupported certificate".

The certificate type selected by the server is encoded in a
CertificateTypeExtension structure, which is included in the extended
server hell o nmessage using an extension of type "cert_type". Servers
that only support X 509 certificates MAY omt including the
"cert_type" extension in the extended server hello.

3.3. Server Certificate

The contents of the certificate nessage sent fromserver to client
and vice versa are determned by the negotiated certificate type and
the selected cipher suite's key exchange al gorithm

If the OpenPGP certificate type is negotiated, then it is required to
present an QpenPGP certificate in the certificate nessage. The
certificate nust contain a public key that matches the sel ected key
exchange al gorithm as shown bel ow.
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Key Exchange Al gorithm QpenPGP Certificate Type

RSA RSA public key that can be used for
encryption.

DHE_DSS DSS public key that can be used for
aut hentication.

DHE_RSA RSA public key that can be used for
aut henti cati on.

An OpenPGP certificate appearing in the certificate nmessage i s sent
using the binary OpenPGP format. The certificate MJST contain al
the elements required by Section 11.1 of [OQpenPGP].

The option is also available to send an CpenPGP fingerprint, instead
of sending the entire certificate. The process of fingerprint
generation is described in Section 12.2 of [OpenPGP]. The peer shal
respond with a "certificate_unobtainable" fatal alert if the
certificate with the given fingerprint cannot be found. The
"certificate_unobtainable" fatal alert is defined in Section 4 of

[ TLSEXT] .

enum {
cert_fingerprint (0), cert (1), (255)
} OpenPGPCert Descri pt or Type;

opaque OpenPGPCert Fi nger pri nt <16. . 20>;
opaque OQpenPGPCert <0..2"24-1>;
struct {
OpenPGPCer t Descri pt or Type descri pt or Type;
sel ect (descriptorType) {
case cert_fingerprint: OpenPGPCert Fi ngerprint;
case cert: OpenPGPCert;
}
} Certificate;
3.4. Certificate Request
The semantics of this nessage remain the sane as in the TLS
specification. However, if this nmessage is sent, and the negoti ated

certificate type is OpenPGP, the "certificate authorities" |ist MJST
be empty.
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3.

3.

4.

5. dient Certificate

This message is only sent in response to the certificate request
nmessage. The client certificate message is sent using the same
formatting as the server certificate nessage, and it is also required
to present a certificate that matches the negotiated certificate
type. |If OpenPGP certificates have been sel ected and no certificate
is available fromthe client, then a certificate structure that
contains an enpty QpenPGPCert vector MJST be sent. The server SHOULD
respond with a "handshake failure" fatal alert if client

aut hentication is required.

6. O her Handshake Messages

Al'l the other handshake nessages are identical to the TLS
speci fication.

Security Considerations

Al'l security considerations discussed in [TLS], [TLSEXT], and

[ OpenPGP] apply to this docunent. Considerations about the use of
the web of trust or identity and certificate verification procedure
are outside the scope of this document. These are considered issues
to be handl ed by the application |ayer protocols.

The protocol for certificate type negotiation is identical in
operation to ciphersuite negotiation of the [TLS] specification with
the addition of default values when the extension is omtted. Since
those om ssions have a uni que meani ng and the same protection is
applied to the values as with ciphersuites, it is believed that the
security properties of this negotiation are the same as with

ci phersuite negotiation

When using OpenPGP fingerprints instead of the full certificates, the
di scussion in Section 6.3 of [TLSEXT] for "Cient Certificate URLS"
applies, especially when external servers are used to retrieve keys.
However, a mmjor difference is that although the

"client _certificate url" extension allows identifying certificates

wi thout including the certificate hashes, this is not possible in the
prot ocol proposed here. |In this protocol, the certificates, when not
sent, are always identified by their fingerprint, which serves as a
cryptographic hash of the certificate (see Section 12.2 of

[ OpenPGP]) .

The information that is available to participating parties and
eavesdroppers (when confidentiality is not avail able through a

previ ous handshake) is the nunber and the types of certificates they
hol d, plus the contents of certificates.

Mavr ogi annopoul os Experi ment al [ Page 5]



RFC 5081 Usi ng OpenPGP Keys Noverber 2007

5.

7.

7.

1

| ANA Consi der ati ons

Thi s docunent defines a new TLS extension, "cert_type", assigned a
value of 9 fromthe TLS Extensi onType registry defined in [ TLSEXT].
This value is used as the extension nunber for the extensions in both
the client hello nessage and the server hell o nessage. The new
extension type is used for certificate type negotiation

The "cert _type" extension contains an 8-bit CertificateType field,
for which a new registry, named "TLS Certificate Types", is
established in this docunent, to be maintained by | ANA. The registry
is segnented in the followi ng way:

1. Values 0 (X.509) and 1 (OpenPGP) are defined in this docunent.

2. Values from 2 through 223 deci mal inclusive are assigned via | ETF
Consensus [ RFC2434].

3. Values from 224 decimal through 255 decimal inclusive are
reserved for Private Use [ RFC2434].
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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